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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MX BBOJA, NpPeaoCTaBAAeT onpeaefeHHble A0NO/HUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HAaKKU B ONMCAHUM KOMaHZAbl UCNONb3YIOTCA ANA YKAa3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME N0 YMOJIHaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.
MNonyKupHobiii MoNy*KMpPHbIM WPUPTOM BblAeNEHBI MTPUMEYAHUA U NPeayNpPeKAEHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTaTtopsbl cepmin MES2300, MES3300, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 moryT
NCNO/Ib30BaTbCA Ha CETAX KPYMHbIX NpeanpuATMiA U NpegnpuaTMiA manoro u cpegHero 6usHeca (SMB), B
onepatopckux ceTax. OHM o0b6ecneynmBaloT BbICOKYHO MNPOU3BOAMTENbHOCTb, TMBKOCTb, 6e30MacHOCTb,
MHOTOypoBHeBOe KayecTBo obcayKmnaHus (QoS). KommyTatopbl MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32
06/1aa10T NOBbILWEHHOM HAZAEKHOCTbLIO 33 CHET PE3EePBUPOBaHMA Y3/10B, onpeaenatowmx becnepeboiHocTb
YHKLMOHUPOBAHMA — MOoAyAeN MUTAHNA U MOAYNEN BEHTUNALUMN.

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 oTBeualoT TpeboBaHMAM
LeHTpoB 06paboTKM AaHHbIX K Top-of-Rack n End-of-Row-KommyTaTopam 1 TpeboBaHWSAM OnepaTopos K
obopynoBaHMIO ceTel arperaumm U MarmcTpasbHbIX ceTen, obecneymBasn BbICOKYO NMPOU3BOAUTENbHOCTb U
SKOHOMUYecKK 3 deKTUBHOE peLleHme.

B HacToALleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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HELTEX
2 ONUWUCAHUE U3OENUA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 3T0 BbICOKONpPOU3BOANTENb-
Hble YCTPOWCTBA, NpeAHa3HaYeHHble 418 UCMO/b30BaHNA B LeHTpax 06paboTkm gaHHbix (LLOJ) B KauecTse
Top-of-Rack nnm End-of-Row KommyTaTOpOB, a TaKKe B CETAX arperaumm 1 MarucTpaabHbIX CETAX ONepaTo-
poB CBA3M.

KommyTaTtopbl MES5400-24, MES5400-48 ocHalueHbl MHTepdeiicamn 1000BASE-X/10GBASE-R u
40GBASE-R/100GBASE-R.

KommyTtatop MES5410-48 ocHalleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R.

KommytaTtop MES5500-32 ocHalueH nHrepdeincamm 10GBASE-R n 40GBASE-R/100GBASE-R.

MopTbl KOMMYTaTOPOB NoAAep>KMUBatOT paboTy Ha ckopocTax 1 F6ut/c (SFP), 10 réut/c (SFP+), 25
réut/c (SFP28), 40 réut/c (QSFP+) 1 100 F6ut/c (QSFP28). HeboKMpyemasa KOMMYTaLMOHHAA MaTpMLa NO3-
BO/IAET OCYLLECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB NMPM MaKCMMasibHOW HarpysKe, COXpaHaa npu 3Tom
MWUHMUMa/IbHbIE U NPeACKasyemble 3a4epKK1 O41A Bcex TUnos TpaduKa.

Cxema BeHTUnAuumM front-to-back obecneunsaer appeKTUBHOE OXNarKAeHME MPU UCMONb30BAHUMU
YCTPOICTB B YCN0BMAX COBPEMEHHbIX LIO/.

HageKHOCTb KOMMyTaTopoB obecneyeHa 3a CYeT Pe3epPBUPOBAHUA NCTOYHMKOB NUTAHMA U CUCTEMDbI
OX/IaXKAEeHMA 1 Pa3BUTON CUCTEMbI MOHUTOPMHIA annapaTHOW YacTh YCTPOMCTB. KOMMYTaTopbl MMEIOT BO3-
MOXHOCTb ropsiYeit 3ameHbl Moay/1el NUTaHUA U BEHTUAALUMOHHBIX Moaynel, obecneumsan 6ecnepeboit-
Hoe PYHKLMOHMPOBaHKNE CeTU onepaTtopa.

KommyTaTtopsl arperauum cepuit MES2300, MES3300, MES53xxA — 3TO BbICOKONPOU3BOANTENbHbIE
YCTPOMCTBA, OCHaleHHble uHTepdencamm 10GBASE-R, 1000BASE-X w© npegHa3HayeHHble Ans
MCNO/Ib30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWMCTB arperaumm M B HeBONbLUMX UEHTPax
06paboTkun aaHHbIX (LLOA).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneumBaeT rMbKOCTb B MCMO/b30BAaHUM M BO3MOXKHOCTb NOCTENEHHOro nepexoda Ha 6oaee BbiCOKME
CKOPOCTM nepepayn AaHHbIX. Hebnokumpyemas KOMMyTaUMOHHAA MaTpuuLa NO3BOJIAET OCYLLECTBAATb
KOPPEeKTHyto 06paboTKy NaKeToB MPU MaKCMMaibHbIX Harpyskax, COXpPaHsasa Mpy 3TOM MWHUMa/bHbIE W
npeackasyemble 3a4epKKKN Ha Bcex Tunax Tpaduka.

Cxema BeHTUAAumMK front-to-back obecneunBaeT adpPpeKkTMBHOE OXnarkaeHWe Npu UCNOAb30BaHUMU
YCTPOICTB B YC0BUAX COBpPeMeHHbIx LLO/.

[ybnvpoBaHHble BEHTUAATOPbl M WUCTOYHUKM MUTAHUA MOCTOAHHOTO WM MEPeMEeHHOro TOKa B
COYETaHWM C PA3BUTOM CUCTEMON MOHWMTOPMHIA anmnapaTHOM YacTW YCTPOMCTBA MO3BO/AIOT MOJYYUTb
BbICOKME MOKa3aTe/IM HaAEeKHOCTU. YCTPOMCTBA MMEIOT BO3MOXKHOCTb ropaYyeit 3aMeHbl Moayieil NMTaHua
N BEHTUALMOHHBIX Moaynen, obecneunsas becnepeboMHOCTb GYHKLMOHMPOBAHUA CETU oMnepaTopa.
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KommyTtaTtopbl MES5500-32 — 3TO BbICOKONPOU3BOANUTE/IbHbIE YCTPOMCTBA, OCHALLEHHble NHTepden-
camun 10GBASE-R 1 40GBASE-R/100GBASE-R v npeaHasHayeHHble 418 UCMONb30BaHUA B LieHTpax obpa-
60TKM aaHHbIX (LOA) B KauecTBe Top-of-Rack nnu End-of-Row KommMyTaTopoB, a TaK:Ke B CETAX arperauuu
W MarncTpasibHbIX CETAX OMNepaTopoB CBA3MN.

2.2 ®PyHKUMM KOMMYTATOpPA

2.2.1 ba3osbie pyHKYuu
B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, AOCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6s10KuUposKu ouepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnx Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NMPMBOAMT K 3aeP>KKaM nepegaum AaHHbIX
M noTepe NakeTos.

Mododepxka
c8epx0/UHHbIX Kadpoe
(Jumbo frames)

CnocobHOCTb MOAAEePKMBaTL Nepeaady CBEPXAJ/IMHHbIX KaApoB, YTO MO3BOAsAET ne-
penaBaTh AaHHbIE MEHbLUMM YMC/IOM NAKETOB. ITO CHUMNKAET 06bem CAyKeBbHOM MH-
dopmaumn, Bpema 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s npefoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMUMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAenaTb Naysy nNpu nepegave na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopaepskmsaeT o6beAnHEHME HECKOJIbKUX YCTPOWMCTB B CTEK. B aTom
C/lyyae KOMMYTaTOPbI PACCMaTPMBAIOTCA KaK eanHOe YCTPOMCTBO C 06LLMMM HACTPOI-
Kamu. BO3MOKHbI 4B€e TONOAOIMM NOCTPOEHUA CTEKA — KOMbLO M LenoyKa. Mpu stom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAOUEHHbIX B CTEK MOXHO 334aTb C KOMMYyTa-
TOpa, paboTaloLero B pexxume «macrep». CTeKMpoBaHMe YCTPOMCTB NO3BOAET CHU-
3UTb TPYAOEMKOCTb YNPaBJAEHNUsA CETbIO.

2.2.2 ®@yHkyuu npu pabome ¢ MAC-adpecamu

B Tabmue 2 npuseaeHbl GyHKUMUM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnuya 2 — PyHKunKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctasaseT B Namati Tabiuuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBue mexay MAC-agpecamu 1 y31amm NOPTOB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-NMbo NopT, nepesatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpPa. B pexkume 0b6yyeHna KOMMyTaTop aHaAM3npyeT
Kaapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneactsun Kagp Ethernet, npegHasHayeHHbIN gna xocta, MAC-agpec KOToporo
y)Ke ecTb B Tabnuue, nepenaeTca TONbKO Yepes yKa3aHHbIM B Tabauue nopT.

Moddepicka nepedayu
Ha HecKonbKko MAC-

[aHHaa ¢yHKLMA NO3BONAET YyCTaHaB/AMBaTb COEAMHEHWUA «OAWH KO MHOTMM» U
«MHOrMe KO MHorumm». Takum obpasom, Kagp, afpecoBaHHbI MHOroagpecHom

adpecos (MAC . .
. rpynne, nepenaeTca Ha KaxAblil NopT, BXOAALMI B rpynny.
Multicast Support)
Aesmomamuyeckoe Ecnu oT ycTpoiicTea c onpegeneHHbim MAC-agpecom 3a onpeseneHHbl Nepuos Bpe-

epemsa xpaHeHua MAC-
adpecos

MeHWN HEe NOCTYNAakT NaKeTbl, TO 3aNUCb ANA AaHHOIo aApeca yCTapeBaeT U yaanAaeTca.
3TO Nno3BoOAET NOALEPKUBATD Ta6nv1u,y KOMMYTaUMKN B aKTya/IbHOM COCTOAHUMN.
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(Automatic Aging for
MAC Addresses)
Cmamuveckue 3anucu c .
. €TeEBON KOMMYTATOP NO3BOJIAET MOJ/1Ib30BATENO ONpenenTb CTaTU4eCKmne 3anmncu
MAC (Static MAC AMYTATOP pea
Entries) cooTBeTcTBU MAC-agpecoB, KOTOPblE COXPaHSAOTCA B TabinLEe KOMMYTaLNUN.
ntries

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabaunue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHsA (yposeHb 2 OSI).

Tabnunuya 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeTos, onpegennTb, Kakue yCTPONCTBA B CETU

®yHkyua IGMP Snooping o
Y4YacTBYHIOT B rpynnax MHOroaZpecHOM pacchl/iKK1, M agpecoBaTb TPapuK Ha COOTBET-
CTBYlOLLME NOPTDI.
. Peanusauua npotokona MLD no3BosifeT ycTPoOCTBY MUHUMMU3MPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHbll IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«Topm» — 31O pasmHorkeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXkAOM y3/1e, KOTOpoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMCAa M Napanu-
3yeT paboTy ceTn. KoMMyTaToOpbl UMEOT GYHKLMI0, NO3BONAIOLLYH OFPaHNYMUTL CKO-
POCTb Nepeaain MHOroagpecHbIX Y LUIMPOKOBELLATE/IbHbIX KagpOoB, MPUHATBLIX 1 ne-
peAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKanupoBaHue NopTos nossonseT AybanposaTb Tpaduk Habnlogaembix NOPTOB.,
nepecbinas BXxoAslWMe U/UAM UCXoAALLMe NaKeTbl HA KOHTPOAWpPYOWMi nopt. Y
Nnonb30BaTeNA KOMMYTAaTOPa €CTb BO3MOXHOCTb 33/aTb KOHTPOAUPYIOLWMI U KOH-
TposMpyemble NOPTbl U BbIBPATL TMN TpadUKa (BXOAAMIA U/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa dyHKUMA NO3BONSAET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YyCN0BHO ByAeT nepeHanpasaaTbCcA BeCb TPAPUK, obecneunsas TeM CambiM U30NA-
LMIO C APYrMMM nopTamiu (B Npegenax o4HOro KOMMYTaTopa), HaXOAALWMXCA B 3TOM
e WnpokoseLatesbHom gomenHe (VLAN) B npegenax o4HOro KoMmyTaTopa.

Private VLAN Edge

[aHHan GyHKLMA NO3BONAET M30/IMPOBATh FPYNMy NOpPToB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATe/IbHOM AOMEHE MeXKay cobol,
No3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMMU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpoKoBelLaTe/IbHOM AOMEHE, HO HeNpUHaANEXKaLLMMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneynBaeT M30NALMIO MEXKAY YCTPOMCTBAaMM, HAXOAAWMMMUCA B OLHOM LLIMPO-
KoBeLLaTe/IbHOM lOMeHe, B Npeenax Bcew L2-ceTn. PeannsoBaHbl TONLKO ABa pe-
¥uMMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOW 33a4a4ei KOToporo ABAA-
etca npuseseHue cetu Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K APEBOBUAHON
TOMONOTUK, UCKAOYatoLWen neTan. KommyTaTopbl 06MeHUBAOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHMAMM, UCNONBL3YA Kaapbl cneunanbHoro gopmaTa, U BblIBOPOYHO
BK/IIOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKoaa STP, xa-
paKTepusyeTcs MeHbLIMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M umeeT 60n1ee BbICOKYHO YCTOMUYNBOCTD.
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Mpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKon npeAHasHayYeH A5 NOBbIWEHUA YCTOMYMBOCTU M HALEKHOCTU CETU ne-
pefayn gaHHbIX, UMeloLein Ko/bLLeBYO TOMNO/IOTUIO, 32 CYET CHUKEHWUS BPEMEHU
BOCCTAaHOB/IEHMA CETU B C/ly4yae aBapuu. Bpems BOCCTaHOB/IEHUA He npesbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHU NepecTPOMKM CETU NPU UCMNOb30Ba-
HUKW NPOTOKO/IOB CEMEWCTBA Spanning tree.

Moddepicka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
ob6nacTtb (aomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LMM NaKeTOB A/1A onpeseneHns ux NpuHagNeKHoOCTU K onpegeneHHoi VLAN.

Moddepxka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
OYHKUMM YpOBHA KaHana nepefavy [AaHHbIX NpeacTaBasloT coboli npoTokon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegauv nHdopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBeHHO NOAKAOYEHHbIMU YCTPOMCTBaMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A40/KHbI NogaepXuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpauun GARP VLAN obecneumBaeT AuMHamuuyeckoe pgobasne-
Moddeprcka GVRP (GARP | nue/ypanenve rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/OYEH NPOTOKOA
VLAN) GVRP, kommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANEX-

HocTK K VLAN Ha BCce NopTbl, ABASAOLMECA YAaCTbtO aKTUBHOM TOMOIOTUMU.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

Pacnpepenenune no rpynnam VLAN BbinonHaeTca no BxogAawmm noptam. [laHHoe
pelleHve No3BONAET UCMO/b30BaTb Ha KaXKA0M NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTAaHAAPT, KOTOPbIA ONMCbIBAET NpoLeaypy TerMpoBaHuA
TpaduKa ana nepegayum nHbopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAn108
c ucnono3oeaHuem LACP

MpoTtokon LACP obecneunBaeT aBToMaTnyeckoe obbeanHeHe OTAe/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBAMM (KOMMYTaTOP—KOMMYTATOP MAM KOMMYyTaTop—cep-
BEp) B e4MHbIN KaHan nepeaayn AaHHbIX.

B NpoTOKO/e NOCTOAHHO ONpeaensaeTcs BOSMOMXKHOCTb 06begMHEHUA KaHaN0B, U B
C/lyyae OTKasa CoeAUHEHUs, BXOAALLEro B 06beMHEHHBIN KaHan, ero Tpapuk aBTo-
MaTUYEeCKN nepepacnpeaenfeTca no He OTKasaBWMM KOMMOHEHTaM o6beanHeH-
HOro KaHana.

Co30daHue 2pynn LAG

B ycTpovictBax nogaepxuBaetca GyHKLMA CO34aHMA TPYNn KaHanoB. Arperauns Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHos0rMa ob6beanHeHUs
HECKONbKMX U3MUECKMX KaHanoBa B OAWMH NOTMYECKMI. ITO CnocobCTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MarucTpaabHblX KaHa10B KOMMYyTa-
TOP-KOMMYTATOP WU KOMMYTaTOP-CEPBEP, HO 1 MOBbLILEHUIO UX HALEXHOCTU. BO3-
MOHbl TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OcHOBaHuu |P-
aZpecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwus.

lpynna LAG cocTouT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, paboTaloLwwmx B AynaeKc-
HOM pexunme.

Moddepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOXKHOCTb NAEHTUULMPOBATL FONOCOBOW TpadUK Ha OCHOBA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
B MAC-Tabnnue KommyTaTopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wito3a
unu xe IP-tenedoHa, To gaHHbIM NOPT aBTOMATUYECKM AobasnaeTtcsa B voice vlan
(naeHTMdMKaumMa no npotokony SIP unum ke no MAC-aapecy nonydyatena He noa-
OeprKuBaetcs).
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesolii moodenu OSI
B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GyHKLUIN TpeTbero ypoBHsa (Layer 3)

Knuenmeoi BootP

u DHCP YcTpoictBa cnocobHbl aBTOmMaTUYeckM nonydatb IP-agpec no npoTokony
(Dynamic Host BootP/DHCP.

Configuration Protocol)

CmamuyecKue AOMUHUCTPATOP KOMMYTATOpPa MMeET BO3MOMKHOCTb A06aBNATb U yAANATb CTaTUYe-
[P-Mapwpymbl CKMe 3anucu B Tabnmuy ma pwpyTtnsaumun.

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpnsnyeckoro agpeca ycrpoicraa. Coot-
(Address Resolution BETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBETA OT y3/1a CeTu, agpec y3na 3a-
Protocol) NPaLIMBAETCA B LUMPOKOBELLATE/IbHOM NaKeTe.

MPOTOKO/N AMHAMMYECKOW MapLLIPYTU3aLIMM, KOTOPbI NO3BOASET MapLIPyTM3aTOpam
06HOBNATL MaPLIPYTHYIO MHGOPMALLMIO, MO/yYan ee OT COCeAHUX MapLIPYTU3aTOPOB.
B 3aauv NPOTOKO/1a BXOAMT OMNpeseneHne onTMmasibHoro MaplupyTa Ha OCHOBaHUU
[OaHHbIX O KO/IMYECTBE MPOMEMKYTOUHbBIX Y3/108B.

lpomokon RIP
(Routing Information
Protocol)

IGMP Proxy — ¢&yHKUMA YNpOLWEHHOMW MapLipyTU3auumM MHOFOaApecHbIX AaHHbIX

PyHKyus IGMP Proxy mexagy cetamu. ns ynpaBaeHna mapLlipytusaumnein ncnonb3yetca npotokon IGMP.

MPOTOKO/N ANHAMMYECKOW MapLIPYTU3aLMKM, OCHOBAHHbIN HA TEXHOOTMU OTCNEKN-
BaHWA cocTosHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoKa4eHUs
lpomokon OSPF KpaTyanwero nytm anroputm JenkcTpsbl. Mpotokon OSPF pacnpocTtpaHAeT MHopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTu3atopaMu ogHOW aBTOHOMHOM Cu-
cTeMBI.

BGP (Border Gateway Protocol — npoTOKOA rpaHMYHOrO W/03a) ABAAETCA NPOTOKO-
lpomokon BGP IOM MapLlpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTrsaTopbl 06-
MeHMBaTCA MHbOPMaLMelt 0O MapLIPyTax K CETAM Ha3Ha4yeHuA.

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHUA MapLLPYTU3aTOPOB, BbIMOAHA-
FOLLMX POAb LWH03a NO YMOJIYaHUI0. 3TO AocTUraeTca nyTém obbeanHeHus IP-nHTep-
¢dbencoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasIbHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMNbIOTEPOB B CETU.

lpomokon VRRP

PIM-npoToKOAN MHOroagpecHoi maplpyTusaummn gna IP-ceteit, cosgaHHbIi ansa pe-
WweHna npobiem rpynnosoit mapwpyTtmsaumn. PIM 6asmnpyeTtca Ha TPagUUMOHHbIX
MapLUPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto Toro,
lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ucnonbsyeT unicast-tab-
MUY MapLUpyTU3aLmMmK ansa nposepki RPF. 9Ta npoBepKa BbINOHAETCA MapLupyTU3a-
TOopamu, 4Tobbl ybeauTbea, YTo Nepegadya MHOTOaAPecHOro TpaduKa BbINONHAETCA
no nytn 6e3 nerens.

MpoTtoKkon ans obmeHa MHbopMaLmen 06 MCTOYHUKAX MY/IbTUKACTa MEXAY Pa3iny-

lpomokon MSDP HbiMmu RP B PIM.

2.2.5 ®yHkyuu QoS
B Tabnuue 5 npmBeaeHbl oCHOBHble GpYHKLMU KadyecTBa obcnykmnsaHua (Quality of Service).

Tabnmua 5 — OcHoBHble PYyHKUMM KayecTBa 0O6CNYKUBaAHMA

Moddeprcka YCTpOMCTBO NogaepKnsaeT NnpuopuTn3aumnto ncxogauero Tpadmka no oyepegam Ha
npuopumemHoix Kaxgom nopTy. PacnpepseneHne nakeTos No oyepesam MOXET NPON3BOANTLCA B pe-
ouyepedeii 3y/abTaTe KnaccMdrKaLmm NaKeToB NO Pas/IMYHLIM NOIAM B 3aro/IOBKax NaKeToB.
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ModdepiKa Knacca
obcnyxcusarnus 802.1p

CraHgapT 802.1p cneunduuMpyeT MeToZ yKasaHMA NpuopuTeTa Kagpa M anroputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BpeMeHHbIM 3agepkkam Tpaduka. CtaHaapT 802.1p onpenenser BOCEMb YPOBHeW
npuoputeTos. KOMMyTaToOpbl MOFYT MCNO/Ib30BaTb 3HaYeHue npuopuTeTa 802.1p AnA
pacnpegeneHua Kagpos Mo NPUOPUTETHBIM O4Yepeaam.

2.2.6 ®yHKyuu obecneyeHus bezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTH

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA A/1A 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTyNnUBLINX C
HeHaAeXHblX MOPTOB MyTEM MOCTPOEHMA U NOALEP!KAHWUA Hasbl JAHHBIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbiNoAHAET AencTaus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepamun DHCP.

DHCP snooping

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € KaKkoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yyepes Kakon nopt nrimmen 3anpoc. .

Mo ymon4yaHMIO KOMMYTaTOp, MCNob3yoLWMn GyHKUMo DHCP snooping, obHapyKu-
DHCP o o o

BaeT 1 oTbpacbiBaeT ntoboi DHCP-3anpoc, coaeprKalmii onumio 82, KOTopbIA OH No-

Ny4nn yepes HeHagéxHbIM (untrusted) nopr.
UDP relay MepeHanpasneHune wmpokosellatenbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyliecTBAfeT LLEeHTPAaAN30BaHHOE YNpaB/ieHNe CEeTeBbIMU afpecamu
cepsepa W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMm, aBTOMaTUYECKU Npeso-

CTaBNAA UX KIMEHTAM.

IP Source address guard

®PyHKUMA KOMMYTaTOpa, KOTopasa orpaHuMumneaeT IP-TpadumK, unbTpya ero Ha ocHoBa-
HUK TabmLbl cooTBETCTBUIM 6a3bl aHHbIX NpuBsAa3kn DHCP — DHCP snooping u ctaTtn-
Yyecku ckoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl € noa-
meHoM IP-agpecos.

Dynamic ARP
Inspection (Protection)

®YHKLUMA KOMMYTaTOpa, NpeaHasHavyeHHasa NS 3aWMUTbl OT aTak C UCMOAb30BaHUEM
npotokona ARP. CoobuieHne, KOTOpoe NOCTynaeT ¢ HeHaAeKHOro nopTa, noasepra-
eTcsA NpoBepKe — cooTBeTcTBYeT v IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
otnpasutens. Ecav agpeca He coBNaAatoT, TO KOMMYTaTOp OT6pacbiBaeT NakerT.

L2 -13—-L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaumu, cogepiKalleinca B 3arosoBKax ypoBHel 2, 3 n 4, y aAMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HAaCTPOUTb MPaBWAA, COTIACHO KOTOPbIM NakeT byaeT
obpaboTaH nMbo oTbpoLLEH.

Time-Based ACL

Mo3sonsaeT cCKoHGUryprMpoBaTh BPEMEHHbIE PaMKU, B TEYEHNE KOTOPbIX AaHHbIA ACL
byaeT AelcTBoBaTh.

Moddepxka OcHoBHasA GyHKLUMA 6OKMPOBKM — NOBbICUTb HE30MAaCHOCTb CETU, NPeAOoCTaBAAA A0-
306/10KUPOBAHHbIX CTyN K NOPTYy KOMMYTaTopa TO/IbKO ANA YCTPOMNCTB, umetowmx MAC-agpeca, 3akpen-
nopmoe NeHHble 33 3TUM NOPTOM.

lpoesepka MpoBepka noannHHoctn |IEEE 802.1x npeactaBnseT coboit mexaHU3mM KOHTPOAA Ao-

nooAUHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelWHWn cepeep. Mpolwealine npoBepKy NoaMHHOCTH
Noab30BaTeM NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.
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2.2.7 ®yHKYuu ynpasneHus KOMMymamopom

Tabanuya 7 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3Ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXPAHAIOTCA B daitie HAaCTPOMKM, KOTOPbIN COAEPXKUT AaH-
Hble KOHUIypaL MK Kak BCel CUCTEMbI B LLEJIOM, TaK M onpeaeneHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaumin 3anmcu u uteHuns dainos. MpoTtokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecnedyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy u uteHua dainos. MpoTokon oc-
HOBaH Ha ceTeBOM NpoToKoae SSH.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

YoaneHHblii
MoHuUmopuHz (RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPUHIAE KOMMBIOTEPHBIX CETEN,
pacwupeHme SNMP. CoBMeCTUMble YCTPOICTBa NO3BOIAOT cObMpaTb AnarHocTmye-
CKMe JaHHble C MOMOLLbIO CTaHUuK ynpasBneHna cetbio. RMON — 370 cTaHgapTHaa
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA M NPeablayLwas cTaTUcTUKa yposHa MAC
N 06BbEKTLI YNPaBAEHMUSA, NPeSoCTaBAAOWME AaHHbIE B PEalbHOM BPEMEHW.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. 1A ynpaBaeHUA AOCTYNOM K cMCTEME OnpeaenfaeTca CNMCOK 3anuceit coob-
LLLeCTBA, KaXkaanA N3 KOTOPbIX COAEPKUT NPUBUAETMN AOCTYNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHue kommyTtaTtopamu nocpeactsom CLI ocyuiectBnaeTcA N0KanbHO Yepes no-
cneposaTtenibHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHAHOW cTPpoKn KoHconu (CLI) agnseTca NpomblilNeHHbIM CTaHAAPTOM. MHTepnpe-
Tatop CLI npeaocTaBaseT CNIMCOK KOMaHA, U KNKYEBbIX C/I0B A8 MOMOLUM NOJIb30Ba-
TeNI0 U COKpaLLeHWNo 06bema BBOAMMbIX SAHHbIX.

Syslog — npoTokon, obecneunBatowmin nepeaady coobLLeHnii 0 NPOUCXOAALLMX B CH-

Syslog N

cTeme cobbITUAX, @ TaKKe yBeAOMIeHWn 06 owMBKax yaaieHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/N CUHXPOHU3ALUM BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3aLMN BPEMEHU CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)

Traceroute — cny»kebHan GyHKUMA, NpegHa3HavYeHHas AN onpeseneHnsa MapLupyTos
Traceroute y dyHKUWMA, Npe, A pen, pwpy

nepesayun faHHbIX B IP-ceTax.
YnpaeneHue A .

MWHNCTPATOP MOKET onpeaesinTb YpOBHU NPUBMIETUI A0CTYNa ANA NONAb30BaTe-

KOHMponupyemeoim 'D'v E) P PeA yp P Aoctyna & .

Nef YCTPOICTBA M XapaKTePUCTUKU AN1A KAKLOro YPOBHA NpuUBUAErnin (TonbKo gnn
docmynom — ypoeHu o

. yTeHuns — 1 ypoBeHb, MOAHbIN A0CTyn — 15 ypoBeHb).

npusuneauu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
BAokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTAaHOB/IEH OTAENbHO AN KaKAoro

o TMNa goctyna:
UHme, euca .
PP Telnet (CLI over Telnet Session);

ynpaenenus Secure Shell (CLI over SSH);

SNMP.
JlokanbHasa [Ona nokanbHOM ayTeHTUPUKaLMKM NoanepKMBaeTCca XpaHeHMe naponen B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABNAKOLWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetcs ana ayteHTMdMKaLmMm, aBTopmsaummn m yyeta. Cep-
Kauenwm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NONb30BaTeNEN, KOTOPasA COLEPKUT AaHHbIe

NpoBepKU NOAJANHHOCTU A/1A KaXKA0ro nonb3osatens. KommyTtaTopbl coaepKaT Kau-
E€HTCKY YacTb npoTokona RADIUS.
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TACACS+
(Terminal Access
Controller Access
Control System)

YCTpOICTBO NpesoCcTaBaAseT NoAAEPKKY NPOBEPKM NOAJAMHHOCTM KNMEHTOB Nocpes-
ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneunsaeTt LLEeHTPaIN30BaHHYO
cuctemy 6e30macHOCTM An1A NPOBEPKM MNOAb30BaTenel, MNoaydalowmx AocTyn K
YCTPOWMCTBY, a TaK¥Ke LEeHTPasM30BaHHYIO CUCTEMY ynpasieHusa npu cobaoaeHun
cosmectumocTtn ¢ RADIUS n apyrmumun npoueccammn npoBepKu NOSJAMHHOCTU.

Cepsep SSH

dyHKuma cepsepa SSH nossonset kKaneHTy SSH ycTaHOBUTBL C YCTPOMCTBOM 3aLLUMLLEH-
HOe coeAuHeHue AN1A yNpaBieHUA UM.

Moddepxka
MAKpPOKOMAHO

JaHHas yHKLMA NpeaocTaBaseT BO3MOXKHOCTb CO3/aBaTb MaKPOKOMaHAbl, Npea-
cTaBnALwme coboit Habop KOMaHA, Y NPUMEHATb UX AN KOHOUTYPALUKM YCTPOMNCTBA.

2.2.8 /[lonoaHumenbHbie hyHKYUU

B Tabimue 8 npuseaeHbl AOMNOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOACTBA

AduazHocmuKa
onmu4ecKoz0
mpaHcusepa

YCTPOICTBO NO3BO/IAET TECTUPOBATL ONTUYECKMI TpaHcueep. MNpu TecTMposaHum oT-
CNIEXMBAIOTCA TaKMe MapameTpbl, Kak TOK M HanpsKeHWe nuTaHus, Temnepatypa
TpaHcueepa. [nsa peanusauun Tpebyetca NoaaepsKKa aTUX GYHKLMIA B TpaHCUBEPE.

Green Ethernet

ﬂaHHblﬁ MeXaHU3M NOo3BONAET KOMMYTATOPY CHU3UTb :—)Hepron0Tpe6neHme 3a cyet
OTK/IIO4YEHNA HEAKTUBHbIX 3/1IEKTPUYECKUX MOPTOB.

2.3 OCHOBHbIe TeEXHUYECKNE XapaKTePUCTUKHU

OCHOBHble TEXHUYECKME NapameTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Ta6nv|u,a 9 — OCHOBHbIle TEXHUYECKME XapaKTepUCTUKn

0O6wue napameTpbl

NHTepdeichl

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T PoE/PoE+
MES2300-48P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T
MES2300B-48 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-24

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES3300-24F 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3300-48
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1 x 10/100/1000BASE-T (OOB)
MES5312 12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1 x 10/100/1000BASE-T (OOB)
16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
MES5316A 1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
MES5324A 1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
MES5332A 1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-24 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
48 x 10GBASE-R (SFP+)/25GBASE-R (SFP28)
MES5410-48 6 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
1 x 10/100/1000BASE-T (OOB)
2 x 10GBASE-R (SFP+)
MES5500-32 32 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0
CKODOCTE NEDEAIUM A3HHbIX OnTunyeckme nHTepdelicol 1/10/25/100 rémt/c
P PEA A dneKTpuyeckme nHTepdelicbl 10/100/1000 M6éuT/c
MES2300-24
MES3300-24 128 réut/c
MES3300-24F
MES2300-48P
MES2300B-48 176 Féut/c
MES3300-48
MES5312 240 réut/c
MponycKHasa cnocobHOCTb MES5316A 320 6ut/c
MES5324A 480 réwmt/c
MES5332A 640 réut/c
MES5400-24 1,68 T6uT/cC
MES5400-48 2,16 Téut/c
MES5410-48 3,6 Tout/c
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MES5500-32

6,4 Téut/c

Mpon3BoANTENBHOCTb Ha Na-
KeTax A/MHoi 64 Balita’

MES2300-24
MES3300-24
MES3300-24F

95,2 MPPS

MES2300-48P
MES2300B-48
MES3300-48

130,95 MPPS

MES5312

178 MPPS

MES5316A
MES5324A
MES5332A

238 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1995 MPPS

O6bem bydepHo namaTu

MES2300-24
MES3300-24
MES3300-24F

1,5 M6awnt

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES3300-48
MES5316A
MES5324A
MES5332A

3 M6aut

MES5400-24
MES5400-48

12 M6awnt

MES5410-48
MES5500-32

24 M6ant

O6bem O3Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reamnt?

O6bem O3Y (DDR4)

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

2 Ibant

MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bant

1 3HayeHua yKasaHbl 4NA 0AHOCTOPOHHEN nepeaayn.
2 06bém O3Y pana mogenein MES5316A

MES5324A rev.C1 — 2 I'6auT.

rev.C, MES5324A

rev.C, MES5332A

rev.C, MES5316A rev.Cl,
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O6bem M3Y (NAND Flash)

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

512 M6anT

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
ussD)

MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 Ibant

Tabnnua MAC-agpecos

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

16384

MES5312

MES5316A
MES5324A
MES5332A

32768

MES5400-24

65536

MES5400-48

262144

MES5410-48
MES5500-32

131072%/2621442

Konnuyectso ARP-3anucei

MES2300-243
MES2300-483
MES2300B-483

2039

MES3300-243
MES3300-24F3
MES3300-483

4087

MES53124

MES5316A*
MES5324A%
MES5332A%

8183

MES5400-24*

32759

MES5400-48*

131063

MES5410-48*
MES5500-32*

65527'/983042

Noppepxka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

! MaKkcMMmanbHoe 3Ha4YeHMe ONA pexnma pacnpeseneHns cucTemHblx pecypcos mid-13-mid-12.

2 MaKcuManbHoe 3HauYeHne AN peXnma pacnpegeneHna CMCTeMHbIX pecypcos min-13-max-12.

3 lna Kaxporo xocta 8 ARP-Tabaunue cosgaeTca 3anmch B TabauLe MapLipyTusaumm.

4 Ona Kawporo xocta B ARP-Tabnuue cosgaetca AOMNONHMTE/IbHAA 3anucb B Tabauue KoMMyTaumu. Konuuectso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana
MES5400-24 — 30711, ana MES5400-48 — 129015, ana MES5410-48, MES5500-32: 63479 gna pexuma mid-13-mid-12,

96247 pans pexnma min-13-max-12.
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Konnyectso rpynn L2
Multicast (IGMP snooping)

MES2300-24
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

4092

MES5410-48

4088

MES5500-32

4090

Konnyectso npasun SQinQ

1320 (ingress), 1320 (egress)

Konnyectso npasun
MAC ACL

MES2300-24
MES2300-48P
MES2300B-48

1976

MES3300-24
MES3300-24F
MES3300-48

3000

MES5312

6072

MES5316A
MES5324A
MES5332A

3000

MES5400-24

6144

MES5400-48

10737

MES5410-48
MES5500-32

4081

Konunyectso npasun
IPv4/IPv6 ACL

MES2300-24
MES2300-48P
MES2300B-48

1975/988

MES3300-24
MES3300-24F
MES3300-48
MES5316A
MES5324A
MES5332A

2999/1500

MES5312

6072/3049

MES5400-24

6144/3036

MES5400-48

10737/5367

MES5410-48
MES5500-32

4081/2040

Konunuectso ACL

MES2300-24
MES2300-48P
MES2300B-48

2048
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MES3300-24
MES3300-24F
MES3300-48
MES5316A 3072
MES5324A
MES5332A
MES5312
MES5400-24
MES5410-48 6144
MES5500-32
MES5400-48 12288
Konnuyectso npasun ACL B ogHom ACL 256
MES2300-24
MES2300-48P ‘118(152 :Ezg
MES2300B-48
MES3300-24
MES3300-24F ;gié?:‘é“
MES3300-48
Konnyectso mapwpyTos L3 MES5312
Unicast? MES5316A 16286 IPv4
MES5324A 4070 IPv6
MES5332A
MES5400-24 32669 IPv4
MES5400-48 8165 IPv6
MES5410-48 292000%/160003 IPv4
MES5500-32 73000%/4000° IPv6
MES2300-24
MES2300-48P ﬁgﬁgsgz‘
MES2300B-48
MES3300-24
MES3300-24F igi; :Ezg
MES3300-48
Konnyectso mapwpyTos L3 MES5312
Multicast (IGMP Proxy, PIM)! | MES5316A 8143 IPv4
MES5324A 2033 IPv6
MES5332A
MES5400-24 16324 1Pv4
MES5400-48 4079 IPv6
MES5410-48 146000%/8000° IPv4
MES5500-32 365002/2000° IPv6
Konnyectso VRRP-mapwpyTmnsatopos 255
MES2300-24
MES2300-48P 8
MakcumanbHoe konmuectso | MES2300B-48
ECMP-MapIJprTOB MES3300-24
MES3300-24F 5
MES3300-48

! MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obume annapaTtHbie pecypcsbl.

2 MaKcumanbHoe 3HauYeHne 419 peXnma pacnpeaeneHmsa cMcTemHbix pecypcos mid-13-mid-12.
3 MaKkcrmanbHoe 3HauYeHne AN peXnma pacnpeseneHnsa CMcTEMHbIX pecypcos min-13-max-12.
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MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Konnuectso VRF

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkatoyan VRF no ymonyaHuto)

MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (BKAtoyan VRF no ymonyaHuio)

Konunyectso L3-
nHTepdeicos

MES2300-24
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

VXLAN

MakcrmanbHOe KonnyecTso

MES5312

MES5316A
MES5324A
MES5332A

2094

MES5410-48

4083

MES5400-24
MES5400-48
MES5500-32

4093

Konnyectso BupTyanbHbIX Loo

pback-uHTtepdeiicos

64

Arperaumsa KaHanos (LAG)

MES2300-24
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

32 rpynnbl, 40 8 NOPTOB B KaXKA0M
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MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 40 8 NOPTOB B KaxK40M

Konunyectso sksemnnaapos MSTP

64

Konunyectso sk3emnnapos PVST

64

Konnuectso DHCP pool

16

KauectBo 06cnykmBaHua QoS

8 BbIXOAHbIX ouepeaein A1A Kaxaoro nopta

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MakcumanbHbIn pasmep naketos 10240 6aiT

CreknpoBaHue

[o 8 yctpouncTs

CooTBeTcTBME CTaHAA pTam

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckne XxapaKTepUCTUKM U YCI0BUA OKPYKaloLweil cpeabl

MCTOYHMKM NUTAHMA

MES2300-48P
MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5410-48
MES5500-32

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl NnnTaHuA:

- OAWH UCTOYHMK MUTAHMA MOCTOAHHOIO WM MEPEeMEeHHOro
TOKa;

- ABa UCTOYHMKA MUTAHMA MOCTOAHHOrO WAN NEPEMEHHOro
TOKa, C BO3MOKHOCTbIO ropsiyeit 3aMeHbl.

MES2300B-48

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B

MES5400-48

CeTb NnepemeHHoOro Toka: 176-264 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl NUTaHMUA:

- OAVUH UCTOYHWMK NMUTaHWUA NOCTOSHHOIO WW MepemMeHHOoro
TOKa;

- ABa UCTOYHMKA MUTAHUA MOCTOAHHOIO MM NEepPemeHHOoro
TOKa, C BO3MOXHOCTbIO ropaYyeli 3ameHbl.
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CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
BapunaHTbl nUTaHuA:

MES2300-24 - OAMH UCTOYHMK NUTAaHMNA NEPEMEHHOTO TOKa;
- Ba UCTOYHMKA NUTAHUA NMEPEMEHHOro TOKa C BO3MOXHO-
CTbiO FOpAYEN 3aMeHblI.

MES2300-24 He 6onee 20 BT

MES2300-48P

He 6osee 1600 BT AC (c y4éTom Harpysku PoE)

MES2300B-48

He 6onee 55 BT AC

MES3300-24

He 6onee 33 Bt

MES3300-24F

He 6onee 45 Bt

MHTepsan pabounx
TemnepaTyp

MES2300B-48

MES3300-48 He 6onee 45 BT AC
MES5312 He 6onee 25 Bt
MoTpebnseman MOLHOCTb
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 180 BT
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
broaket PoE MES2300-48P 1450 Bt
MES2300-24 20 Bt
MES2300-48P 150 Bt
MES2300B-48 43 Bt
MES3300-24 33 Bt
s
MES5312 25 BT
TennosblgeneHune MES5316A 58 Br
MES5324A 73 Bt
MES5332A 85 Bt
MES5400-24 150 Bt
MES5400-48 180 Bt
MES5410-48 360 Bt
MES5500-32 400 BT
MES2300-24

OT1-20 po +50 °C

MES2300-48P

OT1-10 po +50 °C

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 25




HELTEX

MES3300-24
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT0 po +45 °C

MHTepsan TemnepaTypbl XpaHeHMA

NHTepBan TemnepaTypbl XpaHeHua oT -50 go +70 °C
/' Tepen nepsBbiM BKAIOYEHUEM MOC/E XPaHEHWUA
npu Temnepartype meHbLueit, yem -20 °C, uam npu
6onblent, yem +50 °C, Tpebyetca Bbiaep}KaTb
KOMMYyTaTop NpPU KOMHATHOW TemnepaTtype He
MeHee YeTbIpéx Yacos.

(6e3 obpaszoBaHNA KOHAEHCaTa)

OTHOCMTEeNbHAA BNAXKHOCTb NPU 3KCNAyaTaumm

He 6onee 80 %

0b6pa3oBaHMA KOHAEHcaTa)

OTHOCKTeNbHaA BNAXKHOCTb NPU XpaHEHUU (683

01108095 %

MES2300-24

430 x 44 x 204 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES3300-24F

430 x 44 x 305 mm

MES3300-48 440 x 44 x 330 mm
FabapuTHble pasmepe MES5312 430 x 44 x 230 mm
(LW xBxT)
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 kr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-24F 5,04 kr
Macca MES3300-48 5,67 Kr
MES5312 3,8 kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 kr
MES5400-24 6,36 Kr
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MES5400-48 8,84 kr
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpoK cny»bbl

He meHee 15 net

V . Tun nuTaHUA yCTPOiIACTBaA onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMNOJIHEHME YCTPOCTB. MpeactaBneHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTatopbl MES2300-24, MES2300-48P, MES2300B-48, MES3300-24, MES3300-24F,
MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48,

MES5500-32 BbINO/IHEHbI B METa/I/IMYECKOM KOPMyce C BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicOoTa
Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHM BMA, nepegHen naHenn ycrponcts MES2300-24 nokasaH Ha puUcyHke 1.
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PucyHok 1 —lMNepeagHaa naHenb MES2300-24

BHewHM BUA, NepegHer naHenn ycrponcts MES2300-48P noKasaH Ha puUCyHKe 2.

Aeltex=9°
B MES2300-48P
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PucyHok 2 — MNepeaHaa naHens MES2300-48P

BHewHM BMA, NnepegHelt naHenn yctponcts MES2300B-48 nokasaH Ha pucyHke 3.

AeTexoqooeees

" ] a7 i i A A
Orower
st L[ bl Ll bl g Ll Ll b g gl b} gl b g g
| 1 ]
| |
1 3 13 5
PucyHok 3 — lNMepeaHasa naHeno MES2300B-48

BHewHW BuA nepegHen naHenm yctpoicts MES3300-24 noKasaH Ha puUcyHKe 4.

SHELTEX
MES3300-24

PucyHok 4 — NepeaHas naHenb MES3300-24
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PucyHok 5 — MNepeaHaa naHenb MES3300-24F

BHewHW Bua nepegHen naHenm yctpoicts MES3300-48 nokasaH Ha puCcyHKe 6.
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PucyHok 6 — MNepeaHAaa naHeno MES3300-48

BHewHW Bua nepegHen naHenm yctpoicts MES5312 nokasaH Ha puCcyHKe 7.

TR

PucyHok 7 — NMepeaHasa naHenb MES5312

BHewHM BMA, nepegHer naHenn yctponcts MES5316A noKasaH Ha pUCyHKe 8.

N T N P e A P ERERER P e =TT T T 1=

PucyHok 8 — MNepeaHAasa naHenb MES5316A
BHewHW Bua nepegHen naHenn yctpoincts MES5324A nokasaH Ha pucyHKe 9.

Aet:rex console
H MES5324A
Unkt  QF o
O Power
) Master
QO Fan
Qnes A e 008 - a n 12 14
EEE SN ENENEN Y = e eV

PucyHok 9 — MNepeaHasa naHenb MES5324A
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BHewHM BUA, nepegHer naHenn ycrpoincts MES5332A nokasaH Ha pucyHke 10.

=l )
Aeu-ex

il]

aaaaa o

8
ﬁ&ﬂﬁﬁ&ﬂﬁ

4 O
S R P T T T T

5

PucyHok 10 — NepeaHas naHenb MES5332A

BHewHW BuA nepegHen naHenm yctpoincts MES5400-24 noKasaH Ha pucyHKe 11,
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PucyHok 11 — NepeaHaa naHenb MES5400-24

BHewHwni Bug nepegHelt naHenu ycrpoiicte MES5400-48 nokasaH Ha puUcyHKe 12.
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BHewHnit BUA nepeaHeit naHenu ycrpoiicte MES5410-48 nokasaH Ha pucyHKe 13.
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PucyHok 12 — NepeaHAsa naHenb MES5400-48
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PucyHok 13 — NepeaHas naHenb MES5410-48
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BHewHu BuA nepegHeit naHenu ycrpoiicte MES5500-32 nokasaH Ha pucyHke 14.
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PucyHok 14 — NepeaHas naHens MES5500-32

B Ta6m4u,e 10 npmueeaeH nepedyeHb pa3bemMmoB, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1€eHUA,
PaCnNoO/I0OXKEHHbIX Ha nepe,u,Hef/i naHe/In KOMMYTaTOpPOB.

Tabnmua 10 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB ynpas/ieHus nepegHel naHenn MES2300-24,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32

Ne | 2nemeHT nepeaHen naHenu Onuncanue
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
1 Master MHAMKaTop pexkrMma paboTbl yCTpoicTBa (BeayLumit/Begombiit).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTaHuA.
dyHKLMOHaNbHAA KHOMKa A1a Nepesarpysku ycTponctea u cbpoca K 3aBos-
CKMM HacTpoMKam:
5 . - NPY HaXaTUM Ha KHOMKY A/ INTeNbHOCTbIO MeHee 10 ¢ nponcxoauTt nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXKaTUW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ npouncxoamnt cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 He ncnonb3yeTca
2 He ucnonb3yeTcA
3 RX
4 GND
3 Console 5 GND
6 TX
7 He ncnonbsyertca
8 He nucnonb3syetca
Pacnaiika KoHconbHOro Kabensa npusegeHa B pasgene «lpunoxerue b.
KoHconbHbIl Kabenby.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMUCTBOM.
YnpaBneHne OCyLLECTBAAETCA NO CETWU, Pase/ibHO C KaHa/loM nepenayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
5 Cnotbl gna yctaHoBKM TpaHcusepos 10G SFP+/1G SFP.
[1-24] MES5324A
[1-32] MES5332A
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[1-24] MES5400-24
[1-48] MES5400-48
[XG1-XG2] MES5500-32
MES2300-48P
MES2300B-48
[XG1-XG4] MES3300-24
MES3300-24F
MES3300-48
MES5316A
MES5324A
6 | o< MES5332A USB-nopr.
MES5400-24
MES5500-32
MES5400-24
[HG1-HG6] MES5400-48
7 4 FP+/1 FP28.
[HG1-HG32] MES5410-48 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28
MES5500-32
8 [1-20] MES3300-24F | 20 noptos 1000BASE-X/100BASE-FX (SFP).
9 [21-24] MES3300-24F | 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
10 | [1-24] MES3300-24 24 nopta 10/100/1000BASE-T.
11 100-240V AC MES2300-24 Pasbem ONA NOAKNIOYEHMA K UCTOYHMKY S/IEKTPOMUTAHUA NepemMeHHOro
50-60 Hz TOKa.
12 | [1-48] MES2300-48P | MopTbl 10/100/1000BASE-T (RJ-45) PoE/PoE+.
MES2300B-48
13 | [1-48] MES3300-48 MopTbl 10/100/1000BASE-T (RJ-45).
14 | [1-48] MES5410-48 CnoTbl gna yctaHoBKM TpaHcusepos 10G SFP+/25G SFP28.
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2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHWn BuA 3agHel naHenu KommyTtatopoB MES2300-24, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24,

MES5400-48, MES5410-48, MES5500-32 nprBeaeH Ha pUCYHKaxX HUXKe.
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PucyHok 19 —3agHAaa naHenb MES3300-24F
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PucyHok 21 —3agHAaa naHenb MES5312, MES5324A, MES5332A
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PucyHok 25 — 3agHaa naHenb MES5410-48
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PucyHoK 26 — 3agHAaa naHenb MES5500-32

B Tabnuue 11 npuBedeH nepeyYeHb Pa3bemoB, PACMONIOXKEHHbIX Ha 3aHEeN MaHe/Nn KOMMYTaTopoB
MES2300-24, MES2300-48P, MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32.

Tabnnua 11 — OnucaHMe pasbemMoB 3afHel naHenu KommyTaTopoB MES2300-24, MES2300-48P,
MES2300B-48, MES3300-24, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32

DIeMEeHT 3aaHel
Ne s Onucanue
naHenu
1 Knemma 3azemnenns = Knemma gna 3a3eMneHuna ycTponcTea.
2 BeHTUNATOPDI BeHTUIATOPbLI A/18 OXNaXKAEHMA YCTPOCTBA.
3 CNOTbI AN1A YCTAHOBKM 610~ Cnot ana yctaHoBKM pesepBHoro 610ka nutaHna AC nan DC.
4 KOB NUTaHuA CNnoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHua AC nam DC.
5 Console KOHCONbHbIN NOPT ANA NOKANbHOIO YNpaB/ieHNa YCTPONCTBOM.
M -of- 10/1 1 BASE-T (RJ-4 -
MES3300-48 Hg:T E:UZ;CT:z:Ad) 0/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne
6 008 MES5410-48 yn !anHMe oc .ECTBJ'IHETCH Mo ceTu, pasfAe/ibHO C KaHa/lom nepeaaqu
MES5400-48 | > P Y » Pa3A pea
[OaHHbIX.
7 - USB-nopr.
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PucyHok 27 — JleBasi 6oKoBasa naHenb MES2300-24

Q00000000 0000000000000080000
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2.4.3 bBokKoesvble naHenu ycmpolicmea

HELTEX
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MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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PucyHok 33 — flesasa 6okoBas naHenb MES5316A, MES5324A, MES5332A

-KomMmymamopel cepuli
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PucyHok 37 — MNpasasa 6okoBasn naHesnb MES5312
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PucyHok 38 — JleBas 60KkoBasa naHenb MES5400-24
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PucyHok 39 — MpaBas 6oKkosaa naHenb MES5400-24
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PucyHok 40 — NMpaBas 6oKkoBan naHenb MES5400-48
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PucyHok 42 — MNpasana 6okoBaa naHenb MES5500-32
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Ha 60KOBbIX MaHenAx yCTPOMCTBa PaCcroNOMKeHbl BEHTUAALMOHHbIE PELLIeTKN, KOTopble CayXKaT Ans
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpegMeTaMmu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W Bbi3BaTb HapyLLeHUs B ero pabote. PekomeH4auumn no
YCTaHOBKe YCTPOMCTBA PACcMo/oXKeHbl B pasgene «YCTaHOBKa U NoAKAYEHNE».

2.4.4 Ceemoeasn uHOUKayusa

CoctoaHue wuHTepdeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xx, MES5410-48 nHnanumnpyetca ABYMA CBETOAMOAHBIMU UHAMKATOPaMMU,

LINK/ACT 3eneHoro useta u SPEED aHTapHOro ugeTa. PacnonoskeHume CBETOAMOA0B NMOKA3aHO Ha PUCYHKaX
HUXe.

Link @ @ Speed

T T

]

PucyHok 43 — BHeluHWIA BUA oaMHapHOro pasbema SFP/SFP+

Do

HVA VA

LINK/ACT  SPEED

PucyHOK 44 — BHelwHWI1 BUA CABOEHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 45 — BHewHuMI Bug, pasbema RJ-45

LINK/ACT ~ SPEED

0O AV¥ OO

PucyHoK 46 — BHewHuit Bug, pasbema QSFP+ 1 QSFP28 ans MES5400-xx, MES5410-48
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Ona  mopgenn MES5500-32  coctosHne wuHTepdeiicoB QSFP28 wuHAMumpyeTcA  4eTbipbMsA
CBETOAMOAHBLIMU MHAMKATOPAMM 3e/1eHOT0 U AHTAPHOrO LBETOB, COCTOAHME MHTepdeicoB XG-nopTos
MHANUMPYETCA ABYMA CBETOAMOAHbIMM UHAMKaTOpamu, LINK/ACT 3eneHoro useta u SPEED AHTapHOro
uBeta. PacnonoxkeHune cBeToANOA0B MOKa3aHO HA PUCYHKAX HUMXKe.

1AV2
O00O0O0

PucyHok 47 — BHewHuI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 12 — CeBeToBan MHAMKALMA COCTOAHMA MHTepdeicoB QSFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COEANHEHUE HE YCTAHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 100 Méut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnnua 13 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeicos SFP28

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MW COeANHEHUE He YCTaHOBAEHO.

BbikntoueH

FopuT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 réut/c.

FopnT NnocToAHHO

FopuT NnocToAHHO

YcTaHOBEHO coeAnHeHne Ha ckopocTu 25 Féut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

Tabnunua 14 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdelicoB SFP+

BbikntoueH

BbikntoueH

[MopT BbIKAOYEH AN COeaUHEHUE He YCTAaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coeanHeHue Ha ckopoctu 10 réut/c.

X

MwuraHune

MaeT nepegaya AaHHbIX.
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Tabnuua 15 — CBeToBasA MHAMKALMA COCTOAHUA MHTepdelicos SFP

BbikntoyueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
BbikntoueH [opuT NnocToAHHO YcTaHoB/IeHO coeanHeHne Ha ckopocTy 100 Méut/c.
lopwuT nocTtoAHHO [opuT nocTtoAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Méut/c.

X MwuraHue MpoeT nepepaya gaHHbIX.

Tabanua 16 — CeeToBasa HANKaUMA coctosHua Ethernet-noptos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH UKW COeANHEHUE HEe YCTaHOBAEHO.
YCTaHOB/MIEHO coeamHeHue Ha ckopoctn 10 M6ut/c
BbikntoueH FopnT NnocToAHHO
nnan 100 M6uT/c.
FopnT nocToAHHO FopnT nocToAHHO YcTaHoB/EHO coeanHeHne Ha ckopoctn 1000 M6éut/c.
X Mwuranune MpoeT nepepaya AaHHbIX.

Tabnunua 17 — CBeToBan MHAMKaLMA cocTosHUA UHTepdelicoB QSFP28 ans MES5500-32

MopT BbIKOYEH UM COEIMHEHME He yCTa-
BbikntoueH BbikntoyeH BbikntoueH BbikntoueH

HOB/IEHO.
loput loput Foput Buik/loueh YCTaHOB/MIEHO COeAMHEeHMe Ha CKOpOCTU
MOCTOSAAHHO MOCTOSAHHO MOCTOSIHHO 40 réur/c.
lfoput lfoput Foput lfoput YCTaHOBNEHO COeAMHEHME Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOSAHHO 100 réwmr/c.
MwuraHne X X X NpeT nepegava gaHHbIX.

Tabnunua 18 — CBeToBan MHAMKALMA COCTOAHMA MHTepdeico SFP+ ana MES5500-32

BbiKntoyeH BbiKNtoYeH MopT BbIKNOYEH AN COEANHEHME HE YCTAaHOB/IEHO.
[opuUT NOCTOAHHO lopuT NOCTOAHHO YcTaHOBIEHO coeanHeHue Ha ckopocTu 10 réut/c.
X Mwuranune MaoeT nepepava gaHHbIX.

WHaukaTtop Unit ID (1-8) cny»uT ana obosHayeHMa HOMepa YCTPOMCTBa B cTeke. CUCTEMHble
nHamKkatopbl (Power, Master, Fan, RPS) cnyxaT ana onpeaeneHumsa coCTossHUA paboTbl Yy3/10B KOMMYTaTOPOB.

Tabnumua 19 — CeeToBaA MHAMKALMA CUCTEMHbIX MHAMKATOPOB

CocToaHue BbikntoyeH MnTaHue BbIKNOYEHO.

Power MCTOYHMKOB . MWTaHWe BKNOYEHO, HOpMaibHan
3eneHblit, rOpUT NOCTOAHHO o
nuTaHuA pabota ycTpoicTBa.
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MES5312
OpaH»KeBbli MES5316A
P MES5324A
MES5332A 0
TCYTCTBME NEPBUYHOrO NUTAHUA
MES3300-24 OCH:;BHOFO MCTF())‘-IHMKa (npy NuTaHUK
MES3300-24F YCTPOICTBa OT Pe3epBHOro MCTOYHMKA)
MES3300-48 WX aBapUA BTOPUYHOTO MCTOYHMKA
KpacHbil MES5400-24 ’
MES5400-48
MES5410-48
MES5500-32
Mpu3Hak . YCTPOWMCTBO ABAAETCA KMACTEPOM»
Be ero 3eneHbli, rOpUT NOCTOAHHO cTexa
Master AVEL —~
YyCTPOMCTBa Npu YCTpPOMCTBO He ABAAETCA «MAacTepoOM»
BbikntoueH
paboTe B cTeke B CTEKeE.
CoctosHue 3eneHblit, ropnUT NOCTOAHHO Bce BEHTMAATOPbLI UCMPABHbI.
Fan BEHTUAATOpPA . OTKas ofHoro nnu bonee
KpacHbIn, ropnt NOCTOAHHO
oxnaxkaeHus BEHTUNATOPOB.
. Pe3epBHbIN NCTOYHMK NOAKAIOYEH U
3eneHbln, rOpUT NOCTOAHHO
Pexum paboTbl paboTaeT HopmManbHO.

RPS pesepBHOro OTcyTCTBME NEPBMUYHOIO NUTAHUA
MCTOYHMKA KpacHbli1, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nUTaHMA HEeUCNpPaBHOCTb.

BbIKNtoYeH Pe3epBHbIN UCTOYHUK HE MOAK/IOYEH.

2.5 KomnnaeKT noctaBku

B 6a308BbIli KOMMIEKT MOCTAaBKUN BXOAAT:

Ethernet-kommyTtaTtop;

KomnneKkT Kpenea B CTOMKY;

LWHyp nuTaHuAa EBposuaka-C13, 1.8m (Tonbko ana MES2300-24 n MES2300B-48);
MamATKa 0 JOKYMeHTaLMK;

CepTnduKaTt cooTBETCTBUSA;

Macnoprt.

Mo 3aKa3y Nnokynatena B KOMNAEKT MOCTAaBKM OMUMOHAIbHO MOTyT 6bITb BKNOYEHDI:

PykoBoactso no akcnayataumm Ha CD-gucke;

KoHconbHbIN Kabenb;

Mogaynb nutaHua PM160-220/12 (ana MES3300-24, MES3300-24F, MES3300-48, MES5312,
ana cepum MES53xxA, MES5400-24);

Mogaynb nutaHna PM350-220/12 (ana MES5400-48);

Mogaynb nutaHna PM600-220/12 (ana MES5410-48, MES5500-32);

Mogaynb nutaHna PM950-220/56 (ana MES2300-48P);

WHyp nutaHuAa EBpoBunka-C13, 1.8m (B cnydyae KomnjekTauMm MOAyNAEM NUTaHMA
PM160-220/12, PM350-220/12, PM600-220/12 nnn PM950-220/56);

Mogaynb nutaHna PM100-48/12 (ana MES3300-24, MES3300-24F, MES3300-48, MES5312, ana
cepumn MES53xxA);

Moaynb nutavua PM160-48/12 (ana MES5400-24);

Moaynb nutanua PM350-48/12 (ana MES5400-48);

Moaynb nutanmua PM600-48/12 (ana MES5410-48, MES5500-32);

Moaynb nutaHua PM950-48/56 (ana MES2300-48P);

LWHyp nutarua NBC (B cnydae KomniekTauum moaynem nutaqmsa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTENHAX PacnO/IOXKEHbI LECTb KPENEXKHbIX OTBEPCTUN
A9 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

W aBepuei cepepHoro WwKada (pucyHkn 45—47). Ona yCTaHOBKM KPOHLWTENHOB BbibepuUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 49 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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PucyHok 50 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpPeaycMOTPEHO HECKO/IbKO MOJIOKEHUIA, 3aBUCALLMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tbipe OTBEPCTUS Ha AeTanu 1 ¢ YeTbipbMa OTBEPCTUAMM Ha BOKOBOM NaHenun yctpoicrea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaNb KPOHLUTEMHA BUHTAMM K KOpMycy.

2. Bblbepute HeobxoaMMOe NoNoXKeHUe aeTtann 2 (4Ba BapMaHTa nonoxeHus). CoBmecTuTe BO-
CeMb OTBEPCTUMN Ha AeTann 2 C BOCEMbIO OTBEPCTUAMM Ha BOKOBOM naHenu ycrpoictea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaNb KPOHLUTEMHA BUHTAMM K KOpMycy.

3. Bblbepute HeobXx0aMMOE NONOXKEHUE AeTann 3 (Y4eTbipe BapuaHTa nonoxKeHus). Coemectute
TPU OTBEPCTMA Ha AEeTaNM 3 C TaKUMMU Ke BblIOpaHHbIMK OTBEPCTUAMM Ha AeTanun 4. C nomo-
LLbIO OTBEPTKM COEAMHUTE AeTanu BUHTAMU C BHYTPEHHEN CTOPOHbI KPOHLUTEMHA, 3aKpyUM-
BaA TONIbKO KpalHWe BUHTDI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITEMHOB C OTBEPCTMAMM Ha HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLbto OTBEPTKMU NPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHok 51 — YcTaHOBKa yCTPOIACTBA B CTOMKY

3.2.1 YcmaHoeka ycmpolicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiicte MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMO/b3yA AeTaslb 3 KaK HAMpPaBAAoLLYIO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeAUHAOWMNK aeTanmn 2 n 3.

PwnpE
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1
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PucyHok 52 — YcTtaHoBKa ycTpoiictBa MES5500-32 B cTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmolike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToiike.

o MES-5312 N1
(o] KabenbHbiii opraHaiisep
o] MES-5312 N2
o KabenbHblit opraHaiiaep
o] MES-5312 N3
o KabenbHbiii opraHansep
o MEsssizna
o KabenbHbiit opraHaiisep
o] MES-5312 N5
o KabenbHblii opraHaiisep

PucyHok 53 — PasmelleHne KommyTtaTopoB MES5312 B cToiKe

MyTaTopa M HapyLweHuA ero paboTbl.

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

He 3aKpb|Bai7|'re BEHTUNIALUOHHDbIE OTBEpPCTUA, a TaKXXe BEHTUNATOPbI, PAaCno/I0XKeHHble Ha
3a,q|-|eﬁ naHeNn, NOCTOPOHHMMU NpegmeTamu BO nsbexkaHue neperpesa KOMNOHEHTOB KOM-
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAYAAMM NUTAHUA. YCTAaHOBKA BTOPOro Moayns
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEeHUA NCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaX04AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol Knw4yuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 54 — YctaHOBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM nNo AMarHoCTUKe, OOCTYMHOM 4epe3 MHTepdeicbl ynpasaeHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eM/IALOLLLENO NPOBOAA A0XKHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMCbMU,MpOBaHHbIM cneynanncTtom.
-
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY NMOPTYy KOMMYTaTOpa, 3TO 060py0BaHME TaKKe AOMKHO ObITb HAZLEXKHO 3a3eM/IEHO.

3. MNopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTU OT KOMMAEKTALNKN YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHOrO TOKAa cneayeT UCNob30BaTb Kabenb, BXOAAWMI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKa UCMOAb3YITe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4UCTKyY nposoia Ha AJIUHY 9 mm.

.‘

Llenb NUTaHMA NOCTOAHHBIM TOKOM A0/1XKHa COAep’KaTb YCTPOUCTBO OTKNAIOUEHUA NUTAHUA C
dusmnueckum pasveguHeHnem coeguHeHuna (BbiKaoUaTeNb, pa3bem, KOHTaKTOp, aBTOMaTK-
YyecKuii BbIKNloYaTenb U T.0.).

.‘

4. BK/OYMTE NUTAHME YCTPOCTBA U ybeauTechb B OTCYTCTBUM aBapWUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Bo nsberkaHue noBpeXKaeHUsa YCTPOCTBa NpUM OA4HOBPEMEHHOM MCMOoJIb30BaHUU NMOPTOB
XG1 u XG2 Heobxogumo ucnonb3oBatb SFP+ TpaHcuBepbl ¢ TMINOM pasbema LC uam SFP+
Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK U NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcrtaBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbemMa BHU3, @ HUXKHUIA SFP-mo-
OYNb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 55 — YcrtaHoBKa SFP-TpaHcmBepos

2. HapasuTe Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe XapaKTeprll‘/Jl LLENYOK.

PucyHok 56 — YcTtaHoBeHHble SFP-TpaHcuBepb!
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 57 — OTKpbiTHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 58 — N3BneyeHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbtloTepe 3anycTuTb Nporpammy amyasumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbIM 6UT, 6€3 KOHTPONA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TECTUPOBAHMA CUCTEMbI NPU BKAOYeHMM» (POST), KoTopasa No3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecrneyeHna Kommytatopa. [1A BbINOAHEHMA cheuManbHbIX Npoueayp UChnosib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro BbI30Ba CNPaBKU O A0CTYMHbIX KOMaHAaX UCNONb3YTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 20 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTatopsl cepuit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5410-48,
MES5500-32 paboTatoT B peXkMme CTEKMPOBAHUA.

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX cealyolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
GYHKLMN YyNpaBAEHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.‘

/’- UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
MES5324A rev.C1l, MES5332A, MES5332A rev.C ucnonb3ytoT XG-nopTbl, a KommyTtatopbl MES5400-24,
MES5400-48, MES5410-48, MES5500-32 ncnonb3ytoT HG-nopTbl. [1py 3TOM yKa3aHHble NOPTbI He Y4acTBYIOT
B nepegaye AaHHbIX. BO3MOXKHO CTEKMPOBAHME KOMMYTATOPOB TOJIbKO OLHOW MOLENIM U C TEM Ke
KO/IMYeCcTBOM MOPTOB, K Npumepy, cTekmpytotca apyr ¢ apyrom MES5316A n MES5316A. CreknpoBaTtb
KommyTaTtopbl MES53xxA ¢ kommyTtaTtopamm MES53xxA rev.C n MES53xxA rev.C1l HeBO3MOXHO BBUAY
annapaTHbIX Pa3IMYnin 3TUX MoAenen YyCTPOWMCTB. BO3MOXKHbI ABe TOMOMOTMU CUHXPOHWU3UPYIOLLMXCA
YCTPOMCTB — KOANbLEBad W J/AMHeWHaA. PeKomeHayeTcA MCNONb30BaTb KOJbLEBYK TOMOAOTUIO ANA
NOBbILLIEHMA OTKA30YCTOMUYNBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.
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Tabaumua 21 — MaTpuua cteknposaHusa ana MES53xxA/5400-xx

8-007SSIN

v¢-00vSS3aN

'Ada
VZEESSIN

VZEESSIN

TJ°A3I
VvZESSIN

o Y.C)]
VvZESSIN

VPZESSIN

A
VITESSIN

J'A31
VITESSIN

VITESSIN

VITESSIN

J'Adl
VITESSIN

TJ'A3l
VITESSIN

VYZeSSIN

J'Adl
VZeESSIN

TJ'A3l
VrZESSIIN

VZEESSIN

J'Aal
VZEESSIN

vZ-00vSS3IN

8-007SS3IN

'’

,

4

7

'

MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

o
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Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console (confiqg) #

Tabnuua 22 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymosn4aHuro
stack configuration links te HasHavaeT nHTepdeiicobl s CUHXPOHM3aUMN PaboTbl KOMMYyTa-
te_port | hu hu_port ) TOpa B CTEKE.
stack configuration unit-id o HasHavaeT Homep ycTpoiicTBa «unit-id» 1O0KaNbHOMY YCTPOMCTBY
unit_id u;i;';;&f’ (Ha KoTOpom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
Npou3onAET nocne nepesarpyskn KommyTaTopa.
no stack configuration YpaneHue HacTpoeK cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.
[lpumep

=  Ob6beanHUTbL B CTeK ABa KommyTaTtopa MES5312. HasHauMTb BTOPbIM FOHUTOM, UCMO/1b30BaATb UH-
Tepdelicbl tel-2 B KaUecTBe CTEKMPYIOLIUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

KomaHOwbI pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU UMEET CieayoLnin BUa,:
console#

Tabnnua 23 — basoBble KOMaHAbI, JOCTYMNHblE B perxnume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show stack - OTobparkaeT MHPopMaL Mo 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMaLMIO O CTEKUPYIOWNX UHTepdERcax HOHU-
i TOB B CTeKe.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALLMM O CTEKMPYIOWMX UH-
i Tepdeiicax.

= [lpumep nUcnoab3oBaHUA KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 10G tel/0/2

2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa C 0gUHAKOBbIMU uaeHTudUKatopamm «Unit ID» He moryT paboTatb B 0gHOM
e CTeKe.
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4.5 HacTtpoiika PyHKUMiIA KommyTaTopa

®PYHKUMM NO Ha4YaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— ba3oBas HacTpoiKa — BKAtoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHOUIYpaLmn 1
HaCTPOMKY AMHaMmyecKkux IP-agpecos.

— Hacrtpoitka napameTpoB cuctembl 6€30MACHOCTM — BKJ/IIOYAET YMNpaB/JeHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske ycTPOICTBA BCe HECOXPaHEHHble AaHHble 6yayT yTepaHbl. [na coxpaHe-
HUA N10ObIX BHECEHHbIX U3MEHEHUW B HAaCTPOMKY KOMMYTaToOpa UCNONb3yeTca CAeayowan
KomaHpga:

console# write

4.5.1 bas3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTporncTea HEOBX0AMMO MOAKAOUNTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnenoBaTesbHbli NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMYy IMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTponKa TepMmMHana».

Bo Bpema Haya/NbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTeEpPdENC, KOTopbI ByaeT UCNoNb30BaTbCA
ANA NOAKNOYEHUA K YCTPOWCTBY YAANEHHO.

ba3oBan HacTpoiKa BKAOYAET cneayollee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernit — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEN.
HacTtpolika cTatuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMONYAHUIO.
Mony4yeHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

ukhwnN

4.5.1.1 3adaHue napons 044 nosavzosamess «adminy» u co30aHUe Ho8bIx Nnosb3osameneli

[na obecneyeHunA 3alMNLLLEHHOrO BXOAa B CUCTEMY He06X0AMMO Ha3HAUMTb NApo/b NPUBU-
e NlernposaHHOMY nosb3osaTtento «adminy».

Mma nonb3osatena w naposab BBOOAUTCA nNpu BXOAE B CUCTEMy BO BpemA CeaHCOoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na cosgaHnA HOBOro Nosib3oBaTesna CUCTEMbI UN HaCTpOVIKM noboro
M3 NapameTpoB — UMEHU NOJ/1Ib30BaTeENA, MAaPO0/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/’- YpoBseHb npuBuaernii 1 paspewsaer JocTyn K yCTPOCTBY, HO 3anpeLuaeT HacTpoiiky. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak J0OCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KomaHg, Ana 3agaHusa noab3osartento «admin» naponsa «eltex» v cosgaHuna nonb3osarens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 Hacmpoliika cmamuueckozo IP-adpeca, Macku noocemu U wist03a rno yMmoa4YaHUro

[Ons BO3MOMKHOCTU ynpaBieHUs KOMMYTaTOPOM M3 ceTM HeobxoAMMO HasHauuTb ycTponctey IP-
agpec, Macky NOACETU U, B C/y4ae ynpasBaeHUsa M3 APYroi cetu, W3 No yMOon4YaHuto. IP-agpec MoXKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopty, rpynne noptoB (MO yMoAYaHMIO Ha
nHTepdelice VLAN 1 HasHayeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeEH
NPUHAANENKATb K TON Ke NOACETH, UTO U 0AMH U3 IP-uHTepdencoB ycTpoiicTBa.

V‘ B cnyuae ecau IP-agpec HacTpamBaetca ana uHtepdeiica pusmMyeckoro nopta uam rpynnbl

: ) nopToB, 3TOT MHTepdenc yaanaeTca us rpynnbl VLAN, KOTOpoOit OH npuHaanexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom uMHTepdeice cTaTUUecKu
uam no DHCP He co3gaH apyroii IP-agpec.

V‘ Mpu yaanenunu Bcex IP-agpecoB KommyTaTopa 40CTYyN K Hemy byaeT ocywectBaaTbea no IP-
appecy 192.168.1.239/24.

=  [lpumep KoMaHg HacTponku IP-agpeca ans nHtepderica VLAN 1.

MapameTpbl MHTEpdElica:

IP-adpec, HazHavyaembili 09 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuto — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHayYeH UHTepdENCy, BBeAMTE KOMaHAYy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcteyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxKHOo nosyyats Yepes ntobon nHtepderic — VLAN,
dusnyeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HacTPOIKKM, NpeaHa3HaYeHHOM ANA NoAyYeHMA AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#
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[ns Toro utobbl ybeantbea, uto agpec 6bin HasHavyeH nHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0aa docmyna K ycmpolicmsy

YCTPOMCTBO COAEPIKUT BCTPOEHHbI areHT SNMP 1 nogaeprkuBaer Bepcum npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cCTaHAAPTHbIX NnepemeHHbIx MIB.

Ona BO3MOXKHOCTM agMUHUCTPUPOBAHNA YCTPOICTBA NocpeacTBom npotokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommyTaTopbl NOALEPKMBALOT TPU TUNA CTPOK coobuiecTsa:

— ro-—onpeaenset AOCTYynN TO/IbKO HA YTEHUe;
— rw-—onpegenaert 40CTyN Ha YTEHUE U 3anuchb;
— su-—onpeagenaet goctyn SNMP-agmnHUCTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/ib30BaHWE CTPOK coobuiecTBa public — ¢ goctynom TonbKO ANA
yTeHusa obbekToB MIB U private — ¢ 4OCTyNom Ha yYTeHuMe U UameHeHue obbekToB MIB. [na Kaxaoro
coobuiectBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpaBaeHus.

Mpumep cospaHua coobluecTBa private ¢ AOCTYNOM Ha YTeHWe M 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co34aHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI WUCMOAb3yeTca MexaHuam AAA (ayTeHTudUKaLms,

aBTopusauma, yyeT). Ana wndpposBaHMA AaHHbIX UCMOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHUe 3anpoca CyLIecTBYHOLWEN YUYETHOMN

3anuncu B cucteme 6e30MnacHoCTMy.

— Authorization (aBTopu3auma, NpoBepKa YPoBHA A0CTyNa) — CONocTaBAeHUe YYETHOM 3anucK

B cucteme (npouwealuein ayTeHTMOUKaLNIo) M onpeaenEHHbIX NOAHOMOUYNA.
— Accounting (y4€T) — cnexeHue 3a NnoTpebaeHnem pecypcoB NoJib3oBaTeem.

MpY MCNONb30BaHNN HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMA NoJsib3oBaTensa — admin, naponb —
admin. Maponb Ha3HayaeTca Nonb3oBaTeseM. B cnyyae eciM Naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOICTBO U Yepes cepuiiHbIi NOPT NpepBaTb 3arpysKy, HaxKas Knasuwy <Esc> unun <Enter> B TeyeHue
nepBbiX ABYX CEKYHZA Nocae NosABAeHUA coobleHnn aBTo3arpysku. OTKpoeTca meHto Startup, B KOTOpoOm

HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

/ Monb3osartenb no ymonuauuio (admin/admin) cywectsyer 4o Tex nop, NOKa He CO34aH Nio-

60i1 ppyroii nonb3osaTtenb C ypoBHeM npusunerui 15.

/' Mpwu yaaneHnmn Bcex co3gaHHbIX NoJsb3oBaTenei ¢ 15 ypoBHEM NpuBUAEruii foOCTyN K KOM-

myTaTopy byaeT ocyw,ecTBAATbCA NoA, Nonb3oBatenem no ymondanuto (admin/admin).

[na obecneveHna nepsoHaYanbHOM 6@30NacHOCTM Naposib B CUCTEME MOXHO 3a4aTb AN CEPBUCOB:

— KoHconb (nogxntoueHne yepes cepuinHbiii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 015 KOHCOU

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnaweHne eBeCTt naposib BO BpemMA perncTtpalmmn B YCTpOVICTBe yepes3 ceaHC KOHCOn

BBEeAUTE NApPOJib — console.

4.5.2.2 YcmaHoska naposns 004 Telnet

console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default
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console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBET Ha NpuraaweHne BBECTU Napo/ib BO BPEMS PErUCTPALLMM B YCTPOIMCTBE Yepes ceaHc Telnet
BBeauTe naponb — telnet.

4.5.2.3 YcmaHoska napons 005 SSH

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nMpuriaweHne BBECTM Napo/ib BO BPems Perncrpaumu B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

[nsa ypobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb HaHHeEpP — coobLLeHNe, coaepKallee Ntobyio
nHdopmaumto. Hanpumep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKWUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy noc/se yCnewHoM 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
durypaumm, ceasaHHoM ¢ paboToit TepMmuHana. Bxoa B pexmMm ocyliecTBaseTcs U3 pexuma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 24 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBoYHoOW MHPopmaummn o paboTe UHTepdelica Ko-

i MaHAHOW CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHZ,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNpaBKM NO CTPAHMLAM OCYLLECTBASETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 25 — basoBble KoMaHAbl, 4OCTYMNHblE B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXnm OTNaLKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #

console (config-line) #

Tabnuua 26 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUrypaLumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KoMaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 27 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOJ, Ha IKPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnnua 28 — ba3oBble KOMaHAbI, OCTYMNHbIE B PeXXMME KOHOUTYypaLmMmn TepMUHanNa

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNt N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabanua 29 — KomaHabl pexkuma rnobanbHol KoHduUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo

Aelicmeue

begin pattern

include pattern
exclude pattern

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 30 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 31 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepoeica:

console (config-if) #

Tabnmua 32 — KomaHapl pexxmma KoHourypauum nHtepdelica

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

macro apply word

word: (1..32) cumsonoB

MpuMeHAEeT yKasaHHbI MmaKpoc.
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macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaANAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpOKy-4ecKpmnTop.

5.4 KomaHpabl ynpaBieHUsa CUCTEMOM

KomaHOwbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 33 — KomaHabl ynpasaeHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonosB;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKazaHHOMY y3/1y CeTW, a TaKKe ONA KOHTpoAnA
noctynatowux oteetos (ICMP Echo-Reply).

- vrf_name — uma BUpTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTw;

- Size — pa3mep NakeTa A5 OTNPaBKKU, KOAUYECTBO BaWT B NakeTe;
- count — KONNYeCcTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XXnAaHWA 0TBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBoN0B;
size: (68..1518)/68 6aiir;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykasaHHOMY Y31y CeTW, a TaKKe A1A KOHTPOANA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeToB ANA nepesayn;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
tt/] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpepgeneHne maplupyTa Tpaduka L0 y31a Ha3HaYeHUs.
- vrf_name — umsa BUPTyanbHON 061aCTN MapLUpyTU3aLUK;
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep nakeTa 419 OTNPaBKKU, KONMYECTBO HalT B NakeTe;
- tt/ — MaKcMmanbHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
-count — KOJMYECTBO MOMbITOK MepeAayn MakeTa Ha KaXxaom
yyacTke;
- timeout — Bpema 0XnaaHWA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, MCNob3lye-
MbI ANA NepeAayn NakeTos;
V OnucaHune owM60K NPU BbINOIHEHWUM KOMAHA, U pe3yib-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

TaToB NpuBegeHo B Tabamuax 35, 36.
OnpeaeneHne mapupyTta TpadurKa 40 y3na HazHaAYeHus.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe MMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KONW4YeCcTBO MOMbITOK Mepefayn NakeTa Ha Kaxaom
y4acTke;
- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepdeiica KommyTaTtopa, UCNoJib3ye-
Mblli ANA Nepesayn NakeTos.

OnucaHue oWNB60K NPU BbINOHEHUN KOMAHA, U pe3yb-
V TaToB npuBeaeHo B Tabaunuax 35, 36.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
1 OnucaHue cneumnanbHbiXx KomaHpa Telnet u Karouesbix
V CNoB npuBepeHo B Tabauuyax 37, 38.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;

OTKpbITMe SSH-ceccumn gns y3na cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — LoMeHHOE UMsA y3Na ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;
- keyword — KntouyeBoe cnoBso.

V OnucaHue KAoYeBbIX C10B NpuBegeHo B Tabanue 38.

resume [connection]

connection:
(1..5)/nocnegHss
yCTaHOB/IEHHan ceccus

MepekntoyeHne Ha ApYryto ycTaHoBAEeHHYyto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IEHHOM telnet-ceccum.

show users [accounts]

OTobpaskeHne MHOOPMALMM O MOMb30BATENAX, MCMO/b3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOopMaLMM 06 OTKPBITLIX CECCUAX K YAaNEHHbIM
yCTpoKcTBaM.

show system

BbiBOA, cMcTeMHON MHbOPMaL M.

show system id [unit unit]

OTobparkeHne cepuinHOro HoMepa yCTPOKCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CVICTeI:AHOI‘/'I MHbOpPMaLMM KOMMyTaTopa.
- Unit — Homep yCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme wud)orgmau,mm 0 COCTOAHWUWN BEHTUNATOPOB.
- Unit — Homep yCTPOICTBA B CTEKE.
show system power-supply - OTobparkeHne MHGopMaL MM O COCTOAHUN UCTOYHUKOB NUTAHUA.
show system sensors - OTob6parkeHne HGOPMaLLMM TeMMNepaTypHbIX 4aTYUKOB.
show version OTobparkeHne TekylLel BEpPCUM CUCTEMHOIO NPOrpammMmHoro obec-
) neyeHunn ycTpoicTea.
show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum natbl
show system router OTobparkeHne pasmepa M 3aHATOCTM annapaTHbIX TabauL, ycTpoi-
resources cTBa (MapLupyTM3aumn, cocesei, MHTepdencos).
show system tcam utilization OTtobparkeHne 3arpysku pecypcos namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTO6pakeHne ypoBHs 3arpy3ky pecypcos LEeHTPasIbHOro npoLec-
Copa KOMMYTaTOpa 414 KaXK40ro CMCTEMHOrO npoLecca.
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show tech-support [config |
memory]

Y

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver
show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipvé mid snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show system forwarding

OTo6pasnTb TEKYLLMI, YyCTaHABAIMBAEMbI NOCAE Nepe3arpysku u

resources - [OCTyMHble A1A UCNONb30BaHUA PEXUMbI pacnpeseneHuns anna-
paTHbIX pecypcos.
KOMaHAa «show sessions» 0T06pa)KHET BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ
radl ceccuun. ﬂ,aHHaﬂ KOMaHAa ucnoJsib3dyetca cneayrowmm 05p330M:

BbINONHUTL MNOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTopa c

nomoulbto Telnet nnm SSH;

BepHyTbCA B POAUTENIbCKYIO ceccuio (Ha KommyTtaTtop). [nA 3TOro Haxarb

KombuHauuio Knasuw <Ctrl+Shift+6>,

OTNYCTUTb M HaXKaTb <xX> (MKc).

Mpou3ohAET nepexos B POAUTENLCKYIO CECCUID;

BbInonHUTL KomaHAy «show sessions». B Tabauue g0HbI NPUCYTCTBOBATb BCE
ucxopAwMe coeANHEHUA B TEKYLLLEN CecCUm;

DOna Toro uto6bl BEepPHYTbCA K CECCUM YAANEHHOro ycTpoiicTBa, Heobxogumo
BbINONHUTb KOMaHAy «resume N», rae N — Homep coeauHEHUA U3 BbliBOAA

KomaHpgbl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 34 — KomaHabl ynpaBaeHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

reload [unit unit_id]

KomaHaa cny»KuT ana nepesanycka ycTpoicTsa.

unit_id: (1..8)/- L o
- unit_id — Homep yCTPOICTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTopbl npousonger
OT/I0XKeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpyskun ycTpoicTea.

reload cancel

- OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

YcTaHoBKa napos Ha bootrom.

no boot password

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKU MO YPOBHIO 3arpy3ku PEcypcoB LieH-
TpanbHOro npoveccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaEMbIX NMPOLLECCOPOM MO TUMNy TpaduKa.

show cpu thresholds

- OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

- OTobparkeHne CNUCKa HaCTPOEHHbIX Noporos Ana RAM.

show sensor thresholds

- OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

- OTobparkeHne cn1cka Noporos A5 pas3fenioB YyCTPOUCTB.

show storage devices

- OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max,
Type Esc to abort.

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

3 x * %

18 byte packets

Tabnnuya 35 — OnucaHue pesynbTaToB BbINOJIHEHUA KOMaHAb! traceroute

lMone OnucaHue

1 MopagKoBbIi HOMEpP MapLUPYTM3aTopa B MyTW K YKasaHHOMY Y371y CeTu.

gateway.eltex CeTeBoOe MMsA 3TOr0 MapLipyTM3aTopa.

192.168.1.101 IP-agpec aToro maplupyTtusatopa.

0 msec 0 msec 0 msec

ONA KaXK4O0M NONbITKM nepeaayn nakera.

Bpems, 3a KoTopoe nakeT 6biN NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

an BbINOJIHEHUM KOMaHAbI traceroute moryT I'IpOMBOIZTM OLIJM6KVI, onucaHue ownboK npmeeneHo B

Tabnuue 36.

Tabanuya 36 — OWMOBKM NPU BbINOJIHEHUW KOMaHAbI traceroute

Cumeon owubKu OnucaHue

* Talim-ayT Npu NOMbITKe Nepeaayun naketa.

? HeunsBecTHbIM TUN NakeTa.
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A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMM UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK noaasneH.

R MNcTekno Bpems NOBTOPHOMN cObopKu dparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

MporpammHoe obec

neyeHune Telnet KOMMYTATOpPOB MnoggdepXumnBaet cneumaabHble KOMaHAObl —

(I)YHKLI,MM KOHTPO/IA TepMKuHana. [nAa Bxoga B pexum cneumnasbHbIX KOMaH4 BO Bpems aKkTMBHOM Telnet-

CeCccUMm UCnonb3yeTca Komb

WMHauua Knasuw <Ctrl+shift+6>.

Tabnuua 37 — CneumanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabauua 38 — KntoueBble c10Ba, UCNOJIb3yemble Npu oTKPbITUK Telnet- n SSH-ceccuii

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTponsa nocnegosatenbHocTen Telnet. MoTokoBoe coeauHeHMe He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fB-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnunua 39 — KomaHabl ynpaBaeHns cCUcCTeMoin B pexkmme rnobanbHol KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOro NpoLeccopa KOMMyTaTopa A1A KaK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO -

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MApPONA 4Yepe3 3arpy3oyHoOEe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHMeE TeKyLLei KoHbUrypaLmu.
mirror-configuration
cpu threshold index index inter- index: 3agaTtb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C MOPOroBbIM;
- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbiM 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOpora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NeHuna nopora nocne cpabatbiBaHUs;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKAloYaeT/oTKOYaeT OTNPaBKy Tpanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/alo4aeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NnoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTblBaHMA NO-
pora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabatbiBaHuMs;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;

- notify — BK/toYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOoC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, HAa KOTOPOM HAXOAUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHWE MeX Yy CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HaveHune, onpeaensaowee MOMEHT BOCCTaHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaET OTNPABKY TPanoB o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BK/lO4aeT/oTKNOYAET OTNPABKY TPANos O BOC-
CTAHOBNEHMM Mopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.

- 5ensor_num — HOMep TepMOAaTUMKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — OoTHOWEHWE MeXAay TEMNEPATYPOIt U MOPOTroBbIM 3Ha-
yeHneMm, Heobxoanmoe ana cpabatbiBaHMA NOPOra;

- value — 3HayeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTaHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWUW Nopora;

- recovery-notify — BktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM MOpora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoweHWe mexay obbema cBoH6OAHON NaMATH U Mo-
pPOroBbIM 3HaYeHneM, Heobxoamumoe ansa cpabaTtbiBaHWA NOPOra;
- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A 3TOro Nopora;

- notify — BK/loyaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTKOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuumn KommyTaTopa Ha HaxaTue KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-13-mid-12:
- 06bvem Tabanubl MAC po 128K agpecos;
- 06bem Tabaunupl FIB go 288K mapipyTos;
- 06bem Tabanupl ARP go 64K 3anucei.
min-13-max-12:
- 06bvem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupl ARP go 96K 3anucei.
’ KomaHga noppeprkaHa Tonbko Ha MES5410-48 u
H MES5500-32.

pexum pacnpegeneHus  annapartHbiX  pPecypcos

I HacTpoiika BCTYNUT B CUNY TOIbKO NOC/e nepesarpys3ku
H ycTpoicTBa.

no system forwarding
resources

YCTaHOBUTb PEXMM pacnpegeneHns annapaTHbIX Pecypcos Mo
YMONHAHUIO.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPOoB ANA 3a4aHUA naponei

[aHHbIV KOMNAEKC KOMAHA, NpeaHa3HayYeH 41A 3343aHNA MUHUMANbHOW CNI0XKHOCTU Mapos, a TakKe
ONA 334aHMA BPEMEHU AeNCcTBMA Napons.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeET CAeayioLWnin BUA,;

console (config) #

Tabauua 40 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHGUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BPpeEMA XKU3HU naponei/'l. Mo ucreyeHnn 3a4aHHOroO CPoKa
6yp,eT npeanoxeHo CMeHUTb Naponb. 3HayeHune 0 rOBOPUT O TOM,
YTO BpEMA XKU3HU naponeﬁ He 3a4aHO0.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIkntouaeT orpaHuyeHve Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKAlOYaeT orpaHuyeHue, 3ajatoliee MUHUMaNbHOE KOIMYECTBO
K/N1IaCCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble 6yKBbl, LUPbI,
CUMBO/bI).

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkitouaeT orpaHMyeHne Ha MMHUMAJIbHYIO AJIMHY NaponA.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouaet orpaHunyeHue, 3adaroulee MakCMMaslbHOe KO/IM4ecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0B B HOBOM Mapone.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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passwords complexity 3anpewwaeT Npy CMeHe Naposa UCMOJ/Ib30BaTb B Ka4yecTBe HOBOrO
not-current CTapbli.
- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTb CTapblii Naposib MPU CMEHE.
not-current
passwords complexity 3anpewaeT UCMNONb30BaTh B KAa4eCcTBe Napo/sa UMA Nob3oBaTeNs.
not-username
- -/enabled
no passwords complexity PaspeluaeT UCNo/ib30BaTb B KAYeCTBE Naposis UMA NoJib30BaTeNs.
not-username
passwords lockout value 3agaeT orpaHMYeHMe Ha KOMYECTBO HEBEPHDIX MOMbITOK BXOA4a Ha
| KommyTaTop. Mocne nocnegHein HeNpPaBMIbHOM MOMbITKM BBECTM
value:
napoAb nosib3oBaTens 610KMpyeTcA.
(1..5)/BbIKNtOYEHO
no passwords lockout BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHECTBO HEBEPHDIX MOMbITOK BXO-
aa.

Tabanua 41 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show passwords configuration

OTo6parkaeT MHGopmaumio 06 orpaHMYEHUAX Ha NAPOAM.

set username name active name: (1..20) cumBosioB

Pa36nokupyeT nonb3osaTens, 3ab10KMPOBAHHOTO MoCae Heyaau-
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

5.6 Pab6ora c paitnamm

5.6.1 OnucaHue apeaymeHmos KOMaHO

Mpu ocywecTBneHmm onepaumn Hag dannamm,
onpeaennTesIn MeCTOHAXOXAEHUA pecypca.

URL
onepauusx, npMseaeHo B Tabauue 42.

Tabnumua 42 — CNUCOK KAKOYEBbIX CIOB U UX ONMcaHue

B Ka4yecCTBe apryMmeHToB KOMaH/A, BbICTYNatlOT agpeca
OnucaHue KAK4YeBbIX CNOB, MUCNONIb3yeMbIX B

Knrouesoe cnoso

OnucaHue

flash://
camu asnatotca: flash:, tftp:, sc

McxoaHbIi agpec nav agpec Mecta HasHayeHus 419 SHeProHe3aBucMMon NamaTi. JHeproHesasu-
CMMasA NaMATb MCMO/b3YeTCA No yMoiYaHuio, ecav agpec URL onpegeneH 6e3 npedukca (npeduk-

p:...).

running-config Paiin TekyLen KOHOUrypaumm.

tftp:// - host — IPv4-agpec uim ceteso
- directory — kaTtanor;

- filename — vuma daiina.

mirror-config Konusa dalina Tekyliein KoHourypaumm.
startup-config daiin nepBoHaYaNbHOW KOHOUTypauuu.
active-image daliin ¢ aKTMBHbIM 06pasom.
inactive-image daiin c HeaKTMBHLIM 06pasoMm.
NcxoaHbIn aapec naun aapec mecTta Ha3HayeHuA ans TFTP-cepsepa.

CuHTakcuc: tftp://host/[directory/] filename.

€ UMS YCTPOICTBa;

scp:// - password — naposb Nonb30Ba
- host — IPv4-agpec unu ceteso
- directory — katanor;

- filename — umsa daiina.

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CunTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA Nosb30BaTeNsA;

Tens;
€ UMSA YCTPOICTBa;

logging daiin c uctopmeit KomaHa,
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5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 43 — KomaHabl ans pabotbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHUrypaunm c cepeepa B TEKYLLYIO KOHPK-
rypaumio.

CoxpaHeHwue TeKyLein KoHdUrypaLmm Ha cepaepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLmMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHwue TekyLe KoHOUTypauumn B NnepBoHavanbHyt KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypauum B 3aZaHHbIA pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHaYabHO KOHOUIYpaLMK B 3afaHHbIN pe3eps-
HblI dain KoHPUrypaumm.

boot config source_url

KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepoHa-
YanbHOM KOHUIypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢ainos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepxunmoe daina nepBoHavanb-
HOW KOHUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTob6pakaet palinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe daina TeKywen KoH-
durypaumum ¢ 3epkana;

- active-image — otTobpakaeT Bepcuto Tekyuiero ¢alina obpasa NO.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pasa 0.

- logging — oTobpakaeT cogeprumoe dalina KypHana.

- file — ima daiina.

.’ ®aiinbl otobpakartca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

Ypanenus ¢aiina nepBoHayaNbHOW KOHOUTypauuu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HeakTMBHYO 061acTb NaMATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

twe_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);

group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnmoe palina nepBoHayanbHOM KOHOUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnde-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTEpdelica 3aMblKaHUA Ha cebs, TyHHe-
new.

Cnepylolme onumm SOCTYMNHbI NPU BbiBOAE TeKylelh KoHbuUrypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3bIBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOpPbIN YCTPONCTBO
3arpyykaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywein KoHourypaumm B ¢aiis nepBoHavabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha yCTPOICTBO Gana INLEHINN.

delete license [ word |

Y[anuTb € yCTPOMCTBA BCE YCTAaHOB/EHHbIe $hailbl IMLEH3UA.
- word — yKa3aTb UmA ¢alina NMLEH3UKU, KOTOPbIA A0/KEH ObiTb
yaaneH.

rename url new_url

url, new_url: (1..160)

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;

CMMBO/IOB o

- new-url — HoBoe nmsa ¢danna.
’ i Cepsep TFTP He moxeT 6biTb agpecom UCTOYHMKOM M afApecom Ha3HauyeHus ANA Of[HOM
- KOMaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHUA KOMAHAbI: MOCNe NOATBEPKAEHUA dalin byaeT yaaneH.

5.6.3 KomaHObI 0514 pe3epsuposaHus KOHguz2ypayuu

B mJaHHOM pasgene onucaHbl KOMaHApbl, MpeAHasHayYeHHble ONA HACTPOMKM pe3epBMPOBAHMUA
KOHOUrypaLmm no Taimepy Uam Npu COXpaHeHUM TekyLLen KoHpurypaumum Ha flash-Hakonutene.

KomaHObI pexcuma 2n06asa6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobasibHoM KOHOUTypaLMm MMEET CieayoWmin BUA,:
console (config) #

Tabauua 44 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMme rnobanbHOM KOHdUrypaLmm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa Aeiicmeue

backup server server YKaszaHue cepsepa, Ha KOoTopbli ByaeT Npon3BoanTLCA pesep-
BUpOBaHMe KoHburypauun. CTpoka B dopmaTte
«tftp://XXX XXX XXX XXX» nan

«scp://[[username][:[password]]@]host»

server: (1..22) cum-
B0OJI0B

no backup server YpaneHue cepsepa Ana pe3epBuUpoBaHun.

backup path path YKaszaHue nyTu pacnosioxkeHus daina Ha cepsepe U npedpuKca
path: (1..128) cum- daiina. MNpwu coxpaHeHnn K npedukcy byaet o6aBNATLCA TEKY-
BOJ/IOB Wan aarta v Bpemsa B popmate rrrrmMmagy4mmcc.
no backup path YpaneHuve nytv gns pes3epBuUpoBaHMs.
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backup history enable / BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
-/BbIKOYEHO
no backup history enable OTK/IOYUTL COXPAHEHME UCTOPUMN Pe3epPBHbIX KOMUNA.
backup time-period timer " YKasaHue npomexKyTKa BpeMeHU, NO UCTEeYEeHUN KoToporo by-
imer:
[eT OCYLLLeCTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOHOU-
(1..35791394)/720
rypauum.
- - MMH
no backup time-period BoccTaHaB/MBaEeT 3HaYeHMeE N0 YMONYAHUIO
backup auto Bk/atoyeHMe aBTOMATUYECKOrO pe3epBUPOBaAHUA KOHUrypa-
-/BbIK/IOYEHO TR
no backup auto YcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
backup write-memory Bk/toueHne pesepBUpoBaHNA KOHOUTYpPaLMKU NPU COXPAHEHUM
-/BbIKNOYEHO nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

Tabnunua 45 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobparkaeT MHGOPMALMIO O HAaCTPOIKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMNELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[pouyecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKkaeT npouecc aBToMaTuyeckoro obHoeneHus, 6asmpytowmiica Ha DHCP, ecau oH
BK/OYEH W uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), cogepkauwero umsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN $pain U ynTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcma lMO;

3. KommyTaTop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. Ecnm oHM oTAMYatoTCA, KOMMYTATOP 3arpy»Kaet ob6pas Mo
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHblit 06pas akTmB-
HbIM;

4. Ecnv o6pas MO 6bin 3arpyKeH, To KOMMYTaToOp NepesarpyrkaeTcs.

[pouyecc asmomamu4ecko20 KOHGU2YPUPOBAHUSA

KommyTaTop 3amycKaeT NpoLecc aBTOMaTUYeCKoro KoHGUrypuposaHus, b6asupytowmiics Ha DHCP,
NP BbINOJIHEHUN CeAYHOLWMX YCIOBUIA:

— B KOHOUIrypauuu paspeLlleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B popmate ASCIL.

’ MNonyyeHHbIN paitn KoHPUrypaumum gobasnaseTtca K TeKywei (running) KoHpurypauum.
-
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 46 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro

boot host auto-config BK/loueHMe aBTOMATMYECKOM KoHUrypauuu, H6asupytolleiica Ha

DHCP.
- -/BKAtOYEHO — —

no boot host auto-config BbIKNtOUEHME aBTOMATUYECKOM KoHOUrypauuu, basmpytoLleics Ha
DHCP.

boot host auto-update BKkntoueHne aBTOoMaTuyeckoro obHosneHua MO, b6asupyowerocs
Ha DHCP.

-/BKAtOYEHO

no boot host auto-update BbikntoueHne aBTomaTuyeckoro obHoeneHua MO, basumpytowerocs

Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;
console#

Tabnunua 47 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show boot MPOCMOTP HacTPOEK aBTOMaTUYECKOro 06HOBAEHUA U KOHdUrypa-
unu.

= [lpumep KoHurypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTUdMKATOP NPOM3BOOUTENIS, BCerma pPabBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Koxm nomonumy, BCcerma paBeH 1

unsigned integer 8, #sub-option-len. JnuHa cTpoku sub-option-data

text #sub-option-data. Umsa TexcToBOTO Oanna, comepxamero MM
obpaza IIO

}i

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

filename "mesXXX-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ms TEKCTOBOTO
barna, comepxamero mMa obpazsa IO

next-server 192.168.1.3; #IP-ampec TFTP cepBepa

fixed-address 192.168.1.36; #IP-ampec KoOMMyTaTopa

5.7 HacTpo#Ka CMUCTEMHOro BpeMeHMU

/ Mo ymonuyaHUIO aBTOMATUYECKUIN Nepexoa Ha JieTHee Bpems OCYLLeCTBAAETCA B COOTBET-
cTBUM co cTaHgapTamu CLUA mn EBponbl. B KoHUrypauum moryTt 6biTb 3agaHbl t06ble AaTa
M Bpemsa ANA NepexoAa Ha 1eTHee Bpems U o6paTHo.
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 48 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

3HayeHue/3HayeHue

month: (Jan..Dec);

KomaHoa Aelicmeue
no ymosn4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KoOmMaHZa n[OoCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTeNs).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau,; year — rog.

show sntp configuration

year: (2000..2037)

MokasbiBaeT KoHGUrypaunio npotokosia SNTP.

show sntp status

lMokKasblBaeT cTaTyc npoTokosa SNTP.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnunua 49 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexmme EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

MoKa3blBaeT CUCTEMHOE BPEMSA U AaTy.

[onosHutesibHO 0TobpaykaeT NapameTpbl YacOBOTO Mosica U nepe-
X0Za Ha NeTHee Bpems.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 50 — CNMcoK KoMaHA, 419 HACTPOMKN CUCTEMHOTO BPEMEHMU B pPeXKMME rnobasbHOM KOHUTypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonb3yercs

Mcnonb3oBaHWe BHeELWHEro UCTOYHMKA ANa YCTaHOBKKU CUCTEMHOTIO
BpemeHu.

3anpeu.|,aeT MCNO/Ib30BaHNE BHEWHEro NCTOYHUKa ONA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHua 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3HaYeHMe 4YacoBOro nosca.

- zone — cnoBo, cPopPMUPOBAHHOE M3 NepPBbIX BYKB CnOBOCOYETa-
HWA, KOTOPOE OHO 3aMeHAET (OMUCaHME 30Hbl);

- hours-offset —4acoBoe cmelleHMe OTHOCUTENbHO HY/IeBOrO Mepu-
anana UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

zone: (1..4) cumsona/
HET OMMCaHUA 30HbI;
date: (1..31);

3agaer Jaty U Bpema 419 aBTOMATUUYECKOro nepexosa Ha /ieTHee
Bpems 1 BO3BpaTa 06paTHO (45 onpeseneHHoro roaa).
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clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMs BbIK/OYEH

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCaHMe 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPemsa 1 TPETbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB CA0OBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KOANYECTBO MUHYT, fO0HaBAAEMbIX NPY NEepexoae Ha /ieT-
Hee Bpems.

3afaeT gaty u Bpema Aaa aBTOMaTUYecKoro nepexoga Ha seTHee
Bpems 1 Bo3BpaTa 06paTHO B peXXMme eXXerogHo.

- zone — cnoBo, chpopMMpOBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HWSA, KOTOPOE OHO 3ameHsAET (onuncaHue 30HbI);

- usa — yCTaHOBMUTb NpaBuJa Nepexoaa Ha JieTHee Bpems, UCMOJb-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa N0 MeCcTHOMY Bpe-
MeHMU);

- eu — yCTaHOBUTb NpaBu/a Nepexosa Ha NeTHee Bpemsa, UCNOoJb3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPeCEHbe MapTa,
0bpaTHO B NocsiegHee BOCKpeceHbe oKTAbPA, B 1 yac yTpa no MNpuH-
Buy);

- hh —4yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexose Ha NneT-
Hee Bpems.

OTKtOYAET aBTOMATUYECKUI nepexo Ha neTHee spemas.

sntp authentication-key number: YcTaHaBAMBAET K4 MPOBEPKU MNOAJMHHOCTA A/A MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdPOBAHHOM BUAE.
no sntp authentication-key npoBepKa Ypaanaet K4 NpoBepKu NOAANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/IOYEHa
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM ANA NOAYyYeHUAa MHPopmauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
sntp trusted-key key_number key_number: OcyuiecTBnseT NpoBepKy Nog/MHHOCTU CUCTEMbI, OT KOTOPOWN CUH-

(1..4294967295);
Mo ymon4yaHuio

XPOHU3MpyeTca ¢ nomoLLbio SNTP no 3agaHHOMY Ktouy.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTKN
OTK/OYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoALEPKMBAOLMM METOZ
both | ipv4 | ipv6 aCCbIKM MaKeToB, MO3BOMAOWMI NOCbiNaTe AaHHble 6MKan-
{ | ipv4 | ipv6} /3anpetLieno P ) y a

no sntp anycast client enable

Lemy yCTPOWCTBY U3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)
/3anpelyeHo

PaspewaeT paboty SNTP-knneHTam, NoAdepKMBalOLLMM METOZ,
pacCbIZIKM NaKeToB, MO3BO/AIOLWMIA MOCbINATL AaHHble BanxKai-
LIeMy YCTPOMCTBY U3 rPynnbl NoAyyaTesien, a TakxKe WMPOKOBeLLa-
TeNbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noApobHoe onucaHWe NHTephENCcoB U3N0XKEHO B pasgene «KoH-
durypauusa nHTepdpencos».
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no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.

sntp unicast client enable

PaspewaeT paboTy ogHoaapecHbiXx SNTP-KANMEHTOB.

no sntp unicast client poll

- " -/3anpelyeHo
no sntp unicast client enable YcTaHaBAMBAET 3HaYeHMeE N0 YMONYAHMIO.
sntp unicast client poll PaspeluaeT nocnenosaTeNbHbIN ONPOC 3a4aHHbIX OAHOAAPECHbIX
-/3anpetweHo SNTP-cepBeposB.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

sntp server {ipv4_address |
ipbv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295)

3apgaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na ceTu;

- ipv6_address — IPv6-aapec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetv ans ping.

dopmat agpeca ipv6é_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbi IPV6 agpec KaHana;
interface_name — nums ncxopgsauwero nHTepdeica 3agaercs B crie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOe MMA y31a ceTw;

- poll — BkAtouaeT onpoc;

- keyid — vaeHTUdUKaTOP KAtova.

YpaneHue cepsepa ns cnmucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

PaspeluaeT nonyyeHne TakMx JaHHbIX KaK YacOBOW MOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

3anpeLaeT NoayYyeHMA TaKMX AaHHbIX KaK YaCcoBOWM MOAC M NeTHee
spemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHZHOM CTPOKU B pexnme KOHPUrypaumm nHtepdeiica umeeT cneayrolimin Bua;

console (config-if) #

Tabanua 51 — CNMCOK KOMaHA AN1A HACTPOMKM CUCTEMHOTO BPEMEHMN B peXKMMe KOHPUrypaumm nHtepdelica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sntp client enable

no sntp client enable

-/3anpeLyeHo

PaspewaeT paboTy SNTP-KAMEHTY, KOTOPbI NOAAEPKMBAET METOZ,
PaccblIKM NaKeToB, NO3BONAIOWMIA NOCbINATL AAHHbIE YCTPOMCTBY
6auKavieMy U3 rpynnbl NosyyYaTenen, a TakKe LWMPOKoBeLLaTe 1b-
Homy SNTP-KkAMeHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

[Mpumepbl 8b1NOAHEHUA KOMAHO

- OT06pa3VITb CNCTemHoOe BpemA, 4aTty U AaHHble No 4YacoBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7)

Time source is SNTP

Jun 17 2009
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Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CUHXPOHM3aUMM BpemMeHn oTobparkaeTca C MOMOLLbIO AOMOJAHUTENBHO CMMBOA

nepen sHav4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3sytoTtca cneaytouime o6o3HauyeHns:

— TOYKa (.) 03HayaeT, 4To Bpems J0CTOBEPHO, HO HET CMHXPOHM3aL MK ¢ cepsepom SNTP;
—  OTCYTCTBME CMMBOJIa 03HAYaeT, YTO BPEMSA AOCTOBEPHO M CUHXPOHM3ALMA eCTb;
— 3Be304Ka (*) o3HauyaeT, YTo Bpemsi HeOCTOBEPHO.

= 33paTb 4aTy M BpeMA Ha CMCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotoKkona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npvmepe Bbille CUCTEMHOE BPeMA CMHXPOHM3MPOBaHO OT cepsepa 10.10.10.1, nocneaHuii otTeeT

nonydyeH B 10:37:38, HecoBnageHWe CUCTEMHOIO BpeMeHU C BpemeHem Ha cepeepe coctasmno 1.04 c.

5.8 KoHdurypaumua BpemeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHgu2ypauuu epeMeHHbIX UHmepsasos

console# configure
console (config)# time-range range name, rge

range_name — cuMBObHbIN (1...32) naeHTUdMKATOP BpeMeHHOro MHTepBana
console (config-time-range) #
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Tabanua 52 — KomaHabl pexxuma KoHOUrypaumm BpemeHHOro MHTepBeana

month: (jan..dec);
year: (2000..2097);

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Hayano U (MAK) KoHel, BpeMeHHOro nHTepsana B ¢popmare:
date month year mm: (0..59); yac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YaanuTb BpemeHHON nHTepBsan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEPBas B TEYEHWE OLHOTO U3 LHEW Heaenun unm
KaXK4Ooro AHA Hepenu.

YAanuTb BpeMeHHOM UHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN MHTEPBA/ B TEYEHUE HELENN.

Y4anutb BpeMeHHOM MHTepBa.

5.9 KoHdwurypauua unrepdeiicos u VLAN

5.9.1 Mapamempeol Ethernet-uinmepdpelicos, Port-Channel u Loopback-

uHmepgelicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | oob

twentyfivegigabitethernet twe port |
| port-channel group |

console (config-if) #

hundredgigabitethernet

range (..} | loopback loopback id }

[aHHbIN pekMm A0CTyneH U3 pexkMma KoHOUrypauum u npegHasHadeH Aaa 3aaHua napameTpos

KoHdurypaummn uHTepdeitca (nopta KommyTatopa MM

rpynnbl NOPTOB, paboTaloWMX B pexRMme

pasgeneHuns Harpysku) inbo ananasoHa UHTepdelicos.

Bblibop MHTepdeica ocyLWwecTBASETCA NPU NOMOLLM KOMaHZ U3 Tabanupbl HUXKe.

Tabnnua 53 — KomaHab! Bbibopa MHTepdeica gns KOMMYTaTOpPOB

KomaHoa

Ha3zHauyeHue

interface gigabitethernet gi_port

[na HacTpovikn 1G-uHTepdericos.

interface tengigabitethernet te_port

Onsa HacTpoiikm 10G-uHTepdeincos.

interface twentyfivegigabitethernet twe_port

[na HacTpolikn 25G-nHTepdeincos.

interface hundredgigabitethernet te_port

[nsa HacTpoiikm 100G-uHTepdelicos.

interface port-channel group

[lna HacTpoiKu rpynn KaHanos.

interface oob

[na HacTporkn uHTepderica ynpasneHua (MHTepdenc ynpasaeHus
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx).

interface loopback /oopback_id

[na HacTpoIKM BUPTYanbHbIX MHTEpPdecos.

roe:

— group — NoOpaAKOBbI HOMep rpynnbl, 0bLiee KOMYECTBO coriacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— te_port — nopaaKosbiit Homep 10G-uHTepdeiica, 3agaetca s suge: 1..8/0/1..128;
— loopback _id — nopagKoBblii HOMep BUPTYaibHOrO MHTepdeica, obLiee KOMYeCcTBO COr/lacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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3anucb nHtepdeiica

1..8/0/1..N

HOMep YCTPOICTBA B CTEKE Homep cnoTa Homep MHTepdelica

KomaHZbl, BBeAeHHble B peMme KOHdUrypauunm uHTepdelica, NPUMeHAITCA K BblbpaHHOMY

nHTepdelicy.

Huke npuseaeHbl KOMaHAbl 418 BXOAA B PEXKMM HacTponku gecatoro Ethernet-untepdelica (ans

MES5312) nepBoro ycTpoicTBa B CTEKE U BXOZa B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NPM NOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoiku pAuanasoHa gigabitethernet-
UHTepdelcos;

interface range tengigabitethernet portlist — ana HacTpoku AmanasoHa tengigabitethernet-
nHTepdelcos;

interface range twentyfivegigabitethernet portlist — ana HacTpoitku auanasoHa twentyfivegiga-
bitethernet-untepdelicos;

interface range hundredgigabitethernet portlist — nna HacTpoku pguanasoHa hundredgiga-
bitethernet-untepdeliicos;

interface range port-channel grouplist — pna HacTpolikn gnManasoHa rpynn nopTos.
KomaHzbl, BBegeHHbIe B JAaHHOM peXXMMe, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl AN BXOAA B PEXMM HACTPOMKM amanasoHa Ethernet-uHtepdelicos ¢ 1

no 10 Bcex rpynn NopTos.

console# configure
console (config)# interface range gigabitethernet 1,/0/1-10
console (config-if) #

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if)#

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10
console (config-if) #
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console# configure

console (config)# interface range port-channel 1-10
console (config-if)#

Tabnunua 54 — KomaHabl perxknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown

BbikNtounTb  KoHdUrypupyembii  uHtepdelic  (Ethernet, port-

-/BKNOYEH channel).
no shutdown BKkAtounTb KOHGUTYpUpyembli MHTEpdeNiC.
description descr descr: (1..64) [o6aeutb onucaHue nHtepdeliica (Ethernet, port-channel).
no description cumsonos/er Ypanutb onucaHue nHtepdelica.
onuncaHua
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONHAHMIO.
duplex mode 3afaTb pexum aynaekca uHTepoelica (NosHoAynNeKCHoe coeau-
mode: (full, half)/full HeHuWe, nonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/itovaeT aBTOCOr/1IacoBaHMe A4/1A CKOPOCTU U AynaeKca Ha HacTpa-
nBaemom nHTepderice. MoKHO yKasaTb onpeaeneHHble COBMeCTU-
MOCTU NapameTpa aBTOCOM1aCoOBaHNUA, €CM NapameTpbl He 3aJaHbl,
TO NoAAepiKMBatoTCA BCce coBmecTumocTu (Ethernet, port-channel).

BbIK/lOYaeT aBTOCOr/acoBaHWE ANA CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pexxum ycTaHOBneHus cBA3M B 06X0p npoLedypbl aBToOCOrna-
COBaHWA, ecnu MapTHep Ha BCTPEYHOW CTOpPOHe He OTBevaeT co
CTaHAAPTHbIM TaliMayToM Mpouecca aBTOCOINacoBaHWA (negoti-
ation timeout long).

PexXnum ycTaHoB/NEeHMA cBA3W B 06Xxo4 npoueaypbl aBTocorna-
COBAHMSA, €C/IM MapTHep Ha BCTPEYHON CTOpPOHe He OTBevyaeT C
MWHWMaNbHBbIM TaliMayTOM NpoLLecca aBTOCOrnacoBaHus (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexmm ynpasnaeHua notokom flowcontrol (BkatounTb, OT-
KNOUYUTb UAM aBTOCOrNacoBaHue). ABtocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CIM PEXMM aBTOCOI/1acCOBaHUA

auto)/off negotiation BKk/AOYeH Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKAIOYUTDL PEXKUM YyNpPaBAEHUA MOTOKOM.
back-pressure BkAtoyaeT GyHKUMIO «0BpaTHOro AaB/feHUA» Ha HAaCTpauBaeMoM
uHtepdeiice (Ethernet).
-/BbIKNIOYEH

no back-pressure

BbikntouaeT dyHKUMIO «0BPaTHOrO AaBAEHUA» HA HACTPAMBAEMOM
nHTEpoelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepros, B Te4eHME KOTOPOTo cobUpaeTcsa cTaTUCTMKa O
Harpyske Ha UHTepodeiice.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

Bkntouaet nopT, OCHaLIJ,eHHbIl\;I ABYHanpasaAeHHbIMKN nnuemonepe-
OaT4YMKaMU, B PeXNM OAHOHaHpaBl]eHHOﬁ nepegavun.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnuua 55 — KomaHapl pexxmma obuwmx Hactpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

port jumbo-frame

PaspeluaeT KommyTaTopy paboTaThb ¢ Kagpamu 60bLIOro pasmepa.

V' 3HaueHne maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

HacTtpoiika BCTynuUT B CUAly TONbKO MoOcae nepesarpysku

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

-/3anpeuiero V ycTpoiictea.
3HaueHMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaet KomMyTaTopy paboTaTh € Kagpamu 60bLIOro pasmepa.
errdisable recovery cause {all | BKAOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTepdelica nocne ero oT-
loopack-detection | KHOYEHUS B CIeAYIOWMX CAyYanX:
port-security | - loopback-detection — 06HapykeHne neTenn;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6esonacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-agpecax nosib3oBaTenen;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnnckam goctyna (ACL);
- stp-bpdu-guard — aktmBauma 3awmuTel BPDU Guard (nepeaaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapyKeHune netenb NnpoTokosiom STP;
-/3anpeuiero - udld — akTBauus sawmTbl UDLD;
- storm-control — 3aLmMTa OT «WTOPMa» A4 PA3NINYHOIO TpaduUKa;
- link-flapping — dnannuHr anHka.
no errdisable recovery cause YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWTb BPEMEHHOMN UHTEpBan ANA aBTOMATUYECKOro noBTop-

HOro BKAlOYEHUA MHTepdeiica.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLuieHnii 0 COCTOAHUU UHTep-
¢dencHbIX IMHKOB.

OTkAtoyaeT otnpasky SNMP trap-coobLieHnii.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnol MHTEPHENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMOYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 56 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aeiicmeue

clear counters

C6poc CTaTUCTMKKM AN BCeX UHTepdeiicos.
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clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKKM ana nHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTUBMPYET MOPT MAW TPYNNy NMOPTOB, BbIKAHOYEHHbIX KOMaHAoM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MokaszaTb KOHPUTypaLMo MHTepdencoB.

show interfaces status

MoKasaTb cocToAHUE BCeX MHTepdencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: 1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNACcoOBaHUA, 06bABNEHHbIE ANA BCEX
UHTEepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: 1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb MapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi NnopToB.

obbABNEHHbIE g

show interfaces description

MoKasaTb onuncaHuna Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: 1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3saTb onucaHue Ethernet-nopTa, rpynnbl nopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdECcoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: 1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTUKY A4NA UHTepdeitca.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske Ana Bcex MHTepdeincos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: 1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.
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show interfaces { MoKa3aTb CBOAHYI MHOPMALMIO O COCTOSIHMM, HAaCTPOMKE U CTaTU-

gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ctuke nopra.

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port: 1..8/0/1..48);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128)

hu_port | port-channel group}

show ports jumbo-frame - MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery MoKa3aTb HAaCTPOMKM 417 aBTOMATMUYECKOM MOBTOPHOMN aKTUBaLUK
) nopra.

show errdisable interfaces { MoKasaTb NPUYMHY OTKIOYEHMA MopTa, rPynnbl NOPTOB U COCTOA-

gigabitethernet gi_port | gi_port: (1..8/0/1..48); | HWe aBTOMaTUYECKOMN aKTUBALMMW.

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port: 1..8/0/1..48);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128)

hu_port | port-channel group}

[Mpumepsbl 8bIMNOAHEHUA KOMAHO.

= [lokasaTb COCTOAHUE NHTEPDENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber - - -- -—  Down - -=
Access
tel/0/5 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/6 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/7 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/8 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/9 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/10 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/11 10G-Fiber -= —— - --—  Down - -
Access
tel/0/12 10G-Fiber -= —— - --— Down - -
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol - - - - -= Not Present
Po2 -= -— -— -— -- Not Present
Po3 -= -= -= -= -= Not Present
Po4d -= -— -— -— -- Not Present
Pob -= -- -- -- --= Not Present
Po6 -= -= -= -= -= Not Present
Po7 -= -— -— -— -- Not Present
Po8 -= -- -- -- --= Not Present
Po9 - - - - -— Not Present
Pol0 - - - - -= Not Present
Poll - - - - -— Not Present
Pol2 - - - - -- Not Present
Pol3 - - - - -— Not Present
Pol4 -= -= -= -= -= Not Present
Pol5 - - - - -— Not Present
Polb - - - - -— Not Present
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Pol7 -= -= -= -= -= Not Present
Pol8 - - - - -= Not Present
Pol9 - - - - -— Not Present
Po20 -= -= -= -= -= Not Present
Po21 - - - - -— Not Present
Po22 -= -= -= -= -= Not Present
Po23 - - - - -— Not Present
Po24 -= -= -= -= -= Not Present
Po25 - - - - -— Not Present
Po26 -= -= -= -= -= Not Present
Po27 - - - - -— Not Present
Po28 -= -= -= -= -= Not Present
Po29 - - - - -— Not Present
Po30 -- -- -- -- -- Not Present
Po31 - - - - -— Not Present
Po32 -= -= -= -= -= Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- -- Down

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBAHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled -- --
tel/0/5 10G-Fiber Disabled -- -
tel/0/6 10G-Fiber Disabled -- --
tel/0/7 10G-Fiber Disabled -- -
tel/0/8 10G-Fiber Disabled -- --
tel/0/9 10G-Fiber Disabled -- -
tel/0/10 10G-Fiber Disabled -- --
tel/0/11 10G-Fiber Disabled -- -
tel/0/12 10G-Fiber Disabled -= -
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave -
Po4d Unknown Enabled Slave -
Pob5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave -
Po7 Unknown Enabled Slave --
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave --
Pol0 Unknown Enabled Slave -
Poll Unknown Enabled Slave --
Pol2 Unknown Enabled Slave -
Pol3 Unknown Enabled Slave --
Pol4 Unknown Enabled Slave -
Polb Unknown Enabled Slave --
Polb Unknown Enabled Slave -
Pol7 Unknown Enabled Slave --
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave --
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -=
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -=
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -=
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -=
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave -
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Po30 Unknown Enabled Slave -=
Po31 Unknown Enabled Slave -=
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled --

MoKasaTb CTaTUCTUKY MO UHTepdeincam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

= [loKas3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 11 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
_____ Bl o & 3 o2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: O
Internal MAC Rx Errors: O
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Symbol Errors: 0
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpoliKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 57 — OnucaHMe cY4eTYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alToB.
InUcastPkts KonnyectBo NPUHATBLIX 04HOAAPECHbIX NAaKeToB.
InMcastPkts Konnyectso NPMHATLIX MHOFOaAPEeCHbIX MaKeToB.
InBcastPkts Konnyectso NPMHATBIX LWWMPOKOBELLATENbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konnyectso nepefgaHHbIX MHOTOaApeCcHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX WMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

KonmuecTso NPMHATLIX KagpoB C HAPYLUEHHOM LLEeNOCTHOCTLIO (C KOMYecTBOM BalT He
COOTBETCTBYIOLMM O/MHE) U He NPoLLeALWnNX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

Ko/IMuecTBO NPUHATLIX KagpOB C KOAUYECTBOM 6aiT, COOTBETCTBYIOLLMM AJIMHE, HO He
npoLueaLWwmnx NPOBepKyY KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/eACTBMMN nepe-
AaHHbIX YCNELWHO.

Multiple Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX 6onee yem B OAHY KON/U3nko, HO BnocneacTtsnu ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso Kagpos, 4NA KOTOPbIX NepBas NOMNbITKa nepegadmn oTN0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konnyectso cnyyaes, Korga Konamsmna 3admMKCMpoBaHa Nocsie Toro, Kak B KaHan CBA3M
y*Ke 6bin1 NnepeaaHbl Nnepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso KagpoBs, KOTopble He BbiAn NepeaaHbl U3-3a U36bITOYHOrO KOMYECTBA KO-
IZETZIZ

Carrier Sense Errors

Konunyectso ciyyaes, Korga coCToAHME KOHTPOAA Hecylwen 6bi10 NoTepaHo, AMbo He
YTBEP}KAEHO MPKU NONbITKE Nepegayn Kagpa.

Oversize Packets

Konunyectso NpuMHATLIX NAaKeTOB, pa3mep KOTOPbIX NPeBbILLAET MaKCUMasbHbIW paspe-
LEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpbIe HE BbIAN MPUHATLI YCNELWHO M3-3a BHYTPEHHEN OWnbKM
npuema Ha yposHe MAC.
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Symbol Errors [na vuTepdelica, paboTatoulero B pexxume 100 M6/c — KonnyecTsBo cayyaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBu/bHasA Hecylan bbina
npeacras/eHa.

[nsa nutepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koanyectso
C/ly4aeB, KOraa CpeacTBa NPUMEMA 3aHATbI B TEUEHWE BPEMEHU, PAaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4EHME KOTOPOro MMENOCh XOTs Hbl 04HO CObbITUE,
KoTopoe 3acTasnsieT PHY BblgaBaTth oWwWM6OKy npvemMa gaHHbIx (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[nsa nHtepdeitca, paboTatowero B noJIHOM aynaekcHom pexkume 1000 M6/c — konumde-
CTBO CNy4YaeB, KOrAa CPeACcTBA NpMeMa 3aHATbI B TEHEHWE BPEMEHU, PaBHOMY W 60/1b-
Lemy YemM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B Te4eHMe KOTOpPOro nme-
Jlocb XoTA bbl 04HO cobbiTUe, KoTopoe 3acTasaseT PHY BbigaBaTb OWMOKY Npuema aax-
Hbix (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo NpUHATbIX ynpasasowmx MAC-kaapos c Kogom onepaumm PAUSE.

Transmitted Pause Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
Frames

5.9.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepageiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumm:
console (config) #

Tabnuua 58 — KomaHabl pexxnma rnobanbHo KoHOUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

no ymoa4aHuro
vlan database - MepeiTn B pexknum KoHourypaumm VLAN.

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX

vlan  prohibit-internal-usage [ONA BHYTPEHHEro UCNONb30BaHUA;
{add VLANIist | remove VLAN- - remove — yaanuTb ykasaHHble VLAN ID 13 nepeyHs 3anpeLyeH-
list | except VLANIist | none} HbIX A/19 BHYTPEHHErO UCMO0/Ib30BaHUS;

- except — 8,06aBMTb B NepeveHb 3anpeLLeHHbIX A1 BHYTPEHHero
ncnonb3osaHua sce VLAN ID, 3a UCKNtoYeHUeMm yKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —o4ynctutb nepeyeHb VLAN ID, 3anpeLeHHbIX A8 BHYTPEH-
Hero UCNo/b30BaHUA.

BK/1104MTb BO3MOKHOCTb fl06aBAeHUA Ha GU3NYECKOM UHTEP-
device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

VLANIist: (2..4094)

vlan mode {basic | tr101} -/basic

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxknume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIA pexXMm AoCTyneH n3 pexuma rnobanbHol KoOHOUrypauum m npeaHasHayveH gns 3agaHua
napameTpos KoHourypauymm VLAN.
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Tabnunua 59 — KomaHapl pexknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nan Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpynne MpOTOKO/0B, acCOLMMPOBAHHbIX
BMeCTe.

YpanuTb NpuBA3Ky.
*- Homep nNpoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpusasate MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Y8anuTtb NpuBasky.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-grou rou, IP-agpecos.
grouip grodp mask: (1..32); AP

YaanuTb NpuBA3sKy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHourypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm M npefHasHavyeH Aaa 3afaHuMA NapameTpos
KoHoUrypaumm nntepoerica VLAN nmbo gmanasoHa nHtepdeicos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AManasoHa MHTepPPeNCcoB OCyLLECTBAAETCA NPU NOMOLLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTponku rpynnbl VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
console (config-if) #
console# configure

console (config)# interface range vlan 1,3,7

console (config-if)#

Tabnunuya 60 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aelicmeue

name name

no name

name: (1..32)
CMMBO0B/UMA
COOTBETCTBYET HOMEPY
VLAN

[No6asutb nmsa VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIV peXxum JOCTYNEH U3 perrnma KoOHOUrypaumm n npeaHasHavyeH gasa 3a4aHua napameTpos
KOHOUrypaumm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3geneHus Harpysku) nmbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access —nHTepdenc gocTyna — HeTErMPOBaHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLWNIN TONbKO TETMPOBAHHbLIN TPadUK, 32 UCKAIOYEHNEM O4-
Horo VLAN, KoTopbIh MOXKET 6biTb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general —vHTepdeWnc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepdeic.

Tabnnuya 61 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymoa4aHuro
switchport mode mode mode: (access, trunk, 3apath pexkum paboTbl nopta 8 VLAN.
general, - mode — pexxum paboTbl nopta B8 VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
switchport access vlan vian_id Oob6asutb VLAN ansa nHtepdeica goctyna.
vlan_id: (1..4094)/1 - vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
no switchport access vlan YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
switchport access accepta- MpUHMMaTb Ha nHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
ble-frame-type {untagged- - untagged-only — TONbKO HETErMpPOBaHHbIE;
-/NpPUHMMaTBL BCE TUMbI
only | all} - all — Bce Kagpol.
- Kaapos >
no switchport access ac- MpUHMMaTbL Ha UHTepdelice Bce TUMbI Kagpos.
ceptable-frame-type
switchport trunk allowed vlan YKazatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHo 3a-

[AaTb NepeyncieHnem yepes 3anAaTyto UM yKasaTb HauyaNbHOe U Ko-
HeYHoe 3HayeHus AManasoHa Yepes gepuc "-".
V TeKywumii cnucok VLAN Ha uHTepdeiice 6yaeT 3ameHEH Ha
YyKa3aHHbI B KOMaHAe.

vlan_list: (2..4094)

no switchport trunk allowed Ypanute cnucok VLAN gns uHtepdeiica.

vlan

switchport trunk allowed vilan [o6asutb cnncok VLAN ana nHtepoerica K Tekywmm VLAN.

add vian_list - vlan_list — cnncok VLAN ID. inana3oH Homepos VLAN MOXKHO 3a-

AaTb nepeyncieHnem 4epes 3anAaTyro Uan ykasaTb Ha4aibHOE U KO-

vlan_list: (2..4094, all) won
- He4yHoe 3HauyeHus anana3oHa yepes aeduc "-".

switchport trunk allowed vlan Ypanute cnucok VLAN gns nntepdelica.

remove vian_list

switchport trunk native vlan Lob6asnaet Homep VLAN B Kayectse Default VLAN ans gaHHoro uH-
vlan_id Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-

vian_id: (1..4094)/1 HbIW NOPT, onpeaenseTca B AaHHyto VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOMaTM4Yeckn gobasnset Bce fAoctynHble VLAN gns AaHHOMO UH-
Tepdelica.

OTK/oYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ansa nHtepoeiica.

- tagged — nopt 6yaeT nepepaBaTb TerMpoBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NaKeTbl AN
VLAN.

-vilan_list — cnucok VLAN ID. Aunana3oH VLAN Mo»KHO 3aaaTb nepe-
yncneHmem 4yepes 3anATyHO MW yKa3aTb Haya/lbHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
N0 YMO/4aHUIO

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) Ana 0OCHOBHOrO MH-
Tepdelica.
- vlan_id —wpeHTndunKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbtpaums
BK/IlOYEHA

BbIKNOUNTL ANA OCHOBHOIO MHTepdenca puabTpaLmio BXOAALLMUX
NaKeToB HA OCHOBE NPUCBOEHHOIO UM 3HaveHuA VLAN ID.

BKNHOUMTD A/19 OCHOBHOTO MHTepdelica GUAbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPMCBOEHHOro UM 3HadyeHuns VLAN ID.

Ecan dunbTpauma BKAOYEHA, M NaKeT He BXxoauT B rpynny VLAN c
NpPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kagpos

MpUHMMaTbL Ha MHTepdeice TONbKO Kaapbl onpeaesieHHoro Tuna:
- tagged-only — To/IbKO TerMpoBaHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBaHHOE Ha NPMUBA3KE K MPOTOKONY.

- group — aeHTUGUKALMOHHbBIV HOMep rpynnbl;

- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YAanuTb NPaBuao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOe Ha npusaske K MAC-agpecy.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — vaeHTndUKaumoHHbIi Homep VLAN.

YaanuTb NPaBuao KnaccuuKkaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbI HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YAanuTb NPaBuao KnaccubuKaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBaHHOe Ha npuBeA3Ke K IP-agpecy.

YaanuTb NpaBuao KnaccubuKaumm.

switchport customer vian
vlan_id

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.
-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN.
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switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vlan

[ o06aBuTb K BXOAALLMM HETETMPOBAHHLIM NAaKeTam Ha KJUEHTCKOM
nopty BHyTpeHHui 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewHui 802.1q 3aroN0BOK, coaeprKawmii pvid foNoNHUTENBbHOM
VLAN (S-VLAN).
Ans paboTbl 3TO KOMaHAbI HEO6XOAMMO BKAKOYUTD F10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOrOaZpecHbli TPadUK U3 yKasaHHbIX
VLAN (He sBnsawowmxca VLAN nonb3oBaTteibCcKoro nHtepdeiica) Ha
HacTpauBaeMom UHTepdelce, COBMECTHO C NOAb30BaATENAMMN APY-
rMX MONb30BaTE/IbCKMX MOPTOB, NMPUHMMAIOLWMX MHOTO3aAPECHbIN
TpaduK 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3soH VLAN MOKHO 3a4aTb nepe-
YyncneHnem 4yepes 3anATYHO UKW yKa3aTb Haya/lbHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

3anpeLyaeT NPUHMMaTb MHOFOAAPECHbIN TpaduK Ha HacTpauBae-
MOM UHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKMUM U30AALMUN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymon4yaHuo
YNIeHCTBO B AepONTHOM
VLAN paspelieHo

3anpetutb gobasnerHne gedpontHoi VLAN nopry.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTtos,
UCXO4AWMX C AaHHOTO NHTepdelica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
. NoapepkuBaembie 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwiero ¢ MHTepdeica nakeTa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndmratopos VLAN.
' [onyctumbie 3HaueHusa EtherType cm. MpunoxeHue B.
- NoapaepkuBaemble 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Yaanute TPID 13 Tabamubl knaccudukatopos VLAN.

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 62 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

Mokaszatb uHbGopmauuio no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHpopmauuto no VLAN, nouck no naeHtndmkaTopy.

show vlan internal usage

Mokasatb cnncok VLAN gna BHYTpPEHHero ncnoib3oBaHMA KOMMY-
TaToOpPOM.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 63 — KomaHab! pexkmnma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

MoKasaTb NOPTbI-UCTOYHUKU U MPUEMHUKM MHOTOaApPECHOro Tpa-
¢uKa B aaHHoI VLAN. MNMopTbl MCTOYHUKM MOTYT Kak nepenasaTb,
TaK U NPUHMMaTb MHOTOaApecHbIV TPaduK.

vlan_id: (1..4094)

show vlan protocols-groups - MokasaTb MHPOPMALLMIO O rpynmnax NPOTOKOJIOB.

show vlan macs-groups - MNokaszaTtb uHopmauuto o rpynnax MAC-agpecos.

show interfaces switchport gi_port: (1..8/0/1..48); | MokasaTb KOHdUrypaLMIo NOPTa, FPYMMbl NOPTOB.

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);

MokasaTb cocToAaHMe nopToB: B pexkume Private VLAN Edge, B

private-vlan-edge-coobuwectse.

twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group

| detailed]

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopMaLmto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKU U MPUEMHUKU MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,tel/8

Source ports
Receiver ports:

= [loka3aTb MHGOPMaLMIO O rPynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet

0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
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MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonsieT Npov3BoAnUTb pasrpaHuyeHne Tpaduka Ha BTOPOM

yposHe mogenn OS| mexay nopTamm KOMMYTaTopa, KOTOpble HaxoAATCA B OAHOM LLUMPOKOBeLLLaTeIbHOM
AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHUryprposaHo Tpu Tuna PVLAN noptos:

— promiscuous — MOPT, KOTOPbIN cnocobeH 0O6MeHMBATLCA AaHHbIMU Mexay Abbimu
nHTepdelicamm, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbLI NONHOCTBLIO U30IMPOBAH OT APYIMX MOPTOB BHYTPU OAHOMO U TOTO
e PVLAN, Ho He oT promiscuous-noptoB. PVLANbI 610KupylOT Becb TpaduK, naywuii B
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoryT nepeaaBaTbCA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptoB, KOTOpble MOryT 06MeHUBaTbCA AaHHbIMU Mexay cobon u
promiscuous-nopTamu, 3T MHTepdencbl oTAeNeHbl Ha BTOPOM yposHe mogenun OS| oT Bcex
oCTasibHbIX community MHTepdeiicoB., a TakKe isolated-nopTtos BHYTpM PVLAN.
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Mpouecc BbINONHEHMA GYHKLMN AONOJAHUTENBHOFO Pa3aeieHMA NOPTOB C MOMOLLBLO TeEXHONOrMK Private
VLAN npepactaBneH Ha pucyHke 59.

Promiscuous ports

(== -

Trunk ports

VLAN 100 VLAN 100

Switch A Switch B

‘_ A

J

VLAN 202

U

VLAN 202

J

VLAN 201

-

VLAN 201

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 59 — Mpumep paboTbl TexHonorum Private VLAN

Bupa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..} | vlan vlian id}

console (config-if)#

Tabnunua 64 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuwo

KomaHda

switchport mode private-vian 3apatb pexkum pabotbl nopta B VLAN.

{promiscuous | host} R

no switchport mode YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

switchport private-vlan
mapping primary_vlan [add |
remove secondary_vlan]

primary_vlan:
(1..4094);
secondary_vlan:

no switchport private-vlan
mapping

(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHyO W BTOpocTeneHHble VLAN Ha
promiscuous nHTepdeliic.

/‘:ﬂl Ha oauH promiscuous uHTepdeiic Henb3a f,06aBUTL
[ ;;

6onblue oaHoM primary vlan.

Y[anutb OCHOBHYO U BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vilan

primary_vlan: (1..4094)
secondary_vlan:

no switchport private-vlan
host-association

(1..4094)

[o6asuTb primary u secondary vlan Ha host nHtepdeiic.
Ha oauH host uHTepdeiic Henb3a A06aBUTL 6onblue
S / oAHoi secondary vian.

Y[anutb OCHOBHYO M BTopocTeneHHble VLAN.
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Tabnuua 65 — KomaHap! pexkuma KoHourypauum nHtepoeiica VLAN

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
private-vlan {primary | BKkntouMTb mexaHu3m Private VLAN v 3agatb TMN uHTepdeiica.
isolated | community}
no private-vlan OTKNIOUNTb MexaHn3m Private VLAN.
private-vlan association [add | [o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
remove] secondary_vlan HacTpoiika npumeHuma TonbKo ana primary VLAN.
no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOMA.
/ MaKkcumanbHoe KonuyecTso BropocrteneHHbix VLAN — 256.
MakcumanbHoe Konandectso community VLAN, KoTopbie MmoryT 6biTb acCOLMUPOBAHbI C

oaHou ocHoBHO VLAN - 8.

5.9.4 Hacmpolika uimepdgpelica IP

IP-unTepdenc cospmaértca npu HasHadveHun IP-agpeca Ha noboi M3 MHTEPPENCcoB YCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnaun vian.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHuUrypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 66 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
directed-broadcast BkntouaeT pyHKUMIO nepesoaa IP directed-broadcast nakeTa B cTaH-
OaPTHbIN LWUMPOKOBELLATebHbIN MaKeT U paspellaeT nepegady ye-
-/BbIKNOYEHO . o
pes BbibpaHHbI MHTEpPdEC.
no directed-broadcast 3anpeuwaeT TpaHcaaymto IP directed-broadcast nakeTos.
helper-address ip_address BkAtoyaeT nepeaspecaumio WnpoKoseLatenbHbix UDP-nakeToB Ha
onpefeneHHbIn agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayeHUs, Ha KoTopbi ByayT nepeHa-
NPaBAATLCA NaKeTbl.
no helper-address ip_address OTKNtoYaeT nepeagpecaunio WnpokosewatenbHbix UDP-nakeToB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) fexit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast
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5.9.5 Selective Q-in-Q

[aHHbI  GYHKLMOHaAN MNO3BONAET HAa OCHOBE CKOHOUIYPUMPOBAHHbLIX Npasun ¢uabTpaumMm no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsTb Customer VLAN, a TakKe 3anpeLLaTtb NpoxoxaeHne Tpadpuka.

[na ycTpoiicTBa co34aeTcA CNMCOK NPaBu/l, Ha OCHOBAHUM KoToporo byaeT obpabaTbiBaTbes Tpaduk.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet u
Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #

Tabnunua 67 — KomaHabl perknma KoHourypaumm nHtepdeinca (amanasoHa uHtepdelicos) Ethernet

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBmIO, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY MAKeTy
C BHellHel meTKol ingress_vlan_id 6yaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npaBuio by-
[eT MPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He
6bIM NPUMEHEHBI Apyrue Npasuaa («NpPaBuIo N0 YMOIYAHUION).

selective-ginq list ingress deny
[ingress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

CospgaerT 3anpeLyatollee NpPaBuIo, Ha OCHOBAHMM KOTOPOFO BXO-
AAlLMe NaKeTbl C BHeLLHel MeTKoM Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
6pacbiBaTbCA BCe BXOAALLME NAKETI.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT paspellatollee NpaBuao, Ha OCHOBaAHUU KOTOPOrO BXO-
OALLMeE NaKeTbl C BHELHEeN MeTKoM Tera ingress_vlan_id 6yayT ne-
pepasaTbcs 6e3 usmeHeHuin. Ecam ingress_vlan_id He ykasbiBa-
etca — BbyayT nepenaBaThca BCe BXOAALLME NaKeTbl 6e3 u3meHe-
HUW.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaet NpaBuiIo, HAa OCHOBAHMM KOTOPOrO BHELHAA MeTKa in-
gress_vlan_id BxoaAuwero naketa byaet 3ameHATbeA Ha vlan_id.
Ecnm ingress_vlan_id He ykasbiBaTb — npasuio byaet npume-
HATBCA KO BCEM BXOAALLMM MaKeTam.

no selective-qing list ingress
[ingress_vlan vlan_id]

vlan_id: (1..4094)

Ypansaet ykasaHHoe npasuio selective ging ans Bxoaawwmx nake-
ToB. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer npasuno
Mo YMOHaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaeT NpaBuio, Ha OCHOBAHWM KOTOPOrO BHELWHAA MeTKa in-
gress_vlan_id ncxopgawero naketa byaeT 3ameHaTbea Ha vlan_id.

no selective-qinq list egress
ingress_vlan vian_id

vlan_id: (1-4094)

YpanseT cnucok npasua selective ging 4ns MCXOAALWLMX NMaKeToB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

98 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Tabnuua 68 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HaveHue Neiicmeue
no ymoa4aHuro

show selective-ging - OTobpaxkaeT cnucok npasua selective ging.
show selective-ginq interface { OtobparkaeT cnvcoKk npasBun selective qing Ana yKasaHHoro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); nopra.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..48);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group}

[pumepbl 8bIN0AHEHUS KOMAHO

= Co34aTb NpaBWIO, Ha OCHOBAHUM KOTOPOro, BHELLHAA METKa BXxogsllero nakera 11 6yger same-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«lTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KoJimyecTsa broadcast—, muIticast—, unknown
UniC65t-COO6LLI,EHMV1, OAHOBpPEMEHHO NepegaBaemblX MO CETU Yepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErpPy3Ke
pecypcoB ceTu U NoABAEHUIO 3aaepKeK. «LUTopm» MmoXKeT BO3HUKHYTb NP HAaMYNM «3aKONbLOBAHHbIX»
cermeHTOB B ceTu Ethernet.

KommyTaTop M3mepsieT CKOPOCTb MPUHMMAEMOro LUMPOKOBELLATEIbHOTO, MHOTO3APECHOro W
HEeW3BECTHOTO OAHOAAPECHOro TpaduKa A1 NOPTOB C BKIIOYEHHbIM KOHTPOJIEM LUMPOKOBELLATE/IBHOTO
«LUTOPMa» M OT6PACHIBAET MAKETbI, EC/IN CKOPOCTb NPEBbILLAET 33aHHOE MAaKCMMa/IbHOE 3HAYEHWE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 69 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro
storm-control multicast BKAtOYaeT KOHTPOJIb MHOTOaApecHoro Tpaduka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;
{level level | kbps kbps} [trap] - unregistered — He3aperucTpUpPoOBaHHOrO.
[shutdown] - level — 06bem TpadumKa B NpOLLEHTaX OT NPOMYCKHOM cnocobHOCTH
level: (1..100); nHTepdeiica;
kbps: (1..10000000) - kbps - obbem TpaduKa.
Mpu obHapyeHnM mHoroaapecHoro Tpaduka nHTepdenc moxer
6bITb OTKAtOYEH (shutdown) nnu go6asneHa 3anumch B XypHan co-
obueHni (trap).
no storm-control multicast BbIKNHOYAET KOHTPO/Ib MHOT0a4PECHOTO TpaduKa.
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storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control multicast

BK/IlOYaEeT KOHTPO/Ib MHOTOAAPECHOrO TpadumKa:

- registered — 3aperncTpMpoBaHHOro;

- unregistered — He3aperucTpUpPOBaHHOrO.

- ppS — KONNYECTBO NAKETOB B CEKYyHAY.

Mpu obHapyKeHMM MHOroaapecHoro TpadurKa MHTepdenc mokeTt
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anuchb B XKypHan co-
obuweHui (trap).

BbIK/IOYAET KOHTPO/Ib MHOTrOaApecHoro Tpaduka.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

level: (1..100);
kbps: (1..10000000)

no storm-control unicast

BK/to4aeT KOHTPOIb HEU3BECTHOFO OAHOAAPECHOro TpaduKa.

- level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHON CNOCOBHOCTH
MHTepoeica;

- kbps — obbem Tpaduka.

Mpu 06HapyKeHUU HEN3BECTHOrO OAHOAAPECHOrO TpadUKa NHTEp-
deric moxeT 6biTb OTKAtOYEH (shutdown) unn nobasneHa 3anucob B
KYpHan coobuieHwuii (trap).

BbIK/IlOYAET KOHTPO/Ib O4HOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control unicast

BK/1t0YAET KOHTPOJIb HEM3BECTHOIO O4HOAAPECHOro TpaduKa.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM HEU3BECTHOrO O4HOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb OTKAoYeH (shutdown) naun gobasneHa 3anuch B
YKypHan cooblueHwnii (trap).

BbIK/IlO4aET KOHTPO/Ib O4HOAAPECHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

level: (1..100);
kbps: (1..10000000)

no storm-control broadcast

BK/ItOYaEeT KOHTPO/Ib LUIMPOKOBELLATENIBHOTO TPaduKa.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps — ob6bem TpaduKa.

Mpu 06Hapy»KeHUU WIMpPOKoBeLLaTeNbHOTO TpaduKa HTepderic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuii (trap).

BbIK/tOYAET KOHTPO/Ib LMPOKOBELLATeNbHOrO TpadmKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

pps: (125.. 19531250)

no storm-control broadcast

BKAtOYaET KOHTPO/b LMPOKOBELLATeIbHOro TpaduKa.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0BHapy»KeHUM WnpoKoBeLLaTebHOro TpaduKa nHTepdelic mo-
eT 6bITb oTKNtoYeH (shutdown) nnn gobasneHa 3anucb B KypHan
coobuieHuii (trap).

BbIK1tOYAET KOHTPO/Ib LMPOKOBELLaTeNbHOrO TpadmKa.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 70 — KomaHab! perkmuma EXEC

Aelicmeue

3HayeHue/3HayeHue
KomaHoa

Mo yMmoA4YaHuo
show storm-control interface
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..48);
hundredgigabitethernet | hu_port: (1/0/1..6)
hu_port]

MoKa3bIBaeT KOHPUIYpaLMIo GYHKLMM KOHTPOAA «LUTOPMA» ANA yKa-
3aHHOro nopTa Mbo BCcex NOPTOB.
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[pumepbl 8b1MNOAHEHUS KOMAHO

= BK/IKOUYUTb KOHTPO/Ib LUMPOKOBELLATE/IbHOrO, MHOrOaZPEeCcHOro U ogHoaapecHoro TpaduKa Ha Tpe-
TbeM uHTepdelice Ethernet. YcTaHOBUTb CKOPOCTb A1 KOHTpoaMpyemoro TpadurKka — 5000 K6/c:
Ana wupokoselwaTenoHoro, 30% nNonocbl NPONyCcKaHWA 4Na BCero mHoroagpecHoro, 70% gna He-
M3BECTHOFO OAHOAAPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.11 Ipynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4YecTBe COrnacHo
Tabnnue 9 (ctpoKa «Arperauus kaHanos (LAG)»). Kaxaas rpynna nopTos A0NXHA COCTOATb U3 UHTepdelicos
Ethernet c ogMHaKoBOI CKOPOCTbIO, paboTatowmx B gynaekcHom pexumme. ObbegmMHeHMe NOPTOB B Fpynny
YBE/IMUMBAET MPOMNYCKHYHO CMOCOBHOCTb KaHafa MeXay B3aMMOAENCTBYOWMMN YCTPOUCTBAMU U
MOBbIWAET OTKA30yCTOMYMBOCTL. [Pynna NopToB ABAAETCA ANA KOMMYTaTOpPa OAHMUM IOTMYECKMM NOPTOM.

YCTpoIiCcTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NOPTOB — CTAaTUYECKasA Fpynna u rpynna,
paboTtatowasn no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaese
KOHUrypaumu.

/" Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM MO YMONUYAHUIO.

[obaeneHne nHTepdeicos B rpynny arperaummn KaHanoB AOCTYNHO TOIbKO B peXKMMe KOHOUrypaumnm
nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 71 — KomaHapl pexknma KoHourypaumm nHtepdeinca Ethernet

Komanda 3HauyeHue/3Ha4yeHue Neiicmeue
Mo ymon4aHuio
channel-group group mode [o6asutb ethernet-uHTtepdeic 8 rpynny nopTos.
mode group: (1..128); - on — no6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — no6aBuTbL NOPT B KaHan ¢ LACP B pexxnme «active».
no channel-group Yaanutb Ethernet-uHtepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console# configure
console (config) #
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Tabnuua 72 — KomaHap! pexkmuma rnobanbHo KOHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}

3afaeT mexaHuU3m 6anaHCMPOBKM HArpysKu Ansa cTpaternu
ECMP u ana rpynnbl arpermpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA
Ha MAC-agpece v IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha

[mpls-aware] MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHcMpPoBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMPOBKM OCHOBbI-
Baetcs Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHM3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece nonyyartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbIBAETCA Ha IP-aa-
pece nony4arens;

- src-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BktoueHue napcuHra L3/L4-3aronoskos na-
KeToB ¢ MPLS-meTKamu a/1s BCEro ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

—/src-dst-mac-ip

no port-channel load-balance B03BpaT K HacTpovikam 6anaHCMpPOBKM Harpy3Kn Mo YMONYAHWUIO.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>

Tabnuua 73 — KomaHabl pexunma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces channel-group
[group]

MokKasbiBaeT MHGOPMaALMIO NO rpynne KaHanos.
group: (1..128) dopmal py

5.11.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,D,VIHEHM€ HECKOJIbKUX d)VIBI/I‘-IECKI/IX KaHa/108 B O4UH,
4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOﬁ‘4MBOCTb. Ona
CTaTU4ECKUX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B O6'beLI,MHEHHOM nyyke He 3a4a€eTcA.

v

[nsa BkntoueHUA paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOM rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexxume KOH$UrypaLum cooTBeTCTBYIOL,Ero MHTepdeiica.

5.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKuuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNEe HECKONbKUX
dU3MYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/IoB WMCMO/Mb3yeTca ANA YBEe/SMYEHMA MPONYyCKHOM
CNOCcOBHOCTM KaHana M MOBbIWEHUA ero oTKasoycTonumsocT. LACP nossonset nepenasatb Tpaduk no
06beANHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.
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V Ona BKkAoyeHuA pabotbl MHTepdeiica no npotokoay LACP ucnonb3yiite KomaHAay
channel-group {group} mode auto B pexXume KoHUrypauum coOTBETCTBYIOLLETO UHTEP-
deica.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (config) #

Tabnnua 74 — KomaHabl perknma rnobanbHoM KoHGUrypauum

3HaveHue/3HayeHue "
KomaHoa / Aelicmeue
no yMmon4aHuo
lacp system-priority value YcTaHaBAMBaAET NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HaYeHUeE NO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypauum nntepdelica Ethernet:
console (config-if) #

Tabnvua 75 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4yaHuro
lacp timeout {long | short} YcTaHaBAnBaeT agMUHUCTPATUBHBIM TakmayT npoTokona LACP:
Mo ymon4yaHuio | o
- long — anuTenbHoe Bpema TanmayTa;
ncnonbsyeTca o
- short — manoe Bpemsa TaiimayTa.
" 3HayeHue long
no lacp timeout YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 76 — KomaHab! perkmma EXEC

3HayeHue/3Have-
KomaHoa Hue no ymonya- Aelicmeue
Huro

show lacp {gigabitethernet gi_port gi_port: MNokasbiBaeT HpopmaLumto o npotokose LACP gns nHtepodeiica
| tengigabitethernet te_port | (1..8/0/1..48); Ethernet. Ecav gononHUTENbHbIE MapamMeTpbl He WCMOo/b3y-
twentyfivegigabitethernet te_port: toTCA, TO byAeT NoKasaHa BcA MHPopmauma.
twe_port | hundredgigabitethernet (1..8/0/1..48); - parameters — MoKasblBaeT napameTpbl HACTPOMKMU MpPOTO-
hu_port } [parameters | statistics | twe_port: Kona;
protocol-state] (1..8/0/1..48); - statistics — noka3bIBaeT CTaTUCTMKY paboTbl NPOTOKONA;

hu_port: (1/0/1..6) - protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKOAA.
show lacp port-channel [group] group: (1..128) :g;:s:aaeT nHbopmaumio o npoTtokone LACP gna rpynnbl
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[pumepbl 8b1M0AHEHUS KOMAHO

= Co3gaTb nepsylo rpynny nopTos, paboTatollyto no npoTokosy LACP 1 BKAKOYalOLLYHO ABA UHTEp-
¢deiica Ethernet —3 n 4. CKkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTb MPUOPUTET CUCTEMBI
— 6, npuopwuteTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel 1
console (config-if)# speed 10000

console (config-if) # exit

console (config)# interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if)# channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit
5.11.3 Hacmpolika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG No3Bo/AOT 06beAUHUTL O4HY MK HECKO/IbKO Ethernet-nuHnii ana
yBeAnYeHMA CKopocTu U obecnedyeHus oTKasoyctonumsocTn. MLAG Tak e mnssecTHa Kak VPC (Virtual
port-channel). Mpu 06biMHOM LAG arperMpoBaHHble JIUHUK AO0/KHbI BbiITb Ha OAHOM (pU3NYECKOM
ycTpolicTse, B ciyyae e ¢ VPC arpernpoBaHHble IMHWUM HAX0AATCA Ha Pa3HbIX GUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BosfeT coeanHUTb ABa PUINYECKMX YCTPOMCTBA B O4HO BUPTYasibHOE.

/ Mpun HacTpoiike VPC Ha 0AHOPaHroBbIX KOMMyTaTOpax A0/KHa 6bITb 0AMHAKOBas Bepcua
nporpammHoro obecneyeHus.

V VPC Port-Channel KOHTpoOAUPYIOTCA TONBKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3syet HacTpoiiku Primary.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM peXkmma rnobanbHo KoHdurypaumm:
console (config) #

Tabnnua 77 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
Mo YyMOAYAHUIO
vpc domain domain_id Cospnaet VPC-nomeH.
Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO3A4aH TONbKO
domain_id: (1..255) V oauH agomeH VPC. Ha napHbIX yCTPOMCTBAX A0MKEH
6bITb 0oguHaKoBbIi VPC-gomeH.
no vpc domain domain_id YaanaeT VPC-LOMEH ¢ yCTponcTBa.
vpc group group_id Cospaet VPC-rpynny. [1nA KaxA0ro arpernpoBaHHOro UHTep-
devica gonkHa 6bITb cosaaHa oTaenbHaa VPC-rpynna. Ha nap-
) HbIX ycTporicTBax Homepa VPC-rpynn A0MKHbI COBNaAaTh.
group_id: (1..63) CymmapHoe Konmuectso VPC-rpynn He moXeT npe-
V BbICUTb 48.
no vpc group group_id Ynansaet VPC-rpynny c ycTpoicTBa.
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vpc

no vpc

—/BbIK/IOYEHO

BkntouaeT pexkum VPC. UcnonbayeTca nocne KoHUrypauum
VPC.

Bbikntoyaet pexxkum VPC.

KomaHOb1 pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabanua 78 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauvaet Port-Channel B kauectse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/IOYEHO

BkntouaeT peer detection protocol.
| Peer-detection — [AONOAHUTENbHDbII MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHue VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gna opraHuMsauumn mHTep-
deiica peer-detection.

BbikntouaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpasBKK coobuieHunin peer detection pro-
tocol.

YcTaHaBAMBaEeT 3HAYEHWe no YMOANYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb BpemMa oXKuAaHuA oTeBeTa peer detection protocol.

YcTaHaBAMBaEeT 3HAYeHWe no YMOANYaHULO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec otnpa-
suTens u UDP nopt gns peer detection protocol.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHuIo.

peer keepalive

no peer keepalive

Bkntoyaet cnyxkby keepalive.

BbikntovaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb Bpema OXWMAaHMA OTBETa Ha 3anpoc Les0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaET NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MeHb-
WM 3Ha4YeHWem byaeT HasHaueHo Primary.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnausaer MAC-agpec cuctembl ana ortnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ana otnpasku B VPC
nopTbl. JonKeH ObiTb O4MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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KomaHObI pexcuma KoHgu2ypauyuu VPC

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHourypaumm VPC-group:

console (config) # vpc group group-id
console (config-group) #

Tabnnua 79 — KomaHabl pexkmma KoHourypaumm VPC

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
no yMoaYaHuro
domain domain_id YcraHasnausaeT VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id MckntouaeT VPC-group n3 VPC-gomeHa.
vpc-port group LOobasnsaet Port-Channel 8 VPC-rpynny.
group: (1..48)
no vpc-port group Mckntouaet Port-Channel us VPC-rpynnbl.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 80 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Nleiicmaue
no ymoa4YaHuro
show vpc — OTobparkaeT uHGopmaumto o KoHourypauum VPC.
show vpc group id — OTobparkaeT MHGopmMauuio o Tekylem coctosiHum VPC Group id.
show vpc peer-detection — OTobparkaeT cocTosHMe cnyKbbl peer detection protocol.
show vpc role — OTobparkaeT MHGOPMALMIO O PO/ YCTPOICTBA.
show vpc statistics peer { OTOobparkaeT coCToAHME CHETUMKOB CAyK6bl VPC.

keepalive | link | detection}

5.12 Hacrtpoiika IPv4-agpecauyun

B paHHOM pasgene onmcaHbl KOMaHAbl 48 HAaCTPOMKM CTAaTMYECKUX MapameTpos IP-agpecauumn,
TaKKUX Kak IP-agpec, macka noaceTu, W03 No ymondaHuto. Hactpolika npotokonos DNS 1 ARP onucaHa B
COOTBETCTBYIOLMX pa3genax AOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,
Loopback

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopTtoBs, nHTepdeiica VLAN, uitepdeiica Loopback.

console (config-if) #

Tabnunua 81 — KomaHapl pexknma KoHburypaumm nHtepdeitca

Komanda 3HayeHue/3HayeHue no Leiicmeue
yMOAYaHUIo
ip address ip_address {mask | HasHauyeHue 3agaHHOMY MHTepdelicy IP-agpeca u macku nog-
prefix_length} ceTtn.
prefix_length: (8..32) 3HaueHMe MacKM MOKeT 6biTb 3anucaHo ambo B ¢op-
V mate X.X.X.X, nim6o 8 popmare /N, rae N — Konmuecrso
eAVHUL, B 4 BOUYHOM NpPeACTaBNeHUU MACKU.
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no ip address [/P_address]

Ypanexue IP-agpeca nntepdelica.

ip address dhcp

no ip address dhcp

MNonyuyeHune IP-agpeca ana HacTpavBaemoro uHTepdeica oT
DHCP-cepsepa.
V He ucnonbsyetca gna loopback—uHTtepdeiica.

3anpeT mucnonb3oBaHMA npoTtokona DHCP gns nonyyenma IP-
appeca BblbpaHHbIM UHTEpPdEicoM.

ip unnumbered {vlan vian_id |

loopback /oop-back_id} vlan_id:

(1..4094);loopback_id: (1)

no ip unnumbered

Paspewaet KoHduUrypnpyemomy nHtepdeiicy 3ammcrsoBatb IP-
appeca VLAN n Loopback-uHtepdeiica.

OTKAtoYaeT GYHKLUMIO 3aMMCTBOBaHUA agpeca.

ip icmp unreachables
disable

no ip icmp unreachables
disable

-/BKAOYEHO

BbikntoueHme otnpaBku icmp unreachable.

BkntoueHue oTnpasku icmp unreachable.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme rn1o6anbHON KoHPUrypaumm:

console (config) #

Tabnnua 82 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip default-gateway ip_address -/WNt03 MO YMONYAHUIO

3afaeT ANA KOMMYTaTopa agpec W33 Mo YMOAYAHMIO.

no ip default-gateway He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec WwWn3a No YMOHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

-/BbIK/OYEHO

BkntouaeT nepeagpecaumio wmpokosewatenbHbix UDP-nakeTos
Ha onpeesnieHHbIN agpec.

- ip_interface — IP-apgpec nHtepdelica, N7 KOTOPOro BbINONHAETCA
HacTpoWKa;

- all — no3sonset BbIbPaTL BCe IP-uHTepdeichl ycTponcTaa;

- ip_address — |IP-agpec HazHa4YeHuWsA, Ha KOTopbI byayT nepeHa-
npasnATbcA nakeTbl. 3HavyeHume 0.0.0.0 oTKAOYaeT nepeagpeca-
uuio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBeLaTenbHbIN Tpa-
bUK, HanpaBAeHHbIV Ha NepeYncieHHble B CNUCKe NOPTbl, NoABep-
raetcA nepeagpecauunn. MakcumanbHoe obLuee KonmM4ecTso nop-
TOB M afiPecoB Ha ycTpomcTeo - 128.

no ip helper-address
{ip_interface | all} ip_address

OTMmeHAET nepeapecaLmio Ha 3aaHHbIX MHTepdencax.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnuya 83 — KomaHabl perknma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear host {* | word}
word: (1..158) cumBonos

Ypanaet us namAtu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.
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renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepBepy Ha o6bHoBNeHMe IP-agpeca.
- force-autoconfig — npu obHoBNeHUN IP-agpeca 3arpykaetcs
KoHoUrypaums c TFTP-cepBepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHoUrypauumto ip unnumbered Ana yKazaHHOO UH-
Tepdelica.

KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxunme Exec:

console>

Tabnvua 84 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128); twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
YMOMYAHUIO
show ip interface [vrf vrf_name: (1..32) Moka3sbiBaeT KoHbUrypaumio IP-agpecaumm ona yKas3aHHOTO WH-
vrf_name | all} | CUMBONA; Tepdeiica nam 061acTm BUpTyanbHoW mapupytusaumm (VRF).

5.13 Hacrtpoiika Green Ethernet

Green Ethernet — TexHo/0rMA, NO3BOAAIOLWLAA CHU3UTbL 3HepronoTpebsieHMe ycTPOMCTBA 3a cyeT
OTKZIIOYEHUA NUTAHMNA ONA HEaAKTUBHbLIX 3N1EeKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA MNepenaBaemoro
CUrHaNa B 3aBUCMMOCTU OT AJIMHbI Kabens.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 85 — KomaHab! perknma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

Bkntouaet aHeproc6epera|ou.|,m71 PeEXNUM OANA HEAKTUBHbLIX MOPTOB.

no green-ethernet short-reach

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaoWwmnin pexxmum ANa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BKntouaeT aHeprocbeperaowmnin pexkum 4na nopToB, K KOTOPbIM
NOAKNOYAOTCA YCTPOMCTBA C ANMHOW Kabena noakntoyveHus
MEHbLLE NMOPOroBOro 3Ha4YeHus, YyCTaHaBANMBAEMOTO C MOMOLLLbIO
-/BbIKNIOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAloYaeT sHeprocbeperatowmili pexxmm Ha OCHOBaHUM AJNHbI
Kabens.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnunua 86 — KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

green-ethernet energy-detect

BKntoyaeT sHeprocbeperatowmii pexxum ana nHtepdelica.

no green-ethernet short-reach

no green-ethernet -/Brroqen OTKNtOYAET sHeprocbeperaoLwmii pexxum ans nHtepodeica.
energy-detect
green-ethernet short-reach BKntoyaeT aHeprocbeperatomin pexKMm Ha OCHOBAHWW ANUHbI
Kabens.
-/BkatoueH

OTKAloYaeT sHeprocbeperaroLmini pexxmMm Ha OCHOBAHMMU OJUHbI
Kabens.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 87 — KomaHabl perknma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHda

Aelicmeue

show green-ethernet
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

OTobparkaeT CTaTUCTUKY green-ethernet.

green-ethernet power-meter
reset

C6pacbIiBaeT CYETUYMK M3MEPUTE/IA MOLLLHOCTH.

[pumepbl 8b1M0MHEHUS KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]
[Watt*Hour]
50m

Power Savings:

* Estimated Annual Power saving: NA
Short-Reach cable length threshold:

* Annual estimate is based on the saving during the previous week

NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT
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tel/0/4
tel/0/5
tel/0/6
tel/0/7
tel/0/8
tel/0/9
tel/0/10
tel/0/11
tel/0/12

on
on
on
on
on

on
on

off
off
off
off
off
off
off
off
off

LT
LT
LT
LT
LT
LT
LT
LT
LT

on
on
on
on
on

on
on

off
off
off
off
off
off
off
off
off

off
off
off
off
off
off
off
off
off

LT
LT
LT
LT
LT
LT
LT
LT
LT

5.14 Hacrtpoiika IPv6-agpecauyumn

5.14.1 Npomokon IPv6

KommyTaTopbl noageprkmMBatoT paboty no npotokony IPv6. Moapeprkka IPv6 aBnaetca BaXKHbIM
[OOCTOMHCTBOM, MOCKONbKY NPOTOKOA |IPv6 nNpu3BaH, B NMepcrnekTuBe, MOJHOCTbIO 3aMeHUTb agpecaumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwimpeHHoe agpecHoe NpocTpaHcTeo — 128
61T BMmecTo 32. Aapec IPv6 npeacTtaBnnet cobol 8 6/10K0B, pa3feNeHHbIX ABOETOUYMEM, B KaXKaoM baoke

16 6VIT, 3aMUCaHHbIX B BUAE YeTblpex WeCTHaaUuaTeEPUYHbIX YNCen.

MOMMMO YBEAMYEHMA aAPECHOro MPOCTPAHCTBA MNPOTOKON IPV6 MMEET MepapXMyecKkyro Ccxemy
agpecaunn, obecneumBaeT arperauqio MapluipyToB, ynpowaeT Tabauuy MapuwpyTMsaumu, npu 3Tom
3dPEKTUBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHAPYKEHUA COCEAHMX Y3/10B.

NokanbHble agpeca IPv6 (IPv6Z) B KOomMyTaTope HasHauvaloTca WHTepdeicam, nosTomy npu
ncnonb3oBaHuK IPv6Z-aapecoB B CMHTaKCUCE KOMaHA, UCMONb3yeTcA cneayolwmii Gopmar:

<ipv6-link-local-address>%<interface-name>

physical-port-name = tengigabitethernet (1..8/0/1..32)

V‘ Ecnam 3HaueHue rpynnbl WM HECKONbKUX rpynn noapsag B agpece npoTtokona IPv6 paBHO

roe:

interface-name — vma nHTepdeica:
interface-name = vlan<integer> | ch<integer> |<physical-port-name>
integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6]|7|8]9

Hyato — 0000, To AaHHbIe rpynMnbl MOFyT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moXKeT 6biTb COKpaLLeH A0
FE40::AD21:FE43. CoKpalieHutio He MoryT 6biTb NogBeprHyTbl 2 pasgesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTM.

V‘ EUI-64 — 3T0 nageHtudmKaTop, co3aaHHblii Ha 6ase MAC-aapeca uHTepdeiica, ABnatoWmninca
64 mnagwummn 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha ABe 4acTu no 24 6ura,

MeXay Kotopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnnua 88 — KomaHabl perkmnma rnobanbHoOM KOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ipvé default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3afaeT 3HavyeHue NoKanbHoro agpeca IPv6-wao3a no ymonya-
HUIO.

Ypaanser HacTpolKu IPv6-Lunt03a No yMOYaHUIO.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Cos3paeT cTratuyeckoe cooteetcTene mexgy MAC-agpecom co-
cegHero ycTpoiicTtea u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatudeckoe cooTtsetcTeue mexay MAC-agpecom co-
cefiHero ycTpoicTea 1 ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHune ckopoct ana ICMPv6-cooblieHuii 06
ownbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[ob6asneHune ctatmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYeHwus;

- prefix_length —npeduKc macku cetm (KoNM4ecTso eguHUL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HasHauYeHus;

- metric — MeTpUKa ANA AAaHHOTO MApLUPYTa;

- distance — afAMUHUCTPATUBHAA AUCTAHUMA MapLUpyTa.

YpaneHwe ctaTnyeckoro mapLupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNIOYEHO

BkntoyaeTt nepeHanpasaeHne ogHOaAPECHbIX NAaKeToB.

OTkAtovaet nepeHanpasaeHne ogHoaApPeCHbIX NAaKeToB..

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaB/MBaeT 3Ha4YeHWe afiMUHUCTPATUBHOW AUCTaHumKM (AD)
ANA BCEX MapLUPYTOB YKa3aHHOro Tmna.

- ospf inter-as — yctaHaBnMBaeT 3HaYeHne AD ana MeX30HaNb-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokony OSPF;

- ospf intra-as — yctaHaBnnBaeT 3HayeHne AD gna BHYTpU30-
Ha/IbHbIX MapLUPYTOB, NPUHATLIX MO NpoTokony OSPF;

- static — yctaHaBnmBaeT 3HaueHne AD gna cTaTUyeckmx mapiu-
pyTOB.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console

(config-if) #

Tabnnuya 89 — KomaHabl perknma KoHourypaumm nHtepdeica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BKntouaeT noaaep:kky IPv6 Ha uHtepdelice.

OTKntovaeT noaaepkKy IPv6 Ha uHtepdelice.
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ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUYecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3Ha4eHbl.

BK/itoueHWe aBTOMaTMUYecKoW KoHourypaumu IPv6-agpecoB Ha
nHTepdelice. Anpeca HacTpamnBakoTCA B 3aBUCMMOCTU OT NpeduK-
COB, KOTOpble Noy4YeHbl B cooblueHunax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ibv6_address/prefix-length
link-local]

Mo ymon4yaHuo
3HAYeHMeE IOKa/IbHOTo
aapeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Ctapwme 6uTbI no-
KanbHbIX IP-agpecos B8 IPv6 — FE8O::

Ypanset nokanbHbIN IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3afaeT KOAMYecTBO COObLEeHN-TpeboBaHMIA, NepeaaBaemMbixX
MHTEepdEecom B3aMMOAENCTBYIOLEMY YCTPOWUCTBY B C/yyae 06-

no ipv6 unreachables

(0..600)/1 HapyKeHua aybnaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHMe NO YMONYaHUIO.

ipv6 unreachables BKkntoueHue ICMPV6 coobueHnin 0 HeAOCTUKMMOCTM agpecaTta
-/enabled npu nepegaye NakeTos Ha onpeaeneHHbl nHTepoelic.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 90 — KomaHabl perknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

loopback | vlan vian_id]

hu_port | port-channel group |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HACTPOMKM NpoToKoNa IPv6 AN yKasaHHOro UHTep-
delica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port |
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

loopback | vlan vian_id}]

tengigabitethernet

hu_port | port-channel group |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
group: (1..128); hu_port:
(1..8/0/1..32);
vlan_id: (1..4094)

MokasbliBaeT Tabauuy IPv6-mapLipyTos.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

vlan vian_id}

hu_port | port-channel group |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOpmaLmio O cocepgHux IPv6-ycTpoiicTax,

cojeprKallyroca B Kale.

clear ipv6 neighbors

OuvwwaeT Kaw, coAepXawun wuHbopmauuio O coceaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauma o
CTaTUYECKMX 3aNUCAX COXPaHAEeTCA.
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show ipv6 distance MoKasaTb 3HayeHMEe aLMWMHUCTPATMBHOM AUCTaHUMM  AAs
PasNNYHbIX UCTOYHMKOB MapLLpyTa.

5.15 Hactpoiika npoTOKON0B

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agayelt npotokosa DNS saBnsetca onpegeneHue IP-agpeca y3na cetn (xocta) no 3anpocy,
cogeprKallemy ero AomMeHHoe umA. Basa AaHHbIX COOTBETCTBMM [AOMEHHbIX WMMEH Y3/10B CETU MU
cooTeeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:
console (config) #

Tabanuya 91 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
o ymoa4aHuio
ip domain lookup PaspewaeT ncnonbsosaHue npotokona DNS.
- - -/BKNtOYEHO
no ip domain lookup 3anpewaeT ncnonb3osaHue npotokona DNS.
ip name-server Onpegenser IPv4/IPv6-aapeca s goctynHbix DNS-cepsepos.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypansaet IP-agpec DNS-cepBepa 13 cnvcKa AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name Onpeaenset JOMEHHOE UMA N0 YMO/IYaHUIO, KoTopoe byaeT uc-
NnoNb30BaTbCA MPOrPammoin, ANA AOMNONHEHWA HenpaBWU/IbHbIX
name: (1..158) [OMEHHbIX UMeH (LOMEHHbIX UMeH 6e3 TouKM). [ns AOMEHHbIX
CUMBOIOB nUmeH 6e3 TOUKM B KOHeL, UMeHU byaeT A06aBNATLCA TOYKA M YKa-
3aHHOE B KOMaHAe AOMEHHOE UMA.
no ip domain name YpanaeT AOMEHHOEe UMA MO YMOYaHMIO.
ip host name address1 Onpepenset cTaTUYeCKMe COOTBETCTBMA UMEH Y3108 ceTu IP-aa-
[address2 ... address4] pecam, pobaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
name: (1..158) ®PyHKUMA nokanbHoro DNS. MoxHo onpepgenvTtb A0 Bocbmu |IP-
CUMBO10B aapecoB Ha O4HO UMA.
no ip host name [anfeT cTaTUYecKue COOTBETCTBMA MMeH y3/10B ceTu IP-agpe-
p host VY y IP-agp
cam.

KomaHOobl pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKMK B pexxkunme EXEC:

console#
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Tabnmua 92 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

clear host {name | *} name: (1..158)

CMMBO/1I0B

Ypanaet 3anucb COOTBETCTBUA MMeEHM y3na ceTn IP-agpecy Kawa
nmbo Bce 3anumck (*).

show hosts [name] OTobparkaeT 4OMEHHOE UMSA NO YyMOJIYaHuto, cnmucok DNS-cepse-
pOB, CTaTMYeCKMe M K3WMPOBAHHbIE COOTBETCTBMA MMEH Y3/10B
cetn n IP-agpecos.

Mpy ncnonb30BaHMM B KOMAHAE UMEHM Y3113 CETU, OTObpaXKaeTcs

cooTBeTcTBYOWMIN emy IP-agpec.

name: (1..158)
CMMBO/I0B

[pumepbl UC016308AHUS KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTb AOMEHHOE UMSA
Nno YMO/ZT4aHUIO — Mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBWTb CTAaTUYECKOE COOTBETCTBME: Y3€ CeTH C UmeHem eltex.mes nmeet IP-agpec
192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus agpecoB) — MPOTOKO/ KaHalbHOMo
YPOBHSA, BbINOJHAKOWMIN yHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM CoAeprKallerocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabauua 93 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

HAeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6aBnseT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabsmuy ARP gna ykasaHHOro B KomaHze nHTepdeica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratnyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabaunupl ARP ana ykasaHHOro B KomaHae uHTepdelica.

arp timeout sec

HacTpanBaeT Bpems KM3HWM AMHAMMUYECKMX 3anuceit B Tabauue
ARP (cek).
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no ip arp proxy disable

no arp timeout sec: YcTaHaB/MBAET 3HAYEHUE MO YMOMYAHMIO.
(1..40000000)/60000
ceK
ip arp proxy disable OTKAIOYAET PEXKMUM NPOKCMPOBaHUA ARP-3anpocoB A1 KOMMyTa-
. Topa.
-/OTKNIOUEH

BkatouyaeT pexum npokcuposaHuna ARP-3anpocos gna KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H van H:H:H:H:H:H
mnm H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajgpec He 3a4aH

3apaeT BupTyanbHblt MAC-agpec, KOTopbiit 3ameHseT 6a3o-
BbIt MAC-agpec KommyTaTopa B ucxoaawmx ARP-nakeTax.
- mac_address — MAC-agpec.

B KauectBe BuptyanbHoro MAC-agpeca Henb3a MC-

V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asoBbiii MAC-agpec Kakoro-nmbo HUTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnuya 94 — KomaHabl perknma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear arp-cache

YaanaeT Bce AMHamuyeckue 3anmcu ns ARP-tabanubl (KomaHaa go-
CTYMNHA TO/IbKO AN NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sbliBaeT 3anuc ARP-Tabauubl: Bce 3anucu, ¢unbTp no IP-aa-
pecy; dunbTp no MAC-agpecy; ¢unbTp no nHtTepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKa3sblBaeT rnobanbvHyo KoHdurypaumio ARP 1 KOHdUrypaumio
ARP ans nHtepdelicos.

show ip anycast-gateway

MokasbiBaeT KoHdUrypaumio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KoOMaHAHOM CTPOKM B pexkume interface configuration:

console (config-if) #

Tabnnua 95 — KomaHabl perknma nHtepdeiica Ethernet, rpynnbl nuntepdeiicos nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKAKOYEHO

Bkntoyaet pexum npokcuposaHmMa ARP-3anpocoB Ha HacTpausae-
MOM MHTepodeice.

OTKAlOYaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeice.
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anycast-gateway BktoyaeT onumto anycast gateway Ha nHTepdeiice. B ncxoaaimx

ARP-nakeTtax 6a3oBbiit MAC-agpec KommyTaTopa 3aMeHseTca Ha

BUpPTYyanbHbin MAC-agpec.

-/BeiKnIO4EHO V BupTyanbHbii MAC-agpec AonxeH 6biTb 3a4aH KOMaH-
B0l anycast-gateway mac-address.

no anycast-gateway YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

[pumepbl UC0a16308AHUA KOMAHO

[Jo6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabnamuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYecKmMX 3anucein B ARP-Tabaunue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config) # arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabaunubl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKosn nossonser
pacnpocTpaHuTb no cetu maeHTudukatopbl VLAN. OcHoBHOM ¢yHKumen npoTtokona GVRP sasnsetca
0obHapyKeHne nHbopmaummn ob oTcyTcTBYHOWMX B 6ase gaHHbIXx KommyTaTopa VLAN-ceTax npu noayvyeHmu
coobueHnint GVRP. Monyuns nHdopmaumio 06 otcytcreytowmx VLAN, kKommyTaTop A0baBnseT ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabanua 96 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HaveHue/3Ha4yeHue "
KomaHda / Aeilicmeue
no ymoa4aHuro
gvrp enable / BkntouaeT ncnonb3osaHme npoTokona GVRP-kommyTaTopom.
-/BbIK/IOYEH
no gvrp enable BbIKntoyaeT ncnosnb3osaHue npotokona GVRP-kommyTaTopom.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnsl MoOpmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #
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Tabnuua 97 — KomaHapl pexxmma KoHourypauum nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

no gvrp vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4yaHuro
gvrp enable BkntouaeT ncnonb3osaHne npoTtokona GVRP Ha HacTpansaemom
UHTepodeiice.
-/BblKIOYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme npotokona GVRP Ha HacTpansBaemom
UHTepodeiice.
gvrp vlan-creation-forbid 3anpewaet AMHaMmuyeckoe nameHeHue uam cosganHme VLAN ana
HacTpanmBaemoro nHTepoeica.
-/pa3pelueHo

Paspewaer guHamunyeckoe mameHeHne unu cosgaHue VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonuyaHutio
co3gaHve n
peructpauma VLAN Ha
MHTepodeince
paspelieHa

BbinonHsaeT cHATUe pernctpaumm ana scex VLAN n He gonyckaeT co-
34aHuNA unn pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 98 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port:
(1..8/0/1..32);
group: (1..128)

OuunLaeT HaKoMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 99 — KomaHabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KoHdUrypauuto npotokona GVRP ans yKazaHHOro MH-
Tepdeica, 1Mbo ans sBcex MHTepdencos.

MNoKa3sbiBaeT HAaKONAEHHY CTaTUCTUKY No npotokoay GVRP gna
yKasaHHoro nHtepdeliica, inmbo gna Bcex nHTepdeiicos.
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show gvrp error-statistics MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
[gigabitethernet gi_port | ONA yKasaHHOro uHtepderica, imbo ansa Bcex MHTephencos.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M MO3BONSAET YCTPOMCTBY OTCAEXKMBATL 3aKO/bLOBaHHbIE NOPTbI. [eTnsa Ha nopTy
obHapyXu1BaeTca NyTéM OTCbIIKM KOMMYTaTOPOM KaZpa € afpecom HasHaYeHUs, COBNALatoLWMM C O4HUM
n3 MAC-agpecoB ycTponcTsa.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkMme rnobasibHoMN KoHdUrypaumm:
console (config) #

Tabanuya 100 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
loopback-detection enable / BkAtoyaeT mexaHU3mM 06HapyKeHUa netenb A4 KOMMYTaTopa.
-/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
loopback-detection interval YcTaHaBavBaeT MHTepBan mexay loopback-kagpamu.
seconds: (10..60)/30
seconds - seconds — UHTepBan BpemeHu mexay LBD-kagpamu.
. CEKYHA,
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if) #

Tabnnua 101 — KomaHabl pexxkuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHtepdelicos, nHTep-
¢delica VLAN

3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
no ymoa4aHuro
loopback-detection enable / BK/toyaeT mexaHn3m obHapyKeHua neTesb Ha NopTy.
-/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 102 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue
o ymMmoAa4aHuro
show loopback-detection OTobparkaeT cocTosiHMe mexaHn3ma loopback-detection.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

KomaHda Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);

twe_port | . .
hundredgigabitethernet hu_p:)c:z. (.1("18/52/;)"32)’
hu_port | port-channel group | group:1L.. ’
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) AasnseTca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMUN CBA3AMU K p,peBOBMLI,HOVI TONOJZ1I0TUMN, MCKﬂIOHaIOU.LeVI LUWKbl NaKeToB. KOMMYTaTOpr
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, UCMONb3YA Kagpbl cneunanbHoro d¢opmara, U
BbIOOPOYHO BK/IOYAIOT M OTK/OYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbii) STP (RSTP) ABnseTca ycoBepLIEHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyetcs
MEHbLUMM BpemMeHemM MpUBeAEeHMA CeTM K APEeBOBMAHOW TOMOMOTMM U MmeeT 6onee BbICOKYHO
YCTOMYMUBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubosiee coBpemeHHoOM peanusauueint STP,
noggep:kmeatowein umcnonbsosaHme VLAN. MSTP npeanonaraeT KoHdurypauuto Heobxoaumoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Yncna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBAsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencrayrowmx no MSTP, onXKHbI 6bITb 0AVHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTumoe KoanyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHn3m Multiprocess STP npeagHasHaveH Ans co3aaHuna He3aBncumblix aepesbes STP/RSTP/MSTP
Ha NOPTax yCTPOICTBA. M3MeHeHMA coCTOAHMA OTAENbHOIO AepeBa He OKA3bIBalOT BIMAHUA HA COCTOAHME
OPYTrvX AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHus aepesa
B C/lyyae OTKasoB. Mpu KOHOUIypUpOBaHUM credyeT UCKAUUTb BO3MOMKHOCTb BO3HMKHOBEHMUA KoJel,
MeXKay NopTaMmn-yneHamMm pasHbix gepeBbeB. A8 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
CO34a€éTcA oTAe/IbHbIA Npouecc Ha Kaxaoe agepeBo. C Npoueccom COmnocTaBAAKOTCA NOPTbl YCTPOMCTBA,
npuMHagnexKawme gepesy.

5.15.5.1 Hacmpotlika npomokona STP, RSTP

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (config) #

Tabnnuya 103 — KomaHabl pexkmma rnobanbHoM KoHuUrypaumm

KomaHda 3HayeHue/3HayeHue Aeilicmeue
no ymoa4aHuro

spanning-tree / Pa3spewaet ucnonb3oBaHne KOMMyTaTopom npoTokona STP.
- -/BKNtOYEHO
no spanning-tree 3anpelaeT MCNONb30BaHNME KOMMYTAaTOPOM nNpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

-/RSTP

YcTaHaBAMBaAET peXKMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaA/ BPEMEHU, 3aTpayumnBaemblii Ha NPOCAYLLIN-
BaHWeE U U3yYeHne COCTORHUI Nepes NepekatoyeHnem B CoCTonHMe
nepegayu.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBA BPEMEHU MEXKAY Nepeaadyamm LWNpPoKoBe-
waTenbHbIx coobeHunit «Hello» K B3aMmoaencTeyoWMM KOMMYTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeweHo

PaspelwaeT 3awWuMTy, BbIKAHOYAKOLWY WHTepdeic npu noayvyeHumn
csoero BPDU.

3anpelsaeTt 3awWwuTy, BbIK/AOYAOWY WHTepdENC Npu NoayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBAET BpeMA XM3HU ceAasytowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpausaet npuoputet caAsyoLero gepesa STP.
3HayeHWe NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YcTaHaBAMBaET 3HaYeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBanBaeT meToa onpeaeneHnsa LeHHOCTU NyTu.
- long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HauYeHue LueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
method
spanning-tree bpdu OnpegenseT pexxum ob6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKoA STP.
- filtering — Ha wHTepdelice c BbIKNOYEHHBIM NpoTOKONOM STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha HTepdeiice ¢ BbIKNOYEHHBIM NPOTOKO0M STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepeaatoTca, TerMpoBaHHble — GUAbTpy-
OTCA.

YcTaHaBAMBaEeT 3HAYeHue no YMO4YaHUIO.

Mpu 3aaaHum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHUue
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 104 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHOUTYpUpyemom UHTep-
deiice.

" n -/pa3peweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTtokona STP Ha KOHGUIYpUpyeEMOM MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaET LLIeHHOCTb NYTH Yepes AaHHbIN uHTepdeiic.
: - COSt — LEeHHOCTb NyTu.
i (1..200000000)/cm. 4 y
no spannlng-tree cost Ta6m/|u,y 96 YcTaHaBinBaeT 3Ha4yeHune, onpeagenaemoe Ha OCHOBaHUKM CKOPOCTH

nopTa U meToAa onpegeneHnsa LeHHOCTU NyTu, cm.Tabanuy 105
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spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B cBasytolwem gepese STP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

Bk/itoYaeT peuMm, B KOTOPOM MOPT MPU NOAHATUM HA HEM NINHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XMUIAAACh UcTeve-
HUA Tallmepa.

- auto — gob6asnaeT 3a4epKKy 3 CeKyHAbl nepes Nnepexosom B Co-
CTOAHME Nepeaayu.

BbIKNtOYaeT peXxmMm MOMEHTaNbHOro nepexoaa B COCTOAHME nepe-
a4 NO NOAHATUIO KJIMHKa».

spanning-tree guard root

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BkAtouaeT 3awmTy «KKOPHA» ANA BCex CBA3YOLWMX aepeBbeB STP Bbi-
6paHHOro nopra.

- root — 3anpeLaeT MHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa.

Mcnonbayet rnobasibHy0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspelaeT 3aWwuTy, BbIK/IOYaOLLYO MHTepdENC Npy Npuéme nake-
ToB BPDU.

3anpeLaeT 3aWmTy, BbIK/HOYaKoLLY0 HTepdEC Npu NpUéme nake-
TOo8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKaA-TOYKa»,
A4 NONyAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatolee coctosiHne un onpe-
AenAaet Tmn ceA3n AnAa Bbl6paHHOrO nopta:

- point-to-point — To4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpeaenneT pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BbIKAOYEH NPOTOKoA STP.

- filtering — Ha wuHTepdelice ¢ BbIKAOYEHHbIM NpoTokosom STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha uHTepdeiice c BbIKNOYEHHbIM MpPOTOKO/NOM STP
HeTermpoBaHHble BPDU-nakeTbl nepenaroTca, TErmpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca u npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnsatoTca M npuHMmatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢narom TCN paspe-
weH

3anpeuwaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

Tabnumua 105 — LleHHOCTb NyTK, YCTaHOBAEHHAA MO YMOIYaHUIo (spanning-tree cost)

Unmepdpeliic

Memoo onpedeneHus yeHHocmu nymu

Long Short

Port-channel

20000 4

TenGigabit Ethernet (10000 Mbps)

2000000

100

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#
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Tabnunua 106 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128).

lNoKa3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HYH MHPOPMALMIO O HACTPOWKAX MPOTOKOAA
STP, MHPOpMaL MO 06 aKTUBHBIX NN 3a6JN0KMPOBAHHBIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128).

MepesanyckaeT npouecc MMrpauumn NPOToKkoAa. 3aHOBO NPOUCXO-
OUT nepecyét aepesa STP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 107 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128).

Moka3sbliBaeT perkum 06paboTkun naketos BPDU Ha uHTepdericax.

5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 108 — KomaHabl pexkrma rinobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3spewaet ucnonb3oBaHne KOMMyTaTopom NpoTokona STP.

- -/paspeLeHo
no spanning-tree 3anpelaeT MCNONb30BAaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaeT pexxum paboTbl npoTokosa STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHMe N0 YMOAYAHUIO.
spanning-tree pathcost YcTaHaBAMBaeT MeTo , onpeaeneHnA LLeHHOCTU NyTH.
method {long | short} -/long - long — 3HaueHwue LeHHOCTM B AnanasoHe 1..200000000;

- short — 3HauyeHne ueHHOCTM B AnanasoHe 1..65535.
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no spanning-tree pathcost YcTaHaBAMBaET 3HAa4YeHUe No YMONYAHUIO.

method
spanning-tree mst instance_id YcTaHaBAMBaeT MNpuopuUTET A/ AAHHOrO KOMMYyTaTopa nepes,
priority priority OCTa/IbHbIMM, UCMOb3YIOLWMMM 06LWMIA 3K3emnasap MSTP.

- instance_id — aksemnasap MST;
instance_id: (1..63); - priority — npuopuTeT KOMMYyTaTOpa.
priority:

(0..61440)/32768 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst max-hops
hop_count

YcTaHaBAMBaeT MaKCMasbHOE KONNYECTBO TPAH3UTHbIX Y4aCTKOB
ANnA nakeTa BPDU, Heobxogumbix a4na GopmupoBaHua aepesa u
yaepaHua nHpopmaumm o ero ctpoeHun. Ecam naket yxke npowen
MaKCMManbHOE KONNYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha Cieayio-
LeM yyacTKe OH oTbpacbiBaeTca.

- hop_count — maKcmanbHOE KO/IMYECTBO TPAH3UTHbIX Y4acTKOB
Ana naketa BPDU.

hop_count: (1..40)/20

no spanning-tree mst
max-hops

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst Bxog, B pexkum KoHdurypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPUrypaumm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 109 — KomaHabl pexknuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3emMnaapom npotokona MSTP wm
rpynnamum VLAN.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MEXKAY 3K3emMnaapom npotokona MSTP un
rpynnamum VLAN.

name string

Nno hame

string: (1..32) cumBona

3apaet uma KoHourypaumm MST.
- string — nma kKoHdUrypauumn MST.

Yaansaet uma KoHdurypauum MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep pesnsnn KoHdUrypaumm MST.
- value — Homep peBn3nmn KoHdurypaumum MST.

YcTaHaBAMBaeT 3HayeHne nNo ymonyaHuio (value).

show {current | pending}

Moka3sblBaeT TeKkyLyto (current) nnbo oxungatowyto (pending) KoH-
odurypaumio MST.

exit Bbixoa, 13 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
HMem KoHdUrypaumu.
abort Bbixoa 13 pexkuma KoHdurypauum npotokosna MSTP 6e3 coxpaHe-

HUA KOHOUTYpaLUK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnmua 110 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BkAtouyaeT 3aWmTy «KKOPHA» ANA BCex CBA3YOLWMX aepeBbeB STP Bbi-
6paHHOro nopta. [aHHaa 3awwmTa 3anpewaet uHTepdelicy bbiTb
KOPHEBbIM NOPTOM KOMMyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3almTa BbIK/IOYEHa

BKAtoyaeT 3amMTy «KOPHA» YKa3aHHOro sksemnaapa MSTP ana Bbl-
6paHHOro MHTepdeica. [JaHHaa 3awuTa 3anpelaet nHtepdeicy
6bITb KOPHEBLIM MOPTOM KOMMYTaTOPAa.

- instance-id — naeHTUdUKaTop ak3emnaapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaET NpuopuTteT nHTepdeiica B aksemnasape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT nHTepdeiica.

V 3HauyeHue NpUoOpUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaeT LLEHHOCTb MyTH Yepes BblOpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnaspa npotokoaa MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- coSt — LeHHOCTb NyTW.

YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBAHWUM CKOPOCTU
nopTa U MeToZa OnpeaeseHns LEHHOCTU NyTw.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUOPUTET UHTepdelica B KOPHEBOM CBA3YHOLWEM
pepese MSTP.
/1 3HaueHne npuopuTeTa AOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpewaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 111 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MNokKasbiBaeT KoHOUrypauuto npoTokoia STP.
- instance_id — naeHTUGUKATOP 3K3emnaspa npoTokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3sblBaeT NoApobHyt0 MHOOPMALMIO O HACTPOMKe MPOTOKOAA
STP, nHpopmMaLmto 06 aKTUBHBIX MM 3a6/I0KUPOBAHHDBIX MOPTAX.

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOpPTaXx;

- blockedports —npocmoTp nHpopmaumm 0 3a610KMPOBaAHHbIX NOp-
Tax;

- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMaLMIO O CKOHUTYPMPOBAHHbBIX IK3EMNAAPAX
MSTP.
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clear spanning-tree MepesanyckaeT NPoOLECC MUrPaLMKU NPOTOKONA. 3aHOBO NMPOWCXO-
detected-protocols interface gi_port: (1..8/0/1..48); | auT npocyét pepesa STP.

{gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..48);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128).

hu_port | port-channel group}

[pumepbl 8b1M0AHEHUA KOMAHO

= BkAO4YMTb NOAAEPKKY NpoToKona STP, ycTaHOBUTb 3HayeHWe NpuopuTeTa CBA3YHOLWEro Aepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, MHTEpPBaa BpEMEHW MeXAay nepenadvyamm Wn-
poKoBelaTenbHbIx coobueHnin «Hello» — 5 ceKyHa, Bpema KU3HU cBAsylolero agepesa — 38 ce-
KyHA. MokasaTb KOHPUrypauuto npotokona STP:

console (config) # spanning-tree

console (config)# spanning-tree mode rstp
console (config)# spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pasHoBMaHoCTe NpoToKoa Spanning
Tree, pacwupamwan ¢yHKUMOHaNbHOCTb STP ana ncnonb3osaHuA B oTaenbHbix VLAN. MpumeHeHune
[AHHOro NPOTOKOo/1a No3BoseT B Kaxkaom VLAN co3aaTb OTAe bHbIN 3K3emnaap STP. PVSTP+ coBmecTtum
c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBeplueHCTBOBaHMEM NpoTokona PVSTP+, xapakTe-
pU3yeTcA MeHbLLIMM BpEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONOAOIMN N nMeeT 6onee BbICOKYHO
YCTOMYNBOCTb.

Ethernet-kommymamopeol cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 125




HELTEX

.‘

.‘

.‘

Bcero nogpaepxaHo 65 PVST/RPVST-uHctaHca. lNpu 3Tom Hynesoi ucnonb3yerca ana Bcex
VLAN, B KOTOpbIX OTKAloueH PVST/RPVST. Kaxxgomy VLAN c BkatoueHHbim PVST/RPVST co-
oTBeTcTByeT oauH PVST/RPVST MHCTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST spe-
MeHHO 610KMpYIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumtaTtb
Konuyectso ucnonbsyembix VLAN Ha KonbLeBbIX NOPTax KommyTtaTtopa. Ecam aaHHoe 3Ha-
yeHue npesbiwaeT 64, TO NepPBOHaYaNIbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoii "no spanning-tree vlan <VLAN ID>".

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cny4yasax, Korga B Ko/bLie UCNOJb3YHOTCA KOMMYTATOPbl C KOanye-
cteom PVST/RPVST VLAN, npesbiwaiouwem 64, cnegyet paclwumputb AMmuTbl 06paboTku
PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouecce 3KcnyaTaunmn noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U A0-
6aBUTb HOBblE, HYXKHO NPOU3BECTU Ceaylome AeACTBUA:

1) OTknounTb STP B HeHyXHbIXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHGUrypupoBaHUa);

2) Bkniountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-

}ume KOHPUrypmuposaHusa).

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnuua 112 — KomaHapl pexknuma rnobanbHom KoHbuUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJIYGHMIO BCE MHCTAHCbI
BKJIIOHEHbI

BkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBaN BPEMEHM, 3aTpaunBaemblii Ha NpPocay-
LWMBAHME U U3yYeHUe COCTOSIHUI Nepes, NepeKktoYeHnem B Co-
CTOAHMeE nepegayun onAa ykasaHHbix VLAN.
Tailimepbl £,0/13KHbI COOTBETCTBOBATb C/leAylo-
V weit popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT UHTEPBAN BPEMEHN MeXAy nepegadamu LIMpPO-
KoBewaTebHbIX coobuieHnin «Hello» K B3aMmoaencTeyoWmMm
KOMMyTaTopam AnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaEeT BpemsA KM3HM cBasytowero gepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);

Hactpansaet npuoputet ceasytowero gaepesa STP.
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priority_value:
(0..61440)/32768

V 3HaueHue BbibUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHduUrypauumn nHtepdeiica:

console (config-if) #

Tabnnua 113 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NyTU Yyepe3 AaHHbIM MHTepdenc agna
yKaszaHHbIX VLAN.
- cOSt — UEeHHOCTb NyTK.

YcTaHaBAMBaeT 3HaYeHue, onpeaenaemoe Ha OCHOBaHUM CKOpPO-
CTW NopTa U MeToZa onpeaeneHns LLeHHOCTU NyTU AN YKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

YcTaHaBMBaeT NPUOPUTET MHTepdeica B KOPHEBOM CBA3YIOLLLEM

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

pepese STP.
V 3HaueHue Bbl6MpaeTcA U3 AManasoHa C wWa-

rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom

3anpeuwaeT npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

TCN pa3speLueH;
vlan_list: (1..4094)

Paspewaet npvem BPDU ¢ dpnarom TCN gna yKasaHHbIx VLAN.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHUSA YCTONYMBOCTH
N HaJEeXHOCTU CeTU nepenayun AaHHbIX, UMeIOLLEN KOJbLEBYIO TOMOJIOTUIO, 33 CYET CHUMMKEHWUA BPEMEHMU
BOCCTAHOBJ/IEHMA CeTM B Cayyae aBapuu. Bpema BoccTaHOBNeHWA He npeBbiwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKO/I0B CEMEICTBA Sspanning

tree.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 114 — KomaHabl perkuma riobanbHoM KoHGUrypaumm

Aeiicmeue

3Ha4yeHue/3HayeHue
KomaHoa
no ymon4aHuro
erps
P -/BbIKNIOYEHO
no erps

Paspewaet paboTy npoTokosa ERPS.

3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpol byaeT nepeaaBaTbcs Cy*KebHaa MHbopmaLuma 1 ne-
pexos B pexxunm KoHdMrypaumm Konbla.

- vlan_id — Homep R-APS VLAN.

Ypanenune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm KoabLa:

console (config-erps) #

Tabnunuya 115 — KomaHab! perknuma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ana yaaneHums.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);

twe_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KOommyTaTOpa, BK/IOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KomMmyTaTopa 1 €ro posu.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KommyTatop byaeTt ABnATbcA Bnagenbuem RPL-
nopra;

- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHne RPL-nopTa KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpoiika ypoBHs coobueHuii R-APS. Heobxogumo ans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne GyHKUMOHNPOBAHUA KObLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHna no YMO/IHaHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noaKkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANA 04MCTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHue B COCTOAHUN. BmecTo peakuun Ha cobbiTue BKtOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MMUPYET O CBOEM COCTOAHMU. MpegHasHa4YeH Ana yMeHblue-
HUA ¢yaa nakeTos Npu GaannuHre NOpTos..

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonb3yetrca ana
value:(1..12) M1H/5 MUH NpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUNA U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

no timer wtr YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

switch forced {west | east} dopcupyeT 3anycK 3alLMTHOrO NepeKIoYeHMsA KobLa, Npu
-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.

no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.

switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-

east} -/no 610KnpoBaHue east (west).

no switch manual OTmeHa py4yHoW 61OKMPOBKU.

abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 116 — KomaHzabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

3anpoc nHdpopmaumm 06 obliem coctoaHnm ERPS nnm cocto-
AHWM YKa3aHHOTro KoAbLa.

show erps [vlan vian_id] vian_id: (1..4094)

5.15.7 Hacmpoliika npomokona LLDP

OcHoBHoOW ¢yHKUmei npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBPaAHHON MHOOPMAUMM, HA YMPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TONOJIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NApPaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA U €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnunua 117 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHda Aelicmeue

lidp run Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKona LLDP.
-/paspeLeHo

no lidp run 3anpelaeT KOMMYTaTOPY MCNOAb30BaHWe NpoToKkoaa LLDP.

lldp timer seconds OnpeaenseT, Kak 4acTo YCTPOMCTBO ByaeT oTNpaBaATL 06HOBNEHME
P seconds: (5..32768)/30 MPEACARET. TO YCTPOWCTBO bYAET OTNPABAAT N
cex nHbopmaumm LLDP.

no lidp timer YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
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lidp hold-Multiplier number

number: (2..10)/4

no lidp hold-Multiplier

3afaeT BeIMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOICTBA, B Te-
YeHWe KOTOPOro HYXKHO yAepKnBaTb NpMHUMaemble naketbl LLDP
nepez ux cbpocom.

[aHHaa BeAnYMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpaszom, Bpems Ku3Hu LLDP na-
KeToB paccumTbiBaeTtca no popmyse TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

lldp reinit seconds

seconds: (1..10)/2 cek

no lidp reinit

MuHUManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaats nepes
NoBTOPHOW UHULManu3aumen LLDP.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2
cek

no lldp tx-delay

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolmnmm nepegavamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN WU
CTaTyca B /IOKaNbHbIX 6a3ax gaHHbIXx MIB LLDP.

V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina

MeHblue, Yem 3HauyeHue 0.25* LLDP-Timer.
YcTaHaBAMBaeT 3HaYeHWe NO YMOHAHUIO.

lidp lldpdu {filtering | flooding}

-/filtering

no lidp lidpdu

OnpeaenneT pexum obpaboTkn naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yka3sbiBaeT, yTo LLDP-nakeTbl pUAbTPYIOTCA, €CAN Npo-
TOKO/ LLDP BbIk/IlOYEH Ha KOMMYTaTOpE;

- flooding — yka3sbiBaeT, uto LLDP-nakeTbl NepepatoTca, ecim npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYyTaATOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAMBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

no lidp med network-policy
number

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
NIMTMKA yCTPOMCTBa). [laHHbIM NapameTp ABAAETCA ONUMOHANbHbIM
ONA pacwmpeHuna npotokosa LLDP MED.

- number — NnopaaKoBbI Homep npasuaa network policy;

- application — rnaBHan GyHKUMA, onpeaeneHHas 419 AaHHOTo npa-
Buna network policy.

- vlan_id — npeHntndukatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NpPaBuIoM.

- priority — npuopuTeT AAHHOIO NpaBuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenu OSl);

- value — 3Ha4yeHne DSCP, ucnonbayemoe AaHHbIM NPaBUIOM.

value: (0..63)

Ypanaet co3gaHHoe npaBuio aAna napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
cek

no lldp notifications interval

YctaHaBauBaet MaKCUMaNbHYO CKOPOCTb Nepeaydun yBep,omneHmﬁ
LLDP.

- seconds — nepunoa spemeHu, B Te4eHne KoToporo yCTpOVICTBO MO-
HKeT OTNpPpaBuUTb HE 6onee O4HOro yBeOMNEHUA.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdericos Ethernet:

console (config-if) #

Tabnnua 118 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aeiicmeue

lidp transmit

no lidp transmit

Mo ymonyaHuto paspeLleHo
Mcnonb3oBaHMe B 060Mx
HanpasaeHUsAX.

PaspelwaeT nepepayvy naketos nNo npoToKoay LLDP Ha wuHTep-
delice.

3anpelaer nepegayy naketoB nNo nNpoTtokony LLDP Ha uHTep-
deiice.
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lidp receive

no lldp receive

PaspelwaeT npvem nakeTos no npoTokony LLDP Ha uHTepdelice.

3anpeuiaeT npMem NakeTos no npotokony LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMOYaHMIO
onuMoHanbHble TLV He
BK/IIOYEHbI B MaKeT.

OnpegenseT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAtOYEHbI YCTPOMCTBOM B nepeaaBaemblit LLDP-
naker.

B KOMaHAY MOHO BK/IOYMTb OT OAHOFO A0 NATU ONUMOHA/IbHBIX
TLV.

TLV 802.3-power-via-mdi gocTynHa To/IbKO Ha yCTpoii-
CTBaxX C NoaAepKKoi PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJ/IHOYEHDI.

Onpeaensnet, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B Nepesasaemblii LLDP-nakeT:

- pvid — PVID uHtepodeiica;

- ppvid — go6asuTb/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — 006aBuTb/yaanunTb onpeaesieHHbIN NPOTOKOI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmart ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasAsoLwmii agpec
onpegenserca
aBTOMATUYECKM.

OnpegenseT ynpaBnaowWwmMin agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address — 3apaetca ctaTuyeckuii IP-agpec;
- none — yKa3blIBaeT, YTO afpec He 0bbAB/EH;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
ynpasastowmin agpec 13 scex |IP-agpecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
ynpaBAstoLWmMi agpec, U3 CKOHOUIYPUPOBAHHBIX a4PecoB 3a4aH-
HOro uHTepodelica.
Ecnn nHTtepodelic ethernet namn uHtepderic rpynnel nopToB npu-
HagnexaT VLAN, To gaHHbi agpec VLAN He ByaeT BKAOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX apecoB.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6UpaeT HayanbHbIl IP-agpec U3 gnanasoHa AuHa-
V muyeckux IP-agpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA BblGMpPaeT HayanbHbIi IP-aa-
pec u3s guanasoHa BO3MOXHbIX cTatuyeckux IP-agpe-
COB.

Ypanset ynpasnatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpaska
yBegomieHuit LLDP
3anpeLyeHa.

Pa3speluaeT/3anpeLaeT oTnpaBKy yBegomaeHuin LLDP Ha uHTep-
deiice.

- enable — paspewaer;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lldp med enable [tlv_list]

tvl_list: (network-policy,

Pa3pelwaeT ncnosnb3oBaHWe paclimpeHua npotokona LLDP MED.

no lldp med network-policy

location, B KOMaHAy MOXKHO BKAHOUMTb OT OAHOMO A0 TPEX ChneLmanbHbIX
inventory)/3anpelyeHo TLV.
MUCNONb30BaHUe
pacwmpeHna NpoToKkona
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

- number — HoMep NpaBuAa.

Ypanset npasuao network-policy ¢ faHHOro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin
ecs_elin_data}

no lidp med location
{coordinate | civic-address |
ecs-elin}

coordinate: 16 6aiiT;
civic_address_data: (6..160)
6ainT;
ecs_elin_data: (10..25)
6auT.

3a4aeT MecTono0XKeHe YCTPoNCTBa ANs NpoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOpANHaT;

- civic_address_data — apMMHUCTPATUBHBIV aapec YyCTPOMUCTBA;

- ecs-elin_data — appec 8 dopmate, onpeaeneHHom ANSI/TIA
1057.

Ypanaer HacTPOMKM NapameTtpa mectononoxeHus location.
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lldp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

-/3anpelyeHo

Paspelaet/3anpelaet oTnpaBKy ysBegomaeHuin LLDP MED 06
M3MEHEHUWN TOMOIOTUMN.

- enable — pa3pelaet oTnpaBKy yBegomneHui;

- disable — 3anpewaet oTnpaBKy yBeOMAEHWA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

V Maketbl LLDP, npuHATble Yyepe3 rpynny NopTos, 3aNOMUHAIOTCA UHAUBUAYA/IbHO NOpPTamMu
rpynnbl, NPUHABLWMMMK coobueHun. LLDP otnpaenaeT passinuHble cOO6BWEHUA Ha KaXKAbIA

nopT rpynnbl.

/ Pabota npotoKona LLDP He 3aBUCUT OT cOCTOAHUA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo1I0M STP-nopTax.
Ecau nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c nopTom TONbKO B C/y4ae, ec/in OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabanuya 119 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

Oumwaet Tabanuy agpecoB 06HapyKEeHHbIX COCEAHMX YCTPOMCTB U
HaYyMHaeT HOBbIM LKA 0BMeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-koHdUrypauumn scex GpuUsMYeckmx uHTepdelicos
ycTpoiicTea b0 3aAaHHbIX MHTepdEcoB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

MoKa3blBaeT KOHOUIypauumn pacwmpeHna npotokona LLDP — MED
AN Bcex GU3nYecknx nHTeppencos Mbo 3aaaHHbIX MHTepdeicoB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.

show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

MNokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.
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show lldp neighbors MNoKasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pa6otaet npotokon LLDP.
tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..48);

hundredgigabitethernet hu_port: (1/0/1..6)

hu_port | oob]

show lldp statistics MokasbiBaeT cTaTUCTMKy LLDP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..48);

hundredgigabitethernet hu_port: (1/0/1..6)

hu_port | oob | detailed]

[pumepbl 8b1M0AHEHUS KOMAHO

= YcraHosuTb ana nopta tel/0/10 cneaytowme tlv-nonsa: port-description, system-name, system-de-
scription. ns aaHHoro uHtepdeiica gobasutb ynpasaaowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHurypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnua 120 — OnucaHne pesynbTaTos

lMone OnucaHue

Timer OnpeaenseT, Kak YyacTo ycTponcTeo wnet LLDP-o6HoBAEHMS.

OnpegenseT BennumHy Bpemenu (TTL, Time-To-Live) gns npuHMMatoLero ycTpoicTea, B
Hold Multiplier TEeYEeHWe KOTOPOTO HYXKHO yAEepKnBaTb NPUHMMaeMble nakeTbl LLDP nepea nx copocom:
TTL = Timer * Hold Multiplier.

Onpegensetr MMHMMabHOE BPEMSA, B TeYEHME KOTOPOro NopT ByAeT oxKunaaTb nepes

Reinit delay nocbinkol cnegytowiero LLDP-coobweHus.

Tx delay OnpegenAaeT 3a4epXKKy mexay nvocne,a,yrow,MMM nepegadvyamu LLDP-kagpoB, MHULMMPO-
BaHHbIX U3MEHEHUAMM 3HaYeHn nnbo cTaTyca.

Port Homep nopra.

State Pexkum paboTbl nopTa Ana npoTtokona LLDP.
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TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cuctembl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpeleHsl ysegomnenua LLDP.

= [loKasaTb MHGOPMALMIO O COCEAHWNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnnua 121 — OnucaHune pesynbTaToB
Mone OnucaHue

Port Homep nopTa.

Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.

Port ID NpeHTMdmKaTOp NopTa coceaHero ycTpomncraa.

System name

CucteMHoe UMsA YCTPOCTBa.

Capabilities

[aHHOoe none onucbIBaeT TMN yCTPONCTBa:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTenb (Repeater);

O —Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHve NopTa coceHero ycTpoicTaa.

Management address

Appec ynpaBneHus ycTponcTeom.

Auto-negotiation
support

Onpepenset, NoAAEPKMBAETCA M aBTOMATMUYECKOE OnpeaesieHne pexnma nopra.

Auto-negotiation status

OnpegensaeT, BKAOYEHA M NOAAEPKKA aBTOMAaTUYECKOro onpeaeneHuna pexmma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexunmbl, nogaepxnsaemble yHKLMEN aBTOMAaTUYECKOro onpeaeneHus

nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWncTBa.

5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKLMM ypOBHSA
KaHana nepefayuv AaHHbIX NPeACTaBAAT cobOV MPOTOKON MOHUTOPWHIA COCTOAHWA KaHana. B atom
NpPoTOKONE Aa Nepeaayun MHGOPMALMM O COCTOAHUM KaHana MeXay HenocpeacTBEHHO NOAKNOUYEHHbIMM
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ycTpoiictBamu Ethernet mcnonbsyiotca 610KM aaHHbIX npotokona OAM (OAMPDU). O6a ycTpolicTBa
OO0/IKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Tabnnuya 122 — KomaHgbl pexuma koHdurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ethernet oam

Bkntountb noaaepky Ethernet OAM Ha nopry.

—/OTKOYEHO
no ethernet oam / OtkntounTb Ethernet OAM Ha KOHUTrypupyemom nopry.
ethernet oam link-monitor BKkntounTtb noagepKky «link-monitor».
supported
PP —/OTKAOYEHO

no ethernet oam link-mon-
itor supported

BoccTtaHOBUTL 3HaYeHWE N0 YMOYAHMUIO.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-mon-
itor frame threshold

YCcTaHOBUTb MOPOr KOAMYecTBa OWMBOK 3a yKasaHHbIN nepuos
(nepuopg, yctaHaBAnBaetca komaHaown ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWE N0 YMOYAHMUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-mon-
itor frame window

MmcC

YCTaHOBWTb BPEMEHHOW MPOMEXKYTOK A1 NOACYETA KO/IMYECTBa
OLWWKNBOK.

BocctaHOBUTL 3Ha4eHMe No YMON4YaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-mon-
itor frame-period threshold

YctaHoBUTL nopor gna  cobbitna  «frame-period» (nepuog
ycTaHasnuBaeTca KomaHaol ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-mon-
itor frame-period window

(1..65535)/10000

YCTaHOBWUTb BPEMEHHON NPOMEXKYTOK AnAa cobbitua «frame-
period» (B Kagpax).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YctaHoBUTb nopor gna  cobbitua  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHaoi ethernet oam link-monitor frame-
seconds window), B cekyHAax.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

window:

no ethernet oam link-mon-
itor frame-seconds window

(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK ana cobbitna «frame-
period».

BocctaHOBUTL 3HaYeHMe no YMON4YaHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb pexxum paboTbl npoTokona OAM:
- active — KommyTaTOp NocTosiHHO oTnpasasetr OAMPDU;

—/active - passive — KommyTaTop HauymHaeT otnpasnaTe OAMPDU TonbKo
npv Haanynm OAMPDU co BCTPEYHOM CTOPOHBI.

no ethernet oam mode BoCCTaHOBWTL 3HaYEHWE MO YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUNTL NOAAeprKKY 1 06paboTKy cobbiTnit «remote-failure».
ure

—/BKNOYEHO
no ethernet oam re- BoccTaHOBUTL 3HAaYEHWE MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTbL Nopaep»KKy GyHKLMM 3aBopoTa TpaduKa.
back supported

—/OTKAIO4YEHO
no ethernet oam re- BoccTaHOBWTL 3HaUYEHME N0 YMOYAHMIO.
mote-loopback supported
ethernet oam uni-direc- JoTkAoueHO BKNOUNUTL QYHKLMIO OBHAPYKEHUss O4HOHAMpPAB/EHHbIX CBA3EN

tional detection

Ha 6a3e npoTokosa Ethernet OAM.

Ethernet-kommymamopeol cepuli

MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

135




HELTEX

no ethernet oam uni-direc-
tional detection

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

ethernet oam uni-direc-
tional detection action {log
| error-disable}

Onpenenntb peakuuld KOMMyTaTopa Ha OAHOHANpPaBiAEHHYHO
CBA3b:
- log — otnpaska SNMP trap v 3anucb B }KypHan;

no ethernet oam uni-direc-
tional detection aggressive

—/log - error-disable — nepeBog nopTa B coctosiHue «error-disable», 3a-
NUCb B XKypHan n otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
tional detection action
ethernet oam uni-direc- BKIOUNTL arpeccuBHbIN pexum onpeseseHnsa ogHOHaNpPaBAeH-
tional detection agressive HOW cBA3U. Ecan OT cocesiHero ycTpolicTBa NepecTatoT NpUXoanTb
Ethernet OAM-coobLieHNA — IMHK NOMeYaeTcs Kak O4HOHanNpas-
—/OTKAIO4YEHO

NIEHHbIN.

BoccTaHOBUTL 3HAYeHMeE No YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM UHTEPBAN 414 ONpeseeHns TUNa CBA3N
Ha nopry.

BocctaHOBUTL 3HaYeHue nNo YMO4YaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHApbl AOCTYMHbl AaA NPUBUAETMPOBAHHOIO Monb3oBaTena. Bua 3anpoca KomaHaHOM

CTPOKM pexkmma privileged EXEC:
console#

Tabnuua 123 — Komanapl pexkmuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..48);
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet

hu_port}]

OumnctuTb cTaTUCTMKy Ethernet OAM pnsa ykasaHHOro WHTep-
delica.

show ethernet oam discovery
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..48);
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet

hu_port}]

OTob6pa3uTb coctosiHne npoTtokona Ethernet OAM ana ykasaH-
Horo nHTepodeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32)

OT06pa3suTb CTaTUCTUKY 06MEHa NPOTOKO/IbHbIMK COOBLLEHNUAMM
[NA yKaszaHHoro nHTepdeiica.

show ethernet oam status
[interface {gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..48);
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet

hu_port}]

OT106pa3unTb HacTpolikm Ethernet OAM pgna yKasaHHOTO WHTep-
deica.
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show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32)

OTO6pa3nTb COCTOAHME MexaHU3Ma onpefeneHnAa ofHOHanpas-
JIeHHbIX CBA3eN ANA YyKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32)

3anyck/oCTaHOBKa yAa/feHHOW MEeTAM A/A YKa3aHHOro WMHTep-
delica.

[pumepbl 8b1NMN0AHEHUS KOMAHO

=  Otobpa3unTb COCTOAHME NPOTOKONA As nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address: a8:f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500
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5.15.9 Hacmpoliika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUMA pesepBMpoBaHMA, NpegHasHayeHHasa aaa obecneyeHWs HALEKHOCTM KaHana
nepegayn gaHHbix. B ceaske flex-link moryt HaxoguTtbca uHTepdelicol Ethernet n Port-channel. OguH ns
3TUX UHTepdencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepdgelica 2pynmnsl NOpmMos

Bug, 3anpoca KOMaHAHOM CTPOKM B peMme KoHourypuposaHus WHTepdelica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 124 — KomaHabl pexnma KoHpurypuposaHua nHtepdeliica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHavaeT BbIGPAaHHOMY MHTep-
delicy ponb backup-nHtepdeiica B flex-link nape.

Boikntoyaert flex-link Ha MHTepdelice u yaansaeT BbIbpaHHbIA UHTEp-
deiic us flex-link napel.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaeT aeincreme Npy NoAHATUM MHTepdeiica, yyacTeytoutero Bo flex-
link:

- forced — ecnmn nogHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, TO
OH CTaHeT aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUM MHTEpdElica aKTUBHBIM CTaHET UHTEP-
deic c bonblien NPonyCcKHOW CNoCoBHOCTbLIO;

- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOSHUM.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3asaeT Bpems OT Nepexosa OTKAOUYEHHOTO MopTa B COCTOAHUE «UpPY,
Mo NPOLECTBUM KOTOPOro BbINOAHAETCA A4eNCTBUE, YCTaHOBNEHHOE
komaHgoi flex-link preemption mode.

- delay — nepvog BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3Ha4yeHMe No YMOIYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnuua 125 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show interfaces flex-link
[detailed] {gigabitethernet

gi_port: (1..8/0/1..48);
te_port:

MNokasbiBaeT KoHoUrypauuio eyHrumm flex-link.

138 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

(1..8/0/1..4);
twe_port:
(1..8/0/1..48);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKkuusa Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAyKebHble nNakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET NPO3PAYyHO CBA3ATb

K/TMEHTCKNE CETMEHTbI CETU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHNYallLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeEOBXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIn
OXMA3ET MHKAMNCY/IMPOBaHHbIe Kafpbl, a 3aTeM AeKancyampyeT ux. 3TO No3BOASET Mo/b30BaTeNAM
nepeaasaTb MHPOpMaUMO 2-T0 YPOBHA 4epe3 ceTb npoBaigepa. KommyTtatopbl npenocTtaBnstoT

BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble NakeTbl npoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecan BkaounTtb L2PT ans npotokona STP, To kommyTatopsl A, B, Cn D 6yayT o6beanHeHbI B 04HO
CBA3ylOLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaTop A He coeAMHEH HanpAMYI C KOmmyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

[ [Foe] |

Cetb
npoBangepa

Switch 2

PucyHok 60 — Mpumep paboTbl dyHKUMM L2PT

Anroputm paboTbl GyHKLMOHaNA cneayowmii:

MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.
2. TMoacuctema L2PT onpepenset L2-npoToKo/, KOTOPOMY COOTBETCTBYeT NpuHATbIN PDU, n
NpoBepseT, BKAOYEHA M Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoitka [2protocol-
tunnel gna gaHHoro L2-npoToKona.
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Ecnv HacTpoiika BK/oYeHa, To:

B0 Bce nopTbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHEAMpOBaHMe, oTnpasasetca PDU-kaap;
Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TyHHEAMPOBaHWE, OTNpaBAAeTCcA
MHKancynnpoBaHHbiii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:

PDU-Kkaap nepegaetcs B 06paboTyMK COOTBETCTBYIOLLETO MPOTOKONA.

Jekancynauua:

PeannszoBaH nepexsat Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHWs, 3a4aHHbIM
npu nomouwm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYaEeTCA
TO/IbKO TOTZa, KOrga XxoTa 6bl Ha 04HOM NOPTY BKAOYEHA HAacTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

Mpw nepexsate naketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npotokon ana gaHHoro PDU no ero 3arosoBsky,
WU MPOBEpPAET, BK/OYEHA /M Ha MOPTY, C KOTOPOro MPUHAT MHKaNCy/iMpoBaHHbiA PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€HaQ, TO:

NopT, C KOTOPOro Obl NOYYEH MHKaMNCYANMPOBaHHbINM PDU-Kagp, 6aoKmnpyeTcs ¢ NpUYmnHOM
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOYEHA:

BOo Bce noptbl VLAN, Ha KOTOpbIX BK/AOYEHO TYHHENAUPOBaHME, OTNpasaneTca
AeKancympoBaHHbIi PDU-Kagp;
BOo Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENAUpOBaHWEe, OTNpaBAAeTcaA
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 126 — KomaHab! perkrma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeiicmeue

I12protocol-tunnel address
{mac_address}

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

3apatb MAC-agpec Ha3HayeHUA Ana TYHHenMpyemblx Kagpos.

no I2protocol-tunnel ad-

01:0f:e2:00:00:03)/

YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
01:00:ee:ee:00:00
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KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Y

BPDU (spanning-tree bpdu filtering).

Ha uHTepdeiice, rpaHuuaLLEeM C OKOHEUYHbIM YCTPOUCTBOM, He noaaepusaowmm STP,
DONXKeH bbITb OTKAIOUeH npoToKoa STP (spanning-tree disable) n BkaoueHa dpunbrpauua

Bug, 3anpoca KOMaHOHOW CTPOKKU B pexkume KoHourypauum uHtepdeitca Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 127 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIK/IIOYEHO

BkntoueHune pexxknma nHkancynauumn naketos STP BPDU.

BbikntoueHne pexuma nHkancynaumm naketos STP BPDU.

I12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3apaTb 3HavyeHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

YctaHoska CoS B 3HaYeHMe N0 YMOJIYAHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MNOANEXKALLMX UHKAN-
cynaumun. Mpu npesbiweHnn nopora PDU oTbpacbisatoTea.

OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTU BXxoaAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-11 | isis-12
| pust | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MNOANEXKALLMX UHKAN-
cynauun. Mpu npesbileHMW nopora nopT byaeT nepeseseH B Co-
cToaHue Errdisable (oTkntoueH).

OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTM BXxoaAwWwmMxX PDU-Kagpos.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 128 — KomaHabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymoa4aHuro

KomaHda

Aelicmeue

show I2protocol-tunnel

[gigabitethernet gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT MHbopmaymto L2PT ansa yKasaHHOro uMHTepdeica
WK ANA Bcex MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, ecavm uk-
Tepdelic He yKaszaH.
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hu_port | port-channel

group]

clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHutepdeica naum ana
statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTopbIX BKAtoYeH L2PT, ecan nHutepdeiic
gi_port | He yKa3aH.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48)

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

[pumepebl 8b1M0AHEHUA KOMAHO

=  YCTaHOBUTb TyHHeNbHbI MAC-aapec B 3HayeHuMe 01:00:0c:cd:cd:d0, BKntounTb oTNpaBky SNMP
traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-threshold u shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BK/HOUYUTb PEXUM TyHHenupoBaHua STP Ha uHTepdelice, ycTaHOBUTbL 3HavyeHne CoS-nakeTos
BPDU paBHbIim 4, BKAOYNTb KOHTPO/Ib CKOPOCTU BXOAALMX NnakeTos BPDU.

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer

config-if) # switchport customer vlian 100

config-if) # 12protocol-tunnel stp

config-if) # 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

console
console
console
console
console
console
console
console

AAAAAAAA
—_— — — — ~— ~—

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLeHUn o cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BbigeneHusa VolP-obopyaosaHusa B otaenbHyto VLAN. Ona VolP-
KaapoB MoryT 6biTb HasHayeHbl QOS-aTpmnbyTbl Ans npuopuTUsaummn Tpaduka. Knaccudmkauma Kagpos,
oTHocAWMXCcA K Kagpam VolP-obopynosaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHayeHue Voice VLAN pans nopra npoucxoaut
aBTOMATMYECKM — Koraa Ha nopT noctynaeT Kaap ¢ OUI u3 tabauubl Voice VLAN. Koraa nopt onpeaensercs,
Kak npuHagnexawmin Voice VLAN — gaHHbIn nopT aobasnserca so VLAN Kak tagged.
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Voice VLAN npymeHuM ansa cnegytomx CXem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YTOObl paccbinatb TErMpoBaHHble nakeTsl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopyaoBaHue paccblnaet HetermposaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepsepa npucytcteyetr onuua 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapkuMpoBKu Tpaduka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHua Heo6Xo4UMMO UCNOJb30-
Batb lldp-med noantuku nam DHCP.

Cnuncok OUl-npoussoauteneit VolP-060pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

oul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN mo:KeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 129 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMmayT Ana nopTa, NpUHag/exKallero K voice-
timeout timeout: vlan. Ecau ¢ nopTa B TeueHune SBAaHHO!'O BPEMEHM He BblN0 Kag-
(1..43200)/1440 Eglrsocn(gFl)JTla\./olP obopyaoBaHus, To voice vlan yaansertcs ¢ aaH
no voice vlan aging-timeout BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
voice vlan cos cos [remark] YcTaHaBAMBaET BbIXOAHYIO oyepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIm gns Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 coS. o
- remark — Bk/oYaeT nepeHasHavyeHne CoS Ha yKasaHHbIW Ana
Tpadmka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
voice vlan id vian_id YcraHasnvsaet naeHtudumkatop VLAN gna Voice VLAN
no voice vlan id Ypanset ugentuourkatop VLAN gns Voice VLAN
vlan_id: (1..4094) Ana ypanenua upeHtudukatopa VLAN Tpebyetca
V npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCEX NopTax.
voice vlan oui-table {add oui | Mo3BonseT pegakTMposaTb Tabauuy OUI.
remove oui} [word] word: (1.32) cmBon0B - oui —nepsble 3 6aP’|T§ MAC-agpeca;
- word — onvcaHue oui.
no voice vlan oui-table Ynanset Bce Nonb3oBaTtenbckue nameHeHma OUl-Tabanubl.
voice vlan state {oui-enabled | BkatounTb/oTKAOUMT Voice VLAN.
disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3HaYeHWe No yMONYaHMIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 130 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymosn4aHurw

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- -/oTKAOYEHO -
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCEX KagpoB, MO0 TONbKO

-/src ONA UCTOYHUKA.

no voice vlan cos mode BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

5.17 I'pynnoBas agpecauus

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping Mcnonb3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping sABAseTcA NpeaoCTaBAeHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPToB, KOTopble
3anpocunu ero.

V IGMP Snooping MmoXeT UCNo/b30BaTbCA TONbKO B cTaTudeckoii rpynne VLAN. MNoaaeprkusa-
oTCA Bepcuun npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbTpaumm “bridge multicast

e filtering” ponxHa 6biTb BKAOUEeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOAZPECHbIE MapLUPYTU3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NakeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NoOpTY;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypauuu:
console (config) #

Tabnnua 131 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro
ip igmp snooping Paspewaet ncnonb3osaHune dyHKunn IGMP Snooping kKommyTa-
Mo ymonuyaHutio TOpPOM.
no ip igmp snooping GYHKUMA BbIKAIOYeHa 3anpeuaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM.
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ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyanuo
dYHKLMA BbIKNOYEHA

PaspewaeT ncnonb3oBaHue ¢pyHKUMmn IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM AN AaHHOTro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMK 1 cTaTuueckun gobasnaet nHtepdeiicobl U3 rpynnbl AaA TeKy-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES «—» U K, M.

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHuio
paspelleHo

Paspewaet ana gaHHou rpynnbl VLAN aBTOomaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAK/AHOYEHbI MHOroagpecHble
MapLLpyTU3aTOpbI.

-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaet ana gaHHou rpynnol VLAN aBTOMaTuMyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAKAOYEHbI MHOroagpecHble
MapLUpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Onpeaenser MNopT, K KOTOPOMY MNOAKAIOYEH MapLupyTU3aTop
MHOroaZpecHoOm paccblIKM Ansa 3agaHHon VLAN.
- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

YKa3bIBAET, UTO K MOPTY He MOAKMOYEH MApPLLIPYTM3aTOP MHOTO-
afpecHOo PaccbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha onpeaeneHve NopTa (cTaTUyYecku, au-
HaMMUYeCKM) KaK MopTa, K KOTOPOMY NMOAKNHOUYEH MapLUpyTM3aTOp
MHOrOaApecHO PacchbiNKu.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

CHMMAaEeT 3anpeT Ha onpeaeneHye NopTa Kak nopTa, K KOTopomy
NoAKNOUYEH MapLUPYTM3aTOP MHOIOaAPECcHOMN PACChINKM.

ip igmp snooping vlan vian_id
querier

vlan_id: (1..4094);

BK/ilo4aeT NoAAep KKy Bblgaum 3anpocos igmp-query KOMMyTaTo-
pom B gaHHon VLAN.
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no ip igmp snooping vlan

-/BblAaya 3anpocos

OTKNIOYaeT NoAAep KKy BblAauM 3aMpocoB igmp-query KoMmMmyTa-

vlan_id querier OTK/ItOYEHa TOopoMm B ZaHHoM VLAN.
ip igmp snooping vlan vian_id YctaHasaunsaeT sepcuio IGMP-npoToKkoaa, Ha OCHOBaHMU KOTO-
querier version {2 | 3} poit 6yayT dpopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv3

no ip igmp snooping vian
vlan_id querier version

YcTaHaBAMBAET 3HAYeHUeE No YMONYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepenseT ucxogHbl IP-agpec, KoTopblit b6yaeT Mcnosnb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymon4aHuto. Mo ymonyaHuio ecnm
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopblit byaeT npov3BeseHa 3aMeHa
SRCIP.
3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuUT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npoussoautbca He byaer.

OTkntovaeT 3ameHy IP-agpeca uctouHmka B naketax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywemn
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeA/IEHHO YAaNEeH U3
rpynnbl IGMP nocne nonyyeHua coobuieHunsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnydae, Korga Bce NOAKAIOYEHHbIE K AaHHOMY MOPTY NOAb30Ba-
TeNM OTNMCANNC OT rPpyNnMbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkatounTb Npouecc IGMP Snooping Immediate-Leave Ha TeKy-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb GyHKUMIO proxy report B onpeseneHHom VLAN. Mpu
BKNIOYEHUM 3TOW OYHKLUMW KOMMyTaTop Ha npuwegwwue IGMP
query byaeT oTBeYaTb OT cBOero MmeHu. Knmentckme IGMP report
npv 3Tom oTbpacbiBatoTCA.

- version — yctaHaBnuBaeT Bepcuto IGMP ana oTnpaBKuM nakeTos.
Mo ymonyaHuto Bepcma onpegenseTca no npulleliemMy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
cos cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBamBaeT 3HaveHue CoS anA ucxodawmx B nopt
mrouter IGMP-coobweHuii B ykazaHHo! VLAN.
-vlan_id — naeHtndunKaumoHHbit Homep VLAN;

- c0s — Knacc obcnyRmnBaHuA.

YcTaHaBnMBaet 3HadeHune CoS Ana UCXoaaLmx B MOpT mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy/tO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoOMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnunua 132 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3Ha4eHue yctonumnsoctu gns IGMP.
Ecnn Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HAYEHUE YCTOM-
YUBOCTU AO/IKHO BbITb yBENIMYEHO.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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ip igmp query-interval seconds

seconds:
(30..18000)/125 ¢

no ip igmp query-interval

YcTaHaB/MBaeT TaiimayT, No KOTOPOMY CUCTEMA OTNpPaBAAET OC-
HOBHble 3aNpPOCbl BCEM YYAaCTHUKAM Fpynnbl MHOroagpecHow ne-
peaaun ana NpoBEpPKM UX aKTUBHOCTM.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBaET 3HaYeHMe NO YMOAYAHWIO.
query-max-response-time
ip igmp YcTaHaB/IMBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCbIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTaTOp ONpeaenfeT, YTO Ha AaHHOM MOPTY HET KenaroLwmx

count nepemeHHomn y4acTBOBATb B MHOFOaAPECHOM paccbl/Ke.
no ip igmp robustness YcTaHaBMBAET 3HAYEHUE MO YMONMYAHMUIO.
last-member-query-count
ip igmp YcTaHaBAMBAET MHTEPBA 3anpoca A4 NOCAeAHEro y4acTHUKa.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHUe Mo YMOIYAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YcTaHOBUTb Bepcuio npoTtokona IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdenca:
console (config-if)#

Tabnnua 133 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeica B pexunme «access».

’ Ona paboTbl aaHHOM PYHKLMM TpebyeTca BKAKOUYe-
- HUe ip igmp snooping He TONbKO rnob6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocos ¢ KIMEeHTCKUX
Vlan B Multicast Vlan gna nHitepdeiica B pexknme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAseTca nopt, B Multicast VLAN gns
nHTepdeiica B pexume «trunk». Multicast-Tpaduk nepeaa-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
7O, 4to Multicast-TpadumK gonKeH OTNPaBAATLCA B NOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroaZpecHoMn pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpassaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAseTca nopt, B Multicast VLAN gns
nHTepderica B pexknume «general». Multicast-Tpaduk nepesa-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
70, Yto Multicast-TpadumK fonKeH OTNPABAATLCA B MOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroafpecHoM pac-
cbinku B Multicast VLAN.
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KomaHObi pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 134 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

show ip igmp snooping
mrouter [interface vian_id]

MoKasbiBaeT WHbOpMaLMIO 06 WM3YYEHHbIX MHOrOaAPECHbIX

lan_id: (1..4094 o
vian_id: ( ) MapLpyTM3aTopax B yKkasaHHou rpynne VLAN.

show ip igmp snooping MokasbiBaeT nHbopmaumto IGMP-snooping AnA 4aHHOTO UHTEp-

vlan_id: (1..4094)

interface vian_id deiica.

show ip igmp snooping groups MokasbiBaeT MHGOpMaLMIo 06 N3yYeHHbIX MHOFOaAPECHbIX Fpyn-

[vlan vian_id] nax, y4acCTBYOLLMX B FPYMNMOBOWN PACcCblIKe.

[ip-multicast-address vlan_id: (1..4094)

ip_multicast_address]

[ip-address IP_address]

show ip igmp snooping cpe MokasbiBaeT Tabnuuy cootseTcTBUMiA mexay VLAN obopynosa-

vlans [vlan vian_id] vlan_id: (1..4094) HUA, YCTaHOBNEHHOro y nosb3oBaTens, U VLAN ana teneselua-
HUA.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. a5 VLAN 6 paspewmnTb aBTOMaTM4YecKoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3ApeCcHble MapLLPYTU3aTopbl. YBENYUTb 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPeMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbIM Knacc KOMaHZL npegHasHayeH A4 334aHUA MpaBuA TPynnoBOM agpecauymn B CETU Ha
KaHaNbHOM U CeTeBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepdeiica VLAN:

console (config-if) #
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Tabnuua 135 — KomaHap! pexxmuma KoHourypauum nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepefayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTPaLLmm, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv4;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
0ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare |Pv4.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

LOobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnoeoi agpeca-
LU U cTaTUYeCKM A06aBAAET UK yaanaeT uHTepdeincol U3 rpynneoi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — gobasnseT cTaTMyeckyto nognNucky K rpynnosomy MAC-ag-
pecy AnanasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yZansaeT cTaTM4eckyto Noanucky K rpynnosomy MAC-ag-
pecy.

MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEPEe3 «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IYEHNE HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asneHmne nopTa/NMOPTOB B CMNCOK 3aMpeLLEHHbIX;

- remove — yaaneHue nopta/nopToB U3 CANCKA 3anpeLLeHHbIX. Me-
peuncneHne MHTePPenCcoB OCYLLECTBAAETCA YEPE3 «—» U «,»

Ypanaet 3anpeuatoee npasuao ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio
nepefaya Bcex
MHOr0aZpecHbIX
NMaKeToB 3anpelLLeHa.

PaspelsaeT nepesayy BCEX MHOrOaApecHbIX MaKeToB Ha NopTy.

- add — fob6aenAet nopTbl/06begUHEHHbIE MOPTbI B CMUCOK NOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCeX rPYNMNoBbIX NAaKETOB;

- remove — y6upaeT rpynny noptos/o6begMHEHHbIX NOPTOB U3 pas-
pelatoLLero npasua.

MepeuncieHne MHTEPPENCOB OCYLLLECTBAAETCA HEPE3 «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio noptam
He 3anpeLeHo
ONHaMUYecKn

npUcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLyaeTt NopTy AMHaMMUYECKM A06aBAATLCA K MHOrOaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX 3anpeLLieHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLLero npasuna.

MepeyncieHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «—» U &, ».

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet IP-agpec B Tabavue rpynnosoit agpecaumm u ctatu-
yecku gobasnset/yaanset nHtepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPencoB OCYLLLECTBNAETCA YEPE3 «—» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpewaeT NopTy AMHaAMUYECKN [,06aBNAATLCA K MHOrOaApecHoM

rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — pob6aBneHne NopTa/NOPTOB K CNMCKY 3aMNpELLEHHbIX;

- remove — yaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA Yepes «—» U «,»
Mpexpge uyem onpegenuTb 3anpellieHHble NopThl,
rpynnbl MHOrOaApPeCcHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHDI.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaB/MBaEeT COOTBETCTBME Mexay IP-agpecom nonb3osaTens u
rpynnoBbIM aApecom B TabauLe rpynnoBoi agpecaumm, n ctatmye-
cku pobasnset/ypanset nutepdeiicol U3 rpynb.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yanuTb NOPTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobasneHune/ypaneHne cooTeeTcTBUA
mexKay IP-agpecom monb3osaTens W rpynnosbiM afpecom B Tab-
ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpet Ha go6asneHune nopTa B rpynny ucxogHoro IP-ag-
peca;

- remove — 3anpeT Ha yAaseHne nopta M3 rpynnbl ucxogHoro IP-
agpeca.

BoccTaHaBnMBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3ajaeT pexum rpynnosoi nepefayu AaHHbIX ana IPv6-naketos
MHOroaZpeCcHOM Pacchiaku.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuAbTPaL MK, oc-
HOBaHHbIM Ha VLAN u agpece npremHuKa B popmarte IPv6;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GuUAbTPaUUK,
ocHoBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare IPv6.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYaHUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet rpynnosoit IPv6-agpec B Tabavue rpynnosoit agpe-
caumm, u ctaTuueckn fobasnset/yganser nHtepdeicobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPencoB OCYLLLECTBNAETCA YEPE3 «—» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAKAYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6asneHne nopTa/MOPTOB B CNMCOK 3aMpeLLeHHbIX;

- remove — yaasnieHne nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPE3 «K—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexKay |IPvb-aapecom nonb3oBatens
M rpynnoBsbim agpecom B Tabsivue rpynnoBon agpecaumm, U ctatu-
yecku fobasnset/yaanaer uHtepoeicol U3 rpynnbl.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe No YMOAYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBavBaeT 3anper Ha pobasieHne/yaaneHue COOTBETCTBUA
mexay IPve-agpecom nosib3oBaTtens 1 rpynrnoBbiM aipecom B Tab-
JMLe rpynnoBoi agpecauun ansa onpeaeneHHoro nopra.

- ipv6_address — vcxoaHbint IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeTt Ha fobaBneHne nopTa B rpynny ucxogHoro IPvé-aa-
peca;

- remove — 3anpeT Ha yAaneHue nopTa U3 rpynnbl UCxodHoro IPv6-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #
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Tabnuua 136 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdeicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBuIO Nepeaadn NakeToB C HEe3aperncTpmpo-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepesaBatb He3aperncTpMpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — unbTpoBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 137 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkntouaeT dpuabTpaymio rpynnosbix aLpecos.

OTKAtoYaeT GUAbTPaLLMIO FPYNMOBbIX afpecos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-agpeca B Tabauvue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B saHHOM VLAN.

OTKNoYNTL N3ydeHmne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvli MAC-agpec B Tabnumuy rpynnosol agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-aapec MOXHO YA4annTb TONbKO C
nomoLlblo KoMaHAbl no bridge address;

- delete-on-reset — gaHHbLIN agpec yaanutcs nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTCAa TOIbKO C MNOMOLLbIO KO-
maHZabl no bridge address nam nocne Bo3BpaleHMs nopTa B pe-
MM 06yyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaunu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicreme 4nA NAaKETOB MHOrOaAPECHOM PacChbiNKK
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosot MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™vin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotca B pexkmme bridge.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 138 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTUyeckue/AMHamMUYecKMe 3anucu U3 Tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaneHne cCTaTM4eCcKmx 3anmcen.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnnua 139 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro uHTepodelica
nnMbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anucen;

- static — NnpocMOTp TO/IbKO CTaTUYECKUX 3anucei;

- secure — MPOCMOTP TONbKO 6e30nacHbIX 3anucew;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anuceit B Tabavue MAC-agpecos ans
yKasaHHoro nHtepdelrica nMbo ana scex MHTephEncos.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabaMLy rpynnoBbix apecoB A4/1A YKa3aHHOro MHTep-
deica nnbo Bcex nHTepdericos VLAN (KomaHAa AOCTYMNHA TONbKO
AN NTPUBUNETMPOBAHHOIO NONb30BaTENSA).

-vlan_id — vaeHTMdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHWKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKa.
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show bridge multicast MoKasbiBaeT Tabanuy CTaTUYECKUX FPYNnoBbIX aApecoB As YKa-
address-table static [vlan 3aHHOro UHTepderica Mmbo Bcex nHTepdelicos VLAN.

vlan_id] [address - vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;
{mac_multicast_address | - mac_multicast_address — rpynnosoii MAC-agpec;
ipbv4_multicast_address | - ipv4_multicast_address — rpynnosoti IPv4-aapec;
ipv6_multicast_address] vlan_id: (1..4094) - ipv6_multicast_address — rpynnosoii IPv6-agpec;

[source ipv4_source_address | - ipv4_source_address — IPv4-agpec UCTOYHUKA;
ipv6_source_address] [all | - ipv6_source_address — IPv6-aapec UCTOYHWMKa;

mac | ip] - ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;
- all — npocmoTp nonHoOM Tabanupl.

show bridge multicast filtering MokasbiBaeT KoHOUrypauuo GpuabTpa rpynnosbiXx aApecoB Ann
vlan_id vlan_id: (1..4094) yKaszaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.
show bridge multicast MoKasbiBaeT KOHduUrypauuio ¢puabTpa ANA HesaperncTpupoBaH-
unregistered [gigabitethernet gi_port: (1..8/0/1..48); HbIX TPYNMNOBbLIX aAPECcoB.
gi_port | tengigabitethernet te_port: (1..8/0/1..48);
te port | twe_port: (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]
show bridge multicast mode MOKa3bIBaeT pexmnm rpynnoBon agpecauuun Ana yKasaHHOro WH-
[vlan vian_id] vlan_id: (1..4094) Tepdelica nnbo scex nHTepoeiicos VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.
show bridge multicast OTob6parkaeT npaBwusia, yCTaHOB/IEHHbIE A/A PYMMNOBbIX 3ape3ep-
reserved-addresses ) BMPOBAHHbIX aAPECOB.

[pumepbl 8b1M0MHEHUS KOMAHO

= BKAOUUTb GUALTPALMIO TPYNNOBbIX a4PECcOB KOMMYTaTOpPOM. 3a4aTh BpemMa xpaHeHusa MAC-aa-
peca 400 ceKkyHA, pa3pelunTb Nepeaady HesaperncTpUpPoBaHHbIX MHOTOaApPECHbIX NakeTos Ha 11

nopTy KOMMyTaTopa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8
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5.17.3 MLD Snooping — npomoKosa KOHMponAa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobleHnit, no3BoNALWNI

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

paccbiIKn

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 140 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsiuvue rpynnosoi agpe-
caumu U ctaTvyeckn pobasnset/yganaet uHtepdeiicsl U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MepeuncneHne HTephENcoB OCYLLECTBAAETCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuno, 3anpeLLatolliee NopTaM 13 CrUCKa PerncrTpm-
poBaTbcA Kak MLD-mrouter.

Yaansaet npasuno, 3anpelLatolLee noptam M3 CNmncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4yaTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NnoAKAtO4eHHble K mrouter no MLD-query-nake-
Tam.
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

[obaBnseT cnMcok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIK/IIOYEHO

BkntouaeT noaaepiKKy BblAaum 3anpocos igmp-query.

OTKAKOYaET NOALEPHKKY BblAAUM 3aNpoCoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgeuca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuvua 141 — KomaHapl pexxnma KoHourypaumm nHtepodeiica (gumanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3agaeT MaKCMMasbHYI0 3aflepXKKy OTBeTa MOC/efdHEero 4jieHa
rpynnbl, KOTOpaAa UCNOab3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HaueHune
nepemeHHom
robustness

YcTaHaBAMBaeT KOANYeCTBO 3anpocoB., Nocne PacCbl/IKN KOTOPbIX,
KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HEeT XKenakwnx
y4acTBOBaTb B MHOI’OEApeCHOf/’I paccbiike.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyH[,

3afaeT MHTepBan PacCbiIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYO 3a4EPKKY OTBETA, KOTOpPaA NCNOJIb3yeTcA
anAa BblYMCNEHMI KO4a MaKcMMmanbHoM 3a4epXKKU OoTBeTa.

no ipvé mid CeRYHA BoccTaHaB/IMBaAET 3HaYeHWe Mo YMONYAHUIO.
guery-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuumeHTa OTKa3oyCTOMUYMBOCTY.
Ecnv Ha KaHane HabnogaeTca NoTepa AaHHbIX, KO3PPULMEHT OT-
value: (1..7)/2

no ipvé mld robustness

KaSOVCTOl:NVIBOCTM A0/1XKeH 6bITb yBEeNNYEH.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

YcTaHaB/IMBaeT BEPCUIO NPOTOKOA, AEWACTBYIOWYIO Ha AaHHOM
UHTepodeiice.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 142 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHUto

KomaHda

show ipv6 mld snooping OTobparkaeT MHGOPMaUUIO O 3aperncTPUPOBAHHbBIX FPynnax B Co-
groups [vlan vian_id] [address OTBETCTBUM C 334aHHbIMM B KOMaHAe NapameTpamu GpunbTpauunn.
ibv6_multicast_address] - ipv6_multicast_address — rpynnosoi agpec IPv6;

[source ipv6 _address] - ipv6_address — IPv6-agpec UCTOYHMKA.

vlan_id: (1..4094)

OTtobparkaeT MHdopmaumio o KoHourypauum MLD-snooping ana
AaHHoM VLAN.

show ipv6 mld snooping

interface vian_id vian_id: (1..4034)

show ipv6 mld snooping OTobparkaeT MHGopMaLMio 0 mrouter-nopTax.

mrouter [interface vian_id] vlan_id: (1..4094)

5.17.4 ®dyHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbsytotca gna yaobHOM HACTPOMKM OrpaHUYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaApecHOM PacchIIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobanbHON KoHPUrypaumm:
console (config) #

Tabnuua 143 — KomaHabl pexknma rnobanbHon KoHPUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
multicast snooping profile Mepexon, B pexxum KoHdurypaumm multicast-npoduna.
profile_name
no multicast snooping pro- profile_name: (1..32) YaanuTb yKaszaHHbIid multicast-npoduns.
file profile_name CMMBO/IOB l Multicast-npodunb moxKeT 6bITb yAaneH TONbKO No-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumnm multicast-npoduns:
console (config-mc-profile) #

Tabnnua 144 — KomaHabl pexkmuma KoHourypaumm multicast-npoduna

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
match ip low_ip [high_ip] low_ip: BannaHbIi mul- 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpec; ticast-agpecos.
no match ip low_ip high_ip: Baananbii mul- | Yaanaer cootsetctane npoduna ykasaHHoMy auanasoHy |Pv4
[high_ip] ticast-anpec multicast-agpecos.
match ipvé low_ipv6 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPve mul-
[high_ipv6] ticast-agpecos.
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no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;

high_ipv6: BanngHbiii IPv6
multicast-agpec

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManNasoHOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnunua 145 — KomaHabl pexkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuYMBaeT KOAMYECTBO OA4HOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHMYeHne Ha KOANYecTBO OAHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn ana nHtepoderica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

Ypanaetr cootBercTBue multicast-npodumna (eBcex multicast-
npoduneit) nHtepoeicy.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 146 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show multicast snooping
groups count

OTo6paskaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
NNYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXHOE KOMYecTBo.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOJIOB

OTobparkaeT nHpopmaumio o multicast-npodunsax, Kotopbie
6bI2IM CKOHUTYPMPOBaHbI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbIV MexaHW3M NO3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXHOCTU U pacrnpefieNeHUs Harpyskm MOKET UCNo/b30BaTbCA
HeckonbKko RADIUS-cepsepoB. Bbibop cepBepa Ansa OTNPaBKM o4yepeaHOro 3anpoca aBTopu3aLum
NPOUCXOAMUT CNyYaiHbIM 0bpasom. Ecim cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTcs Ha

cnegyrowmii cepsep.

MonyyeHHble aBTOPM3aLMOHHbIE AOaHHbIe XPaHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3af.aHHOro NepMoaa BpemeHu. ITo NO3BOAAET YCKOPUTL MOBTOPHYI0 06paboTKy IGMP-3anpocos.
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MapameTpbl aBTOpPM3aLMKM BKAKOYAIOT B CebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTndUKaTop nopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnuua 147 — KomaHabl pexxnma rnobanbHoro KoHGUrypuposaHma

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

YcTaHaBAMBaeT BPeMA XU3HM B Kawe. Ecan 3HaveHune
PaBHO HY/I0 — OTCYET BPEMEHW XKU3HWN OTKNOYEH (3aI'II/ICb

timeout: (0..10000) He yaanaeTca co BpemeHem).

— . " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if) #

Tabnunua 148 — KomaHabl pexkMuma KoHourypmuposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue

KomaHda

110 yMOAYAHUIO

Aelicmeue

multicast snooping
authorization radius

Bkntoyaet aBtopusaumto 4vepes RADIUS-cepsep. Ecaum
YKasaH napameTp required, To B cnyvyae HegOCTYMHOCTH

[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotusHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH
[OaXe Npu OTCYTCTBMM OTBETa cepBepa.
no multicast snooping OTK/ItoYEeHMe aBTOpM3aLUM.
authorization
i A BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
R . ! Ha nopty go otseta RADIUS-cepsepa. Mo noayyeHuun
authorization forwarding-first
OoTBETa OT CepBepa B C/lyyae MOJIOKUTENIbHOrO OTBeTa
nognucka octaeTca, B C/ly4yae OTPULATENbHOMO —
-/oTKNtO4EHO

no multicast snooping
authorization forwarding-first

yAanfeTcs, ecav AOMNOJHUTEIbHO HacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 149 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);

twe_port: (1..8/0/1..48);
hu_port: (1/0/1..6)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecamn B KOmaHZe yKasaH uHTepdeic — To oTobpaxkatotca
TONIbKO Te Trpynnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKa3aHHOM nHTepdelice.

clear ip igmp snooping au-
thorization-cache
[interface gigabitethernet

OuuLLaeT K3l aBTOPU3ALUMN.
Ecnam B KOmaHAae YyKasaH uHTepdeic — Kal-3anucu
ouYMLLAKTCA A1 YKa3aHHOro MHTepdeiica.

gi_port: (1..8/0/1..48);

gi_port | tengigabitethernet te_port: (1..8/0/1..4);

Ecnun nHtepdeic He yKaszaH — K3l 0YMLLAETCA MNOJIHOCTBHO.

te_port |

= . twe_port: (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1/0/1.6)
twe_port |
hundredgigabitethernet
hu_port]

5.18 MapuwpyTt1Msauma mHoroagpecHoro Tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon mHoroazpecHon mapLupytusaumm ans IP-ceteit, co3aaHHbIn Ans pelleHns npobaem
rpynnosoin mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLIPYTHbIX NPOTOKOAaxX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, ytobbl co3gaBaTb COBCTBEHHYIO ceTeBylo TonoJsioruio. PIM
ucnosbdyet unicast-tabavuy MapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeanTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTK
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi OyayT PerucTpuMpoBaTbCA MCTOYHUKMU
MHOroagpecHbIX MOTOKOB M CO34aBaTb MapLUPYT OT UCTOUYHMKA S (ceba) ao rpynnsi G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHagmaaTax, opMnpoBaHUM CNUCKa
RP pona KarKooOW MHOroaApecHoOi rpynnbl M OTMpPaBKa CNWCKa B npeaenax gomeHa. KoHowurypauwma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM peXmnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 150 — KomaHab! perknuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHoa Aelicmeue

ip multicast-routing pim BKAOYMTb MHOrOQAPECHY0 MapLpyTU3aumio, Npotokoa PIM Ha

-/MNo ymon4aHuio .
BCeX UHTepdeiicax.

bYHKUMA BbIKNIOYEHA

no ip multicast-routing pim OTKNOYUTb MHOFOQAPECHYHO MapLUpPyTM3aLmio U NnpoTokon PIM.

ipvé multicast-routing pim BKAtounTb gns IPv6 MHOroaapecHyo MapLupyTU3aLuto, MPOTOKO

PIM Ha Bcex uHTepdericax.

-/To ymon4aHuio
DYHKLUMA BbIKAIOYEHA
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no ipv6é multicast-routing pim

OTKNOYNTL ANnAa IPv6 MHOroagpecHyo MapLipyTU3aLmio U NnpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTert.

OTKAKOYEHMEe JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-agpec KommyTaTopa;
- mask — macka noacetu;

(0..192)/0 - priority_num — npuopwuTeT.
no ipv6 pim bsr-candidate OTKNOYEeHMe AaHHOTo NapameTpa.
ip pim dm {range BKAOUNTE MapLUpYTU3aLMIO 334aHHOMO AMana3oHa My/bTUKACT-
multicast _subnet | default} HbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHoroagpecHas noacetb;
- default — onpegenset ananasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3ajaB He-
V CKONIbKO ANana3oHoB.

no ip pim dm {range OTKNOYUTD AAHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
unicast_address MOHO YKa3aTb MHOroagpecHyto NoaceTb s aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-appec;

- - multicast_subnet — mHoroaapecHas noaceTb.
no ip pim rp-address YaaneHue ctatuyeckoit RP unun yaanenune RP gns ykasaHHom nog-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOKHO YKa3aTb MHOTOaZpecHyto NoaceTb Aas aaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-aapec;

- - ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckolt RP unu yaanenune RP gns ykasaHHoM nog-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate CospaHue KaHaupaTa ans Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. - . acc_list: (0..32) . o

acc_list] [priority priority] AMEONa - acc_list — cnMcoK MHoOroagpecHbix npeduKcoB, 3a4aBaemblii C

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomoubto ctaHaaptHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATa;
- secs — nepuog, oTNpaBKu COOBLLEHUIA.

no ip pim rp-candidate ceryra OTKAlOYEeHMe JaHHOro NnapameTpa.

unicast_address

ipv6 pim rp-candidate Co3paHune KaHguaata ans Rendezvous Point (RP)
ibv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::i:‘;(()gjz) - acc_list — cnMCOK MHOroaZpecHbix NpedrKcoB, 3a4aBaemblil C

priority] [interval secs]

no ipv6 pim rp-candidate
ibv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

NoMoLLbto cTaHAapTHoro ACL;
- priority — NPUOPUTETHOCTb KAaHANAATA;
- Secs — nepuog, oTNpaBKu COOBLLEHMNA.

OTKNtOYeHMe AaHHOro napameTtpa.

ip pim ssm {range
multicast_subnet | default}

no ip pim ssm [range
multicast_subnet | default]

YKa3aTb MHOrOaApecHyto NoaceTb

- range — yKa3aTb MHOIoaApecHyto NoAceTb;

- multicast_subnet — MHOroaapecHas NoAceTb;
- default — ykasatb ananason 8 232.0.0.0/8.

OTKNtOYeHMe JAaHHOTo napameTtpa.

ipv6 pim ssm {range
ipbv6_multicast_subnet |
default}

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKasaTb MHOFOaPECHYIO NOACETb;

- ipv6_multicast_subnet — mHOTrOaapecHan NoaceTb;
- default — ykasatb ananason 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKNtOYEHMEe JaHHOro NapameTpa.
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ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKOYEHO

BK/IIOUMTL pacluMpeHHbIin ¢pyHKLmMoHan rendezvous point (RP).

OTKNOYUTL paclUMpeHHbI GyHKLMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew $yHKUMA, NoACYMTaHHAA Ha OCHOBe afpeca rpynnol, Ae-
nntca no moaynto Ha N, rae N — KoanyecTso JOCTYNHbIX RP.

BbiweyKasaHHbIi meTog Heo6XoaAum ANA KOPPEKTHOIA
l pabotbl 6anaHcUpoBKu npu CMMNOJIb30BaHUMU
- EVPN/VXLAN. Ha npakTuKe OH NPUBOAUT K KCUHXPOHMU-
3auuu» VTEP u BbiGopy ogHoro u Toro ke RP gns ot-
npaBKu TpadMKa KOHKPETHOM rpynnbl.

- group-next-hop — metog 6an1aHCMPOBKK, NPU KOTOPOM NOA-
cyet xew QyHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae HanMumsa B Tabauue mapupyt-
! Tnsauum 6onee ogHoro mapuwpyta go RP, PIM Join ot-
npasasneTca B cTOpoHy PIM cocepa ¢ Hanbonbwum IP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if)#

Tabnunua 151 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3HavyeHue/ 3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepdelice.

- - -/BK/IIO4EHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepdeiice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

A -/oTKNtOUEHO
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKaszaHue npuopuTeta gaa sbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpeLenstowmii, KTo U3 Kom-
priority:

myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ HanmbosblimMm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOAYAHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuog otnpasku hello-nakeTos.

Bo3BpalyaeT 3Ha4yeHne No yMOIYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb MHTepBas, B TeYeHNe KOTOPOro KOMMYTaTop OTCbinaeTt
join nnu prune-coobuieHuns.
- interval — nepvnog, BpemeHu OTNPaBKK join, prune coobLieHN.

no ip (ipv6) pim neighbor-filter

- - CeRYHA,
no ip (ipv6) pim Bo3BpaluaeT 3Ha4YeHWe No YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobLueHuit.
acc_list acc_list: (0..32) - acc_list — cnMcoK aapecos, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBona dunbTpauma.

OTKNtOYeHMe AaHHOro napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKkAtounTb CTaTMyeckuin 3anpoc multicast-rpynnbl Ha UHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

l Ha uHtepdeiice aomxeH 6biTb BKAKOYEH PIM.
.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 152 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

[RP_addr]

show ip (ipv6) pim rp mapping

OTobparkaeT akTMBHble RP, cBA3aHHble C MapLpyTHOW nHbopma-
umen.
- RP_addr — IP-apgpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

vlan vian_id]

hu_port | port-channel group|

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OTobparkaeT MHdopmaumio o PIM-coceanx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet

on | state-off]

hu_port | vlan vian_id |state-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OT1obparkaeT MHdopmaumio no PIM-uHTepdeicam:
- state-on — oTobparkaeT Bce MHTepdeiicol, rae BrAYeH PIM;
- state-off — oTo6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM.

[group_address]

show ip (ipv6) pim group-map

OTo6parkaeT TabauLy NPUBA3KM MHOTOaAPECHbIX rpynn.
- group-address — aapec rpynnbl.

show ip (ipv6) pim counters

OTobparkaeTt cogepkmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election

OTobparkaeT nHdopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6parkaeT MHPOPMaLMIO O U3yYeHHbIX KaHauaaTtax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaeT cocTosiHMe KaHaMAaaTos B RP.

clear ip (ipv6) pim counters

O6HynseT PIM-cyeTymku.

[Mpumep UCnoab308aHUS KOMAHO

= Bas3oBas HacTpoiiKka PIM SM c ctatuyeckum RP (1.1.1.1). NpeasapuUTenbHO A0MKEH BbITb HACTPOEH
NPOTOKO/ MapLIpyTM3aLMK.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 dyHkyua PIM Snooping

®yHKumA PIM Snooping ncnonb3yeTca B ceTAX, rAe KOMMYTATOpP UCNOAHAET ponb L2-ycTpoicTea
mexay PIM-mapupyTtmusatopamm.

OcHoBHoW 3agayeit PIM Snooping siBnseTca npenocTaBaeHne MHOroagpecHoro Tpadumka ToNbKo
0151 TeX MOPTOB, C KOTopbIx bbinn noaydyeH PIM Join, PIM Register.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 163



HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 153 — KomaHgb! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmoA4aHuio

KomaHoa

Hleilicmesue

ip pim snooping
— /BbIK/IIOYEHO

PaspewunTtb ncnonbsosaHue ¢yHKUMM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUMU

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTMPUKaAUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpeTuTb McnonbzoBaHne ¢yHKUMKM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 154 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
Mo ymMon4YaHuio

KomaHOoa

Aeilicmeue

show ip pim snooping

MokaszaTtb 06yt MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOIA MHOT0aApecHoro Tpaduka B
OaHHOoM vlan.

show ip pim snooping groups

MokasaTtb cnucok 3apPerncTpupoBaHHbIX rpynn.

sh ip pim snooping neighbors

lMoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon O6HapyXKeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca ans
obmeHa MHbopmaumert 06 nctouHmnkax Multicast-tpadmka mexxkgy pasHbimu PIM-gomeHamu. MSDP-
coeanHeHMe 0bblYHO yCTaHaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHUrypaumm:

console (config) #
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Tabnuua 155 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

router msdp

no router msdp

Bkntountb npoTokon MSDP 1 nepeiiTn B pexum ero KoH-
durypaumm.

OcTaHoBUTb NpoTOKON MSDP 1 yaanntb BCO €ero KOHPUry-
pauuto.

KomaHObI pexcuma KoHgu2ypauyuu npomokosaa MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 156 — KomaHabl pexkuma KoHpurypauum npotokosa MSDP

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

connect-source ip_address
-/IP-agpec He HasHaueH

no connect-source

HasHauutb IP-agpec, KoTopbli ByaeT MCNonb30BaH B KayecTse
nexogAawero npu coeguHeHmnm ¢ MSDP-nupom.

YCTaHOBWTb 3HaYEHUE MO YMOHYAHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCTaHOBUTb Bpemsa xun3Hu SA-3anucu B Kawe.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YctaHoBuTb Talimep holdtime. Ecau B TeueHume aToro Bpe-
MeHU He byaeT npuHaATo keepalive-cooblieHune, To coegm-
HeHue ¢ coceflom cbpacbiBaeTcs.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCcTaHOBUTb WHTepBan Mexay oTtnpaskoi keepalive-
coobueHnn.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

originator-ip ip_address
-/IP-agpec He Ha3HauyeH

no originator-ip

HasHauuTb IP-aapec, ucnonb3yemblit B KauecTse agpeca RP
B McXxogAawmx coobueHmnax SA.

YCTaHOBWTb 3HAYEHUE N0 YMOAYAHMIO.

peer ip_address

no peer ip_address

[o6aButb B KOHbUrypaumo MSDP-nMp 1 BONTK B peXum
ero KoHdurypaumm.

Yaanute MSDP-nnp.

KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnnuya 157 — KomaHab! pexkmuma KoHpurypaumm MSDP-nmpa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

4yeH

no connect-source

HasHauuTb IP-agpec, KoTopblit ByaeT MCNoNb30BaH B KayecTse Uc-
Xo4Awero npu coeanHeHnm ¢ MSDP-nnpom.

YCTaHOBUTb 3HauYeHuMe no YMO/THaHUIO.

description text

— text: (1..160) cumBona
no description

3apatb onucaHne MSDP-nmpa.

Yaanntb onucaHue.

mesh-group name

[Job6asutb cocega K MESH-rpynne.
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no mesh-group name: (1..31) cumBona | Yaanutb cocesa.
sa-filter { in | out } CoszaaTtb npasunio GpuabTpaLmm SA-coobuieHnin:
sec_num { permit | deny } - permit — paspeluatoliee NPasuIo GuALTPaLMUK;
[ rp-address ip_addr_rp | - deny — 3anpeLyatoLLee NPaBuUAO GUABLTPALLUK;
group-address ip_addr_gr
- Sec_num — HoMep CeKuuu NpaBuna;
| source-address sec_num: - add R
io_addr src] (0..4294967294) - ip_addr_rp — ¢unbTpauma no agpecy RP;
- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;
- ip_addr_src — ¢wunbTpauma no agpecy uctouyHmnka Multicast-
TpaduKa.
no sa-filter { in | out } YaanaeT co3gaHHyo CeKkumio npasuna.
sec_num
shutdown AZMUHUCTPATUBHO BbIKAOYUTL ceccuto ¢ MSDP-nupom, He yaa-
—/BbIK/OYEHO NAA ero KoHoGUrypaumu.
no shutdown YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanuya 158 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no yMoaYaHuro
show ip msdp peers [ ip_addr] MokasaTb MHPOPMALMIO O HAaCTPOEHHbIX NUPax, cTaTyce coeam-
_ HEHWA, HACTPOMKAX NUPOB, a TaKKe CTaTUCTUKY 0bMeHa coobuye-
HMAMKM npoTokona MSDP
- ip_addr — IP-appec nupa.
show ip msdp source-active — MoKasaTb cogeprkMmoe Kala SA.
show ip msdp summary — MokasaTb cymmapHyto nHbopmaumio npotokona MSDP.
clear ip msdp counters — OBHYNNTb CHETUMKN.
clear ip msdp peers [ ip_addr] MepeycTaHoBUTL coeamHeHnsa ¢ MSDP-nupamu
- ip_addr — |P-agpec nupa.

5.18.4 ®yHkyua IGMP Proxy

®PyHKUMA MHOroagpecHon mapwpyTtmnsaumm IGMP Proxy npepgHasHadeHa QAna peanusaumu
YNPOLLEHHOM MApLIPYTU3aLMM MHOTOAZAPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBAseMoW Ha OCHOBAHWMU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogswumeca B O4HOW CETU C CepBEPOM
MHOT0a4peCHOM PacCbIIKW, UMEIOT BOSMOXKHOCTb MOAKAOHYATLCA K MHOTOQApeCHbIM rpyrnnam.

MaplpyTM3aumsa OCYLLEeCTBASETCA MeXay WHTepdencom BbllecToAwer cetn (uplink) un
nHTepdelricamm HuKectoAwwmx ceter (downlink). Mpu aTom Ha uplink-uHTepdelice KommyTaTop BeaeT cebn
Kak O0OblYHbIA MoJsiydaTeslb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHbIE
coobuweHnn npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOTrOa4pecHOM paccbinkn U 0bpabaTtbiBaeT coobuieHma npoTokona IGMP OT ycTpoICTB, NOAKNOUEHHbIX K
3TUM NHTepdencam.

V Konunuecteo noaaep:KMBaembix rpynn MHOroagpecHoi paccbiiku npotokoaom IGMP Proxy
yKasaHo B Tabnuue 9.

« IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.
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V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- | - IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauuu LAG;

- MOXeT 6bITb onpeaesieH TONbKO 0AWH MHTepdeiic BbiecToALel ceTu;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUMKeCcToALLEeN ceTu,
obpabaTtbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXxmnma rnobaibHOW KOHPUrypaLmm:
console (confiqg) #

Tabanuya 159 — KomaHabl perknma rnobanbHoM KOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
10 yMon4YaHuio

KomaHda

PaspeluaeT paboTy mapLipyTM3aL MM MHOTOaApecHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdeicax.

ip multicast-routing
igmp-proxy
no ip multicast-routing

-/MNo ymon4aHuio
DYHKLMA BbIKAIOYEHA

3anpewaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYpPMpPOBaHHbIX HTepdelicax.

KomaHObI pexcuma KoHguaypauuu uHmepaelicos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHTepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 160 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuwo

KomaHda

KoHdurypupyemblin nHTepdeic asnaetca MHTepdencom K Huke-
crosen cetn. KomaHaa HasHavaet cBasaHHbIN uplink-uHTepdeiic,
Y4acTBYIOLMI B MapLIpYTU3ALUN.

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twentyfivegigabitethernet ( 1t\;//ea/plorzt‘:8)'
twe_port | " Y )
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128);

_port 1P group vlan_id: (1..4094)
vlan vian_id}

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNTL 3aWMTY NO HUCXoAALWeMY MHTepdeiicy. IPv4 multicast-
TpaduK, nocTynatowmii Ha nHTepdelic, He byaeT NnepeHanpasfeH.

OTKAOUUTb 3aLLMUTY NO HUCXOAALLEMY UHTepdelicy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKNIOUMTL CTATMYECKUit 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

’ Ha uHtepdeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.
.

BbIK/NOYMTL CTaTUYECKMM 3anpoc multicast-rpynnbl.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 161 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymosn4aHurw
show ip mroute - KomaHaa npeaHasHadeHa Ans NpoCcMoTpa CMMCKOB MHOroaapec-
[ip_multicast_address HbIX rpynn. BoamorKeH BbIGOP rpynn no agpecy rpynnbl UAK No
[ip_address]] [summary] agpecy UCTOYHMKA MHOFOaAPECHbIX AaHHbIX.
- ip_multicast_address — |P-agpec rpynnbi;
- ip_address — IP-agpec UCTOYHWMKaA;
- summary — KpaTKoe COAEpPMKaHME KaK4OM 3anvMcu B MHOroas-
pecHol Tabanue mapLipyTM3aunm.
show ip igmp-proxy interface gi_port: (1..8/0/1..48); | UHdopmaums o ctatyce IGMP-proxy NpUMeHUTENbHO K UHTEP-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.
gi_port | tengigabitethernet twe_port:
te port | (1..8/0/1..48);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | group: (1..128);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

consolet#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKUMM ynpaBaeHusA

5.19.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA  (ayTeHTUdUKaLms,
aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdUKaumMa) — conocTaBneHMe 3anpoca CyLEecTBYIOLWEN y4ETHOM 3a-
nncu B cucteme 6e€30MacHOCTY.

— Authorization (aBTopM3auma, NpoBepKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anncu
B cucteme (npoweglueit ayTeHTMOUKaLNIO) M onpeaenéHHbIX NOAHOMOUYNIA.

— Accounting (y4ét) — cnexeHue 3a noTpebseHMem pecypcos NoJib3oBaTesiem.

[nsa WwndpoBaHMa AaHHbIX UCNONb3YETCA MeXaHn3m SSH.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnunua 162 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBaAMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAeHWe aBTopM3aLLmMm no
OMUCAHHBIM HUXeE MeToAam;
- default — ucnonb3oBaTb ANA ayTEHTUPMKALMM ONUCAHHbIE
HUXKe meTofbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA0B, aKTU-
BM3MPYIOLLEroca, Korga nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUPMKaLUK;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMeH Nosb3oBaTesei
ANA ayTeHTUdUKaLmu;
- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;
- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ana ayTeHTH-
duKaumu;
- tacacs —vncnonb3osatb cnncok TACACS cepsepoB ANA ayTEHTU-
bukaumm.

V Echn metop ayteHTMdUKauumn He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

V Co3aaHme CNUCKA OCYLLEeCTBAAETCA KOMaHA0M:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:
aaa authentication login list-name

I Bo u3berkaHue notepu AocTyna cieayer BBOAUTD
. HeobXoAUMbIIi MMHMMYM HacTpOeK ANA yKasbiBa-
€eMOoro MmeToga ayTeHTUdUKauun.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymonuaHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUdPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBUAETUIA A4 BXOAA B CUCTEMY.
- authorization - pa3speluaeT NPOXOXKAEHUe aBTOPM3aLLMM NO
OMNUCAHHbBIM HUXE MeTo4aM;
- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMUCAHHbIE
HUXKe meTofbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NApPo/b ANA ayTeHTUPUKaLuu;
- line — ucnonb3oBaTb NapONbL TEPMUHANG AN1A ayTEHTUPUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMmeH Nosb3osaTesnei
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/1Ib30BATb ayTEHTUDMKALMIO;
- radius — ncnonb3oBaTtb cnMcok RADIUS-cepBepoB A5 ayTeHTU-
duKaumu;
- tacacs —ncnonb3oBatb cnncok TACACS-cepBepoB 414 ayTeHTU-
duKaumm.

V Ecan meTop, ayTeHTUdUKALUKN He onpeaeneH, To

AOCTYN K KOHCOM BCeraa ycnewHbli.

V Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
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no aaa authentication
enable authorization
{default | list name}

Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTD
HeobXoAMMbIIi MUHUMYM HacTpOeK AN YKa3biBa-
emoro metoaa ayTeHTUGpUKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaB/MBaeT Naposb A7 KOHTPOAA USMEHEHWUA NPUBUIETU
[ocTyna nosb3oBaTesien.

- level — ypoBeHb npuBunerui;

- password — naponsb;

- encrypted — 3a4aTb 3aWmMdpPOBaHHbIM Naposb (Hanpumep, na-
posb B 3aWMPOBAHHOM BWAE, CKONUPOBAHHBINA C APYroro
yCTpoOWcTBa).

YpanseT napo/ib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnaeT nonb3osaTens B IOKaNbHY0 633y AaHHbIX.

- level — ypoBeHb NpuBuieruii;

- password — naponb;

- name — VMA NONb30BaTENSA;

- encrypted_password — 3alinMdpoBaHHbIA Naposb (Hanpumep,
naposb B 3aWnbpOBaHHOM BWAE, CKOMWPOBAHHbBIW C APYroro
yCTpOICTBA).

Ypanaet nonb3oBaTtena us JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspewaeT BegeHWe yyeTa (aKKayHTa) A1a ceccuin ynpasaeHus.
BepeHue yueTta paspelleHO TONbKO A4 Nosb3oBaTe-
V Neii, BoweAwWwnx B CUCTEMY NO UMEHU U NAPOIO, ANA
nonb3oBaTesieid, BOWeALWMX N0 Napoao TepMUHana,

BeZeHue yyeTa 3anpeLyeHo.
| BepeHue yuyeTa aKTUBUPYETCA U NPEKpallaeTcs, Koraa
V Nno/b30BaTe/Ib BXOAMUT U OTK/AIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYeT 3HaueHuam start u stop B coobuieHunax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
obuweHuax nporokona RADIUS, npusegeHbl B Tabnuue

163).

3anpewaeT BeaeHue yyeTa (akKkayHTa) gna seeseHHbIx B CLI ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

-/To ymonyaHuio BegeHune
ydyeTa 3anpeLeHo

PaspellaeT BegeHuWe yyeTa (aKkayHTa) gna ceccuin 802.1x.
BepeHue yueta aKTUBUPYETCA U NpPeKpallaeTca, Korga
V Nnonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaueHuam start u stop B coobuieHnsax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
obuweHuax npotokona RADIUS npusegeHbl B Tabauue
163).
B pexkume Multiple sessions cooblieHus stat/stop no-
V CbINAIOTCA ANIA KaXKAO0ro nosb3oBaTens, B pexume
Multiple hosts — TonbKo gna nosnb3oBatens, npoiiea-
wero ayreHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenset meToa, ayTeHTUdMKaLuumn npu goctyne K HTTP-
cepsepy. pun ycTaHOBKe CNNCKa MeTOA,08 AONONHUTE/bHbIN
meToz byAeT NPUMEHATLCA TOIbKO B TOM C/lydae, Koraa no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BpaLLeHa OWwmnbKa.
- method_list — meTopn ayTeHTUOMKauum:

local — no UmeHu 13 NoKaNbHOM 6a3bl AaHHbIX;

none — He UCMNonb3yeTcs;

tacacs — ncnonb3oBaHUe cnuckos Bcex cepsepoB TACACS+;
radius — ncnonb3oBaHuWe cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT anroputmM onpoca MeToAoB ayTeHTUUKa-
Lun.

- chain — nocne HeygauHol MONbLITKM ayTeHTUPUKALUKM NO
nepBoMy MeTOAy B CMMCKe c/iefyeT NonbITKa ayTeHTUPUKa-
LMW NO Caeaytolemy MeToay B LieNoYyKe;
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- break — nocne HeygauyHoW ayTeHTUGUKALMM NO NepBOMY
MeToAy Npouecc ayTeHTUdMKaLMmn ocTaHaBIMBaeTcA. AyTeH-
TMdUKauMa No cneayrowemy Metody AOMYyCTMMa TO/bKO B
C/lyyae HEBO3MOXHOCTM ayTeHTUdUKaALMM MO Npeablayliemy
meToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymonyaHuio BegeHune
yyeTa KOMaHg, BbIK/IOYEHO

Bkntoyaet BegeHue yyeta BeegeHHbIX B CLI KomaHa no npoTo-
Koy Tacacs+.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

[na Toro uto6bl KNMEHT NONYYUA AOCTYN K YCTPOMCTBY, AaXKe eC/v BCE MeToAbl ayTEHTUMU-
e Kaluuu BepHyIn olnbKy, UCNob3yiiTe 3HaUEeHUe NoCAeaHEero MeToga B KOMaHAae — none.

Tabanua 163 — ATpmnbyTbl coobleHmnii BeaeHna yyeta npotokona RADIUS ana ceccuit ynpasneHuma

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-appec KommyTaTOpa, KOTOPbIM WMCMNO/b3yeTcA
NAS-IP-Address (4) EcTb Ectb Apec K yraropa, P y
ana ceccuin ¢ Radius-cepsepom.
MpousBonbHOE 3Ha4YeHMe, BKAOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHnn yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3yeMbln ANS cec-
Called-Station-ID (30) EcTb EcTb ,'D'p Y P ¥ A
CUM ynpaBaeHus.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGMKATOP yyeTa.
. YKa3biBaeT MeTof, MO KOTOPOMY K/IMEHT O0/XKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3bIBaeT, KaK A0Aro nosb3osaTtens 6ol Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbITUA ceccuu.

Tabnnua 164 — ATpnbyTbl coobLeHnit BeaeHma yyeta npotokona RADIUS ana ceccmin 802.1x

Hanuyue Hanu4yue
ampubymae | ampubyma e
Ampubym pusy pucy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NpeHTMdMKauMs nosb3oBaTens.
IP-afpec KommyTaTopa, KOTOPbIA UCMONb3yeTcA
NAS-IP-Address (4) Ectb Ectb AP . y- P P 4
ansa ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ecth Ects MopT KOMMmyTaTOpa, Ha KOTOPOM MOAKAHOYUACA
nosib3oBaTesb.
MpounsBonbHOE 3HaUYeHMe, BK/IIOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P nb UM n
obueHnA yyeTta ceccuit.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIA nAeHTUPUKATOP yUeTa.
Acct-Authentic (45) Ects Ects YKa3blBaeT MeToA, N0 KOTOPOMY K/IMEHT AOJIKEH
6bITb ayTEHTUDULMPOBAH.
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. . MoKa3sblBaeT, KaK A0Aro nosb3osaTtens Hbla Noa-
Acct-Session-Time (46) Het EcTb ! A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbLITUA ceCcCUn.
Nas-Port-Type (61) Ectb Ectb MoKasbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm tTepmumHana:

console (config-line) #

Tabnunua 165 — KomaHab! perknuma KoHOUrypaumm TepmMmrHaibHbIX CECCUi

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CMMBO/IOB

no login authentication

3agaet meTog ayTeHTUdMKaLMM Npu BXoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb30BaThb CNMCOK «MO YMOMYAHWIO», CO3A4aHHbIN
KOoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaHA4ON aaa
authentication login /ist_name.

YcTaHaBAMBaEeT 3Ha4YeHue no YMONYaHUIO.

enable authentication
{default | /ist_name}

list_name: (1..12)
CUMBOJI0B

no enable authentication

3apaeT meTog, ayTeHTUOUKALMM NOMb30BATENA NPU NOBbILWEHWN
YPOBHSA Npusunernii ana kosconu, Telnet, SSH.

- default — ncnosb30BaTh CNMCOK «MO YMONYAHWIO», CO34aHHbIN
KoMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CMMCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

password password
[encrypted]

password: (0..159)
CYMBO/I0B

no password

3afaeT naponb AnA TepMmuHana.

- encrypted — 3agaTb 3aWwndpPoBaHHbIA Naposb (Hanpumep, na-
ponb B 3awWndpPOBaHHOM BMAE, CKOMUPOBAHHbLIA C APYroro
yCTPOICTBA).

Ypanaet naposib ANnA TepMuHana.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 166 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show authentication methods

Moka3sbiBaeT MHPOpMaLMIO 06 ayTeHTUOUKALMOHHBIX MeToaax
Ha KOMMyTaTOpeE.

show users accounts

MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeNel U UX MPU-
BUNIETUNNA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAbl 4aHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBUAETMPOBAHHbIX nonb3oBaTtene.
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Tabnmua 167 — KomaHap! pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aeiicmeue

show accounting

Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHus
yyeTa (aKkKkayHTa).

5.19.2 Mpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayreHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BATeNEN, KOTOpas COAEPKWUT AAHHblE MPOBEPKM MOANMHHOCTM ANA

KaX4oro noJsib3oBaTtenia.

Takum o0b6pasom,

ncnosab3oBaHme

npotokona RADIUS ob6ecneuynBaet

AOMONHUTENbHYIO 3aLLMTY NPW AOCTYMNE K pecypcam CeTu, a TaK:Ke Npu JOCTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe rn106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 168 — KomaHabl perknma rnobanbHOM KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CUMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBOJIOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[ob6aBnseT ykasaHHbI cepBep B CNUCOK Mcrnonblyembix RADIUS-
cepBepos.

- ip_address — IPv4 unn IPv6-agpec RADIUS-cepsepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa 414 nepesayn ayTeHTUGUKALUMOHHDIX
OaHHbIX;

- acct_port — HOMep nopTa A4NA nepefayun AaHHbIX y4eTa;

- timeout — HTepBan OXWAaHUA OTBETA OT CepBepa;

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpems B MUHYTaX, B Te4eHNEe KOTOPOro HeAOCTYMNHbIe cep-
Bepa He byayT onpawmnsatbca RADIUS-KAMEHTOM KOMMYTaTopa;

- secret_key — Kntou ana ayTeHTUMKaLUM U LWNPPOBaAHUA BCero
obmeHa aaHHbimuM RADIUS;

- priority —npuopwuTeT ucnonbzosaHua RADIUS-cepsepa (Yem HUuKe
3HayeHue, TEM NPUOPUTETHEE CEPBEP);

- type — T1n ncnonb3osaHma RADIUS-cepBepa;

- encrypted — 3a4aTb KntoY B 3alLUMppPOBAHHOM BUAE.

B cnyyae ovcyTcTBMA B KOMaHAe napameTpoB timeout, retries,

no radius-server key

YMOJTYAHUIO KoY —
nycras cTpoka

all)/all time, secret_key ana paHHoro RADIUS-cepBepa ucnonb3sytoTca
3HaYeHUA, HACTPOEHHbIE C MOMOLLbIO KOMaHA, YKa3aHHbIX HUMXKe.
no radius-server host Ypanser yKasaHHbI cepBep M3 CNKUcKa Mcnosb3dyembix RADIUS-
{ipv4-address | ipv6-address | cepBepos.
hostname}
[encrypted] radius-server key YcTaHaBAMBAET K/OY, UCNOAb3YEeMbI MO YMONYAHUIO, ANA ayTeH-
[key] key: (0..128) TMdMKaumm u wuodpoBaHua Bcero obmeHa paHHbimu RADIUS
CcMMBON10B/NO

MeXay YCTPOMCTBOM M OKpyeHnem RADIUS.
- encrypted — 3a4aTb K/1toY B 3aWMbPOBAHHOM BUA.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaB/MBaeT MHTEPBA OXMAaHMA OTBETa OT cepBepa, UCMO/ib-
3yemblli M0 YMONYAHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepenaer KOAMYECTBO MOMbITOK, MCMO/Ab3yemoe Mo ymonya-
Huto, noncka RADIUS-cepsepa M3 cnncka cepsepos. Mpun oTKasze
OCYLLLECTBAAETCA MOUCK CAeAytoLLero no NpMopuTeTy cepsepa U3
CnucKa.

YcTaHaBAMBaeT 3HaYeHUe No YMONYaAHUIO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3BonseT onTMMmn3npoBaTb Bpema onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaB/IMBaeT BpEMA B MU-
HyTax, UCMoNb3yeMoe Mo YMOJIYaHUIO, B TeYeHMe KOTOpPOro Hepo-
CTynNHble cepBepa He byayT onpawmsaTbc RADIUS-KNMEeHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdeliic yctponcTtea, IP-agpec KoToporo 6yaer Ucnosb-
30BaTbCA MO YMOIUYAHMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobueHuax npotokona RADIUS.

Ypanset untepdelic yctponcrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo byaert uc-
No/1b30BaTbCA MO YMOYAHMIO B KauyecTBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHuax npotokoaa RADIUS.

Ypanset uHtepdelic ycTponcrsa.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnunua 169 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show radius-servers [key]

OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
[O0CTYMHA TONbKO ANA NPUBUAETMPOBAHHBIX NOb30BaTeNeN).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTUKY npoTokona Radius, MHGopmaLmio o nonb-
30BaTensax, kKoHourypauuto RADIUS-cepsepa.

[Tpumepbl UCNoAb308aHUS KOMAHO

= YCTaHOBUTb rNobanbHble 3HAaYEeHUA AR NapamMeTPOB: MHTEPBAN OXKMUAAHUA OTBETA OT cepsepa — 5
CeKyHZA, Koan4yecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHNe KOTOPOro HeaocCTyn-
Hble cepBepa He byayT onpawwunBaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbIi
Kntoy — secret. lo6asuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbIN Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa 4nA ayTeHTUbMKaumm — 1645, KonnyecTBo NONbITOK AOCTyNa K cep-

Bepy — 2.
console# configure
console (config)
console (config)
console (config)
console (config)

#
#

#
#

radius-server
radius-server
radius-server
radius-server

timeout 5
retransmit 5
deadtime 10
key secret

174 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2

= [lokasaTb napameTpbl HacTponku RADIUS-cepsepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

Mpotokon TACACS+ obecneuMBaeT UEHTPa/IM30BaHHYHO cucTeMy 6€30MacHOCTU ANA MNPOBEPKMU
Nno/sib3oBaTe/iel, NoayyatoWmx A0CTYN K YCTPOMCTBY, NPU 3TOM noagepxumeas coemectumoctb ¢ RADIUS u
ApYrMMu npoLeccamu nposepkn nogamHHoctn. TACACS+ npeaoctasnneT caeaytouimne ciy»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpemsa BXoda B CUCTEMY MO

MMeHaM Nosib3oBaTenen n onpeageneHHbIM NOJ1b30BaTENAMU NAPONAM;

— Authorization (asmopuszayus). ObecneumBaeTca BO Bpema Bxoga B cuctemy. [locne
3aBepLlIeHMA ceaHCa MNPOBEPKM MOAJMHHOCTM 3aMyCKAaeTCcA CeaHC aBTopu3auum ¢
NCNOJIb30BaHMEM MNPOBEPEHHOrO0 MMEHM MO/b30BaTe/IA, TAKXKE CEepBEepPOM MpPOBEPAIOTCA

npueunernn nonb3osBatena.

KomaHObI pexcuma 2a06anb6Hol KOHpuU2ypayuu

Buna 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:
console (config) #

Tabnunua 170 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
tacacs-server host [ob6aBnaeT ykasaHHbIN cepBep B CNUCOK Mcnonbdyembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] - ip_address — IP-agpec TACACS-cepBepa;
[port-number port] [timeout - hostname — ceteBoe uma TACACS-cepBepa;
timeout] [key secret_key] - single-connection — B Ka)XAbll MOMEHT BPEMEHW UMETb He
[priority priority] hostname: (1..158) 6onblie ogHOro coeanHeHna ana obmeHa gaHHbimu ¢ TACACS-cep-
encrypted tacacs-server host CUMBOJI0B; BEPOM;
{ip_address | hostname} port: (0..65535)/49; - port — Homep nopTa Ana obmeHa faHHbiMK ¢ TACACS-cepBepom;
[single-connection] timeout: (1..30) cek; - timeout — NHTEPBanN OXXUAAHMA OTBETA OT CEPBEPa;
[port-number port] [timeout secret_key: (0..128) - secret_key — knto4 ans ayteHTMdUKaLMm 1 WwndposaHuUa Bcero 06-
timeout] [key secret_key] CMMBOJIOB; MeHa AaHHbimu TACACS;
[priority priority] priority: (0..65535)/0; - priority — npuopuTeT ncnonb3osaHus TACACS-cepBepa (4em HuKe
3HauyeHue, TeM NpuopuTeTHee cepeep);
- encrypted — 3HaueHwue secret_key B 3alundppoBaHHOM BUAeE.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNONb3YIOTCA 3HAaYEHUA, HACTPOEH-
Hbl€ C NOMOLLbIO KOMAHA, YKa3aHHbIX HUKe.
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no tacacs-server host
{ip_address | hostname}

Ypansert ykasaHHbI cepBep U3 cnucka ncnonbsyembix TACACS-cep-
BEpOB.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBOM0B/NO
YMOYAHUIO KO —
nycTas CTpoKa

YcTaHaBAMBAET KAHOY, UCMO/b3YEMbIN MO YMOYAHUIO, ANA ayTeH-
TUOMKALMM M WndppoBaHMa Bcero obmeHa gaHHbimu TACACS
MeXKAY YCTPOMUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HaueHue secret_key B 3aluMPpPOBaHHOM BUE.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaB/IMBAET MHTEPBA OXMAAHUA OTBETA OT CEPBEPA, UCMONb3Y-
€Mbli1 N0 YMOMaHUIO.

YCTaHOBWUTb 3HAYeHME NOo YMOIYaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128)

3agaeT uHTepodeinc ycTpoincTtea, IP-agpec KoToporo 6yaeT Ucnosb-
30BaTbCA MO YMO/MAHMIO B KayecTBe afpeca UCTOYHUKA Ana 06-
meHa coobuieHnammu ¢ TACACS-cepsepom.

Ypansaet untepdelic yctpoicrsa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnunua 171 — KomaHabl pexxkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OTobparkaeT HACTPOMKY U CTaTUCTUKY Ana cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepsepa;
- hostname — umsa cepsepa.

5.19.4 NMpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorvs, npusBaHHas obecneuynTb ynpaBAeHWME W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHNAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHOOPMaLMENn MeKay areHTamu,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKePaMM, HaXOAAWMMMCA Ha CTAHUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOLWMX CTAaHUMIA N 31EeMEHTOB CeTU (rnaBHble
MaLUMHBbI, WAO3bl MU MapWpyTU3aTopbl, TEPMUHANbHbIE CEpBepbl), KOTOpble COBMECTHO obecneynsatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAOWMMM CTAaHUNAMM U CETEBLIMU areHTamm.

KoMmyTaTopbl NO3BOAAIOT HAacTpouTb pPaboTy npotokona SNMP gna yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT npoToKonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOm KoOHOUIypaLmm:

console (config) #

176 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnuua 172 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
nogAepKka NpoTokoa
SNMP oTkntoyeHa

BkntounTb noaaepky npotokona SNMP.

OTKAlOYaeT NnogaeprKKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CUMBOJI0B;

encrypted_community:

(1..20) cumsonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipvbz_address:
X:X:X:X::X%<I1D>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CMMBO/I0B

YcTaHaBAMBaeT 3HayeHue CTPOKM coobuiectBa A1A obmeHa AaH-
HbiMK No npoTokony SNMP.

- community — cTpoKa coobLectsa (Naposb) Ana AOCTYNa No NpoTo-
Kony SNMP;

- encrypted — 3a4aTb CTPOKy coobLiecTsa B 3aWnMdpPOBaHHOM BUAE;
- r0 — AOCTYN TONbKO A8 YTEHUS;

- TW — JOCTYN A8 YTEHUA U 3aMnncK;

- SU — ,0CTyN aAMUHUCTPATOPA;

- view_name —onpegenaeTt umsa ansa npasmna ob6ospeHuns SNMP, Ko-
TOpoe J0/KHO BbITb NpeaBapuTeNbHO onpeaeneHo ¢ NOMOLLBIO KO-
MaHgbl snmp-server view. Onpegenaet o6beKTbl, AOCTYNHble C006-
ecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoicTBa;
- mask — macka agpeca IPv4, koTopasa onpegenseT, Kakue 6UTbl aa-
peca MUCTOYHMKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBaAlT NpeduKe IPva-aa-
peca;

- group_name — onpeaenseT UMA rpynnbl, KOTOpoe A0/KHO ObiTb
npeagsapuTeibHO onpeaesieHo C MOMOLLbI0O KOMaHAbl snmp-server
group. OnpegenseT 06beKTbI, OCTYMHble coobLecTsy.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3gaeT unm pegakTupyeT npasuio o6ospeHuna ana SNMP — paspe-
Lwatolee npasuao, MMHo orpaHMYmMBaloLLee cepepy-obo3pesaTento
poctyn K OID.

- OID — npeHTuduKkaTop ob6bekTa MIB, npeacTaBieHHbIM B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moXKeT BK/toYaTb B ceba 3ape-
3epBUPOBAHHbIE CNI0Ba, Hanpumep: system, dod). C nomoubto cum-
B0/ * MOXHO 0603HaunTL cemeicTBo nogaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuio gaa 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasnaa gna obospesaHus.

Ypanset npasuao obospenus gns SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBONOB
engineid-string: (5..32)
CMMBOIOB
password: (1..32)
cumBoNna
md5:

16 unn 32 6ant
sha:

20 nan 36
6anT
dopmar
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X::X%<I1D>

Cospaet SNMPv3- nonb3oBatens.

- username — VMA NoJIb30BaTeNs;

- groupname — UMs rpynnbl;

- engineid-string — naeHtTndMKaTop yaaneHHoro SNMP-ycTpolicTBa,
KOTOPOMY MONb30BaTe/lb MPUHAANENKHUT;

- auth—password — naponb ANA ayTeHTUPUKAUMW U TeHepaumm
KNOYa;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocTa.

Ypanaetr SNMP-v3-nonb3oBartens.
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snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJ10B;
notify_view: (1..32)
CMMBO/I0B;
read_view: (1..32)
CMMBOI0B; Write_view:
(1..32) cumBonos

CozpgaeTt SNMP-rpynny nnm tabamuy cootsetcteuin SNMP-nonb3oBa-
Tenen n npasun obo3penHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogenb 6e3onacHocTy;

- noauth, auth, priv — Tvn ayteHTUPMKaLUK, UCNONBb3YEMBIN NPOTO-
kosiom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —ayTeHTUDH-
Kauusa 6e3 wundposaHua, priv — ayTeHTUOUKaUmA C WMdpoBaHUEM);
- notify_view — uma npasuna 0b603peHua, KOTOPOMY paspelleHo
onpepensaTtb coobueHns SNMP-areHTa — inform u trap;

- read_view — umAa npaBuna o0603peHns, KOTOPOMYy paspeLlleHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYyTaTopa;

- write_view —umsa npasuna o603peHuns, KOTOPOMyY paspeLLleHo BBO-
OUTb flaHHbIe U KOHPUTYpUpoBaTb coaepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user user_name
group_name {vl | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Cospaet SNMPv3-nonb3osaTens.
- user_name — “Msa Nosib3oBaTens;
- group_name — UMs rpynnbl.

Ypanaetr SNMPv3-nonb3osaTtensa.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3pgaeT unu pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonaeT ¢unbTposaTb inform u trap-coobuieHuns, nepepasaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — naeHTnduKatop obbekTa MIB, npeacTaB/ieHHbI B BUAE Ae-
pesa ASN.1 (cTpoKa Bmnaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBUPOBaAHHbIE C10Ba, Hanpumep: system, dod. C nomoupto cum-
B0/ * MOXHO 0603HaunTL cemeicTBO noaaepesbes: 1.3.*.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckato4YeHa 13 Npasnaa GUAbTPaLUN.

Ypansaet npasnno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

Onpeaenset HaCTPOMKN NS nepesayn cooblieHnn ysegomaeHuns
inform u trap SNMP-cepsepy.

- community — cTpoka coobuectsa SNMPv1/2c ans nepegaun coob-
LEeHU yBEAOMIEHUS;

- username — uma nonb3osatena SNMPv3 ansa ayTeHTUGUKaLUK;

- version — onpeaenat Tmn coobuenunit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3blBaeT NOANMHHOCTb NakeTa 6e3 WndppoBaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NaKeTa ¢ WudpoBaHMEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuog, OXXnaaHnA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayeit coobuweHuii inform;

- retries — KOMYECTBO NOMbITOK Nepegayn coobuweHunit inform, npu
OTCYTCTBMMU UX MOATBEPKAEHMUA.

Yaanser HacTpoOMKM pAns nepefaun cooblueHuit yseaomaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Cospaet naeHtuoukaTop nokanbHoro SNMP-ycTpoitctea —enginelD.
- engineid_string — uma SNMP-ycTpoicTBa;

- default — npu ncnonbsoBaHUM faHHOM HacTpoiKkKM engine ID BypeT
aBTOMaTUYeCKu co3faH Ha ocHoBe MAC-agpeca ycTpoiicTBa.

Ypansaet naeHtMounkaTop nokanbHoro SNMP-ycTpoiictea —engine ID
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snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vian id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT uHTepdeic yctpoicTtea, IP-agpec KoToporo byaeT cnosb3o-
BaTbCA MO YMO/IYAHUIO B KayecTBe afpeca UCTOYHWUKA A/1A obmeHa
coobueHuamm c SNMP-cepsepom.

Ypanset uHtepdelic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypanset untepdelic yctponcrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet naeHtndukaTop yganeHHoro SNMP-ycTpolictBa — engine
ID.

hostname} engineid_string CMMBOJIOB; - engineid_string — vaeHTudukatop SNMP-ycTpoiicTBa.
no snmp-server enginelD engineid_string: (5..32) | Yaanaet naeHtudumkatop yaanenHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | CMMBO/I0B ID.
ipv6_address | hostname}
snmp-server enable traps / BkntouaeT nogaepxky SNMP trap-coobuieHuni.
no snmp-server enable traps BI/IIOHEHO OTkntoyaeT noaaepKky SNMP trap-coobLyeHuit.
snmp-server enable traps ospf BkntoyaeT otnpasky SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKOYEHO OTkntovaeT otnpasky SNMP trap-coobueHnin.
ospf
snmp-server enable traps ipvé BkntoyaeT otnpasky SNMP trap-coobuweHunit npotokona OSPF (IPv6).
ospf
-/BKAKOYEHO —
no snmp-server enable traps OTkAtoyaeT otnpasky SNMP trap-coobLieHni.
ipv6 ospf
snmp-server enable traps erps BkntouaeT otnpasky SNMP trap-coobuieHnin npotokona ERPS.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobueHmnit npotokona ERPS.
erps
snmp-server trap PaspewaeT nepeaasaTb coobLeHMs trap-cepBepy, KOTOPbIA He Npo-
authentication Lwen ayTeHTUdUKaumio.
-/paspelueHo

no snmp-server trap
authentication

3anpelaeT nepesaBath coobLLeHMA trap-cepBepy, KOTOPbI He NPo-
wen ayteHTUdUKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBosioB

OnpeaensieT KOHTaKTHY MHGOPMaLMIO YCTPOMCTBA.

YaanaeT KOHTaKTHYH0 UHbOPMaLLMIO yCTpoCTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumBosioB

OnpeaensieT UHGOPMALLMIO O MECTOMNONOKEHUN YCTPOWCTBA.

YpansaeT nHGopMaLMio O MECTONOOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value goMKHbI
3a4aBaThCA B
COOTBETCTBUM CO
cneunduraumen

Mo3BoONAET YCTAaHOBUTL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOMMyTaTopa.

- variable_name — nma nepemMeHHOM’;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHUE.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

179




HELTEX
KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:
console (config-if) #

Tabnunua 173 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymona4aHuro

snmp trap link-status BkntouaeT otnpaBky SNMP trap-coobueHnin npu n3meHeHUn co-

CTOAHWA HAaCTpPanBaeMoro nopra.
- -/BKNIOYEHO —

no snmp trap link-status BoiktoyaeT otnpasKy SNMP trap-coobLieHunii Npu M3SMEHEHUU Co-

CTOAHWA HAaCTpanBaeMoro nopra.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:
console (config) #

Tabnnua 174 — KomaHabl perkmma Privileged EXEC

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
show snmp - MokasbisaeT ctatyc SNMP-coeguHeHUN.
show snmp enginelD ) MoKa3sblBaeT uaeHTUdMKaTop nokanbHoro SNMP-ycTpolictBa —
enginelD.

show snmp views [view_name] view_name: (1..30) MokasbiBaeT npasuia 0603peHna SNMP.
CMMBONIOB

show snmp groups group_name: (1..30) MokasbisaeT SNMP-rpynnbi.

[group_name] CMMBOIOB

show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-dunbTPSI.
CMMBOIOB

show snmp users [user_name] user_name: (1..30) MokasbiBaeT SNMP-nonb3oBatenei.
CMMBOIOB

5.19.5 NMpomokKon yoanéHHo20 moHumopuH2a cemu (RMON)

MpoTokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHvem npoTokona SNMP, nossonss
npenocTaBuTb 6onee WMPOKME BO3MOXKHOCTU KOHTpona ceteBoro Tpadumka. Otanmume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoi MHbOpMauum — aaHHble cobupaemble RMON B nepsyto odepespb
XapaKTepusylT Tpaduk mexay ysnamu cetu. UHdopmauma, cobpaHHas areHTom, nepefaeTca B
NPUNOXKEHNE YyNPaBIeHUA CeTbio.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnunua 175 — KomaHabl pexknma rnobanbHoM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CUMBO/IOB;
name: CTpoKa

HacTpaunBaeT cobbiTvA, UCNoib3yemble B CUCTEME YAANEHHOTO MO-
HUTOPWHra.

- index — nHpgKc cobbiThA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHep1MpoBaTb YBEAOMIEHWSA,

log — reHepupoBaTb 3anuchb B Tabanue,

trap — oTcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onncaHue cobbITus;

- name — umsa cosgaTens cobbiTuA.

Yaanset cobbiTMe, UCMOb3yeMOe B CUCTEME YAANEHHOTO MOHUTO-
pwvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnosua Bblgaum aBapuiHbIX CUTHANOB.

- index — UHAEKC aBapuIiHOro cobbITus;

- mib_object_id — waeHTUPMKATOP nepemeHHON YacT obbeKTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble 0TbMpatoTCs U
CPABHUBAIOTCA C BOCXOAALEN U HUCXOAALLEN TPaHULAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HUCXoaAWan rpaHnLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONb3YETCA NPU Nepeceye-
HUW BOCXOAALLEN FPaHULLbI;

- fevent — HAeKc cobbiTUA, KOTOPOE UCMOIb3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHULbI;

- type — meTog, 0T60pa YKa3aHHbIX NepeMeHHbIX 1 NoAcyeTa 3Have-
HUWA ANA CPAaBHEHMA C rPAHULLAMMU:

MeTop, absolute — abcontoTHoe 3HayYeHWe BbIBPaHHOM nepemeH-
HOM ByAeT CpaBHEHO C rPaHULEN Ha KOHLE UCCNedyeMOro UHTep-
Bana;

Metog delta — 3HauyeHMe BbibpaHHOM NepemMeHHOI Npu nocnea-
Hem oTbope ByAeT BbIMTEHO M3 TEKYLLEro 3HaYeHMA U pasHuLa by-
OET CpaBHEeHa C rpaHMLamu (pasHMLA MeXay 3HaYeHUAMMU nepe-
MEHHOW B KOHLIE 1 B Hayane KOHTPO/IbHOTO MHTEPBANa);

- startup — MHCTPYKUMA ANs reHepauumn cobbITUl Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpesenseT Npasuaa reHepaLun aBapuii-
HbIX COObITUI AN NEPBOrO KOHTPOJIbHOTO MHTEPBana NyTem cpas-
HEeHWs 0TOOpPaHHOW NepemeHHoON ¢ ogHoM, IMbo obenmun rpaHu-
Lamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuitHoe CobbIThe NO BOCXO-
OAWeN rpaHnLe, ec/iv 3HaYeHMe oTobpaHHOM NepemeHHOM Ha nep-
BOM KOHTPOJ/IbHOM UHTEpBasie 60/bLie MO0 PaBHO 3TOM rpaHuLLE;
- falling — reHepupoBaTb egMHUYHOE aBapUNHOE CObbITUE MO HUC-
X0A4ALLeN rpaHuLLe, ecnn 3HaYyeHMe OoTobpaHHOW nepemeHHOM Ha
NepBoM KOHTPObHOM MHTepBase MeHblue M60 paBHO 3TOM rpa-
HULE;

- rising-falling — reHepupoBaTb egMHNYHOE aBapMiMHOE cobbITUE NO
BOCXOAAWEN U/UAN HUCXOAAWEN rpaHuLe, eCivM 3HaYeHue OTo-
bpaHHOW nepemeHHOM Ha NEepBOM KOHTPOALHOM WHTepBane
6onblue M0 paBHO BOCXOAALLEN rpaHuLLe U/uan meHblue 6o
pPaBHO HUCXOAALLEN rPaHULLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbiTusA.

Yaanaer ycaosue Bblgaumn aBapuiHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaeT makcumanbHbIv pasmep RMON-Tabauu,.
- history — makcMmanbHoe KonMyecTBo CTPOK B Tabanue nctopuu;
- log — makcmanbHOe KoMYecTBO CTPOK B Tabauuie 3anuceit.
3HayeHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H yCTpoicTBa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 176 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdericos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dpopmmpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4yeHue, accounmpyemoe ¢ KoIM4YeCTBOM AYeek
ana cbopa uctopmm No rpynne CTaTUCTUKK;

- interval — nepuog, onpoca ana $opMUpPoBaHUA UCTOPUU.

BbIKk/toYaeT GopMMpoBaHME UCTOPUK MO TPYNNam CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPMHTra.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 177 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCNONb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OtobparkaeT MHPopmaumio No 3anpaliMBaeMbliM rpynnam cTaTu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpoLeHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT CYETYMKM NMPOU3BOAUTENBHOCTU (MpO-
MYCKHOM cnocobHocTw);

- errors — NoKa3bIBaeT CHETYNKM OLUNOOK;

- other — NokasbIBaeT CHETYMKM OOPLIBOB M KONNU3NIA;

- period — NOKa3blBaeT UCTOPUIO 33 3aNpPOLLEHHbIA MNepuos Bpe-
MEHM.

show rmon alarm-table

Moka3bIiBaeT cBOAHYI0 TabnuLy aBapUiiHbIX COBbITUIA.

show rmon alarm index

index: (1..65535)

MNoKa3sbiBaeT KOHOUIypPaLMIO HACTPOMKM aBapPUMHbIX COBbITUIA.
-index — VHAEKC aBapuiMHOro cobbITus.

show rmon events

Moka3sbiBaeT TabauLy cobbITUIA yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabanuy 3anmcei yaaneHHOro MoHutopmHra RMON.
- index — nHaeKc cobbiTus.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTatucTUKy 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets: 878
Broadcast:
CRC Align E

Fragments:
64 Octets:

Undersize Pkts:

128 Packets:
7 Multicast:

978
1

rrors: 0 Collisions: 0

0 Jabbers: 0

0 Oversize Pkts: 0

98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnunua 178 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Dropped KonnyecTso 3a4eTEKTUPOBAHHbIX COBLITUIM, KOraa nakeTbl 6blAn 0T6POLIEHDI.

Octets KonmyectBo 6aiiT gaHHbIX (BKAOYaA 6aiTbl NOXMX MAKETOB), MPUHATbLIX U3 CETU (MCKAIO-
Yyan ppeitmoBble BUTbI, HO BK/IOYasA BUTbI KOHTPOJIbHOM CyMMbl).

Packets KonnyecTBo NPUHATLIX NaKeTOB (BK/OYaA NI0OXME, WMPOKOBELLATEIbHbIE M MHOrOaapec-
Hble NaKeTbl).

Broadcast Ko/IMyecTBO NpMHATLIX WMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Multicast Konn4yecTso NPUHATLIX MHOTOA4PECHbIX NAaKeTOB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATbIX NAKeToB ANMHOM OT 64 Ao 1518 6anT BKAOUYMTENbHO, UMEIOLMX
HEBEPHYI0 KOHTPO/IbHYIO CyMmMy MBO C LenbiMm Ynciom 6aiT (OWMBKM NPOBEPKU KOH-
TPOAbHOM cymmbl — FCS), ninbo c HeuenbiMm Yyncnom 6ainT (oWMBKKM BbipaBHUBaHUA — Align-
ment).

Collisions

OueHKa KoanyecTsa KONAN3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

KonnyecTBo NPUHATLIX NaKeTOB A/IMHON MeHble 64 6aiT (Uckaovas dpeimosble BUTHI,
HO BK/tO4aA 6BUTbI KOHTPOJIBHOM CYMMbI), HO B OCTa/IbHOM NMPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonunyecTso NpMHATLIX NaKeToB AANHOM 6osblie 1518 6aiT (Mckatouan dpeitmosble 6UTHI,
HO BK/OYaA BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBuIbHO CGOPMUPOBAHHDIX.

KonnyecTBo NPUHATLIX NaKeTOB A/IMHON MeHble 64 6aiT (uckaovas dpermosble BUTHI,
HO BK/t04asA BUTbI KOHTPO/ILHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYH CyMmMy Mo

Fragments o N
C LenbiM Yyncnom 6ainT (oWwmMBKM NPOBEPKU KOHTPObHOM cymMmbl — FCS), nnbo ¢ Hewenbim
ynciom 6ainT (owM6KM BbipaBHMBaHUA — Alignment).
KonnuyecTBo NpuHATLIX NaKeToB A nHOM 6onbwe 1518 6aiT (Mckatoyan dppeimoBble 6UTbI,
Jabbers HO BKAtOYAA BUTbI KOHTPONBHOM CyMMbl), UMEIOLLUX HEBEPHYHO KOHTPOIbHYIO CyMMy 6o
C UuenbiM ynciom 6ainT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nMbo ¢ Helenbim
ynciom 6ainT (owM6KM BbipaBHUBaHUA — Alignment).
64 Octet KonnuectBo NpuHATLIX NaKeToB (BK/tOYas Na0XuMe naKeTbl) ganHol 64 6aiita (Mcknrovas

dpelimoBble 6UTbI, HO BK/OYAsA BUTbI KOHTPOIbHOM CYMMblI).

65 to 127 Octets

Konnuyectso NpUHATLIX NakeToB (BK/AKOYaA NAOXuMe MakeTbl) AMHOW oT 65 ao 127 6ait
BK/IIOUNTENbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKAOUYan 6UTbl KOHTPOIbHOM CyMMbl).

128 to 255 Octets

KonnyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AMHOW oT 128 ao 255 6ant
BK/IIOUNTENBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).

256 to 511 Octets

Konnuyectso NpUHATbLIX NAKeToB (BKAKOYan NaOXMe nakeTbl) ANMHOM OT 256 Ao 511 6ait
BK/IIOUNTENbHO (MCKAoYasa dpeimoBble BUTbI, HO BKAOYAA BUTbl KOHTPObHOM CYMMblI).

512 to 1023 Octets

KonnuyecTso NpMHATLIX NAaKeTOB (BK/tOYas Mioxme nakeTbl) gnnHol ot 512 ao 1023 6ait
BK/IIOUNTENBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).
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1024 to 1518 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/OYan Naoxme naketbl) anmHol ot 1024 go 1518 6ant
BK/IIOUUTENIbHO (MCKNtoYas pperimoBble BUTbI, HO BKOUYAs BUTbI KOHTPO/IbHON CyMMbl).

= [loKa3aTb MHGOPMALMIO NO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanuya 179 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAY Onpocamu.

Requested Samples

3anpoleHHoe KO/INYeCcTBO OTCYETOB, KOTOPOE MOXKeT 6bITb COXpPaHeHOo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFl) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1
Interface:

tel/0/1
Requested samples: 50

Owner: MES
Interval: 1800

Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabanuya 180 — OnucaHune pesynbTaTos
MNapamemp OnucaHue
Time [aTta u Bpema co3gaHma 3anucu.
Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKETOB) NPUHATLIX U3 ceTU (UCKtoYas
dpelimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOAbHOW CYMMbI).
Packets Ko/iMyecTBO NpMHATLIX NAKETOB (BK/OYas NA0OXMe NaKeTbl) B Te4eHue nepmosa popmmupo-
BaHMA 3aNucu.
Broadcast KonnyecTBo MPUHATLIX XOPOLIMX MAKeTOB B TeyeHWe nepuoaa GopmMMpoBaHMA 3anucu
HanpaBAeHHbIX Ha LUIMPOKOBELLATe/IbHble aapeca.
Multicast Ko/iiMyecTBo NpUHATLIX XOPOLUIMX MAKETOB B TeuyeHWe nepuona GopmMMpOBaHUA 3anucu
HanpasBAeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpeaHei NPonyCKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice
Utilization B TeueHue nepmoaa dopmmnposaHua 3anucu. MponyckHaa cnocobHOCTb OLEeHNBAETCA Be-
JINYNHOM [0 TbICAYHOM NPOLEHTA.
Ko/iMyecTBo NpUHATLIX B TeYeHWe nepmnoaa GopmMmmMpoBaHMa 3anNncy NakeTos AJANHOM oT 64
CRC Align 00 1518 63T BKAOYUTENBHO, MMEIOLMX HEBEPHYIO KOHTPO/IbHYIO CymMmMy IN6O C LesibiM
& ynciom 6anT (OWMBKM NPOBEPKU KOHTPOIbHOM cymMmbl — FCS), nnbo c Helenbim Ynciom
6ainT (oWKMOKK BbipaBHMBaAHMA — Alignment).
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Collisions

OueHKa KoanyecTsa KoNAnsuii Ha aaHHom Ethernet cermeHTe B TeueHue nepuoga ¢op-
MWPOBAHUA 3aMnCK.

Undersize Pkts

Konnyectso NpUHATBIX B TeYeHWe nepuoaa GOpMMPOBAHUA 3anMCU MAKETOB AJIMHOM
MeHblle 64 6aiT (UcKkAoYas dppelimoBble BUTbI, HO BKAtOYAn BUTbI KOHTPOJILHOW CYMMbl),
HO B OCTa/IbHOM MPaBU/IbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonuyectBo npuHATLIX B TeyeHue nepuoga GOPMUPOBAHMA 3anNUCKU MAKeTOB ANUHOM
6onblwe 1518 6alT (Ucknioyas ¢dpeirimoBble BWUTbI, HO BKAOYAsA OUTbI KOHTPOJILHOWM
CYMMbI), HO B OCTa/IbHOM MpPaBU/IbHO CHOPMUPOBAHHbIX.

Fragments

Konnyectso NpuHATLIX B TedeHue nepuoga GOpMMPOBAHMA 3anNUCKM MAKETOB ANMHOM
MeHbLUue 64 6aiT (McKNoYan ppenmoBblie BUTBI, HO BKAOYAnA BUTbI KOHTPOLHOW CYMMbl),
MMEIOLNX HEBEPHYH KOHTPOJIbHYIO CYMMY 6O C uenbiM Yymciom 6anT (owmbku npo-
BEPKM KOHTPOIbHOM cymmbl — FCS), 1nbo ¢ HeuenbiM Ynciom 6anT (owmbKM BbipaBHUBA-
HuA — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMMpPOBaHMA 3anucu MaKeToB AJMHOWM
6onbwe 1518 6aiT (Mckaovaa dpermoBble BUTbl, HO BKAKOYAA GUTbI KOHTPOJbHOM
CYMMbl), UMEIOLLNX HEBEPHYIO KOHTPOJIbHYIO CYMMY IGO0 C LebiM Ynciom 6anT (owmbkn
NPOBEPKU KOHTPO/bHOM cymMmbl — FCS), ninbo ¢ Heuenbim yncnom 6anT (oWMBKK Bblpas-
HuBaHusA — Alignment).

Dropped

KonnyecTBo 3a4eTeKTUPOBaHHbIX COBbITUI, Koraa nakeTbl 6bian oTOpOLIEeHbl B TeyeHne
nepvoaa ¢popmMmnpoBaHMA 3anuncu.

= [loka3aTb CBOAHYIO TabanLy CUrHaN0B TPEBOTK:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 181 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.

OID KOHTpOAMpYyeMOI NnepeMeHHON.

Owner MNonb3oBartens, CO3,£I,aBLIJMl‘/'I 3anncob.

= [loKa3aTb KOHdUIypaL o aBapuitHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI
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Tabnnua 182 — OnucaHne pesynbTaTos

MNapamemp

OnucaHue

OoID

OID KOHTPONMPYEMOI NepeMeHHON.

Last Sample Value

3HayeHne NnepemMeHHoI Ha NocaegHeEM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHne nepemeHHon, ecan delta — 1o pas-
HULA MEXKAY 3HAYEHUAMM NEePEMEHHOM B KOHLLE U B Haya/ie KOHTPObHOIO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TeYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCSA C BEPX-
Hel M HUXKHEWN rpaHnLamu.

Sample Type

MeTog, oTbopa yKasaHHbIX NEPEMEHHbIX U NoAcYeTa 3HAYEHUA A/1A CPABHEHUA C rPaHK-
uamu. Metog absolute — abcontoTHoe 3HayeHMe BbibpaHHOM NepemeHHONM byaeT cpas-
HEHO C rpaHuMLEe Ha KOHLLe uccnegyemoro nHtepsana. Metoz delta — 3HaueHue BbIbpaH-
HOM NepemMeHHOM Npu nocaegHem otTbope ByAeT BbIMTEHO U3 TEKYLLLErO 3HAYEHMUA, U pas-
HUUa ByaeT cpaBHEHA C rpaHULaMuy (pasHMLA MeXAY 3HAYEHUAMM NePeMeEHHON B KOHLLE
M B Ha4asne KOHTPOJIbHOTO MHTEPBANA).

Startup Alarm

WHCTPpYKLMA ONs reHepauymn cobbITUiA Ha MepBOM KOHTPOJIbHOM MHTepBasie. Onpeaensaer
npaBuia reHepaLun aBapuiHbIX COBbITUI /1A NEPBOro KOHTPOJILHOTO UHTEpBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IMb60o 0benmm rpaHULAMMN.

rising — reHepupoBaTb egMHUYHOE aBapuiiHOEe CObbITUE MO BOCXOASALLEN rpaHuLe, ecau
3HayeHWe oTobpaHHOM NepeMeHHOM Ha NePBOM KOHTPOJIbHOM UHTEpBasie 6oabliem AMb6o
paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb egMHMYHOE aBapUiMHOe COBbITUE NO HUCXOAALLEN FPAHULLE, ECAN
3HayeHMe 0TOBPaHHOWM NEPEMEHHON Ha NePBOM KOHTPOJ/IbHOM UHTEPBAJIE MeHbLUe MB0o
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTMe MO BOCXOAAWEN U/uaun
HUCXOAALWEN TPaHULLE, eCNN 3HaYeHUe O0TObpPaHHOM NepeMeHHOM Ha NepPBOM KOHTPOJIb-
HOM MHTepBane 6onblue AMBO PaBHO BOCXOAALLEN rpaHnLe, U/ Man MmeHble IMbo pPaBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHue BocxoaAalLel rpaHuubl. Korga 3HauyeHMe oTobpaHHOM NepemeHHOMN Ha npeabl-
OyLLEeM KOHTPOJIbHOM MHTepBasie OblI0 MeHblUe AAHHOM rPaHMLbl, @ Ha TEKYLLEM KOH-
TPOSIbHOM MHTepBasie 60/bliem NMH60 PaBHOM 3HAYEHUIO FPaHULbI, TOTA4a eAUHUYHOE CO-
6biTHe reHepupyeTcs.

Falling Threshold

3HauyeHue HUcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapl-
OyUWleM KOHTPOJIbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuULbl, a Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMLbI, TOraa eamHnYHoe cobbl-
The reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLan rpaHnLa nepeceyeHa.
Falling Event MHAeKc cobbITUA NCNONb3YIOLWErocs, Koraa HUCXoAAlLan rpaHnLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnua 183 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOUUMPYIOLWNIA CObbITHE.
Description KommeHTapuit, onvcbiBalowWmn cobbiTue.
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Tun yBeLOMNEHUSA, FeHePUPYEMOro YCTPOMCTBOM MO 3TOMY COBbITUIO:
- none — He reHepnpPoBaTh YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anuch B Tabauue;

- trap — otcbinate SNMP trap;

- log-trap — reHepupoBaTb 3anncb B Tabaunue un otcbinatb SNMP trap.
Community Ctpoka coobuectsa SNMP ana nepecbiniku trap.
Owner Monb3oBatesnb, CO34aBLLUMI COOLITUE.

Last time sent

Bpems M aata reHepupoBaHuUA nocnegHero cobbitua. Ecin He BbIIO CreHepupoBaHo co-
6bITUIA, TO 3TO 3HaYeHue ByeT paBHO Hy 0.

MoKasaTb Tabanuy 3anucen yaaneHHoro mMoHMTopuHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnnua 184 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNNCh.
Description KommeHTapuit, onucbiBaloWwmn cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOpPOB MO3BOAAET Pa3pewwunTb AMbO OrpaHMyunTb AOCTYN K
ynpaB/ieHN0 YCTPONCTBOM Yepes onpeaenieHHble noptbl uam rpynnbl VLAN. Ons 3Tolh uenu cospgatorcs
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnuya 185 — KomaHab! perknma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue Aelicmeue
110 YyMOAYAHUIO

management access-list name

Co3paer CNUCOK focTyna Ana ynpasaeHus. Bxoa B pexum koHowu-
rypauum cnucka AocTyna Asis ynpasiaeHus.

no management access-list
name

name: (1..32) cumsona
Yaanaer CMCOK A0CTyna A1 ynpasieHus.

management access-class
{console-only | name}

OrpaHuuMBaeT ynpaB/JeHWe YCTPOUCTBOM MO onpegeneHHomy
cnucky goctyna (access list). AKTUBMpPYET yKasaHHbIN CNMCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpassieHWe yCTPOMCTBOM JOCTYMHO TOJIBKO C KOH-
conu.

no management access-class

OTMeHsEeT orpaHMyeHne Ha ynpas/ieHue yCTPOMCTBOM Mo onpege-
NeHHOMY CMUCKY gocTyna (access list).
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KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexnume KOHPUrypaumm cnmcka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnnua 186 — KomaHabl perkMma KoHbUrypaumm Cnucka Aoctyna aaa ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe ANa YNPaBAAIOLWEro Cnucka 4o-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3apaeT 3anpeLatollee ycioBue AN yNpaBaatoLLero crncka go-
cTyna.
- service — TN foCTyna,

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnuua 187 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasblBaeT cnucku goctyna (access list) gna ynpasnexums.

show management
access-class

MoKkasbiBaeT MHPOpmaumio 06 aKTUBHBLIX CMMCKax AocTyna
(access list) gns ynpasnexuma.

5.19.7 Hacmpoiika docmyna

5.19.7.1

JaHHble KomaHAapl

npeaHasHa4eHbl

Telnet, SSH

Aana

HaCTPOMKM cepBepoB AOCTyna Ans ynpas/ieHus

KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA
K HEMY 419 MOHUTOPUHIA U KOHPUrypauuu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 188 — KomaHabl perkunma rnobanbHOM KoOHPUrypaumum

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepBep BK/OYEH

PaspelwaeT yaaneHHoe KOHGUIypupoBaHue yCTpoiicTsa
yepes Telnet.

3anpelaeT yaaneHHoe KOHOUTypUpoBaHME YCTPOWCTBA
yepes Telnet.

ip ssh server

no ip ssh server

Mo ymonuyaHuto SSH cepsep
OTK/IIOYEH

PaspelwaeT yaaneHHoe KOHGUrypupoBaHue yCTpoWcTBa
yepes SSH.

[Oo Tex nop, noka Kawou ana wndpposaHua He
V creHepupoBaH, SSH-cepeep 6yaer HaxoauTbcA

B pe3sepse. Mocne reHepauum Kawoua (Mcnonb-
3yemble KOmaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiget B
pabouee cocTosHMe.

3anpewaeT yaaneHHoe KoHOUIrypupoBaHue ycTponcTsa
yepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ncnonbayembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaeT nHTepdeic ana SSH-ceccui.

Ypanser uitepdeiic.
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ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet HTepdeic ana IPvé SSH-ceccui.

Ypansaer untepdeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuo
MUcnonb3oBaHWe NybanyHoro
KNtoYa 3anpeLyeHo

PaspelaeT ncnonb3oBaHMe Ny6AMYHOTO KNkoYa 1A BXO-
aawmx SSH-ceccuin.

3anpewaeT ucnonb3oBaHue Ny6AMYHOIO KAtoYa AN BXO-
aawmx SSH-ceccuin.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/pa3spelueHbl Bce
ANIrOPUTMbI, KPOME None

3afaeT CNUCOK pa3peLleHHbIX aAropuTMoB WudpoBaHmUs
ANs cepsepa.

BoccTaHaBnmMBaeT CNMCOK paspeLleHHbIX aifopUTMoB 06-
MeHa Kllo4amMu No yMmOoN4aHuUHo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLueHbl Bce MeToAbl

3afaeT CNWCOK paspelleHHbIX MeTofoB obmeHa Kiio-
yamm gns cepeepa.

BoccTaHaBnmMBaeT CNMCOK paspeLleHHbIX aifopUTMoB 06-
MeHa K/Ilo4aMy N0 YMO4YaHUIo.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BkAtoyaeT pexknum ayTeHTUdmKaumm no naponto.

OTKAtovaet pexnm ayTeHTVIC')MKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo ymonuyaHuio Koy He
co3pgaH

BxoauT B pexxum KoHdurypauum nybamyHoro Katova.

crypto key generate dsa

leHepupyeT napy Katoyeit DSA — yacTHbI U NY6ANYHBIN
ona SSH-cepsuca.
V Ecnu xota 6bl 0AUH U3 Napbl Ktoyeit yxke co-

crypto key generate rsa

3[aH, TO cMCTEMa NPeANIOKUT nepesanucaTtb
KANtou.
FeHepupyeT napy Katodel RSA — YacTHbIN U Ny6ANYHBIN
ona SSH-cepsuca.
/ Ecnun xota 6bl O4UH U3 Napbl KAlO4el yKe co-

crypto key import dsa

encrypted crypto key import dsa

3/aH, TO cucTema MpeJIoKUT nepesanucarb
MUmnopTtupyet napy Kntoyeit DSA.

R
- encrypted — B 3aWwWnppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MUmnopTtupyeT napy Katoyer RSA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

ip http server

no ip http server

no ymonyaxHuto HTTP-
cepBsep BK/IOYEH

Pa3pelaeT yaaneHHoe KOHGUIypupoBaHUE YCTPOWCTBa
yepes web.

3anpelyaeT yaaneHHoe KOHOUTYpUpOBaHME YCTPOCTBA
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBivBaeT 3Ha4YeHMe NO YMOYAHMUIO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-
cepBep BKAOYEH

Bknatoyaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.
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ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TaimayT HTTP-ceccum.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTndumkar.

UmnopTtupyet SSL-cepTUdUKAT, Ha3HAUYEHHbIA LLEHTPOM
cepTudUKaumu.

BocctaHaBnuBaet SSL-cepTMdMKaT No ymondaHuo ans
yKa3aHHoro cepTudmkara.

/" Knioun, creHepupoBaHHble KomaHgamum crypto key generate rsa u crypto key generate
dsa, coxpaHaloTcA B 3aKpbITOM ANA Noib3oBaTena paine KoHpurypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Ka4d

Bug 3anpoca KOMaHAHOW CTPOKU B peXxknume KoHpurypaumm nybiM4HOro Karua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 189 — KomaHabl perknuma KoHouUrypaumm nybamMyHoro Kawda

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuio

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username: (1..48)
C“MBO/I0B

Bxog, B pexxum co3gaHua UHAMBUAYANbHOTO NyBNMYHOIO KAto-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Kntou.

YaanaeT ny6AnUHbIN KoY 418 onpeaesieHHoro nosib3osartens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnume co3aaHna nHanBmnayasaibHOro I'IY6J'IVILIHOFO K/to4a:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnumua 190 — KomaHAabl peskuma co3AaHnsa MHAUBUAYANbHOMO NyBANYHOrO KtoYa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key-string

Cos3paet I'Iy6J'IW-IHbIl\/‘I KNKY AnAa onpeaeneHHoro nonb3oBatena.

key-string row key_string

Co3gaeT ny6/MYHbIN KAKOY 414 onpeaeieHHOro Nob30BaTens.

BBOA, K/t0Ya OCYLLECTBAAETCA NOCTPOUHO.

- key_string —4acTb Kntouva.
[Ona Toro utobbl cUCTEMa NOHANA, YTO KAKOUY BBeAEH
NONIHOCTbIO, He06Xx0a4MMO BBECTU KOMaHAY key-string
row 6e3 cumBONOB.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOrO pa3gena AOCTYMNHbl TONbKO ANA NPUBUIETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 191 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoaA4aHuo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypaumuto SSH-cepBepa, a TaKke aKTUBHble
Bxoaawme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username)
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumsonos.llo
YMOYaHUIO OTNEYaTOK
KNloYa B LWecTHaaua-
TepuyHom popmare.

MokasbiBaeT nybanyHble SSH-KN0UN, cOXpaHEeHHbIe Ha KOMMYTa-
Tope.

- username — UMA YAaNE€HHOTO K/AMEHTa;

- bubble-babble — oTneuatok kntoua B Koge Bubble Babble;

- hex — oTneyaTok Kntoya B WeCTHaALATEPUIHOM Koze.

show crypto key mypubkey
[rsa | dsa]

MoKasbiBaeT ny6anyHble Katoum SSH-kommyTaTopa.

show crypto certificate [1 | 2]

Otobparkaet SSL-ceptudmkatbl gna HTTPS-cesepa.

[pumepbl 8b1M0MAHEHUS KOMAHO

Bkntountb cepep SSH Ha kKommyTaTope. Pa3pelwmntb ncnonb3oBaHue nybsiMyHbIX Katoden. Co3aaTb
RSA-Kknou ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server
console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWI1Al4kpgIw9GBRoNZQZxJHKCcgKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LqJJk67I0U/ zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSaqmuSn/Wd05iDX2TIExQWu081licglk02LYciz+Z24TrEU/9FJIx
wPiVQOjc+KBXuR0OjuNgbnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHuU2ypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMMUHaNa CAYKaT ANA HACTPOWMKM NapaMeTPOoB SI0KaIbHOM U yAaneHHOM

KOHCOU.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 192 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOf, B PEXKMM COOTBETCTBYIOLLEIO TEPMUHaANA (1OKasIbHAsA KOH-
CO/Ib, yAaNeHHan KOHCOoMb — Telnet uamn yaaneHHas sawmuieH-
HasA KOHcoNb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKU B peXume KoHdUrypaumm TepMmmHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line) #
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Tabnmua 193 — KomaHap! pexknuma KoHoUrypauum TepMmmnHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
speed bps b 4800, 9600 YcTaHaBAMBAET CKOPOCTb AO0CTYyMNa Mo /IOKabHOW KOHCOAM (KO-
ps: ( ! ! MaHAa AO0CTyMNHa TO/IbKO B peXXmMme KOHGUrypauumn oKaabHOM
19200, 38400, 57600,
KOHCOAMMN).
115200)/115200 604,
no speed YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
autobaud Bk/touaeT aBTomaTMYeCcKoe onpegeneHre CKopocTu A0CTyna no
JIOKaNIbHOM KOHCOM (KOMaHAa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAOYEHO durypaummn noKanbHOM KOHCONN).
no autobaud BblKkntoYaeT aBTOMaTMUeCKoe onpesesieHne CKOpoCTM A0CTyrna
MO /I0KaZIbHOW KOHCONW.
exec-timeout minutes . 3apaeT MHTepBas, B TeYEHME KOTOPOro CUCTEMA OXMUAAET BBOAA
minutes: (0..65535)/10
[seconds] nonb3osatens. Ecav B TeyeHMe JaHHOTO UHTEPBANA NO/b30Ba-

MWH;

- seconds: (0..59)/0 cek
no exec-timeout YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

TeNb HUYEro He BBOAUT, TO KOHCO/Ib OTK/IIOYaeTCA.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 194 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue

no ymon4aHuio
show line [console | telnet | MoKa3blBaeT NapameTpbl TepMUHANA.

ssh] )

5.20 XXypHan aBapum, npotokon SYSLOG

CUCTeMHbIe KYPHa bl MO3BONAIOT BECTU UCTOPUIO COBBLITMIA, NPOU3OLLEALLNX HA YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBaTb Npousolweame cobbiTus B peasbHOM BpemMeHW. B 3KypHan 3aHoCATCA cobbiTUA cemu
TUMNOB: Ype3BblYaiHble, CUTHA/Ibl TPEBOMMN, KPUTUYECKME N HE KPUTUYECKME OWnBKKU, npeaynpexaeHus,
yBegomieHus, MHGOPMaLMOHHbIE U OTNALOUHbIE.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN06aNbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 195 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMOAYaHUIo
logging on BKAtOYaeT perucTpaumio oT1ag0uHbIX COOBLWEHNN U COOBOLLLEHWI
06 owwmnbKax.
no logging on BbIK/IlOYaeT pPerucTpaumnio oTaafLouHbIX coobLieHni u coobue-

-/perncTpauma BKAOYEeHa | Huit 06 owmnbBKax.
Mpw BbIKNOYEHHOW perncTpauum oTnafouHble Co-
V o6wweHunA n coobuieHnsa 06 owmnbkax byayT nepesa-
BaTbCA HA KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBon08B;
port: (1..65535)/514;
level: (cm.
Tabanua 196);
facility: (local0..7)/local7;
text: (1..64) cumsonos

Bk/toYaeT nepenayvy aBapuinHbIX U OTIAL04HbIX COOBLLEHUI Ha
yaoaneHHobi SYSLOG-cepsep.

- ip_address— IPv4 vnu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — HoOmep nopTa A/1A nepeaaym coobLLeHnt No NPOTOKONY
SYSLOG;

- level — ypoBeHb Ba)KHOCTU coObWEHW, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaasaemas B COOBLEHMAX;

- text — onucaHune SYSLOG-cepsepa.

YaansaeT BblbpaHHbIl cepBep U3 cnucka ucnonbsyembix SYSLOG-
cepBepoB.

logging console [/evel]

no logging console

level: (cm.
Tabnnua
196)/informational

BkAtoyaeT nepesady aBapuMHbIX UAM OTNALOUHbIX COOBLLEHUM
BbI6PaHHOIO YPOBHSA BaXKHOCTU Ha KOHCO/Ib.

BbIKk/ItoYaeT nepesady aBapuiiHbIX UM OTA3A0YHbIX COOBLLEHM
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnuua
196)/informational

BKkntoyaeT nepenavy aBapuiHbIX UM OTNIAA04HbIX COOBLEHNN
BbIBPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BbIk/tOYaeT nepesayy aBapUnHbIX UK OTAAL0YHbIX COOOLLEHW
BO BHYTpPeHHU bydep.

logging cli-commands

no logging cli-commands

-/OTKNOYEHO

Bkatouaet normposaHue BBeaeHHbIX B CLI KomaHA,.

OTKAOYaeT normpoBaHme BeegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3meHsAeT Ko/iMyecTBo cOOOLWEHUI, 3aNOMUMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Noc/e nepesarpysku yCcTponcTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabauua 196) /errors

BKAtoYaeT nepedady aBapuiHbIX UM OTNALO0UHbIX COOBLLEHUM
BbIBPaHHOro YPOBHSA Ba*KHOCTM B Balin KypHana.

BbIKk/ItOYaeT nepesiayy aBapuiiHbIX MW OTN3A04HbIX COOBLLEHNMI
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B KYpPHasbl COBbITUA ayTEHTUPUKALMK, aBTOPU3ALMM
1 yyeta (AAA).

He 3aHOCWTb B XKypHanbl cObbITUA ayTeHTUOMKaLUK, aBTOpPU3a-
umn 1 yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonuyaHutio
perucTpauma BKAOYEHa

BkAtoyaeT pernctpaumio cobbiTnin GbainoBoin cuctemsl.

- COpy — perucrpauma coobLueHU, CBA3aHHbIX C onepaumMamm
KonupoBaHuA ¢alinos;

- delete-rename — pervctpaumsa coobLeHWI, CBA3AHHbIX C yaa-
neHvem paitnoB U NnepemmeHoBaHWEM onepauni.

BblkntoyaeT pernctpauuio coboiTuii GpainnoBoit cuctemel.

logging aggregation on

no logging aggregation on

-/OTKNIOYEHO

BK/tOYaeT KOHTPOAb arperaumn syslog-coobLueHui.

OTKAtoYaeT arperaumio syslog-coobLieHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cexkyHz,

YcTaHaBAMBaAET BPeMA XpaHEeHMsA CrpynnMpoBaHHbIX syslog-co-
obLeHnn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpvé-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

Bkntouaer KOHTPO/1Ib OrpaHNYeHNA CKOPOCTMU BXOAALWNX Kaapos
AnAa onpeaeneHHoOro tMna Tpad)m(a.

OTK/toYaeT noru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3asaeT napameTp, KOTopbli ByAeT UCNoNb30BaTLCA B KayecTse
naeHTnduKaTopa xocTa B syslog-coobLueHusx.

Mcnonb3osaTtb 3HaYeHWe no YMONYaHUIO.
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logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

Mcnonb3oBaTb IP-agpec yKaszaHHOro nHTepdelica B KayecTse uc-
TOYHMKa B IP-nakeTax npoTtokona SYSLOG.

no logging source-interface

Mcnonb3osaTb IP-agpec ucxoasuwero nHtepdeliica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro uHTepdelica B Kayectse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

no logging source-interface-
ipv6

Mcnonb3osaThb IPv6-agpec ncxoaauiero nHtepoeica.

Karkgoe cooblieHmne MMeeT CBOM YpOBEHb BaXKHOCTU — B Tabauue 196 npueeaeHbl TUMNbI COOOLLEHMIA
B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabanua 196 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxxHocmu coobuweHuli OnucaHue

B cucTeme npowusoluna Kputuyeckas owunbKa, cuctema moxKeT paboTaTb

YpesBblyaiHble (emergencies)
HenpaBWUJIbHO.

CurHanbl Tpesorw (alerts) HeobxoaMMo HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.

Kputnueckme (critical) B cucteme Nnpoun3oLuna KpUTUYeckasn ownobKa.

OwwnbouHble (errors) B cucteme npousowwna owmbKa.

MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YeegomneHus (notifications) YBegom/IeHNe CUCTEMbI, HeaBapuitHoe coobLieHue.

NHpopmaymoHHble (informational) MHbOpMaLMOHHbIe COOBLLEHNA CUCTEMDI.

OTnapo4Hble COO6LLI,€HMF|, npeaocTaBAAOT Nob30BaTENHO MHd)OpMaLI,VIIO

OTnapoyHble (debuggin
A ( gging) [ON151 KOPPEKTHOM HACTPOMKM CUCTEMDI.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:
console#

Tabnnuya 197 — KomaHga pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

clear logging -

clear logging file -

KomaHoa Aelicmeue

Ypansaet Bce coobLEeHUs U3 BHyTpeHHero bydepa.
Yaanset Bce coobuieHuna us daiina xypHana.

show logging file OTob6parkaeT COCTOAHME XKypHana, aBapuitHblie U OTNaA04HbIe COo-

obueHun, 3anMcaHHble B daline XKypHana.

show logging OTO6pakaeT cocToAHME XKypHaNa, aBapuiiHble U 0TNaf0UHbIE CO-

obuieHnn, 3anMcaHHble BO BHYTPeHHeM bydepe.

show syslog-servers - OTobparkaeT HAaCcTPOIKK ANA yaanéHHbIX syslog-cepsepos.
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[pumepbl UC016308AHUS KOMAHO

= BKAOYUTb perncrTpaymio ownboYHbIX COOBLLEHMIA HA KOHCONN:

console# configure

console
console

(config) # logging on
(config) # logging console errors

= QuuCTUTb dalin XKypHana:

console# clear logging file

Clear Logging File

[y/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKanMpoBaHMA MNOPTOB MpeAHasHayeHa A1 KOHTPosA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMIA NOPT.

K KOHTpoaupyoLlemy NOpPTy NPUMEHAIOTCA Caeaytolme orpaHMYeHns:

— TopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MoKeT 6bITb YIEeHOM rPyMnbl MOPTOB;

— IP-unTepdelic gonxKeH oTcyTCTBOBATL 415 3TOrO NOPTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpO/AIMpyeMbiM NOPTam NPUMEHAIOTCA CAeaytowme orpaHUYeHuUsA:

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

MOpPT HE MOXKET HbITb KOHTPOIMPYIOWMM MU KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUME r106anbHON KOHPUTYpaLLmK:

console (config) #

Tabnumua 198 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

YKasbIBaeT 3epKaaupyowmin nopT AN BbI6paHHOM CecCUU MOHUTO-
pwHra.
- network — no3BonseT BeCTM 06MeH AaHHbIMMU.

no monitor session session_id
destination

BbIk/tOYaeT QGYHKLMIO MOHWTOPUHFA Ha HacTpaMBaeMOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port network

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

YKa3sblBaeTca cay»KebHbli vlan ans 3epkanvposBaHua TpaduKa c 3a-
[aHHoro pedneKkTop-nopTa A1 BblI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — du3nyecknit NopT Ana Nnepesayn 3epKaampyemoro
TpaduKa, Ha 3ITOM UHTepdelice He JomKeH Bbln NponucaH remote
vlan.

196 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

no monitor session session_id
destination

Bblk/toYaeT QGYHKLMIO MOHWTOPUHFA Ha HacTPaMBaeMOM MUHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

[obaBnaeT ykasaHHbI 3epKanmpyemblii NopT 4na BbIbpaHHOM cec-
CUN MOHWUTOPWMHrA.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KONMpOoBaTb NaKeTbl, NepefaHHble KOHTPOANPYEMbIM NOPTOM;
- both — kKonnpoBaTb Bce NakeTbl ¢ KOHTPOIMPYEMOTO NOPTA.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

BbIK/lOYaeT GYHKLUMIO MOHUTOPUHIA Ha HacTPaMBaeMOM WHTEp-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[OobaBnaeT yKasaHHbI 3epKanupyemblin vlan gns BbibpaHHOW cec-
CUN MOHWUTOPUHrA.

BblK/OYaeT GYHKLMIO MOHWMTOPUHFA Ha HacTpPaMBaeMOM MHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

JobaBnaeT B KauecTse UCTOYHMKA Vlan ¢ y)Ke paHee 3epKaanpyembim
TpaduKOM Ans BbIBPAHHOM CECCUU MOHUTOPUHTA.

BblKknto4aeT QyHKLUMIO MOHUTOPWMHIA Ha HacTpPaMBaeMOM WHTep-
delice.

5.22 ®dyHKkuma sFlow

SF|OW—TEXHOI’IOI'VIFI, NO3B0O/IAOWAA OCYLWECTBNIATb MOHMTOpVIHI'Tpa(I)MKa B MaKeTHbIX CeETAX Nepeaaymn
AdHHbIX NyTEM YaCTUYHOM Bbl60pKVI Tpad)MKa Aana I'IOCJ'IEAVPOLLI,Eﬁ MHKancynauunnm B cneuynanbHble COO6LLI,E-

HUA, NnepeaaBaeMble Ha CepBepP c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumm:

console (config) #

Tabnunua 199 — KomaHabl pexkrma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeiicmeue
o ymon4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa cratucTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 65535)/6343;
byte: nonoxutenoHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xo XX
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOE UMA XOCTa;

- port — Homep MopTa;

- byte — MakcMMmanbHOe KOIMYecTBo b6aliT, KOTopoe MOKET bbiTb OT-
npaBieHo B OAMH NaKeT AaHHbIX.

Ypansaer agpec cepsepa cbopa ctatuctuku sflow.
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sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vian
vlan_id | oob}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT nHTepdeiic ycTpoicTea, IP-agpec KoToporo 6yaet cnonb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOoYHMKa cbopa cratu-
CTUKM.

no sflow receiver source-inter-
face

YpanseT ABHoe 3agaHue uHTepdelica, c agpeca KoToporo byaeT oT-
npaBaATbCA cTatnucTunka sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumm nnHtepderica Ethernet:

console# configure
console (config)# interface { tengigabitethernet te port | }
console (config-if) #

Tabnumua 200 — KomaHap! pexxuma KoHopurypaumnm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afaeT cpegHIo CKOPOCTb BbIGOPKK NakeToB. MTorosas ckopocTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TEKyLLan CpeaHAs CKOPOCTb).

- rate — cpefHAA CKOPOCTb BbIGOPKM NaKeTOB.;

- id — Homep sflow-cepBepa;

- bytes — makcMmanbHoe Konnyectso 6aiT, KoTopoe byaeT ckonu-
poBaHoO 13 06pasLia nakerTa.

OTKNOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHZ;
id: (0..8)

OnpegensieT MakCUMasnbHbI UHTEPBAN MEXAY YCMEelWHbIMU Bbl-
60pKamu NaKeTos.

- Sec — MaKCMManbHbI MHTEPBAN MeX Ay BbIbOpKamMu B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHgol sflow receiver B
rnobanbHOM pexmme KoHdUrypauum).

OTKNOYaET CYETYMKM BbIOOPKM Ha NopTy.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunua 201 — KomaHabl, 4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

BbiBoAUT HacTpoiku sflow.
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clear sflow statistics Oumnwaet cratuctuky sFlow. Ecnm mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | MaHZa O4YMLLAEeT BCE CYETYMKM CTAaTUCTUKM sFlow.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

show sflow statistics OTOb6parkaeT CTaTUCTUKY SFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8bINOAHEHUS KOMAHO

=  YcraHoBuTb |IP-agpec 10.0.80.1 cepBepa 1 ana cbopa cratuctuku sflow. Onsa ethernet-
nHTepdericos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHIO CKOPOCTb BbI6OPKM NakeTos — 10240 K6ut/c
N MaKCMMaJIbHbIA MHTEPBAN MeEXKAY YCrnelwHbiMM BbibopKamu nakeTtos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®yHKuMM ANArHOCTUKKN PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEep»KaT annapaTHble WM NPorpammHble CPeacTBa ANA AMArHOCTMKM
dU3NYECKMX MHTePdENCOB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMBIX NapamMeTPOB BXOAAT CAeaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  [OJIMHa Kabens;
—  paccTosiHMe A0 MecTa HeMCcnpaBHOCTU — 06pblBa NN 3aMblKaHUA.

[ns onTnyecknx nHtepdeicos 1G n 10G:

— NapamMeTpbl NMNTAaHNA — HanpAXeHWNe U TOK,
— BbIXOA4HaA onNTU4eCKaAa MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha nNpuneme.

5.23.1 flJuaezHocmuKa onmu4yecKko2o0 mpaHcueepa

CDyHKLI,Mﬂ ANarHoOCTUKM NO3BOJIAET OUEHUTb TeKyllee COCToOAHME ONTUYeCKOro TpaHCuBeEpa U
ONTUYECKOM NUHUM CBA3MK.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/b COCTOAHMA JIMHWIA CBA3W. [AA 3TOr0  KommyTaTop
nepuoamyeckn onpawmsaeT MnapameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMM
3HaYeHUAMM, 3a4aHHbIMW NPOU3BOAUTENAMU TpaHcuBepoB. Mpu Bbixoge NapameTpoB 3a AOMYCTUMbIe
npegenbl KOMMyTaTop GopMUpYeT NpeaynpexaatoLlme 1 aBapuiiHble coobLLeHMS.
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KomaHOb! pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin BuAa;

console>

Tabnnuya 202 — KomaHaa AMarHOCTMKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHUto

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

OTo6pa)+<aeT pe3ynbTaTbl ANATHOCTUKMN ONTUYECKOro TpaHCHUBEpPa.

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

twe_port: (1..8/0/1..48);
hu_port: (1/0/1..6)

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Output Power
Input Power
LOS

Vendor name:
Serial number:
Connector type:
Type: SFP/SFP+
Compliance code:

Diagnostic:

N/A - Not Available,

Laser wavelength:
Transfer distance:
supported

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

- Measured TX output power in milliWatts/dBm
- Measured RX received power in milliWatts/dBm
- Loss of signal

N/S - Not Supported, W - Warning, E - Error

Transceiver information:
OEM

51C53253701833

sSC

BaseBX10
1550 nm
20000 m

Tabnnuya 203 — MapameTpbl 4MArHOCTUKN ONTUYECKOrO TPaHCMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpsakeHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoAHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepsa curHana.
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3Ha4yeHuA pPe3ynbTaTtoB ANArHOCTUKKU:

— N/A - HegocTynHo;
— N/S—He noaaepusaerca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM M KayecTsa
nepefaynm AaHHbIX. AKTUBHbIA MOHWUTOPUHI NpPeacTaBaseT coboi MPOAO/IKUTENBbHYIO LUKAUYECKYIO
reHepaumto TpadpuKka, cobop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BeAeHNEe CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpeHMEe MapPaMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMO/Ib30BAHUEM
npoTtokoaa ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTtnpasnsetr ICMP Echo request
coobLleHMe Ha agpec Ha3HauYeHus, OXKMaaeT nonydeHus coobuieHma ICMP Echo reply B TeyeHne 3agaHHOro
MHTEpBana BpeMeHMU.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb HecKoibKo 06bekToB TRACK. CocToAaHue o6bekTa TRACK
N3MEHAETCH B MOMEHT U3MeHeHUs cocToAaHusA IP SLA onepaumm, inbo c 3agaHHON 3a4ePHKKOMN.

Mpn M3MEeHEHUM COCTOAHUA TpeKa BO3MOKHO BbIMOAHEHME MAKPOKOMaHA. MaKpoKomMaHAabl
BbINONHAIOTCA B peXKMMe rnobanbHOro KoHGUrypmpoBaHus. [na BbINONHEHUA KOMaHA, pexxnuma privileged
EXEC KomaHAapl HeobxoaMmo AononHWUTb npedukcom do. KomaHabl co3gaHuMa Habopa MaKpOKOMaHA,
npuseaeHsl B Tabanye 30.

Ons ucnonbsoBaHuaA GyHKUMM IP SLA He06X0AMMO BbINONHUTL C/eayolne AeUCTBUA:

— CosgaTb onepaumto icmp-echo n cKoHdUrypmpoBsaTb eé.

— 3anycTuTb BbINOJIHEHWE ONepaLun.

— CosgaTtb TRACK-06beKT, cBA3aHHbIN C KOHKpeTHOM IP SLA onepaumeit U CKOHGUTrypmMpoBaTb
ero.

— Tlpun HeobxoAMMOCTH, CO34aTb MAKPOChI, BbINOJIHAEMbIE NPU U3MEHEHWUN COCTOAHNA 0OBbEKTA
TRACK.

— TpocmoTpeTb CTaTUCTUKY, MPU HEODXOAMMOCTH, OYUCTUTD ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 204 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymosan4aHuro
ip sla operation MNepexogunT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — Homep onepayuu.
operation: (1..64); - life — Bpemsa, B TeueHWe KoTOporo onepauua byaer Bbinon-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpema 3anycka.
no ip sla schedule operation Mpekpawaet BbinonHeHue IP SLA onepauuu.
- operation — Homep onepauuu.
track object ip sla operation object: (1..64); operation: | Co3gaetr TRACK-06beKT, KOTOPbIN ByAeT OTCAeXMBaTh COCTOA-
state (1..64) Hue IP SLA onepaumu.
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no track object ip sla

- object — Homep TRACK-06beKTa.
- operation — Homep IP SLA onepauuu.

Yaansetr TRACK 0b6bekT.
- object — Homep TRACK-o6beKTa.

Tabnuua 205 — KomaHabl pexmma co3gaHuma onepaunii IP SLA

KomaHOoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumBonos

MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — poOMeHHOoe MMsA y3na CeTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

Buna 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypuposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 206 — KomaHabl pexkuma KoHpurypuposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuio

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT YactoTy nostopeHua ICMP ECHO onepauuu.
- Secs — 4acToTa, B CeKyHAaX.

YcTaHaBAMBaeT 3Ha4YeHne 4acToTbl I'IOBTOpEHVIVI no ymonya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT AAMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauna byaeT cunTaTbCs He-
yAa4yHoM.

- msecs — TallMayT, B MUIMCEKYHAAX.

YCTaHaBAMBAET 3HAYEHUE TaliMayTa No YMONYAHWIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YCcTaHOBWTb KOIMYECTBO 6aliT, nepenasaembix B ICMP-nakete
B KayecTse AaHHbIX (payload).
- bytes — Konm4yecTBo 6alT.

YCTaHOBWTb 3HaYeHWe KoanyecTsa 6anT no YMONYaHUIO.

Ona HopmanbHoro BbinoaHeHuA onepauuu ICMP Echo pekomeHAayeTca ycTaHaBAMBaTh 3Ha-
e YeHue YacToTbl BbINOJIHEHUA onepauumn 6onblunMm, Yem 3HAUEHUE TalimayTa onepaluu.
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KomaHObI pexxcuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KOHPUIyprupoBaHUa Tpeka:

console (config-track) #

Tabnnuya 207 — KomaHabl pexuma KoHpUrypaumm Tpeka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Hlelicmesue

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up
secs | down secs}

secs: (1..180)/0

YcTaHaBAMBaeT 3a4epXKKy Ana cMmeHbl coctoaHua TRAC
06beKTa, Npy U3meHeHunn cocTosiHuA IP SLA onepaumu.

- secs — 3a/lepXKKa, B CEKYHAaAX.

- up — 33JepKKa M3MeHeHMA COCTOAHMA, NPU NPU U3MeH
HWUKU onepauuun B coctoaHme OK;

onepaunn B COCToAHUE Error.

-down — 3a4epXXKa uUameHeHUA COCToAHUA, NPpU USMeHeEHUN

K-

e-

Ypanaet 3afepKKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 208 — KomaHgbl pexxkuma privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHGOPMALLMIO O HACTPOeHHbIX IP SLA onepauuax.

- operation — HOMep onepauunn.

show track [object]

object: (1..64)

OTobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep 0b6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynseT cyeTynkm IP SLA onepauum.
- operation — HOMmep onepauuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON ANA KOHTPOAA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKoi
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa cMeHbl coctosaHuA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3meHeHUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST _DOWN u TEST _UP:

console# configure

console (config)# interface vlan !
console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line.

int gil/0/11
no shutdown
«

console (config) #

End with the character '@'.

console (config) # macro name TEST UP track 1 state up
Enter macro commands one per line.

int gil/0/11
shutdown
¢

console (config) #

console (config) # ip sla I
console (config-ip-sla)# icmp-echo 10.9.2.65

End with the character 'Q'.
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console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKKU ana onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe

— Operation state — TekyLee COCTOAHME onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOAHEHHON onepauuu:
= OK — ycnewHoe 3aBepLueHne npeablayLiein onepaymm;
= Frror — Heypa4yHoe 3aBepLueHne NocneHelr NonbiTKM U3MepeHuA.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — Konn4ecTBo NoayyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpaXKatOWMIA KONYECTBO U3MEPUTENbHBIX OMnepaLmii, 3aKOHYMBLUNXCA
C COOTBETCTBYHOLLMM KOAOM OLUMOKM.

5.24 ®dyHKUMK obecneueHnsa 6esonacHocTH

5.24.1 ®yHKyuu obecneyeHus 3awWUMosl NOPMOB

C uenbto noBbllweHUsA 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKOoW-
nMbo MnopT TaK, 4Tobbl AOCTYN K KOMMYyTaToOpy 4yepe3 3TOT MOPT MNPenocCTaBAAancA TO/IbKO 33a4aHHbIM
ycTpoiicTtBam. yHKLMA 3aLLMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-aapecoB, KOTOPbIM paspeLuaeTca
poctyn. MAC-agpeca mMoryT 6bITb HacTPOEHbI BPYUYHYHO MAW U3yYeHbl KOMMyTaTopom. locne msydyeHus
HeobxoAMMbIX aapecoB NOpPT cneayeTr 3abNOKMPOBATb, 3alUMTMB €ro OT MOCTYN/JeHUA MAKEeTOB C
HeunsyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT Nonyyaet naket, 1 MAC-
aApec UCTOYHWKA MaKeTa He CBA3aH C STUM NOPTOM, aKTUBU3UPYETCA MEXaHU3M 3aLUUTbI, B 3aBUCMMOCTHM OT
KOTOPOro MoryT 6biTb MPUHATbI Cleaylolmne Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMPOBaHHbIV NOPT, NepecbliatoTcs, oTbpacbiBatoTcA, NMOO e NoPT, NPUHABLLMIA MAKET, OTKAOYAETCA.
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®dyHKUmMAa 6esonacHoctn Locked Port nossonser coxpaHWTb CNUCOK M3ydyeHHbix MAC-aapecos B daine
KOHUrypaumm, Takmm 06pasom, sSTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpys3KM yCTPONCTBa.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyecrso MAC-agpecoB, KOTOpoe MOXeT U3yuUTb NOPT, UC-
NoNb3yoWMi GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabanuya 209 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
port security BkntoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet dyHK-
LMIO M3yYEeHUA HOBbIX aapecoB AN uHTepdelica. MakeTbl C HeU3y-
-/BbIK/IOYEHO yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanornyHa KomaHge port security discard.
no port security OTKAtoYaeT GYHKUMIO 3aLLMTbl HA HTepdelice.
port security max num 3apaeT MaKcMMasibHOe KOJIMYeCTBO afpecoB, KOTOPOE MOXKeT
num: (0..32768)/1 M3y4nTb NOpT.
no port security max YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
port security routed YcTaHaBAunBaeT 3awwmueHHblt MAC-agpec.

dopmat MAC-agpeca:

H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanaet 3awmweHHbln MAC-agpec.

secure-address mac_address

secure-address mac_address

port security {forward | BkatoyaeT PpyHKUMIO 3aWwmTbl Ha UHTepdelice. Bnokupyet dyHK-

discard | discard-shutdown} LMIO M3yYeHMA HOBbIX a4pPecoB Ans uHTepdelica.

[trap freq] - forward — nakeTbl ¢ HensyuyeHHbIMM MAC-agpecammn UCTOYHMKA
nepecbINakoTcs;

- discard — naketbl ¢ HensyuyeHHbIMM MAC-agpecamu UCTOUYHMKA
oTbpacbiBatoTCA;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKA OTOPACbIBALOTCA, NOPT OTK/IOYAETCH;

- freq — yactoTa reHepupyembix cooblieHuli npotokona SNMP
trap Npy NOCTYNAEHUU HEeCaHKLMOHMUPOBAHHbIX NAKETOB.

freq: (1..1000000) cek

3afaeT 4yacToTy reHepupyembix coobuieHuit npotokona SNMP
trap Npu NOCTYyN/IeHUU HECAHKLMOHNPOBAHHBIX MAKeToB.

port security trap freq freq: (1..1000000) cek

port security mode {secure 3ajaerT pexuMm orpaHuuyeHusa wusydyeHus MAC-agpecoe ans
{permanent | delete-on-reset} HacTpauBaemoro nHTepdeiica.

| max-addresses | lock} - secure — HacTpauMBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue aaxe
nocne nepesarpysku yCTpOMCTBa;

- delete-on-reset — faHHbIV agpec yaanmTca nocse nepesarpysku
YCTPOMCTBA;

- max-addresses — yganser Tekywme AUHAMUYECKU U3YyUYEHHble
aapeca, cBA3aHHbIe C nHTepdencom. PaspeweHo
M3yyeHMEe MaKCMMaNbHOrO Ko/AWMYecTBa afApecoB Ha NopTy.
MoBTOpPHOE U3yyeHUe U CTapeHMe paspeLleHbl;

- lock — coxpaHseT B KOHOUIYpaLMio TEKyLIME ANHAMUYECKN U3Y-
yeHHble agpeca, CBA3aHHble C MHTepdeicom v 3anpeLLaert obyye-
HWe HOBbIM agpecam M CTapeHUe yKe U3yUYeHHbIX a4pecos.

-/lock

no port security mode YcTaHaBAMBAET 3HAaYEHME MO YMONYAHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 210 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)
group: (1..128)

MoKa3blBaeT HACTPOMKKN PYHKUUM He30nNacHOCTM Ha BblbpaH-
HOM MHTepodeiice.

show ports security addresses
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)
group: (1..128)

MoKasblBaeT TeKyLWMe gUHaMUYeCcKMe agpeca ans 3abaokmpo-
BaHHbIX MOPTOB.

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)
group: (1..128)

AKTUBU3MPYET UHTEPdENC, OTKNHOYEHHbIM GYHKUMEN 3aLUUTbI
nopta (KomMaHAa 4OCTyNHa TONbKO ANA NPUBUIErMPOBAHHOMO
nonb3osarens).

[pumepbl 8b1M0AHEHUS KOMAHO

= Bratountb GyHKLMIO 3aWmTbl Ha 15 nHTepdeiice Ethernet. YcTaHOBUTL OrpaHMyeHne Ha U3yyeHme
agpecos — 1 agpec. Nocne nsyyeHns MAC-agpeca 3a6,10KMpoBaTb GYHKLUMIO U3YyYEHUS HOBbIX aa-
pecoB ans uHTepdelica ¢ Lenbto oTbpocuTb NakeTbl ¢ HeMsyyeHHbIMM MAC-agpecaMm UCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKNUYNTb KAMEHTA K NopTy 1 usyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNposepka NodaAUHHOCMU KAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 baszosas nposepka nodauHHocmMu

AyTeHTMdMKAumMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT MPOBEPKY NOAMHHOCTU
nosib3oBaTesiell KOMMYTATOPa Yepes BHELIHWI cepBep HAa OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAUEHT.
TonbKo ayTeHTUPUUUPOBAHHbIE M ABTOPM30BAHHbIE MOAbL30BATENM CMOFYT MepefasaTb M NPUHUMATb

206 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

AaHHble. poBepKa NOAAMHHOCTM NOJib30BaTeNe NOPTOB BbiNosHAeTcA cepBepom RADIUS nocpeactesom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 211 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeiicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/OYEHO

BkntoyaeT perkum ayteHTUdUKaumm 802.1X Ha KommyTaTope.

BbIKk/IlOYaeT pexxnum ayTeHTudUKaumnm 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3agaeT o4MH UK ABa MeTOoAa NPOBEPKM NOAJIMHHOCTU, aBTOPU3a-
uMn 1 yyeta (AAA), ana ncnonb3oBaHUA Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTVId)VIKaLJ,VIIO;
- radius — ucnonbsoBatb cnnucok RADIUS-cepBepoB ans ayTeHTU-
duKaumum nonb3osaTens.
BTopoii meToA ayTeHTMPUKALUN UCNO/b3YETCA TONbKO B
V c/ayyae, ec/iv No nepeomy ayteHTUdPUKauma 6bina He-
yCneLwHoii.

YcTaHaBAUBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

v

MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHser 3agaun gna ayreHTMduKa-
UMY yAaNEHHOro K/IMeHTa, NPU 3TOM ONpeaenas MexaHusm ayTeHTuduKaumu.

Tabnuua 212 — KomaHabl pexknuma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaumto 802.1X Ha uHTepdeiice. Paspe-
LIAeT py4YHOM KOHTPO/Ib 33 COCTOAHMEM aBTOPM3aLLMM NopTa.

- auto — ncnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA KNU-
eHTa MeXay aBTOPM30BaHHbIM U HEABTOPU30BaAHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
nHTepdeiice. MopT nepexoanT B aBTOPU30BaHHOE COCTOAHUE
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepeBoguT NOpT B HEaBTOpPM30BaHHOE
cocTtoaHue. IrHopupytoTca Bce NONbITKM ayTeHTUdUKaL MK KAn-
eHTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTeHTUDMKALMM
[ONA 3TOro nopra;
- time — vHTepBan BpemeHu. Ecam AaHHbIV napameTp He onpe-
AeneH, TO NOpPT He aBTOPU30BaAH.
no dotlx port-control YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIO.
dotlx reauthentication -/neproguyeckue BkntoyaeT nepuoguyeckne nOBTOPHbIE MPOBEPKU NOAJAMHHO-
NOBTOpPHbIE NPOBEPKMU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOAJIMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOAIUHHO-
BbIK/IFOYEHbI cTn (nepeayTeHTUMKALMIO) KNUEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 0 NOBTOpPHOM ne-
peaaum 3anpoca.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuog BpeMeHu, B TeYeHMe KOTOpPOro 3anpalwimsato-
WMM KAET A0 Nepes3anycka ayTeHTUdUKaLMM Nocae nonyyYeHus
oteeTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT Nepuos MexAy MOBTOPHbIMM NPOBEPKaMu
NOANNHHOCTMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mnepuos, B TeYeHUEe KOTOPOro KOMMYTaTop
0CTaeTcs B COCTOAHWMM MOJIYAHMA NOC/Ae HeyAauHON NPoBepKu
NOAJ/IMHHOCTU.

B TeyeHue nepuoda MONYaHMUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHWe KOTOPOro KOMMYTaTOP OXKM-
[AeT OTBET Ha 3anpoc Mbo naeHTMOMKaLMIO Mo NPOTOKOY
EAP OT KnneHTa, Nnepes NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCcTaHaBAMBAET MAKCMMasIbHOE YMCIO MOMbITOK nepesayun 3a-
npocoB NpoTokona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NnpoBepKkn NoAAMHHOCTH.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuoa Mexay NoBTOPHbIMU Nepefadyamu 3a-
npocoB NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBauBsaet nepnoa, B Te4eHne KOTOPOoro KOMMyYTaTop OXKKU-
AaeT OTBETa OT cepBepa ayTeHTMdJVIKa uun.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YcTaHaBAVMBAET NEpUOA, BPEMEHM HEaKTUBHOCTM KAMEHTa, no
NCTEYEHNE KOTOPOro K/MEHT CTaHOBUTCA HEaBTOPU3OBAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 213 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

Bpy4Hyl0 OCyW,EeCcTBNAET MOBTOPHYIO MPOBEPKY NOAJMHHOCTU
yKa3aHHOro nopta B KOMaHAe, MMH0 BCcex NOPTOB, NOAAEPKMBA-
towmx 802.1X.
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dotlx unlock client gi_port: (1..8/0/1..48); | 3a6n0KMpoOBaTb KAMEHTA C yKa3aHHbIM MAC-agpecom Ha nopTy
gigabitethernet gi_port | te_port: (1..8/0/1..48); | npy AOCTUNKEHUM NOPOra MaKCMMasbHO BO3MOMHbIX MOMbITOK
tengigabitethernet te_port twe_port: ayTeHTUOMKaumK.
mac_address (1..8/0/1..48);
hu_port: (1/0/1..6)
show dotlx interface MokasbiBaeT coctosHMe 802.1X aAna KommyTtaTopa Mbo gns yKa-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | 3aHHOro nHTepdeiica.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..48);
hundredgigabitethernet hu_port hu_port: (1/0/1..6)
| oob}
show dotlx users [username username: (1..160) MoKa3sbiBaeT aKTUBHbIX ayTEHTUPULMPOBAHHBIX NOSb30BaTENEN
username] CMMBO/IOB 802.1X KommyTaTopa.
shPMIéotlxstaﬁsﬁcsinteﬁace gi_port: (1..8/0/1..48); ﬂOTa3HBaET cTatTucTnky no 802.1X ansa BbIBPaHHOrO MHTEp-
{gigabitethernet gi _port | deiica.
.. te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivclegigabitethernet (1..8/5/1..4é)~
twe_port !
hundredgigabitethernet hu_port hu_port: (1/0/1..6)
| oob}

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/HOUYUTb perrnm ayTeHTudpuKaumm 802.1x Ha KommyTtaTope. Mcnonw3osatb RADIUS-cepsep ana
NpPOBEPKM NOAJMHHOCTU KANEHTOB Ha MHTepdeincax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet nc-
No/Ib30BaTb PeXMM ayTeHTUPMKaLmm 802.1x.

console# configure

console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: O
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Tabnunua 214 — OnucaHne pesynbTaToB BbINOAHEHUA KOMaHA,

MNapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIA peXum NnopTa: aBTOPU30BAHHbINA, HEAaBTOPU30BaHHbIN, MO0 BbIK/OYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepurog mexay NOBTOPHLIMW NPOBEPKaMK NOAJUHHOCTH.

Mma nonb3osatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTCA UMSA TeKyLLero nosib3oeaTens. Ecan nopT He aBTOPM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTOPM30BaHHOIO No/b30BaTeNA Ha NOPTY.
Quiet period Mepuog, B TeYeHWE KOTOPOro KOMMYTATOP OCTAeTCA B COCTOSHUM MOJIYAHUSA Moc/e He-
YZ,auHOW NPOBEPKM NOANMHHOCTH.
Tx period Mepuoa, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTUdmKa-
P uMio no npoTokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHOe YNCI0 NOMbITOK NepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3anyCKOM npouecca nposepKkn NnOATMHHOCTU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMM Nepeaadamm 3anpocoB NpoTokoaa EAP KaneHTy.

Server timeout

Mepuoa, B TeueHME KOTOPOrO KOMMYTATOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKaLUK.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUKN YCTaHOBIEHHOM CECCUM.

Termination Cause

[MprymHa 3aKpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUIA.

Authentication success

KonnyecTso nosiyyeHHbIX coobLeHNI 06 ycrnewHol ayTeHTUdUKaL MM OT cepBepa.

Authentication fails Ko/iMyecTBo nonyyeHHbIX COOBLLEHMI O HeyCNeLHOW ayTeHTUGUKaLMM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3osaTesnto.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmu.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

12

EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx:
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

5
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Tabnumua 215 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPEeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX 4aHHbIM OnpeaenuTenem noganHHoCTuU.
KonnyectBo KoppeKTHbIX naketos atoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx PP P » NEPEA
OaHHbIM onpeaennTenem NoAJINHHOCTY.
KonunuyectBo naketoB Start npotokona EAPOL, NpuHATbIX AaHHbIM onpeaeanTenem
EapolStartFramesRx P - P A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P A PEA
NOA/IMHHOCTU.
Konnyectso naketos Resp/ld npoTtokona EAPOL, NpUHATbIX AaHHbIM onpeaenvTe-
EapolRespldFramesRx p/id np » NP A PeA
nem NoAJ/IMHHOCTY.
Konnyectso naketos otBeToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketoB Resp/Ild npotokona EAPOL, nepesaHHbIX AaHHbIM onpeaenuTte-
EapolReqldFramesTx p/id np » NEPEA A PeA
Nem NoAJIMHHOCTY.
Konnyectso naketoB 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepegaHHbIxX
EapolReqFramesTx P (kp p/id) np » NEPEA
LAHHbIM onpeaenntTenem NogJMHHOCTU.
. Konunyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATbIX AaH-
InvalidEapolFramesRx P P /1P A
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketos npoTtokosia EAPOL c HEKOPPEKTHOM AJIMHON, NMPUHATbIX AaHHbIM
EaplengthErrorFramesRx P PP A 1P A
onpeaenutenem NOoAJANHHOCTU.
. Bepcua npotokona EAPOL, NnpuHATaA B camom nocnegHem Ha AaHHbI MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-afpec UICTOYHUKA, MPUHATBIN B CAMOM NOC/AegHEM Ha AaHHbI MOMEHT nakeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHoOcCmu

PacwupeHHble HacTpoiiku dotlx nNo3BoAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU A5 HECKO/IbKUX
KMEHTOB, NOAK/OYEHHbIX K MOPTy. CyllecTByeT ABa BapuaHTa ayTeHTMOMKaLmMK: NepBblin, Koraa NpoBepKa
NoA/IMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUdUMKALMM TONbKO OAHOrO K/AMEHTa, 4yTobbl A0CTyn K
cucTeme UMenNU Bce KaveHTbl (pexkum Multiple hosts), BTopoit, Korga npoBepKa Nog/IMHHOCTK TpebyeT
ayTeHTUOUKALMKN BCEX MOAKMIOUYEHHBIX K MOPTY KNMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoanT ayTeHTUDMKaLMIO, TO BCEM NOAKAOYEHHBIM XOCTaM byAeT 0TKa3aHo B AocTyne

K pecypcam ceTu.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 216 — KomaHabl perkuma riobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelwaeT oTnpaBKy trap-coobLeHUI, KOrga KAMEHT ycrnewHo
NPOXOAMUT ayTeHTUdUKALMIO.

-/BbIKNIOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTnpaBKy trap-coO6LEHWNIA, KOT4a KAWEHT He npoluen
ayTeHTUdMKaLMIO.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.

Ethernet-kommymamopeol cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 211




HELTEX

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BK/toYaeT OTNpaBKy trap-coobLieHuit Npu NpeBbileHUN NoAb30-
BaTe/sleM MaKCMManbHO AOMYCTUMOro KOJ/MYecTBa HesycnelHbixX
NONbITOK ayTeHTUUKALUW.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnunua 217 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HainMune 04HOro/HECKObKUX KMEHTOB Ha aBTOPU30-
BaHHOM noprty 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT aencTeue, KOTOpoe HeobxoguMmo BbIMOAHUTb, KOrAa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
[trap freq] K/IMEHTA, OCYLLECTBAAET NONbITKY A0OCTyNa K MHTepdeincy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
K/IMEHTA, NepecblaatoTca, Npu 3TOM agpec UCTOYHMKA He U3yda-
eTca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/Iny-

Hbim oT MAC-agpeca KnneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobeHnit npotokona SNMP trap
npu NOCTYNN€HUN HECAHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

Bk/toyaeT ayTeHTUPUKaLmto
- mac — BK/OYAeT ayTeHTUDMKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTeHTUPUKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BKkntoyaeT mexaHnam Web-based ayteHtnudumrkaumm.
- He ponkHo 6biTb cTaTueckux npusasok MAC-aapecos.
. - ®YHKUMA NOBTOPHOWU ayTeHTUPUKaALMK AO0MKHA 6biTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdMKaUmMio, OCHOBaHHyt0 Ha MAC-agpecax
nosb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MakcMmasibHOe KO/IMYECTBO XOCTOB, NPOLUEALNX ayTeHTH-
duKaumto.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, MOCAE KO-
TOpPbIX KANEHT 60KMpyeTCs.
- 0 — 6ecKoHeYHoe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BblK/IIOYEHA

BktoyaeT dpyHKumto roctesoit VLAN Ha Tekyliem nHTepdeiice.

BbikntoyaeT PpyHKUMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepdeica VLAN:

console# configure

console

(config)# interface vlan vlian id
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Tabnuua 218 — KomaHap! pexxmuma KoHopurypaumnm nHtepoeiica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyanutio VLAN
He onpefeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HEAaBTOPM30BaHHbIM MO/b30BaTENAM UHTepdelica Ao-
cTyn K rocteBoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WeHa, NopT byaeT aBTOMATUYECKU NPUCOEAMHATLCA K Hel, Koraa
He aBTOPWU30BaH, M MNOKMAATb, Koraa NponaeT asBTOPM3aLMUIO.
YT106bI NICNOb30BATH AAHHbIV GYHKLMOHAN, NOPT He J0/XKeH bbiTb
CTaTUYeCKMM YneHom roctesoi VLAN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bug 3anpoca KomaHAHOM CTpoKM pexkuma Privileged EXEC:

console#

Tabnunua 219 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1lx interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

HacTpolikn npoTtokona 802.1x Ha nHTepdelice (KomaHga AOCTYMHa
TONbKO 418 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HACTPOMKKM NpoToKoaa 802.1x.

show dotlx credentials

CTpyKTypa yyeTa AaHHbIX OTOBpaKaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dot1x users [username]

username: CTpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3ab6OKMPOBAHHbIX MO
Talm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1/0/1..6)

MokasbiBaeT cTatucTnKy 802.1X Ha nHTepdeicax.

5.24.3 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBoi MpPOTOKOA, MO3BONAIOLWMUIA KAMEHTY MO
3anpocy nony4atb IP-aapec u apyrue Tpebyemble napameTpbl, HeobxoamMmble ana pabotbl 8 cetn TCP/IP.

np0TOKOJ'I DHCP mokeT ncnosb3osaTbca 3/10yMbllUNEHHUKAMMN ANA COBEPLUEHUA aTaK Ha YCTpOVICTBO,

KaK CO CTOpPOHbI KaueHTa, 3actaBnaa DHCP-cepsep BblaaTh BCe AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepBepa nyTem ero noameHsbl. NporpammHoe obecneyeHme KOMMyTaTOpa NO3BOASET 06ecneYnTb 3aLLmUTy
YCTPOMCTBA OT aTak C UCNosb3oBaHMem npoTokona DHCP, ana yero npumeHsaeTca yHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceT, paspewwas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdelicax, a TaKkKe KOHTPO/IMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.
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Onuus 82 npoTtokona DHCP (option 82) ucnonb3ayetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBsep 0 ToMm, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yepes Kakoli ero nopt 6611 NOy4YeH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLlnThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeacTtaBndaetr cobot AOMNOAHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, Homep noprta), AobaBasemMyld KOMMYTAaTOPOM, KOTOopbii paboTaeT B
perknme DHCP relay areHTa (6e3 gobasneHus IP-agpeca Ha KAnMeHTCKMI nHTepdelic) nnm bdyHkumm DHCP
Snooping (npu ycnoBum BKAOYEHUA KomaHabl ip dhcp information option). Ha ocHoBaHUK gaHHoOM onuumu,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMMyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAWEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnunuya 220 — dopmat nonen onumm 82

Mone lMepedasaemas uHgpopmayus

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aliT — HOMep NOpTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNPaBAAIOLLEE
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R ID
emote agent MAC-agapec ycTpoiicTaa.

’ | [Ona ncnonb3oBaHuAa onuumn 82 Ha YCTPOMUCTBE A0/XKHA 6biTb BKAOUeHa ¢pyHKUuua DHCP relay
- areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUA nHTepdeiic) nnm dpyHKuma DHCP Snooping
(npu ycnoeum BkaoueHusa komaHabl ip dhep information option).

Dna KoppeKkTHoit pabotbl ¢pyHKuum DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BONXHbI BbiTb MOAK/NIOUEHbI K «40BepeHHbIM» MOpTaM KommyTatopa. Ona po6asneHus
nopTa B CNUCOK «A0BEpPEHHbIX» Ucnoab3yetca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum nHtepdeiica. fina obecneyeHna 6e3onacHOCTU Bce OCTa/IbHble NOPTbl KOMMY-
TaTopa A0/MKHbI 6bITb «Hea0BepeHHbIMUY,

.‘

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 221 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip dhcp snooping BkntoyaeT KoHTpob npoTokona DHCP nytem BegeHuA
Tabamubl DHCP snooping 1 0TNpaBKM KIMEHTCKUX
-/BbIKNOYEHO wupokoseLatenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»
nopTbl.
no ip dhcp snooping BbIKntoyaeT KOHTPOIb NpoToKoa DHCP.
ip dhcp snooping vlan vian_id PaspewaeT KoHTpoab npoTokosna DHCP B npeaenax yKasaHHOM
vlan_id: VLAN.
no ip dhcp snooping vlan (1..4094)/BbIKkNt04eHO | 3anpeliaeT KOHTPONb NpoTokona DHCP B npesenax ykasaHHOW
vlan_id VLAN.
ip dhcp snooping information Mo ymonuanuio npuem | Paspewaet npuHmumate DHCP-nakeThbl ¢ onuypeit 82 OT «HeHaAex-
option allowed-untrusted DHCP-nakeToB C HbIX» NOPTOB.
no ip dhcp snooping onuuen 82 ot 3anpewaet npuHuMmaTb DHCP-nakeTbl ¢ onumen 82 oT KHEHaAEX-
information option «HEHaAeXHbIX» NOPTOB | HbIX» NOPTOB.
allowed-untrusted 3anpeLleH
ip dhcp snooping verify BkntouaeT Bepudumraumio MAC-agpeca knneHta u MAC-agpeca mc-
TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEePEHHbIX» NMOPTaXx.
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no ip dhcp snooping verify Mo ymonuyanutio BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa nu MAC-agpeca
BepuduKauma WUCTOYHMKA, NpuHATOro B DHCP-nakeTe Ha «HeAO0BEPEeHHbIX» Nop-
BK/IIOYEHa Tax.
ip dhcp snooping database PaspelaeT ncnonbsoBaHne pesepBHoro daina (6asbl) KOHTpONs
PesepsHbIli pain He npotokona DHCP.
no ip dhcp snooping database ncnosb3syetca 3anpeLaeT MCNonb3oBaHMe pesepBHoro ¢aina (6asbl) KOHTPoONA
npotokona DHCP.
ip dhcp information option Paspelaet ycTpoiicTtey fobasneHue onuum 82 npu paboTe npoTo-
kona DHCP.
- - - - -/BbIKOYEHO —
no ip dhcp information option 3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
kona DHCP.
ip dhcp information option YctaHaBauBaeT naeHtndmratop Access Node ID onumm 82.
format-type access-node- node_id: (1..48)
id node_id CMMBO/10B/system
no ip dhcp information description YcTaHaBAMBaET 3HAYEHWE N0 YMONYAHUIO

option format-type
access-node-id

ip dhcp information option for- | format: (sp, sv, pv, spv, | Hactpansaet popmat DHCP onupn 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnOTa 1 NopTa;

- sv — Homep cnoTa n VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmaT: VLAN, cnoT, noprt;

- user-defined — ¢dopmat onpegenserca nosb3osaTtesem. Bos-
MOXHO HacTpouTb WabnoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNOb3YIOTCA Caeaytolme WabnoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCI;

%P: aAvHHOE MMA mopTa, Hanpumep, gigabitethernet 1/0/1 B
ASCII;

%t: TN nopTa (3HayeHwue nonsa ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesoi naHenwn) B ASCII;

%i: ifindex nopta B ASCII;

%vV: naeHtndukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%C: MmaK-agpec KnumeHTa B popmate H-H-H-H-H-H 8 ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 — agpec ¢
interface vlan 10);

%%: 0AMHOYHbIV cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon $ B ASCII

St: TMn nopTa (3HaveHne nona ifTable::ifType B
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmare H-H-H-H-H-H-H B HEX;
SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHWTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta 8 HEX;

Sv: naeHtndurartop VLAN B HEX;

Sc: mak-aapec knneHTa 8 popmate H-H-H-H-H-H 8 HEX;
Sb[XY]: nobasnatoTca Nnpon3soabHblie 6ainTbl XY B HEX (Sb13)

no ip dhcp information option 3anpewyaeT ycTpocTey gobasneHune onumm 82 npu pabote npoTo-
format-type circuit-id Kona DHCP.
ip dhcp information option for- YcraHaBnausaeT uaeHtnudumrkatop Remote agentID onuum 82.
mat-type remote-id ) [nA HacTPOMKM BOSMOXKHO MCMO/b30BaThb WAbMOHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

. - . - (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.

format-type remote-id
remote-id
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ip dhcp information option Lob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
suboption-type -/BbIKHOYEHO 6aiita (Type u length).

no ip dhcp information option YcTaHaBAMBaET 3HaYeHME MO YMONYAHUIO.

suboption-type

Tabnunuya 222 — dopmat nonen onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedasaemasn uHgpopmayusa

MmA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocneaHuii 6aitT — Homep NopTa, K KOTOPOMY MNOAKNKOUYEHO YCTPOWCTBO, OTNPaBaaloLLee
3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-aapec ycTponcTsa.

Tabnunua 223 — dopmart nosen onumm 82 pexuma custom

Mone Mepedaeaemasn uHghopmayus

OnvHa (1 6anT)

Tun Circuit ID

OnvHa (1 6ainT)

VLAN (2 6atiTa)

Homep moayns (1 6aitT)
Homep nopta (1 6aiiT)

Circuit ID

Onuna (1 6aiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

CyLecTByeT BO3MOMKHOCTb BKAHOUUTL A0baBieHne onumm 82 ann oTAeNbHbIX MHTepdENcoB 1 NOPTOoB.
MpropUTET NPUMEHEHUA KOMaHAbI OT HU3KOTO YPOBHSA K BbICOKOMY: FnobanbHasn HacTpoliKa, HacTpolKa Ha
nHTepdelice, HaCTPOIMKa Ha NOPTY.

tDopmaT onumn 82 npuv 3TOM onpeaenAaeTca To/1bKO B rno6anbHOM pexunme.

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 224 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
1o ymon4aHuio

ip dhcp snooping trust [obasnaeT UHTEpdENC B CNMUCOK «A0BEPEHHbIX» NPU UCNONb30-
BaHUM KOHTposA npotokona DHCP. DHCP-TpaduK «aoBepeH-
Horo» uHTepdeica cuntaetca 6e30nacHbIM U He KOHTPO/IMPY-
eTcA.

Mo ymonyaHutio
MHTepoenc He aBnseTca
[0BEPEHHbIM

no ip dhcp snooping trust Ypanaer nHteppenc M3 cnmcka «40BEPEHHbIX» MPU UCMOb30-
BaHMM KOHTpOAA npoTokosaa DHCP.

ip dhcp information option PaspewaeT fobasneHue onuumn 82 Ha BbibpaHHOM MHTepdeice

[global] -/global npu pabote npoTtokosa DHCP.

global — rnobanbHasa HacTpoKa gns NpUMeHeHus onummn 82.
MpuoputeT pabotbl KomaHAb! ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHdurypa-
ums.
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no ip dhcp information option

3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice
npu pabote npoTtokosa DHCP.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 225 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

[Lobasnset B paiin (6asy) KoHTponsa npoTokona DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy Ana yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZe BPEMEHM KM3HWU 3anuUcK, eCIN KAMEHT He OTNPaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 06HynseTcs
B C/ly4ae NoJly4eHun OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTYNHA TONbKO A1A NPUBUNETMPOBAHHOMO NO/Ib30BA-
Tens).

- seconds — BPeMs }KU3HU 3anucu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHo.

Yaansaet us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
ctene MAC-agpeca kaneHTa v rpynnol VLAN.

clear ip dhcp snooping
database

OuunwiaeT daiin (6asy) KoHTpona npotokona DHCP.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 226 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnosb3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

MoKasbiBaeT MHOOPMALLMIO NO oMLK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MokasbiBaeT WHPOPMALMIO O
HACTPOMKM WwabnoHoB B onummn 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KoHduUrypaumio GyHKLMM KOHTPONSA MNPOTOKOAa
DHCP.
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show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 daiina (6asbl) KOHTPOAA NPOTO-
[macaddress mac_address] [ip- . ) | xona DHCP.

address ip_address ] [vlan tg;_zgrri.' ((112//%1122))’

vian_id] - tv-ve })ort' o

[gigabitethernet gi_port | 1 8/0_/1 4;3)'

tengigabitethernet te_port | hu o'r.t' (1 E;)O/l’ 32);

twentyfivegigabitethernet _grou.p' ('i 128)." !

twe_port | oo !

hundredgigabitethernet vlan_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

= PaspewunTtb ucnoabsosaHne DHCP onuumn 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

=  [loKasaTb BCe COOTBETCTBMA U3 TabauLbl KOHTPOS NpoToKkoaa DHCP:

console# show ip dhcp snooping binding

5.24.4 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHayeHa ansa ¢puabTpaumm Tpadmka, NPUHATOro
¢ uHTepdelica, Ha ocHoBaHMM Tabanubl cooteeTcTBU DHCP snooping un ctatuyeckux cootsetcTeuid IP
Source Guard. Taknum o6pasom, IP Source Guard nossosaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V' MockonbKy ¢yHKUMA KOHTponA 3awmTtbl IP-agpeca ucnonab3yer Tabauubl COOTBETCTBMIA
DHCP snooping, MmeeT CMbICA WCMNOAb30BaTb AAHHYK ¢QYHKUMIO, npeaBapuUTenbHO
HacTpous u Bkatouns DHCP snooping.

V' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUUTDL rN06anbHO M gna
uHTepdeiica.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnunua 227 — KomaHabl pexkuma rnobanbHoM KoOHGUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
110 yMOoAYaHUIO
ip source-guard BkAtoyaeT dyHKUMIO 3aLLmTbl IP-aspeca KANEeHTa oA BCEro KOMMy-
Mo ymMmon4yaHuto TaTopa.
no ip source-guard bYHKUMA BbIKNKOYEHa BbikntoyaeT pyHKUMIO 3awWwmThl IP-agpeca KAnMeHTa o1s BCEro Kom-
myTaTopa.
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ip source-guard binding Co3paHune cTaTUYecKkom 3anmcu B Tabanue cooTBeTcTBusa mexay IP-

mac_address vian_id appecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-

ip_address {gigabitethernet gi_port: (1..8/0/1..48); | Horo B KomaHae nHTepdelica.

gi_port | tengigabitethernet te_port: (1..8/0/1..48);

te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..48);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128);

hu_port | port-channel group} vlan_id: (1..4094);

no ip source-guard binding YpaaneHue cTaTU4ecKown 3anucu B Tabaunue cooTBeTCTBUA.

mac_address vian_id

ip source-guard tcam 3apaeT YacToTy 06paLLeHUA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢

retries-freq {seconds | never} LLeNblo 3aM1CK B NaMATb HEAKTUBHbIX 3almLLeHHbIX IP-agpecos.
seconds: (10..600)/60 - never — 3anpewaeT 3an1Mcb B NaMATb HEAKTUBHbIX 3aLULLLEHHbIX

ceKk IP-agpecos.
no ip source-guard tcam YcTaHaBAMBaEeT 3HaYeHME N0 YMOYAHUIO.
retries-freq

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 228 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnsl nHTepdeiicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4aHuro
ip source-guard BkatouaeT dyHKUMIO 3aLmMThl IP-agpeca KAMeHTa Ana HacTpau-
Mo ymonuaHuio Baemoro uHtepdeica.
no ip source-guard GYHKUMA BbIKOYEHA. | BbIkatouaeT GyHKLMIO 3awmThl IP-agpeca KAMeHTa AnA HacTpa-
nBaemoro nHTepdeiica.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 229 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

ip source-guard tcam locate BpyuHyto 3anyckaeT npouecc obpaLLleHns yCcTponcTBa K BHYT-

PEHHUM pecypCam C Uenbko 3annucn B NaMATb HEAKTUBHbIX 3a-

wueHHbIX IP-agpecos. KomaHaa 40CTynHa TONbKO A4 NPUBK-

NerMpoBaHHOro nosb3oBaTenAa.

KomaHda Aelicmeue

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnumua 230 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);

KomaHza otobparkaeT HacTpoiKy GpyHKUMM 3awmTsl IP-agpeca
Ha 3agaHHOM IMbO Ha Bcex MHTepdeicax ycTponcTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094);

KomaHza oTobpakaeT cTaTUCTUKy QyHKLMM 3awmuThl IP-agpeca
Ha 3aaHHOM nnbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);

KomaHza otobpaxkaeT cTaTyc pyHKUMM 3awmTsl IP-aapeca gna
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nav rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa oTobpaskaeT He akTUBHble IP-agpeca oTnpasuTens.

[pumepbl 8b1M0HEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3awWwmThl IP-agpeca gna scex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKtounTb GyHKUMIO 3awmTbl IP-agpeca ana punstpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
cteuit DHCP snooping n ctatnyeckux cootsetctBuin IP Source Guard. Co34aTb CTaTUYECKYO 3anNuCh B
Tabanue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec kKnneHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UnTepdeic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 Konmponae npomokKona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npegHasHauyeHa Ans 3alimTbl OT aTak C

ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npotokona ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMUxX cooTBeTcTBul IP- 1 MAC-agpecos, 3aaHHbIX a1
rpynnbl VLAN.
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NopT, CKoOHUrypuPOBaHHbLINA «HegoBepeHHbIM» ana ¢yHKUMKM ARP Inspection, AonKeH TakKe
6bITb «HeaoBepeHHbIM» anAa GpyHKuMn DHCP snooping unu cootsetcteue MAC-agpeca um IP-
appeca Ana 3TOro NopTa A0KHO 6bITb CKOHPUrypupoBaHO cTaTuuecku. MHaue gaHHbIA nopT
He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

.‘

v

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

[Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKMU cooTBeTcTBMIM IP- 1 MAC-agpecos.

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 231 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuio
bYHKLMA BbIKNOYEHA

Bk/itoyaeT KOHTPOIb NpoToKona ARP (dyHKumio ARP Inspection).

BbIKkNtoYaeT KOHTpoAb NpoTokona ARP (dpyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaxuio
bYHKUMA BbIKAOYEHa

PaspelwaeT nposepKy npoTtokosia ARP, ocHoBaHHyt Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpeuaeTt npoBepKy npotokona ARP, ocHOBaHHyO Ha H6ase cooT-
BetcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnseT cneunduryHbie NPOBEPKM A1 KOHTPOAA NPOTOKONAA
ARP.

MAC-agpec ncrouHuka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cooTtseTcTBe MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKaA B coaepXnMmom npotokoaa ARP.

MAC-agpec HasHayeHusa: [1na ARP-0TBETOB nNpoBepAeTcA COOTBET-
cteue MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHauyeHuUA
B coAep*KMmom npoTokona ARP.

IP-appec: MNMposepaetca cogepxunumoe ARP-nakeTa Ha Hanuuune He-
KOppeKTHbIX IP-agpecos.

3anpewaeT cneunduryHble NPOBEPKM AR KOHTPOIA NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3pgaHue cnumcka ctatuyecknx ARP-cooTBETCTBU.
2. Bxoga, B pexxum KoHourypaummn ARP-cnuckos.

YpaneHue cnvcka ctatuyeckmux ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatndeckux ARP-cOOTBETCTBMIA oA yKa3aHHOM
VLAN.

OTMeHsEeT Ha3HaYeHWe CnucKa cTatudeckux ARP-coOTBeTCTBUIA AnsA
yKasaHHoM VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3aflaeT MUHUMaNbHbIV MHTEPBAN MEXAY COOBLLeHUAMMU, CoAepiKa-
WMMKM MHGOopMmaLmio NpoToKona ARP, nepesiaBaeMbiMu B JKypPHan.

- 3HayeHue O yKasblBaeT Ha To, YTo cooblieHnsa 6yayT reHepupo-
BaTbCA HE3aMeA/IMTE/NbHO;

- infinite — He reHepMpoBaTbL COOBLLEHMIA B XKypHan.

YcTaHaBAWBaeT 3Ha4YeHne no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 232 — KomaHap! pexkxnuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
MHTepdelc He aBnaeTca
[0BepeHHbIM

[obasnaeT uHTepdeic B CNMCOK «A0BEPEHHbIX» NPU UCMOIb30Ba-
HWUK KOHTPONA npoTokona ARP. ARP-TpaduK «f0BEepeHHOro» UHTEep-
delica cuntaeTca 6e30nacHbIM U He KOHTPOIMPYETCA.

Yaansaet nHtepdeinc n3 cnncka «40BepeHHbIX» NpPU UCMOb30BaHMUMU
KOHTponA npoTokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 233 — KomaHabl perkruma KoHourypaumm ARP-cnvckoBs

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[OobasnaeT ctatuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcreme IP- u MAC-agpecos.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 234 — KomaHabl pexxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KOHOUrypaumto ¢GyHKLMKU KOHTpOAs npoTokona ARP
Inspection Ha BbIbpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKa3blBaeT CMMCKMU CTaTUYECKMX cooTBeTcTBui IP- 1 MAC-agpecos
(komaHaa AOCTyNHa TONbKO ANA MPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY 4R CledyloLMX TUMOB NaKeToB, KoTopble
6111 06paboTaHbl Npu Nomowwm GyHKLMK ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbkKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BK/KOUYUTb KOHTPO/Ib NpoToKoNa ARP 1 4o6aBUTb B cNUCOK spisok cTaTnyeckoe cooteeTcTeme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauMTb cnmcok spisok ctatnyecknx ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKux cooteeTcTeumi IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.25 ®yHKumum DHCP Relay areHTa

KommyTtatopbl nogaepkusatot ¢pyHKLUmMn DHCP Relay areHTa. 3agayeit DHCP Relay areHTa siBnsetcs
nepeaada DHCP-nakeToB OT K/IMEHTa K cepBepy U 0bpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTcs B OAHOM
CeTU, a KAMeHT B apyron. Opyroii ¢dyHKumMeln ansetca gobasneHwe AOMNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KAneHTa (Hanpumep, onuumm 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMmyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpochbl, NepenaeT 3TU 3anpocbl CEPBEPY OT UMEHW KMeHTa (0CTaBAAsA B 3anpoce onuun ¢ TpebyembiMmu
KIMEHTOM MapamMeTpamMm W, B 3aBUCUMOCTM OT KOHPUrypaumm, aobasnsas ceon onuuu). Monyyms oTeeT oT
cepBepa, KOMMYTaToOp NepeaaeT ero KAMEeHTy.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM pPeXMMa rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 235 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4yaHuro

ip dhcp relay enable Mo ymonuyaHuio BkntoueHune ¢pyHKumin DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BbIK/IOYEH BbikntoveHne ¢pyHKunin DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address vlan_id: (1..4094) 3agaét IP-agpec goctynHoro DHCP-cepsepa gns DHCP Relay
ip_address [vlan vian_id] MosKeT 6biTb areHTa.
no ip dhcp relay address V 3apaHo Ao Ypansaet IP-agpec u3 cnucka DHCP-cepsepos ans DHCP Relay
[ib_address] BoCbMU areHTa.

cepBeposB B BUAe
AvanasoHa unu
nepeuncneHvem.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console(config)# interface vlan vian id
console (config-if) #

Tabanuya 236 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no yMOAYAaHUIO

ip dhcp relay enable BkntoyeHune ¢pyHKumii DHCP Relay areHTa Ha HacTpavBaemom

Mo ymonuaHuio areHT | uHTepdelice.
no ip dhcp relay enable BbIK/IIOYEH BbikntoueHne ¢pyHKunit DHCP Relay areHTa Ha HacTpanBaemom

nHTepoelice.
ip dhcp relay gateway-address Mo3BoNsAeT HacTPOUTb KOHKPETHbIN agpec MCTOYHMKa And
. Mo ymonuaHuio agpec
ip_addr 6 dhcp nakeToB 3 KaneHtckoro Vian.
He BblbpaH

no ip dhcp relay gateway-address P Bo3Bpalaer B pexnm paboTbl N0 yMOAYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 237 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

show ip dhcp relay OTobparkaeT KOHOUrypaumio HacTpoeHHoi ¢yHkumm DHCP Relay
- areHTa g8 KOMMYTaTopa M OTAE/IbHO A5 MHTepdencos, a TakKe
CMUCOK AO0CTYMHbIX CEPBEpPOB.

[pumepbl 8b1M0MHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep OCyLLEeCTBASET LeHTPaM30BaHHOE yNpaB/ieHne CeTEBbIMM agpecaMm 1 COOTBETCTBYIO-
LWMMW KOHOUTYPaALMOHHbBIMM NapameTpammu, aBTOMaTUYECKM NPeAoCTaBaAa UX KAneHTam. ITo No3BonseT
n3bexKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KONMYECTBO OLIMBOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobecreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunuya 238 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip dhcp server

-/BbIKNOYEHO

BkntoueHune ¢oyHKUmnn DHCP-cepBepa Ha KommyTaTope.
Mepea BkAloueHnem DHCP-cepBepa npeaBapu-
' | TeNbHO AO0/XKHbI 6biTb OTK/AlOYeHbl DHCP-KAneHTbI
e Bo Bcex VLAN. B Tom uucne BKAKOYEHHbI N0 ymon-
yaHuio DHCP-knueHT B VLAN 1.

no ip dhcp server

BoikntoueHue ¢pyHKummM DHCP-cepBepa Ha KomMyTaTope.

ip dhcp pool host name
P PP name: (1..32)

Bxog, B pexxum KoHpUrypaumm ctatmyeckux agpecos DHCP-cep-
Bepa.

- CUMBO/I0B
no ip dhcp pool host name

Ypnanaet koHourypaunio DHCP-kAmMeHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp pool network name

name: (1..32) cumBonos

Bxog B pexxum KoHdpurypaumm DHCP-nyna agpecoe DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
. YKas3aHo B Tabnuue 9.

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

Yka3biBaeT IP-agpeca, kotopbie DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV IP-agpec AnanasoHa.

no ip dhcp excluded-address
low_address [high_address]

Ypanenue IP-agpeca 13 CNMCKa UCKAOYEHUIA O Ha3HAYeHuUA
ero DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux aopecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMmMe KoHdUrypaLumm ctatuieckmx agpecos DHCP-cepeepa:

console# configure

console (config) # ip dhcp pool host name

console (config-dhcp) #

Tabnnuya 239 — KomaHabl perkMma KoHourypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyyHoe pe3epsuposaHue IP-agpecos ana DHCP-knmeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conocTaBneH ¢ pusn-
YeCKMM afpecom KINEHTa;

- mask/prefix_length — macka noacetn/nnmHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) ceTeBOM KapTbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

- name: (1..32) cumBonos
no client-name

Onpegenset uma DHCP-kauneHTa.

Ypanaetr uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumum nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #
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Tabnunua 240 — KomaHabl pexkuma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YcTaHaBAWBaeT HOMep NOACETU U MAcKy NOACETU AN Nyna aa-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;

- high_address — koHeuHbIV |IP-agpec aManasoHa agpecos.

- mask/prefix_length — macka nogcetn/anuHa npedukca.

Ypansaet koHourypaunto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHAbl He OrpaHNYEHo;

- days — KONMYecTBo AHew;

- hours — KONMYecTBO Yacos;

- minutes — KOANYECTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-dhcp) #

Tabnunua 241 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonyaHuIo CNUCoK
MapLIpyTU3aTOPOB He
onpeaeneH.

no default-router

Onpepensier CNUCOK MapLIpyTU3aTOPOB MO YMOJYAHWUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyTU3aTopos, Mo-
YKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec maplipyTM3aTtopa Ao0NXKeH 6biTb B TOW Ke
. NOACETH, YTO U KANEHT.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenset cnncok DNS-cepsepoB, AOCTYMHbIX 414 KANEHTOB
DHCP.
- ip_address_list — cnucok IP-appecoB DNS-cepsepoB, moeT

onpeaenex. cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.
no dns-server YcTaHaBAWBAET 3HAaYEHME MO YMOAYAHMIO.
domain-name domain domain: (1..32) Onpegenset sgomeHHoe ums gns DHCP-KnuneHToB.
no domain-name CMMBO/I0B YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNNCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpegenset cnucok WINS-cepBepoB, AOCTYMHbIX ANA KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
cofepaTb A0 8 3anucel, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuto Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpegenset Tmn y3na NetBIOS Microsoft ana knneHTos DHCP:
- b-node — lWMpOKOBELLATENbHDI;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIiA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOro AO/MKEH BbITb NONY-
YeH 3arpy3ouHbli dan.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Mcnonb3yetca ana ykazaHma DHCP-knneHTy nma cepsepa, C KO-
TOPOro A0/IKeH bbITb NOJIYYEH 3arpy304HbIv daii.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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bootfile filename

no bootfile

filename: (1..128)
CUMBOJI0B

YKasblBaeT uma ¢aiina, UCnoNb3yemoro AnA HavyaNbHOW 3a-
rpy3kn DHCP-knneHTa.

YcTaHaBAMBaET 3Ha4YeHue nNo YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMOAYaHMIO CNUCOK
cepBepoB He
onpeaenex.

OnpepenneT CNMCOK CepBepoB BpemMeHM, JOCTYMNHbIX ANA KAn-
eHTos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
KeT cogepaTb Ao 8 3anucei, pasgeneHHblx npobenom.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/IOB

HactpansaeT onumn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- integer — uenoe NoNOXUTENbHOE YNCAO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanaet onunn gna DHCP-cepsepa.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 242 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHuve 3anucei U3 Tabaunubl COOTBETCTBUA PUNYECKMX aa-
pecos M aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHayeHHbIi DHCP-cepsepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, kKoTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUTypauun ans ctatmyeckmx agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnneHTa;

- name — vumA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypauumn DHCP-nyna agpecos DHCP-cepsepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaB/AEHbI C PUIUYECKUMMU
afpecamu KAMEHTOB, a TaKXKe Bpema apeHapbl, cnocob HasHave-
HWA 1 coctoaHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukmn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbligaHHbIX DHCP-cepBepom.

[pumepsi 8biM0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb ana DHCP-knneHTOB: mA gomeHa — test.ru, w3
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0

console (config-dhcp) # dns-server 192.168.45.112

( )

console (config-dhcp) # domain-name test.ru
( )
( )

console (config-dhcp) # default-router 192.168.45.1
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5.27 KoHdwurypauua ACL (cnucku KOHTpona aocTtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuaa
dnNbTpaLMM BXOAALLENO M UCXoZAaLWero TpaduKka Ha OCHOBAHUWM NepefaBaeMbiX B MaKeTax NPOTOKONOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 n MAC-agpecoB He 4,0/1KHbl MMEeTb OAWHAKOBble Ha3BaHUA.
V IPv6- n IPv4-cnnucku moryT pabotaTb BmecTe Ha ogHom ¢usnueckom uHrepdeiice. Cnncok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLaTbCA co cnuckamu gna IPv4 wam IPv6. iBa

CNUCKa OAMHAKOBOrO TUNa He MOryT paboTaTtb BMecTe Ha uHTepdeiice.
KomaHgbl Ana co3fgaHus U pepaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHowm
KOHUrypauum.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum MMeeT BUA,:
console (config) #

Tabnunua 243 — KomaHabl 4nsa co3gaHua U KoHdurypaumm cnnckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

ip access-list access_list CospaHune ctaHaapTHoro cnucka ACL.

{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MAKETOB C yKasaHHbIMW Mapa-

ip_address [ip_address_mask]} meTpamu;
- permit — paspeLmnTb NPOXOXKAEHNE NAaKeTOB C YKa3aHHbIMW Napa-
MeTpamu.

no ip access-list access_list YaanuTb CTaHOApTHbIN cnncok ACL.

ip access-list extended Co3gaHune HoBOro pacwmnpeHHoro cnucka ACL ana agpecauunm IPv4

access_list N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeMm eLLe He co34aH) NMB0o BXOA B PeXKUM KOHOUIypaLLMm paHee co-
3, @aHHOTO CMMCKa.

no ip access-list extended YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.

access_list

ipv6 access-list access_list CospaHne HoBOro cTaHgapTHoro cnucka ACL gna agpecaummn IPv6.

{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MAKETOB C yKa3aHHbIMW Mapa-

ipv6_address access_list: (0..32) MeTpamu;

[ipv6_address_prefix]} cMMBONa - permit — paspelwmnTb NPOXOXAEeHNE NAaKeTOB € YKa3aHHbIMM Nnapa-
MeTpamu.

no ipv6 access-list access_list YpaneHwe ctaHaapTHoro cnvcka ACL gna agpecaumm IPv6.

ipv6 access-list extended Co3gaHune HoBoOro pacwmnpeHHoro cnucka ACL ana agpecauum IPve

access_list N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeMm eLLe He co34aH) NMMB0o BXOA B PEXKUM KOHOUIYypaLLMmM paHee co-
3[l@HHOTO CMMCKa.

no ipv6 access-list extended YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

access_list

mac access-list extended Co3paHune Hosoro cnucka ACL Ha 6ase MAC-agpecaumu 1 BXog, B

access_list PEeXUM ero KOHPUrypaLmm (ecam cnUcok € AaHHbBIM UMEHEM elue
He co34aH) IM60 BXOZ, B PeXKMUM KOHOUTYpaLumn paHee co3aHHOro
CMUCKa.

no mac access-list extended Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.

access_list

time-range time_name Bxopg, B pexkum KoHbUrypaumm time-range 1 onpegeneHne BpemeH-

time_name: (0..32) HbIX MHTEPBANI0B A4/1A CMUCKa AocTyna.
cMMBONa - time_name — uma npoduna HacTpoek time-range.
no time-range time_name YaaneHue 3apaHHoM KoHbUrypauum time-range.
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Ona Toro 4rtobbl aKTMBM3MpoBaTb cnucok ACL, Heobxoaumo cBfA3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONb3YIOLWLMM CIINCOK, MOXET bbiTb Mb0o nHTepdelic Ethernet, nnbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepagpelica Ethernet, VLAN, epynnsi nopmos

KomaHgHaa cTpoka B pexume KoHourypaumm mHtepderica Ethernet, VLAN, rpynnel noptoB nmeet

BUA;

console (config-if) #

Tabnunua 244 — KomaHaa HasHayeHus cnucka ACL-mHTepdeincy

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBOIa

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NpVBA3bIBAET YKa3aHHbIN CNUCOK K JaHHOMY UHTepdelicy.
— rnobanbHan HacTPolKa Ana NpUMeHeHus onuun 82.
MNop, aevicteue ACL, Ha3Hayaemoro Ha interface vlan, no-
V nagaeT He TONMbKO MapLUIPYTU3UPYEMDbIi TpaduK, HO U
TpaduK BHYTPU CETU.
Nopg petvicteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXO4ALWMI B NOPTbl TpaduK B AaHHOM VLAN.

YpaneHue cnvcka c nHtepdelica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnnua 245 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cuMMBO/IA

MNMoka3sbiBaeT cnncku ACL, co3gaHHble Ha KOMMmyTaTope.

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMyTaTope, KoTopble B
HacToALLlee BpeMA ABNAIOTCA aKTUBHbIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);

MokasbiBaeT cnnckun ACL, HazHayYeHHble UHTepdelicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);

O6HYNUTbL BCe cYeTYMKM cnnckoB ACL M6O cYETUYMKM ANs CNUCKOB
ACL 3agaHHoro uHtepoelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);

MNoKa3blBaeT CHEeTYMKM CNINCKOB Aoctyna.
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KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexkume EXEC nmeet sua;

console#

Tabnunuya 246 — KomaHabl s npocMmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaLmio time-range.

5.27.1 KoHndepueypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHWA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHA, HacTpoMKM cnmnckoB ACL, oOCHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1M BXO4, B pPeXUM
pefaktTuposaHuA cnuckos ACL, ocHOBaHHbIX Ha agpecauuu IPv4, ocywectBndetca nNo KomaHge: ip
access-list extended access-1list.Hanpumep, gnsa co3gaHus cnmcka ACL nog HassaHuem EltexAL
HEeob6X0AMMO BbINOJHUTL CNeayolMe KOMaHOb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnnua 247 — OCHOBHbIE NapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [Jelicteue ‘3anpetuTs’ Cospaer 3anpelyatoliee npasuao GunbTpaumm B cnucke ACL.
protocol Mone npegHasHa4YeHo ANA YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-
KOJ10B), Ha OCHOBE KOTOPOro byAeT ocylecTBaseTca GuabTpaums.
Mpw BbIBOpE NPOTOKOA BO3MOXKHbI CieaytoLme BapmaHTbl: icmp,
NooToKon igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, 160 UMCNOBOE 3HAYEHWE NPOTOKONA, B ANANa30He
(0 —255).
[na cooTBeTcTBMA NIO6OMY NPOTOKONY UCNOb3yeTcA 3HaveHue IP.
source Appec UCTOYHMKA OnpepenseT IP-agpec UCTOYHMKA NakKeTa.

source_wildcard

Wildcard-macka agpeca

UCTOYHUKa

ButoBas macka, npumeHsemas K IP-agpecy MUCTOYHMKA nakeTa.
Macka onpepgenset 6utbl IP-agpeca, KoTopble He06X04MMO UTHO-
pupoBaTb. B 3HaYeHnA UrHopmpyembix BUTOB A0KHbI ObITb 3anK-
CaHbl eauHWUbl. Hanpumep, Mcnoib3ya Macky, MOXKHO onpeje-
NnTb gna npasuna eunbtpaumm IP-cetb. YTobbl A06aBUTL B Npa-
BMNO dpunbTpaumm IP-cetb 195.165.0.0, Heobxoanmo 3a4aTb 3Ha-
yeHue macku 0.0.255.255, To ecTb COrnacHo [laHHOW Macke no-
cnenHve 16 6ut IP-aapeca 6yayT UTHOPUPOBATLCS.

destination

Ap,pec Ha3Ha4yeHuA

Onpepenset IP-agpec HazHavyeHMA NakeTa.

destination_wildcard

Wildcard-macka agpeca

Ha3Ha4YeHunA

BuTOBas macka, npumeHsemas K IP-agpecy HasHayeHWs naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pupoBaTh. B 3HaYeHUA UTHOPUPYEMbIX BUTOB 40/1XHbI BbITb 3aMK-
CaHbl eAauHMUbl. Macka MCMo/ib3yeTca aHa/lorMyHoO Macke
source_wildcard.

vlan NpeHTndukatop Vian Onpegenset Vlan, gna KoToporo 6yaeT npUmeHATLCA NPaBuo.

dscp None DSCP & saronoske L3 Onpep,e!lﬂeT 3HayeHue DSCP-nons diffserv. BosamoskHble Koabl co-
o06ueHuit nons dscp: (0 —63).

precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpaduka: (0-7).
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time_name

NUms npodunsa
KoHbUrypauum time-range

OnpeaensieT KOHPUIypaLMIO BPEMEHHbIX UHTEPBAOB.

icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
umMm  ICMP-naketoB. BO3MOMHble TuMbl COOBLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe TMna cooblieHus, B guanasoHe (0 — 255).

icmp_code

Kopg, coobuieHuns npoTtokona
ICMP

Kopg, coobiennit npotokona ICMP, ncnonbayembiit ans Gunbtpa-
umMm  ICMP-naketoB. Bo3mokHble Kogbl COObLEHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobLeHna NpoToKona
IGMP

Tun coobueHuit npotokona IGMP, ncnonobsyembln ana ¢uabrpa-
UMM naketoB |IGMP. Bo3moKHble Tunbl coobueHuii nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o yncnoBoe 3HayeHne
TMna coobuieHus, B aManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHusa

source_port

UDP/TCP-nopT MCTOYHMKaA

Bo3moxKHble 3HauyeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHme (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecam ana ycnosua dunbtpaumm Gnar goaxkeH 6biTb YCTaHOBEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvsosaHun
HECKONbKUX GNaroB B ycnoBuu ouabtpaumnn, enarn obvesmHs-
t0TCA B OA4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobueHni

disable_port BbIkNtOYaeT NopT, ¢ KOTOPOro Hbin NPUHAT NAKET, YA0BAETBOPAIO-
OTKAtOYeHMe nopTa Wit ycnosuam ntoboi U3 KomaHg 3anpeTa deny, B coctaBe KOTO-

poi 6bi10 onucaHo none.
log_input BKntoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHbIN

XYpHan npu nony4eHM nakeTa, KOTOprﬁ COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHue cnncka
wabnoHoB Nonb3osaTens

3a4aeT UCMob30BaHMe CNMCKa WabnoHOB Nosib3oBaTens Ana pac-
no3HaBaHWA NakeToB. A Kaxaoro cnucka ACL moxeT 6biTb onpe-
AeneH CBOW CNUCOK WabsoHoB.

ace-priority MHAEKC 3a4aeT NosIoXKeHUe npasmnna B CNUCKe U ero NpnuopuTeT.
|_|pI/IOpI/ITET 3anucu Yem meHblle UHOEKC — TemMm npuoputeTHee npasuno. rC],l/IaI'IaBOH
A0NYCTUMbIX 3HadeHuni (1..2147483647).
/‘ DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3ayercs na-
pameTp «any».

/‘ Ecnu naket nonaaaet nog Kputepuit npasmna B ACL, To Hag HUM BbINOAHAETCA AelcTBue

aToro npasuna (permit/deny). flanbHeiwan npoBepKa He NPOM3BOAUTCA.
/‘ Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asnibHO NakKeT 6yaeT npoBepeH Ha
cooteeTcTBUue npasunam IP ACL, notom MAC ACL (B cnyyae, ecnim He nonagéT noa Aeicremne

HU ogHoro 13 npasun IP ACL).
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Ecnn nocne npoBepKu Ha cootBetrcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (Koraa 2 ACL HasHauyeHbl Ha MHTepdeiic) naKeT He nonan
nopa, AeiAcTBMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

Y

"deny any any".

Tabnunuya 248 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnseT paspeluatoLlyto 3anncb GUAbLTPALMM 4A NPOTOKOAA.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTbiBaTbca
KOMMYTaToOpOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YpanseT co3faHHy paHee 3anuch.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6aBnseT paspeluatolyto 3anncb GuAbTpauumu 4nsa NpoToKoa
IP. MaKeTbl, oTBEYalOLWME yCcnOBUAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Yaanser co3gaHHylo paHee 3anmch.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnsaeT paspelaroLLyto 3anuce GUAbTPaUUK 414 NPOTOKO/a
ICMP. MaKeTbl, oTBEYAOWME YCNOBUAM 3anucK, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanaer co3gaHHyo paHee 3anuce.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnser paspeluatolyto 3anncb GuAbTPaLUM AN NPOTOKOAA
IGMP. MaKeTbl, OTBEYatOLLME YCI0BUAM 3anncu, byayT obpabaTtbl-
BaTbC KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaer co3gaHHyo paHee 3anuce.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnser paspelualolyto 3anncb GuAbTPaLUM AN NPOTOKOAA
TCP. MaKeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspelatoLLyto 3anmcb GpUAbLTPaALUN 4NA NPOTOKONA
UDP. MNakeTbl, OTBEYatoWMe ycnosmMam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTAaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT co3faHHyH paHee 3anuch.
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deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLLyto 3anncb GuUaAbTPaLMK ANA NPOTOKoAA.
MakeTbl, OTBEYalOLWMe YCAOBUAM 3anucuK, byayt 6a1oknposaTbea
KommyTaTopom. Mpu ncnonbaosaHum Katodyesoro cnosa disable-
port dusmueckunii HTEpdeic, NPUHABLIMIA TaKoM NaKeT, ByaeT Bbl-
KntoueH. Mpu nucnonb3oBaHMK KatoueBoro cnosa log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[JobaBnseT 3anpelLatolyto 3anucb GUAbTpaLumM Ans NpoToKoa
IP. MakeTbl, oTBevyalolwme ycnoBuam 3anucu, 6yayt 6aokupo-
BaTbCA KOMMYyTaTopom. lpu MCNONb30BaHUKU KAHOYEBOTO C/0Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
6yaeT BbikAtoYeH. Mpu MCNoib30BaHMU Katodesoro ciosa log-
input 6yaeT oTnpaBieHo coobLLeHMe B CUCTEMHBIV KypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[JobasnsaeT 3anpelyatollyto 3anuce GUAbTPaALMM A4 NPOTOKO/A
ICMP. MaKeTbl, oTBeYaloWwue ycnoBmMam 3anucu, byayt 6aokupo-
BaTbCA KOMMYTATOpPOM. MpU UCMNO Nb30BaHUM KAOYEBOTO CNOBa
disable-port ¢usmyecknii HTepdelic, NPUHABLUMIA TaKOW NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cniosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLlatollyto 3anuce GUAbTPaALMM 414 NPOTOKONA
IGMP. MakeTbl, oTBEYatoLMe yCAOBUAM 3anmcu, byayT 6a0Kkupo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUMU KAOYEBOrO CA0Ba
disable-port ¢pusmyecknin nHTEpdeElic, NPUHABLIMIA TaKON NakerT,
byneT BbiKAOYeH. MpU MCNONb30BaHUKM KatoyeBoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNE B CUCTEMHbIV XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[Jobasnser 3anpeluatolyto 3anucb GuabTpaLumM ANA NPOTOKOAA
TCP. MNakeTbl, oTBevatolWme ycaoBUAM 3anucu, byayt 6nokupo-
BaTbCA KOMMYTaTOpom. lpM MCNONb30BAHUM KAHOYEBOrO C/0Ba
disable-port ¢pusmyecknin nHTEpPdENc, NPUHABLIMIA TaKOK NakKerT,
6yaeT BbikntoyeH. Mpu ucnonb3oBaHuMM Katoyesoro cnosa log-
input 6yaet oTnpaBneHo coobLyeHne B CUCTEMHBIV KypHan.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnaeT 3anpeLlatollyto 3anuce GUAbTPaALMM 418 NPOTOKONA
UDP. MNakeTbl, oTBEYatowWwme ycnosuam 3anucu, byayt 61okupo-
BaTbCA KOMMyTaTopom. lMpun UCNoNb30BaHUU KAKOYEBOrO CNOBA
disable-port ¢pusmyecknin nHTEpPdENC, NPUHABLIMIA TaKOW NakerT,
byneT BbiKAOYeH. Mpu MCNONb30BaHUKM KatoueBoro cnosa log-
input 6yaeT oTnpaBneHo coobLeHne B CUCTEMHbIV XKypHa.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanaet CO34aHHYIO paHee 3anunchb.
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offset-list offset_list_name {offset_base offset mask Co34aéT cnucok WwabsioHoB Nosb3oBaTens ¢ umeHem name. Nma
value} ... MOKeT BK/oYaTb oT 1 40 32 cumBONOB. B 0AHOM KOMaHae MoXKeT
copepKaTbCs A0 TPMHAALATU WaboOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnma HacTPOMKM CNMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/IlOUaOWMX Cneaytowme napameTpbl:
- offset_base — 6a3o0Boe cmelleHne. BO3MOXKHble 3HaYeHun:

I3 — Hayano cmeleHuns ¢ Havyana IP-3aronoska;

14 — Hayano cmelweHus ¢ KoHua IP-3aronoBKa.
- offset — cmelieHue baliTa faHHbIX B Npeaenax nakera. basosoe
cMelLeHre NPUHMMAETCA 33 HaYvalo OTCYeTa;
- mask — macKa. B aHan13e nakeTa NPUHMMALOT y4acTue TO/IbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHOLLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nCKOMOe 3HayeHue.

no offset-list offset_list name Ypanaer co3faHHbIN paHee CrnCOoK.

5.27.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAaPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHZ HacTpolikm cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBNAETCA NO KOMaHAe: ipvé access-list access-1ist. Hanpumep, Ana co3gaHma CnmMcka
ACL nog, HazBaHMem MESipv6 HeobxoAMMO BbINOMHUTL CAeaylowmne KoMaHabl:

console#

console# configure

console (config) # ipvé access-list MESipv6
console (config-ipve-al) #

Tabauua 249 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [JelicTBue 3anpeTuTb Coszpaer 3anpelyatoliee npasuno GunbTpaumm B cnucke ACL.
protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOpOro byaeT ocyliecTeaseTca dpuabTpaumsa.
Mpu BbI6OpE NPOTOKOa BO3MOXKHbI CeAytoLuMe BapuaHThl: icmp,

MpoToKon tcp, udp Mbo uMcnoBOe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).
Ona cootseTcTBuA NtOBOMY NPOTOKOAY MCMNONb3YeTCA 3HaYeHue
IPv6.
source_prefix/length AZpec oTnpaBuUTeNs u ero Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-
ANVHa CTBO CTaplwmx 6UT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length AZpec HazHa4yeHuA u ero Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-
ANVHa CTBO CTapLimx 6UT afipeca) HazHaYeHUs nakera.
dscp None DSCP & saronoske L3 Onpe,a,e}lﬂeT 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
o06ueHuit nons dscp: (0 —63).
precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUIYPaLMIO BPEMEHHbIX UHTEPBAOB.
umm time-range
icmp_type Ucnonbsyetca ana punstpaumm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Koga, coobuieHnin npoto- Ucnonbsyetca gna ¢unbtpaumm ICMP-naketoB. Bo3MoKHble 3Ha-
kona ICMP yeHus nona (0 — 255).
destination_port UDP/TCP-nopT Ha3Ha4yeHun
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source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HayeHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

®naru npotokona TCP

Ecau gna ycnosua ¢unbTpaumm dnar fonxeH 6biTb YCTaHOBEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

MHaekc npasmna

disable-port BbIK/IlOYAET NOPT, C KOTOPOTO 6biA NPUHAT NaKeT, YA0BAETBOPAIO-
OTKNtoYeHMe nopTa WM ycnoBmaAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTO-

po#, 6b110 onncaHo none.
log-input OTnpasKa coobLLeHMif BK/toyaeT oTnpaBKy MHGOPMALMOHHbIX cvoo6u.|,eHV|171 B CUCTEMHbIV
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
ace-priority MHAeKc npasuna B Tabauue, Yem MeHbLUe MHAEKC — TEM NPUOPU-

TeTHee npaswuno: (1..2147483647).

Y
v

pameTp «any».

6aBnAloTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[na BbibGopa BCcero guanasoHa napameTpos, Kpome dscp u IP-precedence ncnonbsyercs na-

Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHUMM B CNUCOK A,0-

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLblo npoToKona IC-
MPv6, a nocheaHAAa O3Ha4YaeT UTHOPUPOBaHUE BCEX MaKeTOB, He YA0B/1ETBOPAIOWMUX YCNO-

suam ACL.

Tabanuya 250 — KomaHabl, cnosibayemble aaa HacTpoiku ACL cnnckos Ha ocHoBe IPv6-aapecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeLlatoLLyto 3anncb GUabTpaLumn gna NpoToKoa.
MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCa
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspeLatoLyto 3anmcb GpUAbTPaALUN ANA NPOTOKOAA
ICMP. MNakeTbl, OTBEYatowWMe ycnoBmMam 3anucu, byayT obpaba-
TbIBAaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeLuatoLyto 3anvce GunbTpauum ana NpoTokona
TCP. MakeTbl, oTBEYAlOLME YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanaet CO34aHHYIO paHee 3anucb.
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permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTpaLUN ANA NPOTOKOAA
UDP. MakeTbl, OTBEYaOLWME YCN0BUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobanaeT 3anpeLyatoLLyto 3anncb GUabTPaL M Aaa NPoToKoNa.
MakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. lMpu ncnonb3oBaHMmM Kntodesoro caosa disable-
port dusnyeckmit nHTepdeiic, NPUHABLINIA TaKoKM nakeT, byaeT
BbIKtoYeH. Mpu ncnosib3oBaHMKM Kntoyesoro cnosa log-input by-
[eT OTNPaBNEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuco.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ana NpoToKoaa
ICMP. MNaKeTbl, oTBEYAtOWME YCOBUAM 3anucK, byayT 610Kkupo-
BaTbCA KOMMYyTaTOpOoMm. MpK MCNOIb30BaHMM KAOYEBOTO CNOBA
disable-port ¢u13myeckuit MHTEpPdENC, NPUHABLLMIA TaKOW MNaKeT,
6yaeT BbikAloueH. MNpy ncnonb3oBaHUKM Katouesoro cnosa log-
input 6yaeT oTnpae/ieHo coobLeHMe B CUCTEMHBIN KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpeLLatoLLyto 3anucb GuabTpaLumn Ana NpoToKoa
TCP. NaKeTbl, OTBeYalOLLME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYyTaTOpPOM. MpK MCNOMb30BaHMM KAOYEBOrO CNOBa
disable-port pusnuecknii HTepdenc, NPUHABLLMIA TaKoM NakKerT,
6yaeT BbikatouyeH. Mpu ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTNpaB/iieHo cOOBLEHME B CUCTEMHBIN KypHan.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnser 3anpeLiatoLyto 3anuce GunbTpaLummn ana NpoToKona
UDP. MakeTbl, oTBeYatoLWMe ycnoBMAM 3anucu, byayt 610kupo-
BaTbCA KOMMYTAaTOpoM. MpU UCMONb30BaHMM K/OYEBOTO C/10Ba
disable-port pusnueckuii HTepdeic, NPUHABLLMI TaKoM NakKerT,
6yaeT BbikAtodeH. Mpu ucnonb3oBaHUK Kakoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLeHNE B CUCTEMHBIN KypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3aaéT cnucok WwabnoHos nosb3oBaTens c umeHem name. Uma
MOMKET BK/toYaTb 0T 1 40 32 cMMBO/10B. B 0gHOM KOMaHAe MoKeT
coAepKaTbCs A0 TPUHAALUATK WabnoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pekMma HaCTPOMKM CMUCKOB AOoCTyna (KomaHaa set
system mode), BKAtoYaloLWmMX cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmeleHne. BO3mMoKHble 3HaYeHus:

I3 — Havano cmeweHuns ¢ Havyana IPv6-3aronoBkKa;

14 — Hayano cmeweHnA ¢ KoHua IPvb-3aronoskKa.
- offset — cmeweHmne H6aitTa gaHHbIX B Npeaenax naketa. basosoe
CMeLleHMe NPUHUMAETCA 3@ Hayaso OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPUHMMAIOT y4acTue TObKO
Te paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLMX paspsaaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

YpanseT co3faHHbIl paHee CUCOK.
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5.27.3 Kondpuzypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 251 — OcHOBHblE NapamMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnmncke ACL.
deny [Oevicteue 3anpeTuTb Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO Ur-
HOPMPOBATb. B 3HAaUEeHMA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
806asuTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, He0bXx04MMO 334aTb 3HAYEHUE MACKU
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpegenaetr MAC-agpec HasHaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO UTr-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB A0/MKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNBbTPYEMBIX NAKETOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eanHuLbl. Hanpumep, 4Tobbl Mcnonb3oBaTh B Npasuae GpuabTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTb 3HayeHue 6, inbo
7, a B none macku 3HayeHue 1 (7 B ABOMYHOM NpeSCTaBNEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), "nMbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyembix NaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NAKeT, yA0BAETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky uropmay, N W
YKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

MobaliToBOE CMelLeHne OT
K/TIOYEBOM TOYKM

3apaeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHWA NakeToB. A Kaxporo cnucka ACL moKeT bbITb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.

ace-priority

MHaekc npasuna

MHaekc npaBuna B Tabnuue, 4em MeHbLUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.
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[na Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Y
v

Ecnn naket nonagaert nopg, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeUCTBUe
aToro npasuna (permit/deny). anbHeliwan nposepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notrom MAC ACL (B cnyyae, ecnv He NONagET nog aencrsme
HU ogHoro 13 npasun IP ACL).

Ecnu nocne nposepKu Ha coorBetcTBue npasuaam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeicTBMe HU OAHOrO U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

"deny any any".

Tabnunua 252 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecauum

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[JobasnsaeT paspelatoLLyto 3anuce ¢punbTpaumu. MNakeTsl, oTee-
yalowme ycnosuam 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YanseT co3gaHHyH paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[obasnaet 3anpeLuatoulyto 3anuce GuabTpaumu. MNaketsl, oTe-
yatoLLme ycnosuam 3anucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, pu-
3UYeCcKuit HTepdENc, NPUHABLLMI TaKoW NaKeT, byaeT BbIKAtO-
YeH.

Mpu Mcnonb3oBaHUK KNOUEBOTO cNoBa log-input Byaet oTnpas-
NIEHO COOBLLEHUNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanaet co3gaHHyo paHee 3anuncob.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT CnMCcoK WabnoHOB Monb3oBaTeNs C UMEHEM name.
Mms moxkeT BKtoYaTb oT 1 g0 32 cMmBON0OB. B ogHOM KomaHae
MOMKET CoZepKaTbCA A0 TPMHAALATY Wab/IOHOB B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXXMMa HaCTPOMKM CMUCKOB AocTyna (Ko-
MaHaa set system mode), BKAlOYalOWMX creaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHusn:

12 — Hayano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Hayano cmeleHnsa ¢ MAC-aapeca UCTOYHUKA;

dst-mac — Hayano cmeleHna ¢ MAC-agpeca HazHavyeHus.
- offset — cmelleHune bariTa faHHbIX B Npeaenax naketa. baso-
BO€ CMeLleHMe NPMHMMAETCA 32 HAYaNo OTCYeTa;
- mask —macka. B aHanuse naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 4N1A KOTOPbIX B COOTBETCTBYIOLLMX pa3psaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YpanseT co3faHHbIl paHee CrUCOK.
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5.28 KoHdwurypauumsa 3awmTtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHgHan cTpoKa B pexume rnobanbHol KOHPUrypaumm umeet Bua;
console (config) #

Tabnuua 253 — KomaHap! Ans HacTponky 3awmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeLLaeT NPOXOXKAEHUE KAafPOB C HEAONYCTUMbIMK («MapcUaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OtbpacbiBaeT naketbl TCP ¢ O4HOBPEMEHHO YCTAaHOB/IEHHbIMU
SYN- u FIN- pnaramu.

BbIktouaeT pyHKUMIO oTbpacbiBaHMA nakeToB TCP c ogHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspelsaeT NPOXoKAEHNE ONpeaeneHHbIX TUMOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/toYaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAIOYaEeT KNacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpansaet pexkmm 3awmTbl oT SYN-aTak:

- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynpexatowee cooblieHme npu npu-
xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
Hbim pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpanBaeT pexxmm no yMoa4aHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

Onpepenser UHTepBas, NO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpegenser CKOPOCTb (KO/IMYECTBO MAKeTOB B CEKyHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BKkatoyaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHune cTaTMcTMKkM SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnua 254 — KomaHga KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CosgaeT npaBu/o, 3anpeluatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

Ypanset 3anpeuatolLee npasusio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — |P-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaeT nopor syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTs,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHasnvBaeT 3HauYeHMe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 255 — KomaHaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OTob6parkaeT HacTPOMKK 3aWwmnTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HacTPOlKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48)

OTOob6parkaeT HAaCTPOMKM CTaTUCTMKM 3aLnTbl OT SYN-aTaKk 1 UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
MUCTOYHMKE aTaKu;

- source-ip — oTobparkaeT MHGOPMaLMIO 414 YKa3aHHOrO ip-
aZlpeca UCTOYHWMKa;

- interface — oTobparkaeT HGOpPMaUUIO A5 YKa3aHHOTO UH-
Tepodelica.

V B cTratuctuke coxpaHsaerca uHpopmaumsa o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OyuLLaeT CTaTUCTURY 06 UCTOYHMKAX SYN-aTak.
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5.29 KauecTtBo 06cnyuBaHusa — QoS

Mo ymonyYaHWIO Ha BCEX MOPTAX KOMMyTaTopa MCMNONb3YeTCA OpraHM3auua ovyepenm NakeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MaKeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyio npobnemy meTon, OpraHUsylOWMIA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 256 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE MO YMOIYAHUIO.

YcTaHOBWTb 3HaveHue nona DSCP gna naketos, dopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

oM MOHBIN NepeYyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO 04Yepesb Ha OCHOBaHUM MO/el B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-
NATCA B oyepeslb, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOHO MOCMOTpEeTb KomaHgoi «show qos interface queuing»),
017 OTNPaBKK B Apyrue ouepeam TpebyeTca HasHauTb Ha BXOAHOW
UHTepdeic cTpaTernto Knaccudurkaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexmme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/oTKAIOuEH - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YcTaHaBAMBaEeT MeToA, N0 YMONYAHMIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3paeT cnucoK Kputepunes KnaccuduKkaumm Tpaduka.
2. BXOoAWT B peXXnm pefaKTUPOBAHUA CMIUCKA KPUTEPUEB Kaaccu-
duKaumm Tpadumka.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oauH, nto6oli KpUTepUin aHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnan npasuna aBa, U 06a OHM YKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YfanseT cCNUCOK KpuTepues KnaccuduKaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3paert cTpaternio Knaccudumrkaumm Tpaduka.
2. BXoAWT B peXxMm peaakTMpPOBaHMA CTpaTermm Knaccuoukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT npasuao knaccudpmrkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbuT/C;
excess_burst_byte:
(3000..19173960) 6aiir;
peak_rate_kbps:
(3..57982058) kbuT/C;
peak_burst_byte:
(3000..19173960) 6aiit

Onpegenset WabnoH HaCTPOEK, KOTOPbIM NMO3BOIAET OrPaHUYUTD
nosocy NPONycKaHUA KaHana.

Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NPUHATHE
pelleHuna: nepeaatb NakeT uan oTbépocuTb. MapameTpamu anro-
puTMa ABAATcA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».

- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[laHHasA CKOPOCTb rapaHTUpyeTca Npu nepegade nHbopmaumu;

- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;

- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMM 3HaYeHnamu DSCP;

- violate-action — yctaHOBWTb AelicTBME Hag NakeToMm nocae npe-
BbILLIEHMA MOPOroBOro 3HaYeHus.

Henb3sa yaanutb WwWabnoH HACTPOEK, €C/IM OH UCNONb3Y-

V eTca B ctpaterum policy map, nepeps yaaneHmem cnegyer
y4anuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
LWweHUn 3HayeHna committed_rate unu peak_rate nepe-
AaTb NaKeT Aanblue, USMEHUB B HemM MeTKy dscp, KoTo-
V pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cnyuyae c
peak_rate. Mpwu 3atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Ypansaet wabaoH HaCTPOEK PerynnmpoBaHmn CKOPOCTU KaHana.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) nakeTos;
aggregate_policer_name:
(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpepgensaeT WabnoH HacTpoeK, KOTOPbI NO3BONAET OrPaHUYNTb
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpegeneHHyo CKOPOCTb Nepeaayun AaHHbIX.

Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3UHbI». 3af3a4el aNropuTma ABAAETCA NPUHATUE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
puTMa ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHbIN.

- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.

Henb3s yaanutb WabnoH HaAcTpoeK, ecau OH UCNO/b3y-

V eTcA B cTpateruu policy map, nepea yganeHmem cheayer
YAAnUTb Ha3HaueHue wWabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WeHUn 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblie, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesblweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypanaet wabnoH HaACTpOeK peryamposaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunAa DSCP gna scex

BXOOALLMX NAKETOB
OCTaAOTCA HEM3MEHHbIMM

3anonHset Tabaunuy nepemapkuposku DSCP. [na BxoasaLwmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HoBOe 3HauyeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3agaTb HoBOe 3HaueHMe DSCP B nakeTe Npu npesbiLle-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHus CoS no
YMONYaHUIO Ana
ouepenen:
CoS=1-ouepegp 1
CoS =2 — ouepepp 2
CoS =0-ouepegp 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—ouepesb 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

Onpegenset 3HaueHus CoS ana ovepeseit ncxogawero Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKgoM oyepeam paseH 1

MpuceanBaeT BEC UCXOAALMM O4YepesaM, UCMOb3yemMblii Mexa-
Huamom WRR (Weighted Round Robin — BecoBoit mexaHu3m pac-
npeaeneHns HarpysKku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepeael.
V Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

BaTbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeau paBHONPaBHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx oyepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/OYEHO

Mcnonb3osaTtbh 3agaHHylo Tabauuy nepemapKMpoBKM O AoBe-
PeHHbIX MOPTOB KOMMYyTaTOpa.

He ncnonb3osath TabnLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknpoBku DSCP. 3ameHsaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkupoBku CoS. 3ameHAET 3HaYeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAaPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHset Tabaunuy nepemapkuposku DSCP. [Ina BXoAAaWmX Nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HayeHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpefenset HoBoe 3HavyeHwue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HaveHuamm DSCP Bxoas-
LLMX NAKETOB M oYepesaMu.

- dscp_list — onpenenset go 8 3HayeHnin DSCP, 3HaYeHuA pasgens-
1oTCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXMM J0BEPMA KOMMYTaTopa B 6a30BOM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNacCUPUKALMIO BXOAALLMX NAKETOB MO 3Ha-
yeHuam CoS. 1na HeTerMpoBaHHbIX NAKETOB UCNONb3yeTCA 3Haye-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCUPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/MBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos..

V [eiicTByeT TONbKO ANA peXxuma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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qos dscp-mutation

no qos dscp-mutation

Mo3BonAaeT NPUMeHUTb TabanLy M3MeHeHUI dscp K COBOKYNHOCTH
dscp-aoBepeHHbIX NOpToB. Mcnonb3oBaHne Tabanubl USMeHeHWM
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoAALlLero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT Ucnonb3oBaHue KapTbl N3MEHEeHNUM dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo yMmon4aHUio KapTa u3-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3HayeHunA DSCP gna

BCEX BXOAALLMX NAKETOB

OCTalOTCA HEM3MEHHbIMM

3anonHseT Tabavuy nepemapkuposkm DSCP. [ins BXxoaawmx nake-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenset no 8 3HauyeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEeHUE CKOPOCTM ANna Bxoasawero Tpaduka
onsA 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHu4eHne ckopo-
cTu) B banTax.

CHUMaET orpaHnYeHne CKOPOCTM BXoaaLero TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125.. 19531250)
pps
burst_pps: (1..19531250)
nakeTos

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTM O/1s BXOAsALLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune
CKOPOCTM) B NaKeTax.

CHATb orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
- kbps — orpaHunuyeHue BXxoaAWMX KUNOBUT B CEKYHAY;
- ppS — OrpaHNYeHune BXOAALLMX MAKETOB B CEKYHAY;

V [laHHaA KomaHAa U3MeHsAeT peXxum paboTbl Ana cnegy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuuyeHus TpapuKa MHauye orpaHuue-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
TpaduK, ecnm BeepaeHa KomaHga traffic-limiter mode
PPps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugpukauuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXunma penakTtmposaHnA CnNUCKa Kputepues KﬂaCCMd)VIKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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Tabanua 257 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[LobasnaeT Kputepuit Knaccudmrkaunm Tpaduka. Onpepenset npa-
Buaa ¢unbTpaumm Tpaduka no cnucky ACL ana knaccupurkauum.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanaer Kputepuii Knaccudmkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKUMaA PeaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnuua 258 — KomaHap! pexkuma pegakTUpoBaHuMA cTpaTerMm knaccupumkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBOJ/I0B

OnpeaenaeT NpaBuao KnaccudurKaLumm TpadurKa U BXOANUT B PEXUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccMdUKaLmMm ONLMOHANbHbIM NapameTp access-group obssaTte-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana wuHTepdelica, ucnonb3yite KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npasuno knaccudumrkaumm Tpaduka class-map us crparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaLmm npasunia Knaccuburkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnuya 259 — KomaHabl perkmuma KoHouMrypaumm npaBuna Knaccudpurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUs He YCTaHOBNEH

OnpepaensieT pexxum AoBepusa K onpegeneHHoMy TUny TpaduKa
COTNacHO rNo6anbHOMY pPexXUMy A0BepUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

246 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYyeHuA ana IP-nakera.
KomaHaa set ABnseTca B3aMMoMUCKAOUaloLWe ¢ Ko-
V MaHZAoI trust gna ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBnaeT nakeTbl, yA0BNeTBOpPAOLME NPaBUAY Knaccudu-
Kauum TpaduKa, B yKasaHHbIN NOpPT.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6ut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6uT/C;
peak_burst_byte:
(3000..19173960) 6aitt

Mo3BoNsET OrpaHNYUTL NOAOCY NPONYCKaHMA KaHana.

Mpw paboTe ¢ NoNOCOI NPONYCKaHUA UCNOJb3YeTCA anropuTm
MapKMPOBaHHOW «KOP3UHbI». 3adadveit anroputma fABAAETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAATCA CKOpOCTb noctynaeHusa (CIR) map-
KEPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHBIY.

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatoLLEro nopora B
6anTax;

- drop — naket 6yaet oT6poLIEeH, Koraa «Kop3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUM KKOP3UHbI», 3HA-
yeHue DSCP bynet nepeonpeneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHMe CKOPOCTM TpaduKa ¢
nepeonpeaeneHHbIMU 3HaYeHnamu DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HaZ MAKeToM nocne
NpeBbIEeHNA NOPOroBOro 3HaYeHUs.

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUsa committed-rate wam

V peak_rate nepefaTb NaKeT ganblue, UI3MEHUB B HEM
meTKy dscp, KoTopas HacTpanBaeTca KOMaHAoM oS
map policed-dscp ¢ AoONOAHUTENbHBIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu sTom npm npe-
BbllleHMn committed_rate u peak_rate moxKHO
HacTpauBaTb pasHble 3HaueHus dscp.

HasHauaeT npaBuay KnaccuduKkauum Tpaduka wabnoH
HaCTPOEeK, KOTOPbI NO3BONAET OFPaHUYUTL MOAOCY NPOMYCKa-
HWA KaHana.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT wabnoH HacTpOeK peryiMpoBaHMA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KEepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BbllWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTH KaHana
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure

console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnuya 260 — KomaHab! perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb NapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnuua 261 — KomaHap! pexkxuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio Knaccudurkaumm Tpadumka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHune Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanaet cTpaTtervio KnaccupuKkaunm tpaduKa ¢ nHtepdeliica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YcTaHaBAMBaET OrpaHMYeHne CKOpoCTn A ncxoaaiero Tpaduka
yepes uHTepodeic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe cKopocTu) B baliTax.

CHVMMaeT orpaHU4YeHne CKOPOCTU UCXoasaLLero TpadurKa Yepes UH-
Tepoelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBaET OrpaHUYeHne CKOPOCTM TpadumKa yepes nHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTu) B bauTax.

CHMMAET orpaHMyeHne CKopocTu TpadurKa Yepes nHTepdenc ana

no qos trust

-/BKNIOYEHO

queue_id ncxogALWEen oyepean.
qos trust [cos | dscp | BkntoyaeT 6a30Bbili MexaHM3M (OS ANA UHTepdeiica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT fosepsaeT 060Mm ypoBHAM, ogHaKko DSCP nmeet
npuopwuTteT Hag 802.1p.

BbikntoyaeT 6a30BbI MEXaHU3M OS A/1A UHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..19173960)
6aiT/128 Kbant

YcraHaBauBsaet orpaHu4yeHmne CKopoctn AnAa exoaauiero Tpad)MKa.

CHUMaeT orpaHuYeHne CKOpoCTH BxogsalLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps: (125..

19531250) pps

burst_pps: (1..
19531250) nakeTtoBs

YCTaHOB/IMBAET OrpaHMYeHne CKOPOCTH A1 BXoAdALLero Tpaduka B
pps.

no rate-limit

CHMUMaeT orpaHuYeHne CKOpoCTU BxogsaLLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3HauYeHue CoS no ymonyaHuio ansa nopta (CoS, npwm-
MeHAeMbIA ANA BCEro HeTerMpoBaHHOIO TpaduKa, NPoxoaALLero
yepes nHTepdeic).

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

qos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb yKaszaHHbI Npoduab K MHTepdeiicy.

Y6paTb NnpuBA3KYy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if)#
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Tabnunua 262 — KomaHabl pexknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YcTaHaBAMBaeT 3HadYeHWe napameTpa noaa npuopwuteta 802.1p
01 UCXOAALLErO TErMpoBaHHOro Tpaduka, GopMUpyemMoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 263 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasbiBaeT pexxnum QOS, HaCTPOEHHbIN Ha ycTpolicTee. B 6a3o-
BOM PeXMME MNOKa3blBaeT «A0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasbiBaeT nNpasuaa Knaccuduraumm Tpaduka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3blBaeT HACTPOMKMN CpeaHeit CKOPOCTU M OrpaHUYeHusa no-
NOCbl MPONYCKaHWUA 4NA NpaBua Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ouepeaen (WRR mnam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHua Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3blBaeT MHPOPMaLMIO O 3aMeHe NoJsiei B nakeTax, UCNosib-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.
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show qos tail-drop MpocmoTp tail-drop nHGopmaumm No KOHKPETHOMY NOPTY (BCeM
gigabitethernet gi_port | noprtam).

tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);

show qos tail-drop unit unit_id MpocmoTp tail-drop nHdopmaLMm No KOHKPETHOMY YCTPOMCTBY B

unit_id: (1..8) crexe

[pumepebl 8b1M0MAHEHUA KOMAHO

= Bkawountb pexmm QoS advanced. PacnpegenuTb TpaduK no odvepenam, naketbl ¢ DSCP 12 B
nepsyto oyepeqb, naketbl ¢ DSCP 16 Bo BTOpyt0. Bocbmas ouepeab — npmoputetHada. Co3aatb CcTpa-
Terno KnaccupuKkaumm tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP
12 1 16 ¥ orpaHUUYMBaIOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiiT. Ucnonb3oBaTb AaHHYH cTpaTernio Ha nHtepdeincax Ethernet 14 u 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 264 — KomaHabl pexknma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

qos statistics aggregate-policer BkntoyaeT QOS-CTaTUCTMKY MO OrpaHMYEHU0 NMOAOC MPOMNyCKa-
aggregate_policer_name aggregate_policer_name: | HuA.
no qos statistics (1..32) OTkntovaeT QOS-CTaTUCTMKY NO OrpaHMYEHMUIO NO0C NPOMyCKa-
aggregate-policer CMMBO/10B/BbIKNOYEHO HUA.
aggregate_policer_name
qos statistics interface -/BbIK/IIOYEHO BKntouaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.
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no qos statistics interface BbikntouaeT c6op QOS-CTaTUCTUKM Ha BCcex MHTepdeicax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 265 — KomaHap! pexxuma EXEC

Komanda 3HayeHue/ 3HayeHue Leiicmeue
no ymona4aHuro
clear qos statistics - Ounwaet cTatcTnKy QoS no Bcem MHTepdericam.
clear qos statistics interface gi_port: (1..8/0/1..48); | Ounwaet cTatncTnKy QOS yKasaHHOro nHtepdeiica.
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..48);
twe_port | hu_port: (1/0/1..6)
hundredgigabitethernet
hu_port
show qos statistics - Moka3sbiBaeT cTaTUCTUKY QOS no Bcem MHTepdencam.
show qos statistics interface gi_port: (1..8/0/1..48); | MokasbiBaeT cTaTUCTMKY QOS yKazaHHOro nHTepdeiica.
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..48);
twe_port | hu_port: (1/0/1..6)
hundredgigabitethernet
hu_port

5.30 KoHdurypauma npoToKoN0B MapLUpyTU3aL UK

5.30.1 KoHjpuz2ypayua cmamuyecKoli mapwpymu3ayuu

CTaTnuyeckana MapLipyTmMsauma — BUA MapLUpyTM3auMmn, NpyM KOTOPOM MapLUpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHIUTYpaLmUmM mapLipyTnsaTopa. Bca mapLlupytnsauma npm sTom nponcxoguT 6e3 yyactus
KaKnx-1nbo NpoToOKON0B MapLUPYTMU3aLIUN.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:
console (config) #

Tabnnua 266 — KomaHab! perknma riobanbHOM KoHGUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix prefix_length Co3gaeT cTaTM4ecKoe NpPaBuiIo MapLipyTM3auuu.
{reject-route | gateway [met- prefix: (A.B.C.D); - prefix — IP-agpec ceTn Ha3HayeHus;
ric metric] [track track] [vrf prefix_length: (A.B.C.D | - prefix_length — macka npeduKca Ha3HaYeHUn UK eé gAnHa;
vrf_name] [distance distancel} unum /n); - reject-route — 3anpeLwjaeT MapLpPyTU3aLMIO K CETU HasHaveHus
gateway: (A.B.C.D) yepes Bce LWA03bI;
metric (1..255)/1; - gateway — IP-agpec wno3a Ana A0CTyna K CeTM Ha3HayeHus;
vrf_name: (1..32) - metric — MeTpuKa gna AaHHOTo MapLlpyTa;
CMMBOa; - vrf_name — vms aksemnnapa VRF;
track: (1..64); - track — Homep 06beKTa OTCNEKMBAHUSA;
distance (1..255)/1 - distance — aAMMHUCTPATMBHAA SUCTAaHUMS MapLupyTa.
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no ip route prefix prefix_length YaanaeT npasuao us Tabanubl CTaTUYECKON MapLpyTU3aLmu.
{rejectroute | gateway} [vrf
vrf_name]
distance {ospf {inter-as | intra- YcTaHaBAMBAET 3HayeHMe aaMUHUCTPATMBHOW AucTaHuuu (AD)
as} | static} distance ON1A BCEX MAPLUPYTOB YKa3aHHOro TMna.
- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD AN MeK30HasIbHbIX
distance MapLLpPYyTOB, NPUHATLIX NO NpoTokony OSPF;
(1..255)/static:1, - ospf intra-as — yctaHaBAuBaeT 3HayeHne AD s BHYTPU3OHA/b-
OSPF intra-as:30, HbIX MapLIPYTOB, NPUHATbIX NO NpoTokoay OSPF;
OSPF inter-as:110 - static — ycraHaBavBaeT 3HayeHne AD ana cTaTUYeCKUX MapLipy-
TOB.
no distance {ospf {inter-as | YcTaHaBMBaET 3HAaYEHME N0 YMONYAHUIO.
intra-as} | static}

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 267 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no ymoan4YaHuro
show ip route [connected | MoKasbiBaeT TabanLy MapwpyTM3aunm, yA0BAETBOPAIOLWYH 3a4aH-
static | address ip_address HbIM KpUTEPUAM.

[mask | prefix_length] — connected — NOAKNOYEHHbI MapLWpPYT, TO €CTb MapLpPYT, B3ATbIN
[longer-prefixes]] - C HernocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLEro HTep-
delica;

— static — cTaTMUYeCcKuUii MapLIpyT, NPONUCaHHbIN B TabanLe MmapLipy-
TM3auuun.
show distance MoKa3aTb 3HaYeHWe aAMUHUCTPATUBHOM AUCTaHLMU S5 PA3/IUYHBIX
) MCTOYHMKOB MapLupyTa.

[pumep 8b1M10AHEHUS KOMAHObI

= [loKasaTb TabanLy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 268 — OnucaHune pesynbTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3sblBaeT NPOUCXONKAEHME MapLIpyTa:
c C — Connected (MapLwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKkumii MapLpyT, MPONMCAHHbIM B Tabanue MmaplupyTusaumm).
10.9.1.0/24 Aapec cetu.
MepBoe 3HaYeHWe B CKOBKax — agAMUHUCTPATUBHAA AUCTaHLMA (CTeneHb AOBepUA MapL-
[5/2] pyT13aToOpy, YeM YNCIO Bbile, TEM MeHbLUE J0BEPUE K UCTOYHUKY), BTOPOE YMC/IO — MeT-
pVKa MapLpyTa.
via 10.0.1.2 OnpegenseT IP-agpec cnefyowero maplipyTM3aTopa, Yepes KoTopblil NPOXoauT mapLu-
o pyT A0 ceTu.
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00:39:08 Onpeaensiet Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI).

Vlan 1 Onpepenset uHTepdeic, Yyepes KOTOPbIM NPOXOAUT MAPLUPYT A0 CETU.

KomaHObI pexcuma KoHguaypauyuu VRF

BunAa 3anpoca KoMaHAHOWM CTPOKMK pexxunma KoHodurypaumm VRF:
console (config-vrf) #

Tabanuya 269 — KomaHabl perkmuma KoHourypaumm VRF

3HayeHue/ 3Haye-
KomaHda Hue no ymonya- Aelicmeue
HUKO
ip route prefix {mask | pre- Co3faTb CTaTUYeCKOe NPaBUIO MapLIPYTU3aLLUK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHun (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmate OECATUYHOM CUCTEMBI MCUUCAE-
HuA);
prefix_length: (0..32); | - prefix_length — npedukc macku cetn (KONMYecTBO eanHWL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;
- distance — Bec maplpyTa.

no ip route prefix {mask | Y4anuTb NPaBunao 13 TabanLbl CTaTUYECKOW MapLIpyTU3aLmMK.
prefix_length} {gateway}

ip default-gateway {gate- 3aaTtb 4NA KOMMYTaTOpa aApec Wko3a No ymonyaHuio yepes VRF.
way} —/Wwnto3 no ymonua-

no ip default-gateway HUIO He 3a4aH YAanuTb HazHauYeHHbIN aApec LW3a Mo YMOSYaHUIO.

{gateway}

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 270 — KomaHabl pexkuma EXEC

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HUKL

show ip route [connected | MoKasaTb Tab/Muy MapLupyTU3aLmUn, YA0BAETBOPAIOLLYIO 3a4aHHbIM
vrf vrf_name | static | ad- KpUtepusam.
dress ip_address [mask | - connected — NOAK/MOYEHHbIN MApPLLPYT, TO €CTb MappyT, B3ATbIN C
prefix_length] [longer-pre- HenocpeacTBEHHO MOAKNIOYEHHOTO U QYHKLMOHUPYIOLLErO UHTEp-
fixes]] — deica;

- static — cTaTMUYeCcKMit MapLpyT, NPONMCaHHbIN B TabaunLe MapLupy-

TM3auuu;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMn, B KOTOPOW Haxo-

ANTCA MapLpyT.

5.30.2 Hacmpoiika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWUI NPOTOKO/, KOTOPbI NO3BOASET
MapLLpyTU3aTOpPam AMHAMUYECKM OOHOBAATL MapLUPYTHYO MHbOPMaLMIO, NoayYyas ee OT COCeaHMX
MapLLpPYyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKO/I, OCHOBAHHbIV Ha NPUMEHEHWUN AUCTAHUMOHHOIO BEKTOPA
MapLpyTM3aumn. Kak aMcTtaHUMOHHO-BEKTOPHbIN npoTokoAa, RIP nepnogmyeckn nocbliaeT obHOBAEHMA
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MeXay coceaamu, CTpos, TakMm o0b6pa3om, Tomonoruwo cetn. B Kaxkpgom obHoBNeHWWM nepepaeTcs
nHboOpMaUMA O AMCTaHLUMM [0 BCEX CEeTel Ha cocegHui maplpyTtmsatop. KommyTtaTop noapepskusaet

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 271 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aeiicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

YaaneHue rnobanbHon KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosa RIP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 272 — KomaHabl pexkMma KoHburypaumm npotokona RIP

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

Aeiicmeue

default-metric [metric]

metric: (1..15)/1

no default-metric

YcTaHaBAMBAET 3HaYeHMEe METPUKM, C KOTOpoi ByayT aHOHCK-
poBaTbCA MapLIPyTbl, MNOMYYEHHbIE APYIMMU NPOTOKONAMM
MapupyTusaummn. bes napameTpa ycTaHaBAMBaeT 3HaYeHMe No
YMO/IYaHHIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

network A.B.C.D
A.B.C.D: IP-appec

YcTaHasnuBaeT IP-agpec nHtepdeiica, KotTopsblit byaeT yyacTso-
BaTb B NpOLECcce MapLLpyTU3aLuu.

no network A.B.C.D nHTepdeica Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTsoBaTh B
npouecce MapLipyTM3aLmu.

redistribute {static | Pa3pewaet aHoHcHMpoBaHMe mappyTos Yepes RIP.

connected } [metric - 6e3 mapameTpoB — O3HayaeT, YTo OyAeT MCno/b30BaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLpPYTOB;
- metric transparent — o3HauyaeT, 4To b6y4eT MCNoAb30BaTbLCA

- MEeTPUKA U3 TabAnLbl MapLLPYTU3aLUu.

no redistribute {static | 3anpelLaeT aHOHCMPOBAHME CTAaTUYECKMX MApLUPYTOB yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCNO/Jb30BaTb METPUKY M3
TabAunupbl mapLupyTU3aLmum.

redistribute ospf [metric metric: (1..15, PaspewaeT aHoHcMpoBaHue OSPF-mapLupyTos Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — NpOU3BOANTb AHOHCUPOBAHME TONLKO ANA YKA3aHHbIX
TMnos OSPF-mapLlupyTos;

- route-map_name — NpPOU3BOAUTb aHOHCMPOBAHWE MapLLPY-
TOB nocse ux GunbTpaLMm Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3pewaet aHOHcupoBaHme BGP-mapwpyTos yepes RIP.

- metric — 3HaYeHne METPUKU 419 UMMOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3HayaeT, 4yTo 6yZeT MCNoNb30BaTbCA
MEeTPUKA U3 TabAnLbl MapLLPYTU3ALUN.

be3 napameTpoB 3anpeluaeTr aHOHCMpOBaHMe mapLpyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLAeT ero ae-
donTHOe 3HayeHue.
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redistribute isis [/evel] [match PaspelaeT aHoHcUpoBaHue IS-IS mapwpyTos yepes RIP.
match] [metric metric] level: (level-1, level-2, - level — ycTaHOBWTb, U3 KAaKOro ypoBHsA IS-IS 6yayT aHOHCK-
[transparent] level-1-2)/level-2; poBaTbCA MapLpyTbl;
match: (internal, - match —nNpon3BOANTb AHOHCUPOBAHWE TO/IbKO A5 YKa3aHHbIX
external); Tmnos IS-IS mappyTos.
no redistribute isis [/evel] metric: (1..15, be3 napameTpoBs 3anpellaeT aHOHCMpPOBaHUe mapwpyTos IS-IS
[match match] [metric metric] transparent)/1 yepe3 RIP. B cnyyae ykasaHuAa napameTpa BO3BpallaeT ero
[transparent] nedonTHoe 3HaYeHMe.
shutdown BbIkAtOYaloT NpoLecc mapLpyTtusaumm no npotokony RIP.
-/BKIOYEHO
no shutdown BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface OTKNIOUYUTL OBHOBNIEHWA MapLIPYTU3aLLUK.
— -/BKAtOYEHO
no passive-interface BKNtOUNTE OBHOBAEHMA MApPLLPYTU3aLmu.
default-information originate leHepupoBaTb MapLIPYT MO YMOYaHUIO.
- - -/MapwpyT He
no default-information BoccTaHOBUTL 3HaUYEHWE MO YMOYAHUIO.
. reHepupyetca
originate

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-ip) #

Tabnunua 273 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

3Ha4yeHue/ 3Ha4yeHue .
KomaHda Aeiicmeue
no ymon4yaHuro
ip rip shutdown BbIKNtOYaOT Npouecc MapLpyTM3aLmmn no npotokony RIP Ha gaH-
HOM MHTepodeiice.
— -/BKAtOYEHO
no ip rip shutdown BkAtoyaloT npouecc mappytusaunm no npotokony RIP Ha gaH-
HOM MHTepdodeiice.
ip rip passive-interface Mo ymonyaxuto BbikntoyaeT oTnpaBKy 0OHOBAEHUI Ha UHTepdelice.
no ip rip passive-interface 0Tnpaska 06HOBNEHWH | YcTaHasAKMBaeT 3HaUYEHME NO YMONYAHMIO.
BKNIOYEHA
ip rip offset offset JobasnaeT cmelleHme K MeTpUKe.
— offset: (1..15)/1
no ip rip offset YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
ip rip default-information YcTaHaBAMBaeT METPUKY A1 MapLLPYTa N0 YMOIYAHUIO TPAHCAU-

metric: (1..15)/1;

originate metric pyemoro yepes RIP.

Mo ymonyaHuio

YcTaHaB/IMBaeT 3Ha4YeHUE NO YMOYAHUIO.
dYHKLMA OTKAOYEHA

no ip rip default-information

originate
ip rip authentication mode BkntoyaeT ayTeHTUOUKaumio B RIP U onpeaenseT ee Tun:
Mo ymon4yaHuio
{text | md5} - text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
ayTeHTUdMKauma
v bukay - md>5 — ayTeHTUdMKaymm MDS5.
— — OTK/tOYeHa.
no ip rip authentication mode YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
ip rip authentication key-chain Onpenenset Habop KatoYen, KOTOPbIA MOMKET MCNOoJ/b30BaTbCA
key_chain key_chain: (1..32) ONA ayTeHTUDUKALMM.
no ip rip authentication CMMBO/10B YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
key-chain
ip rip authentication-key Onpeaensaet KoY ANA ayTEHTUDUKALUUN OTKPLITbIM TEKCTOM.
clear_text: (1..16)
clear_text -
— — CMMBOOB
no ip rip authentication-key YcTaHaBAMBaeT 3HaYeHMe NO YMOYAHUIO.
ip rip distribute-list access | (1.32) YcTaHaBAMBaeT cTaHaapTHbIN IP ACL ana dunbTpaymm aHoHCUpYy-
acl_name: (1..
acl_name - eMbIX MapLLPYTOB.
— - CMMBONOB
no ip rip distribute-list YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 274 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
show ip rip [database | MpocmoTp nHdopmaumm o RIP-mapLipyTmsaumm:
statistics | peers] - database — nHpopmaLua o HacTpoitkax RIP;
i - statistics — cTaTUCTUYeCKUe faHHblE;
- peers — MHbGOPMaLWA YHaCTHUKA CETU.

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTek-
TMduKaumo MD5 yepes Habop Kntoueit mykeys:
console#

console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5
(

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMUYECKOM MapLlpyTM3aLuMmM, OCHOBAHHbIM Ha Tex-
HONOMUK OTCNEeXMBaHMA cocTonaHMA KaHana (link-state technology) u ucnonb3ylowmii ana HaxoXxaeHusa
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpOTOKOA BHYTPEHHErO
wnto3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLIPYTaX MeEXKAY MapLLpyTu-
3aTopamu O4HOM aBTOHOMHOW CUCTEMDbI.

YCTpoicTBO NoAAepKMBAET O4HOBPEMEHHYIO PabOoTy HECKONbKMX HE3aBMCUMbIX 3K3EMMNAPOB NPO-
ueccos OSPF. HacTpoiika napameTpoBs ak3emnaspa OSPF nponssoaMTca NyTem yKasaHua ngeHtndukatopa
aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnnua 275 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
router ospf [process_id] process_id: BkAtouaeT maplupyTusaumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaeT naeHTMdMKaTop Npouiecca.
no router ospf [process_id] vrf_name: (1..32) BbIkNtOYaeT mapLupyTMsaumio no npoTokony OSPF.
[vrf vrf_name] cumBoNna
ipv6 router ospf [process_id] BkatoyaeT mapwpyTusaumto no npotokony OSPFv3.
process_id: 3apaet naeHTndUKaTop npotiecca.
no ipv6 router ospf (1..65535)/1 BbIK/lOYaeT MapLupyTU3aLmio no npoTokoay OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT aAMUHUCTPATUBHYIO AUCTAHUMIO Ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AN BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTpY aBTOHOMHOM CUCTEMBbI.
no ipvé6 distance ospf Bo3BpalyaeT 3Ha4YeHUA NO YMOYaHUIO.
{inter-as | intra-as}
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KomaHOb1 pexcuma npouyecca OSPF

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexume KoHurypaunm npouecca OSPF:

console(router_ospf_process)#

console (ipv6 router ospf process)#

Tabnunua 276 — KomaHabl pexkmma KoHoburypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..255)
CYMBOJIOB

PaspelaeT aHOHCMpOBaHMe connected mapLpyToB:

- metric — 3Ha4YeHEe METPUKM ANA UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — UMA NOAUTUKN MMMNOPTA, No3BoAOWelN GUnbTpoBaTh U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit ByaeT uc-
NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLlaeT yKasaHHyo GyHKUMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatnyeckmnx mappytos B OSPF.

- metric — yCTaHaBAMBaET 3HAYEHNEe METPUKKU ANA UmnopTupye-
MbIX MapLIpPyTOB;

- name — NpUMeHAEeT NOJIMTUKY MMNOPTA, NO3BONAOLLYIO GUb-
TPOBaTb M BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapPLLPYThI;

name: (1..255) - acl_name — uma crangaptHoro IP ACL, KoTopbli 6yaeT uc-
CUMBOIOB NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATbL NOACETH.
no redistribute static [metric 3anpeLaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnMBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyer c nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnoptupyeT ¢ nomeTkon Kak OSPF
external 2;
- match internal — umnopTnpyeT mapLpyTbl B Npeaenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match t?xternal-z — umnopTtupyet mapuwpyTbl Tuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03BO/NIAET MMNOPTMPOBATL NOACETH;

-name — NPUMEHAET YKasaHHYl MOAWTMKY MMMNOpPTa, NO3BO-
naowyo GUAbLTPOBATb U BHOCUTbL M3MEHEHMUSA B UMMNOPTUPYEMble
MapLLpyTbl;

- metric — ycTaHaBAMBAET 3HAYEHME METPUKKU 41A UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpelaeT ykasaHHyo GyHKLMIO.
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redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos u3 RIP B OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbIX MAPLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUNLTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nnonb30BaH ANA GUALTPALUKN UMMNOPTUPYEMBIX MAPLLPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeLlaeT yKasaHHY GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoNna

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBUTb M3 KaKoro ypoBHsA IS-IS 6yayT aHoOHcupo-
BaTbCA MapLUpPyThl;

- match — nponsBoAUTL AaHOHCUPOBAHME TONbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHMe MeTPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 411 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.

be3 napameTpoBs 3anpeLwiaeT MMNOPT MapLwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
YMOJIHAHUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB;
- name — UMaA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb M
BHOCUTb M3MEHEHMUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

name: (1..255) - acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
cMmBONa; 30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLIPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNopTMPOBaTL NOACETY.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLaet uMnNopT mapwpyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list ac/_name] [subnets] YMONYaHMIo.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaeT AEHTUOUKATOP MAPLLIPYTU3ATOPA, KOTOPbIN YHU-
naeHTudUKaTop KanbHO MAeHTUOULMPYET MapLLPYTU3ATOP B Npesenax ogHowu as-

no router-id A.B.C.D

MaplupyTh3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNOUUTL) aK3emnasp OSPF Ha IP-uHTepdelice (ans
1Pv4).

Ypanset IP-agpec nHtepdeitca.

default-metric metric

no default-metric

metric: (1..65535)

YctaHaBaunsaet meTpuKky OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMU.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudumkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT 4a yKasaHHOW 30Hbl TMR stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpPyTU3aTOPOB, MMEKWMX OANH U TOT Ke
naeHTuduKaTop.

- no-summary — He oTNPaBAATb MHGOPMALMIO O CYMMMPOBAHHBIX
BHELLHWUX MapLIpyTax.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNI0XKUTENbHOE YNC/IO

YcTaHaBAMBaeT Ann yKasaHHOM 30HbI TMN NSSA.

- No-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbBIX
BHELWHMX MapLUpyTax BHYTPb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemeHM (B CeKyHAax), B Te-
YeHne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYXWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHBI MapLLpyTU3aTOop;

- translator-role — onpegenset, KakKMM 06pa3om Ha MapLLpyTU3a-
Tope byaeT PyHKUMOHMPOBATL PEXMM TpaHCAATOpa (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyANUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxume y4acTua B BbiIbopax TpaHcasTopa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paHue BUMPTYaNbHOTO COeAMHEHUA MeXAY OCHOBHOM U Apy-
TMMU yAaneHHbIMU 0BNacTAMK, KOTOPble MMEIOT MeXAY HUMU
obnactu.

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHbIMU Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3afepKKu;

- dead-interval — yka3aTb dead-uHTtepsan;

- null — 6e3 ayTeHTUOUKaLNY;

- message-digest — ayTeHTMdMKauMA ¢ WndpoBaHUEM;

- word — naponb AN ayTeHTMdUKaumm.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Ypanset BupTyanbHOE COEAUHEHME.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaB/AMBAET 3HAYEHME CTOMMOCTM CYMMApHOro MapLlipyTa,
naeHTudumKaTop ncnonbzyemoro ans stub- n NSSA-30H (ans IPv4).

no area A.B.C.D default-cost

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

cost: uenoe
NONOXKUTENIBHOE YNCIO0
area A.B.C.D authentication A.B.C.D: BKntoyaeT ayTeHTMdMKauMIO AnA Bcex WHTepdeicoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (gnAa IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BbIKNOYEHO

- message-digest — c wnpposaHnem MD5.

OTKAtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co3aaeT CyMMapHbI MapLlpyT Ha rpaHuLe 30HbI (ana IPv4).
- advertise — aHOHCKMpPOBaTb CO34aHHBIN MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapPLLIPYT.

Ypanaet cymMapHbIii MapLpyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHasauBaeT GUALTP Ha MapLIPYTbl, aHOHCUPYEMbIE B YKa3aH-
prefix_list in naeHTudukaTop HYI0 30HY M3 ApYruX 30H (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

YpanseT GuUAbTP Ha MapLIpPyTbl, aHOHCUPYEMbIE B YKa3aHHYH
30HY U3 ApYrux 30H (gna IPv4).

cMmBoNna
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLpPYTbl, aHOHCUPYEMble U3 YKa-
prefix_list out naeHTuduKaTop 3aHHOW 30HbI B Apyrue 30Hbl (g1a IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

Ypanser GuUAbTP Ha MapLIpyTbl, aHOHCMPYEMble M3 yKasaHHOW
30HbI B Apyrue 30Hbl (gnn IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTMduKaTop BkntoyaeT npouecc OSPF ans 30HbI.

MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
-/BKNOYEHO

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpewaet Bcem IP-uHTepdelicam, yyacTsyroLmMm B npoLecce
OSPF, 06MeHMBATLCA NPOTOKObHBIMK COOBLLLEHNAMM C coce-
AAMM (BKNHOYAET NACCUBHBIN peXkmm).

V Mpu npMMmeHeHUN JAHHOK KOMaHAbl HaCTPOMKa ip

YaHUIO.

ospf passive-interface yaanserca co Bcex ip uHtep-
YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

shutdown

no shutdown

-/BKOYEHO

deiicoB u ctaHOBUTCA ANA HAX 3HAYEHUEM NO YMON-
OTtkntoyvaet npouecc OSPF.

BkatoyaeT npouecc OSPF.
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KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-ip) #

Tabnunua 277 — KomaHabl perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip ospf shutdown

BbIkntoyaeT maplwpytusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKAtOYEHO
no ip ospf shutdown Bkntoyaet mapuwpytusaumio no npotokony OSPF Ha wHTep-
deiice.
ip ospf network {broadcast | Bbi6paTb TMN ceTu:
point-to-point} - broadcast — wupoKoBewaTenbHas CeTb C MHOXECTBEHHbIM
-/broadcast AOCTynom;

no ip ospf network

- point-to-point — ceTb «TO4YKa-TOYKa».

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

BKntoyaeT ayTeHTUOMKaymio B OSPF ¢ ncnonb3oBaHWem 3agaH-
HOTro Napo/iA B HeWNnppPoBaHHOM BUAE.

- message-digest — BK/toyaeT ayTeHTUdMKauuto 8 OSPF ¢ umc-
nosb3oBaHMEM 334aHHOro Habopa Kntouel u anroputma MDS5.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes Tekywmit nHTepdeliic. Maponb 3agaetca B HelwMdpoBaH-
HOM BUAE.

Maponb, yKasaHHbIM Takum obpasom, byaeT BHeAPEH B 3aroso-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
KNto4a ayTeHTUDUKALMK.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6anT/naponb He 3agaH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes TekyLWmin nHTepdeic. Maponb 3agaeTca B WWMGPOBAHHOM
Buae.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxoasauiero B 3Ty ceTb naketa OSPF B KauecTse
KNtOYa ayTeHTUDMKaLMK.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3agaeT uma Habopa Katoyer, KoTopblli ByaeT Mcnoab3oBaTbeA
npu ayTeHTUUKaumun.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKAKOYaET MCMO/b30BaHME ayTeHTUMKALMMN Ha TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcs
YCNOBHbIM NoOKa3aTesniem "CToMmMocTn" nepecbiNKK AaHHbIX No
KaHany.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHaBAVBAET MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo coceg, 6yAeT cuuTaTbca HeaKTUBHbIM. ITOT MHTepPBan
[0NKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YcTaHaB/MBaeT UHTepBa/ BPEMEHU B CEKYHAAX, MO UCTeYeHUU
KOTOPOro MapLupyTM3aTop oTnpasaser cnegyowuii hello-na-

10 ceKyHg, KeT ¢ uHTepdeica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
ip ospf mtu-ignore OTKAtoveHune nposepkn MTU.
-/BKIOYEHO

no ip ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpewaeT IP-uHTepdelicy obMmeHMBaTLCA NPOTOKONbHBIMM CO-
06LEeHUAMM C coCeaAMM (BKKOYAET NMACCUBHDBIN PEKUM).

YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
Ecan npumeHeHa HacTpoiika passive-interface B pe-
V }Xume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-
MaHAA BbIBOAUT AaHHbINA IP-uHTepdeiic u3 naccms-
HOrO pexxuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT NPUOPUTET MApLUPYTM3aTopa, KOTOPbIN MC-
nonb3yetca ana Bbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 278 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbikntoyaeT mapuwpyTtmusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

Bkntoyaet mapwpyTtusauymio no npotokony OSPFv3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMoUKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BKAtounTb (oTKAOUMTL) OSPF npouecc ans onpeaeneHHOM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPMKY COCTOSHWUA KaHana, KoTopas ABaseTca
YC/IOBHbIM NOKasaTteniem "cToMmocTn" nepecbisIkM AaHHbIX NO Ka-
Hany.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaB/MBaeT MHTEPBaAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KoToporo coceg, 6yaer cuMTaTbCA HEaKTMBHbIM. ITOT MHTEpBan
DOMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKyHAaX, MO UCTEYEHMUU
KOTOPOro MapLipyTu3aTop oTnpasaseT cneayrowmin hello-naker ¢

no ipv6 ospf mtu-ignore

CeKYH[, nHTepderica.
no ipv6 ospf hello-interval YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.
ipv6 ospf mtu-ignore . OTkAtoveHne nposepkn MTU.
-/disabled

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

no ipv6 ospf priority

priority: (0..255)/1

ipv6 ospf neighbor 3apaer IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor i Yaanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIA UCNO/b-

3yeTca gna sblbopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaEeT MHTepPBaN BPEMEHU B CEKYHAAX, MO UCTeYEeHUMU
KOTOPOro MapLIpyTM3aTOp NOBTOPHO OTNPABMT NAKeT, Ha KOTO-
pblii HEe NONYYMN NOATBEPKAEHUA O NoNydyeHun (Hanpumep, Da-
tabase Description naket uau Link State Request naketbl).

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaEeT NpUMepHOe Bpems B CeKyHAax, Heobxoaumoe
[NA Nepefayn NakeTa COCTOAHWA KaHana.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 279 — KomaHab! perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMmBosia

OTobparkaeT KoHoUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBO/Ia

OTtobparkaeT MHdopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-appec
cocepna
vrf_name: (1..32)
cumBOIaA

OTtobparkaeT nHdpopmaumm 06 OSPF-cocese c ykasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTobparkaeT KoHdUrypauum scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cuMMmBOIA

OTobparkaeT KoHOUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBoOIa

OTobparkaeT coctosiHMe 6a3bl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTobpaskaeT napameTpbl U TeKyllee COCTOAHUE BUPTyaNbHbIX
JIMHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa3prBaeT coceacTtBa U yganAaeT COOTBETCTBYHOLWME MapLWIpPYThl.

[pumepbl UC016308AHUS KOMAHO

e TokasaTb OSPF-cocenei ans onpeneneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegenerHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process
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5.30.4 Hacmpoliika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO LWAK03a) ABAAETCA NPOTOKO/IOM MapLIpy-
TU3aLMM MeXay aBTOHOMHbIMKU cuctemamu (AS). OcHoBHOM ¢yHKUMen BGP-cucTembl saBnseTca obmeH
nHpopmauueln o AOCTYNHOCTU ceTel ¢ Apyrumu cuctemamm BGP. MHbopmauma o AOCTYNHOCTU ceTei
BK/IOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXOAUT 3Ta MHPOpMaLLUA.

BGP ABnseTcA NPOTOKOJIOM MPUKNAAHOIO YPOBHA U PYHKLMOHUPYET NOBEPX MPOTOKO/A TPaHC-
nopTtHoro ypoBHa TCP (nopt 179). MNocne ycTaHOBKK coeanHeHua nepenaércs uHpopmaums obo Bcex
MapLipyTax, NnpeAHa3HaAYeHHbIX 414 3KCnopTa. B ganbHelwem nepenaérca ToNbKo MHPopmaums 06 us-

MEHEHNAX B Ta6nmu,ax Mapuwpytmnsaunn.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MueHsun.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:

console (config) #

Tabnunua 280 — KomaHab! perknma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkatoyvaeT mapLupyTtusaumio no npotokony BGP.

3apaet naeHTuouKaTop AS 1 NnepexoamT B perKUm eé KoHoury-
pupoBaHuA.

-as_plain_id —vnaeHTMPUKATOP aBTOHOMHOM CUCTEMBI, UCMOJb-
3yemMblii MapLlUpyTU3aTOPOM NPU YCTaHOBJIEHUM COCEACTBA U
obmeHe MapLUpyTHON MHbOPMaLmelt;

- as_dot_id — naeHTMdMKaTOp aBTOHOMHOM cUCTeMbl B 32-6UT-
Hom popmare.

no router bgp
[as_plain_id_| as_dot _id]

OcTaHaBnuBaeT BGP-maplpytnsaTtop, yaanaer Bcto KOHUry-
pauuio npotokona BGP.

KomaHObI pexcuma KoHguypayuu AS

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHpurypaumm AS:

console (router-bgp) #

Tabnnua 281 — KomaHabl perkmuma KoHourypaumm AS

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

bgp router-id ip_add

3agaTtb naeHTudumkaTop BGP-mapwpytusaTopa.

no bgp router-id

Ypanute naeHtnourkatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

3apeicTByeT cuctemy obosHayeHue HomepoB AS B dpopmate

-/asplain asdot.
no bgp asnotation YcTaHaBAWBAET 3HAYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKAtOYaeT nepecbiIky MaplupyToB, Mosy4YyeHHbIx oT reflector-
tion KnveHTa, apyrum reflector-knnenHrtam.
- - -/BKAtOYEHO
no bgp client-to-client re- BbIK/IlOYaEeT NepechiIKy MapLpyToB, Noay4YeHHbIx oT reflector-
flection KNnueHTa, gpyrum reflector-knmentam.

bgp cluser-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.

B cnyyae ecnnm wupeHTMduKaTop Knactepa He
V HacTpoeH, B KauyectBe upaeHTudukatopa byaer wuc-
nonb3oBaTbCA rnobanbHbli upgeHTuduKatop BGP-
mapLupyTmsaTopa.
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no bgp cluser-id

Yoanute naeHTMomnKaTop Knactepa BGP-mapwpyTusatopa.

shutdown

-/no shutdown

no shutdown

AOMUHWUCTPATMBHO BbIKAOYAeT NpoTokon BGP, He ygansasa ero

KoHbUrypauuio.
970 peilcTBMe BNEYET 3a cO60M Pa3pbIiB BCEX CECCUi C
V BGP-coceaamm 1 OUUCTKY Tabanubl MapLipyTUsauum
npoTtoKona BGP.

BktounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wau nepentn B pexum

KOHOrypMpoBaHUA CyLLECTBYIOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKasaHHbIM |Pv4

nnn IPve-agpecom.

peer-group name

name: (0..32) cum-

Co3pgaet Peer-rpynny.
- name — UMA rpynnbl.

Bosa

no peer-group name Ypanset cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast YkasbiBaeT Tmn IPv4 Address Family u nepeBoaut KommyTtatop

| multicast} Junicast B PEXMM KOHPUrypaumm cootsetcTeytoweit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BbikntoyaeT cootBeTcTByOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

YKasbiBaet Tvn 12vpn Address Family n nepesoguT KommyTaTop

B peXunm KoHburypauum cootsetcTeytowteit address-family.

BbIk/toyaeT cooTBeTcTBYOWYO address-family.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnunua 282 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agaeT noaceTb, KOTOpaa aHoHcMpyeTca BGP-cocegam.

- ip-add — appec noaceTw;

- mask — macka nogceTu.
Ecnn macka He yKasaHa, N0 yMO/n4YaHUIO OHa 3aja-
€TCA K/1acCOBbIM METOA40M agpecauum.
mask — macka IP-noacet nam anmHa npedukca.

YpanaeTt aHoOHC aHHOM noAceTy.
- ip-add — appec noaceTy;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHoHCHpoBaHKMe connected-mapLupyToB.

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npuceo-
€HO UMNOPTUPOBAHHBIM MapLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblin ByaeT NpuMeHeH K
MapLupyTam.

3anpelaeT aHOHCcUpoBaHuWe connected-mapLpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpyTtbl RIP B BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npucso-
€HO MMMNOPTMPOBAHHbIM MApLUPYTaMm;

- hame — Ha3BaHwue access-list, KOTopbI ByaeT NpUMeHeH K
mapLupyTam.

3anpeL,aeT MMNOPT MapLPYTOB M3 NnpoTokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-
4294967295);
name: (0..32) cumBona

PaspelaeT aHOHCMpPOBaHMeE CTaTUHECKMX MapLUPYTOB.

- metric — 3Ha4yeHue aTtpnbyta MED, KoTopoe bygeT npucso-
€HO UMNOPTUPOBAHHBIM MApPLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpUMeHeH K

MapLupyTam.
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no redistribute static

3anpeLyaeT aHOHCUMPOBAHMWE CTAaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric id: (1..65535);
metric | match type | met- metric: (1-
ric-type mtype | nssa-only 4294967295);

| filter-list name] type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/I0B;
mtype: (type-1, type-
no redistribute ospf 2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —naeHTuduKaTop npouecca OSPF;

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MApPLLUPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHCcMpyembix B BGP;

- name — Ha3BaHwWe access-list, KOTopbIl ByaeT NpUMeEHEH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

3anpeLaeT MMNOPT MapLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cumBona

no redistribute isis

MmnopTtupyeTt mappyTtbl n3 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHsa IS-IS 6yayT aHoOHcUpo-
BaTbCA MapLLpyTbl;

- match — npor3BOANTb aHOHCMPOBaAHME TOJIbKO A/1A YKa3aH-
HbIX TMNOB IS-IS mapwpyToB;

- metric — 3Ha4YeHNe MEeTPUKM AN1A UMNOPTUPYEMbIX MapLLIpY-
TOB;

- acl_name — nmsa ctaHpgapTHoro IP ACL, KoTopsbili byaeT uc-
Nnosb30BaH AN GUABTPALUN MMNOPTUPYEMBIX MapLLPYTOB.

3anpeLwaeT MMNOPT MapLLIPYTOB M3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnuya 283 — KomaHabl perkmuma KoHourypaumm BGP-coceaa

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BK/ItoYaeT orpaHMUYeHMe KOIMYeCcTBa NPUHUMAEMbIX MapLUpY-
TOB OT BGP-cocepa.

- value — makcMManbHOE KOAMYECTBO MPUHMMAEMbIX MapLl-
pyTOB;

- percent — NPOLLEHT OT MaKCUMa/IbHOTO KOIMYECTBA MapLLpy-
TOB, NO AOCTUNKEHUM KOTOPOTO OTNPABAAETCA Npeaynpexae-
HUe;

- second — BpeMeHHOM NPOMEKYTOK (B CEeKyHAax), Mo ucrteve-
HMIO KOTOPOrO NMPOUCXOAUT NepenoaK/IoueHme, ecim ceccun
6bla pasopBaHa M3-3a MPEBbIWEHWUA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HayaeT AelicTBMe, BbIMOJHAEMOE NPU SOCTUXKE-
HUWM MaKCMMabHOTO 3HaYeHuA (pa3pble ceccum <restart> nau
oTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIkntoyaeT orpaHMyeHne KomyecTsa NPMHMMaeMbIX MapLL-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA;
with-sec: (0-65535)/30
CeKyHA,

3a8a€T BpemMeHHble MHTepBasbl.
- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;
- with-sec — MUHUManNbHbIN UHTEPBAN MEXAY aHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nbLUIE
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCU-
poBaHbl cocegHum BGP-mappyTtusatopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-cooblieHnit BblaepKusBaerca cayyai-
Hblii BpeMEHHOW MHTepBan Takum o6pasom,
yTo6bl 06LEEe Bpema mexay O6HOBNeHMEM
MapLIpYTOB B JIOKanbHou Tabanue BGP u ot-
npaBkKoii nocnegHero UPDATE-coobweHuna He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTnpaBku no-
KanbHbIX (MapwpyTbl U3 JNOKanbHOU AS)
mapupyTtoB B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii U3 MapLLIPYTOB MOXKET UMETb
CNy4aiiHyl0 BE/IMYMHY 3a[ePXKKN aHOHCUPOBaA-
HUSA;

—  TouHocTb paboTbl TaimepoBs advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HauYeHUA
N060ro 13 aTUX TPEX TalMepPoB, HACTPOEHHbIX
Ha BGP-mapwpytusatope (yuutbiBaloTca Tai-
Mepbl, HacTpoeHHble gnAa Bcex BGP-coceaeit).
Bce 3HaueHUA TakMmepoB aHOHCMPOBAHUA U Aie-
AHOHCMPOBAHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
uHTepsaaom B 1/255 or Hanbonbluero HacTpo-
€HHOro 3HayeHusA. YBe/lUYeHUe MaKCcMmasb-
HOro 3HayeHusa 6yaeT NpMBOAUTb K yBenuve-
HUIO YaCTOTbl AUCKPETU3aLUKN TalimepoBs U, Co-
OTBETCTBEHHO, K MOHUMKEHMUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aéT BpeMeHHOM NHTepBan mexay otrnpaskoit UPDATE co-
ob6LeHN A 04HOIO U TOTO Ke MapLipyTa, UCnoab3yeTca AnA
QHOHCA NIOKaNbHbIX (MApLWpPYTbl U3 oKanbHOU AS) mapLipy-
TOB €BGP cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apaér BpeMeHHOl\/‘I WUHTEepBan, N0 UCTEYEHUIO KOTOPOro BO3-
obHoBANAETCA NONbITKA co3patb BGP-ceccuto ¢ cocepom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKntoyaeT noameHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoamuTcs
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKa CO-
ceay He HaszHavyeH Homep AS.

3710 AeicTBUE BNEYET paspbiB CECCUM C COCEA0M U
V OYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

Y8anuTb naeHTMmKaTop cocegHen aBTOHOMHOM CUCTEMbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a8a€T BpemMeHHble MHTepBasbl.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHu He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biTb 6o0nblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HACTPOEH HAa IOKA/IbHOM MapLipyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCcTPOEH Ha cocegHeM MapLupyTU3aTope WU
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yerca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe MmeHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpeMeHHOM MHTEpBaN yAepKaHuA cocesa B COCTOA-
Huu ldle nocne Toro, KaKk oH 6bin cHpoLIEH B 3TO COCTOAHME.
3a 3TOT MHTEPBaA BCe MOMbITKM NepeyCcTaHOBUTb CoeAMHEHNE
C coceaom byayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpPEeMEHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLLaeT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA €ro KOH-
durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
|
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHtepdeliic, KOTopblit ByaeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro Npyu CoeaAnHEHUN C COCEA0M.

OTMeHAEeT PYYHYH HaCTPOMKY MCXOAALLero WHTepodeiica,
BK/IKOYaEeT aBTOMATMYecKuii Bbibop nHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAAETCA €CM UCNOAb3YyeTCA
mesh-tononorua. Mpu noay4eHUM OT TaKoOro KnneHta BGP-
MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpyTtusatop asnsertca route-reflector-om,
V ecnn xota 6bl ognH ero cocen CKOHGUrypuposaH
Kak route-reflector knnenr.
[Ona npumeHeHUA AAHHOW KOomaHAbl Heob6xoaum
V nepesanyck BGP-ceccum c cocegom.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
Mo ymonuaHuio pabotaetr mexaHusm Route
V Refresh.

OTKNOUYUTD MEXAHU3M COXPaHEHWUA MapLUPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, KoTopbIlt ByAeT NpUMeHeH K
AQHOHCMPYEMbIM AN MPUHUMAEMbIM MapLUPYTaMm.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopas 6ygeT npMMeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60n1ee BbICOKMUIt
V NPUOPUTET, Yem HACTPOMKM Ha caMoMm cocege.

Ypanute cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKkasbiBaeT Tun IPv4 address family n nepesoant kommyTtatop
B peXum KoHourypauum cootseTcTBytowen address family
ona atoro BGP-cocepa.

BbIkntounTb cooTBeTcTBYOWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNOYEHO

YKa3sbisaeT Tmn 12vpn address family n nepesoamt Kommyta-
TOp B peXum KoHdurypauum cootseTcTByloler Address
Family ana atoro BGP-coceaa.

BbikntoyaeTt cootBeTcTByHOLWYO Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepge.

password word

no password

word: (1..128) cumBon0B;
Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IIOYEeHa

BkntoyaeT ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-cocena. 3aaaeT Koy ayTeHTUUKALMUM B TEKCTOBOM BUAE.
[aHHas HacTpoWiKa MrHOpUpYyeTca, ecan gas ayTeHTUdUKaumm
yKa3saHa key-chain.

- word — KNto4Y B TEKCTOBOM BUAE.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOIYAHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUdMKaumA
OTK/ItOYEHa

BkntoyaeT ayTeHTUdUKaumto Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-coceaa. 3agaeT KoY ayTeHTMdMKaummM B 3alumMdpoBaHHOM
BuAe (Hanpumep, Napob B 3alUMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C APYroro yCcTponcTsea).

[aHHaa HacTpoiKa UrHopupyeTcs, ecium ana ayTeHTUduKaumm
yKa3aHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUZE.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBo10B;
Mo yMONYaHMIO ayTEHTH-
duKauma oTKAKOYEHa

3afaTb UMA CBA3KM KAtoyeit, KoTopasa byaeTt ucnonb3osaTbea AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATBLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYeln.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #
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Tabnvua 284 — KomaHap! pexknuma KoHourypauum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/toYaeT orpaHMYeHme KoanyecTsa NpMHUMaeMbiX MapLIpyToB
ot BGP-cocepa.

- value — MaKcMManibHOe KOMYECTBO MPUHMMAEMbIX MapLupy-
TOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
No AOCTUNKEHUM KOTOPOro OTMNPAaBAAETCA NpeaynpexaeHue;

- second — BpEMEHHOM NPOMEKYTOK (B CEKYHAAX), NO UCTEYEHUIO
KOTOPOro NPOUCXOAUT MepenoakatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPEBbILLEHUA KONMYECTBA MAPLLIPYTOB;

- type — Ha3HayaeT AelCcTBME, BbINOSHAEMOE NPU AOCTUXHKEHUM
MaKCMMaNbHOTO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHua <warning-only>).

BbIkntoyaeT orpaHMyeHne KoamnyectTsa NPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a42ET BpeMeHHble UHTepBasbl.

- adv-sec — MMHMManbHbIN MHTepBan mexay oTnpaskoit UPDATE
COOObLLEHUI O4HOTO M TOTO Ke MapLIpYTa;

- With-sec — MMHUMaNbHbIW MHTEPBAN MEXAY aHOHCMPOBAHMEM
MapLupyTa 1 ero nocaeayowmm ae-aHOHCUPOBaAHUEM.

V —  Advertisement-interval gomxkeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble A0NXHbl 6biTb aHOHCUPO-
BaHbl coceagHUM BGP-mapuipytusaropam, pacnpe-
AenaTca No Heckonbkum UPDATE-coo6ueHnam.
Mexay otnpaskoit 3Tux UPDATE-coo6uieHuit Bbi-
OEepXUBAeTCA C/NyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pas3om, uTobbl obLiee Bpema mexay 06-
HOB/JIEHWEM MApPLUPYTOB B JIOKa/sbHOW Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NOKaNbHbIX (MapLpyTbl U3 IOKaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Taknm o6pasom, Kaxk-
Ablii U3 MapLLIPYTOB MOXKET UMETb CY4YaiiHYIO Be-
JNIMUMHY 33[,eP>KKM aHOHCUPOBaHUSA;

—  TouHocTb paboTbl Taiimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMa/IbHOTO 3HauyeHusa nboro us
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUA  MapLIPYTOB, CKOHPUIYPUPOBAHHLIX HA
YCTPOUCTBE, AUCKPETUIMPYIOTCA WUHTEpBaioMm B
1/255 oT HaMbobLIEro HaCTPOEHHOrO 3HAYEHUA.
YBenMueHne MaKCMManbHOro 3HauyeHua 6yger
NPUBOAUTb K YBENIMUYEHUIO YacTOTbl AUCKpPeTU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4aéT BpeMeHHoOW nHTepBan mexay otnpaskoit UPDATE coob-
LEeHW OHOrO M TOTO e MapLIpyTa, UCNO/b3yeTcs A/ aHOHCa
NOKanbHbIX (MapLpyTbl M3 IoKanbHoM AS) maplupyTos eBGP-co-
ceaam.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
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default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcUpyeT BGP-coceay MapwpyT no yMmOs4aHUIO BHE 3aBUCK-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabauue mapwpyTtmnsaumm. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOTOpoOro yctaHoBieHa BGP-ceccus.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/YaHMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLE MapLpyTM3aL MK U ero UCTOYHUKOM He ABNAETCA MPOTOKON
BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npymeHeHa
K onepaLmy aHOHCMPOBAHUA MAPLLPYTA MO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIW Nonagaer MapLpyT no ymonadaHuio. Mpu-
Mep HacTpoiiku TaKol route-map u prefix-list npuse-
AeH nopg Tabauueii.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o

V MapLIPYT, OT/IMYHBIN OT Ae(PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B IOKa/IbHOM Ta6-
Nvue  MapuwpytusaumM, utobbl aHOHcupoBanca
MapLUpYT N0 yMmon4aHuio. OrpaHUYECHMIA Ha UCTOM-
HUK 3TOr0 MapLIpyTa HerT.

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (0..32) cumBona

- name — UMA NOAUTUKM route-map, KoTopasa byaer npumeHeHa
K coceay B AaHHol Address Family. Mo3sonaeT ¢puabTpoBaTh U
BHOCUTb M3MEHEHUA B aHOHCHMPYEMble U NPUHUMAEMble MapLu-
pyTbl.

YpaneHve NofUTUKKM ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BKkntouaeT noagmeHy 3HayeHua atpubyta NEXT_HOP Ha nokanb-
HbI agpec MapLpyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbICTaBAAETCA €CNU UCMONb3yeTcA mesh-
Tononorua. Npu NoAy4eHUn oT Takoro KaneHTa BGP-mapwpyTtos
OHM He byayT nepecbiaTbCa APYrMM KANEHTaM.
BGP-mapwpytusatop ssnsetca route-reflector-om,
« ecnu xota 6bl 0ANH ero cocen CKOHPUIypUpPOBaH KaK
V route-reflector KnueHr.
[na npumeHeHUA AAaHHOW KOmaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[Mpumep HacmpoliKu route-map, ucnosas3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

Bug, 3anpoca KOMaHAHOM CTPOKU B pexume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 285 — KomaHap! pexxnuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/tOYaeT orpaHNYEeHMe KOANYECTBA NPUHNUMAEMbIX MapLIPyTOB
o1 BGP-cocepa.

- value — MakcMManbHOe KOAWYECTBO MPUHUMAEMbIX MapLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMaNbHOrO KOAMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPaBAAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro MPOMUCXOAUT MepenoakatoyeHne, ecam ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHMA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexKaeHua <warning-only>).

BbIk/loYaeT orpaHMyeHMe KOANYecTBa MPUHMMAEMbIX MapLLpy-
TOB OoT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

334aET BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBaAN mexay oTnpaskoi UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHUMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6ueHmam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHuit Bbi-
[EepXXUBaAeTCA C/NyyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOB/JIEHWEM MApPLUPYTOB B JIOKaNbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyuae otnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeguHeHuu. Takum ob6pasom, KaxKabii U3
MapLIPYTOB MOXET MMeTb C/IlyYaliHYI0 BeNUYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTbiBaloTca Taiimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypMPOBaAHHLIX HA
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaiom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HAYEHUA.
YBeanueHne MaKCcMmanbHOro 3HayeHua 6yper
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4,aéT BpeMeHHON UHTepBan mexay otnpaskoit UPDATE coob6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
NIOKanbHbIX (MapLIpyTbl U3 N0KanbHOW AS) mapLipyToB eBGP co-
cegam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4a6T BpEMEHHOW MHTepBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOBANAETCA NonbITKa co3gaTtb BGP-ceccuio ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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next-hop-self

no next-hop-self

-/BbIKIOYEHO

BkntoyaeT nogmeHy 3HauyeHuaA atpubyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

334367 HOMep aBTOHOMHOM CUCTEMbl, B KOTOPOW HaxoauTcA
BGP-cocep. YcTaHOBAEHMe coceaCcTBA HEBO3MOXHO, NOKa coceay
He Ha3HayeH Homep AS.
J3T0 peiicTBMe BAEYET paspbiB CECCMM C COCEAOM M
V OUMCTKY BCEX MPUHATbIX OT HEr0 MapLIPYTOB.

Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpeMeHHble MHTepBabl.

- holdtime — ecnu B Te4eHUe 3TOro BpeMeHun He byaeT NPUHATO
keepalive-coobuweHne, To coeanHeHne c cocegom cbpacbiBa-
eTcs;

- keepalive —uHTepBan mexay otnpaBkoi keepalive-coobuieHunii.

V 3HaueHua holdtime u keepalive gomkHbl 6biTb MM60
06a paBHbI HyA10, N1M60 06a 60/blue HyAA.

holdtime gonkeH 6bITb 60nble nnu paseH keepalive.
Echu 6bin Bbl6bpaH Taiimep hold, KoTtopbii
HACTPOEH Ha JIOKaZlbHOM MapLUPyTU3aTOpe, TO UC-
nonb3yeTcA JIOKaZbHOe 3HauyeHue Talkimepa
keepalive;
Echu 6bin Bbl6bpaH Taiimep hold, KoTtopbii
HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3Haue-
HUe NI0KaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA JIOKa/ZIbHOEe 3HaueHue Talmepa
keepalive;
Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaCTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe NIOKaZIbHO HacTpoeHHoro Takimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 sbibpaHHOro Taitmepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a436T BpEMEHHOW MHTepBan yAeprKaHuA cocega B COCTOAHMM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBan BCe NOMbITKMN NepeycTaHOBUTL COeanHEHMeE C COCeaoM
6yAyT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMeHHOM WHTepBan MeXay YcTtaHoskoih TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

ALOMUHUCTPATMBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTaB peer-rpynmbl, ¥ OYULLAET NPUHATbIE OT HMX
MapLLPYTbl, HE YAaNAA UX KOHOUTYpaLuUH.

B KOHOUrypaLmio Kax4oro cocesa, BXOAALLEro B peer-rpynmny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALMMM B COCTAB peer-rpynnol. Yganaer komaHay shutdown
13 KOHOUTYpaumMm Kaxaoro cocesa, BXOAALLEro B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group |
Loopback /oopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdeiic, KoTopblil ByaeT NCNOb30BaH B KayecTse
UCXOAALLEro NPU COEAMHEHUN C COCEL0M.

OTMEeHAET PyYHYI HACTPOMKY ucxoadllero uHTepderica, BKK-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
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route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA €CAN UCNOb3yeTcA mesh-

Tononorua. NMpu noay4eHun ot Takoro kKnmeHta BGP-mapwpyTos

OHU He byayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xota 6bl 0ANH ero coces CKOHGUIYPMpPOBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLipyTbl B OT-
AenbHol obnactn namatn. MeToa No3BonAeT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ans cocena 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapPLLPYTOB.

prefix-list name {in | out}
name: (0..32) cumBona

no prefix-list name {in | out}

- name — Has3BaHue |IP prefix-list, KoTopbili 6yaeT npumeHeH K
AHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OtBa3aThb IP prefix-list.

fall-over bfd
no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/ItOYEHa

no password

BkntouaeT ayteHTMdMKaumio Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT Koy ayTeHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOpPUPYeTCA, ecnu ANs ayTeHTUdUKauum
yKkasaHa key-chain.

[aHHas HacTpoiKka MWrHopupyetca ANA NUPOB, BXOAALLMX B
HacTpauBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COOBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

password encrypted
encryptedword

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

no password encrypted

BktoyaeT ayTeHTUOUKauMIo Bcex TCP-cermeHToB, NPUHATbLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLmMmM B 3almMdpoBaHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, A/a  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKKM ayTEHTUDUKALUK.

- encryptedword — kntod B 3awndpoBaHHOM BUeE.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

password key-chain word

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/IloYeHa

no password key-chain

3a4aTb UMA CBA3KM KAtouen, KoTopas byaeT Mcnonb3oBaTbCa ANs
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBSI3KM KIOYENn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 286 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-coceaamm, ounuias
NPUHATbIE OT HUX MAPLIPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycrtaHoOB/IEHA CeCCUA.

show ip bgp afi safi afi: (all, ipv4, 12vpn);

safi (all, unicast,mul-
ticast, evpn)

OTo6pasnTb Tabamuy BGP-mapwpyTtoB (Loc-RIB) ykasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — nageHtTnpukatop Sub-Address Family.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHUs, No KoTopomy byaet
oTobpaykeHa noapobHan MHopMaLMA O MapLIPYTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pa3nTb MHGOPMALMIO O HAacTpoeHHbIX BGP-coceasx.
-ip_add—appec cocegHero BGP-cnukepa, no Kotopomy byaet
oTPpUAbTPOBaHA NHDOPMALUS;

- detail — oTobpa3nTb NoApPobHY MHbOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabAMLY MApLIPYTOB, aHOH-
CUPOBAHHBIX coceay;

show ip bgp peer-group
name

- received-routes — 0T06pasuTb Tabauuy nNPUHMMaEMbIX

MapLUPYTOB 40 NPUMEHEHMSA K HUM BXOAALLEN NOAUTUKM.
Kntouom received-routes B KOHTEKCTE HACTPOMKM CO-
OTBETCTBYIOLLEro COCeAa AOMKHA 6biTb 3ageicTBO-

OT06pa3sunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMK.

- name — 0T06Pa3nTb HaCTPOWKM rPyMrbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

Ana otobpaxkeHUA NPUHUMAEMbIX MAPLUPYTOB C
BaHa KomaHpga soft-reconfiguration inbound.
OTO6pPa3nTb COCTOALMX B peer-rpynmne coceaen.

5.30.5 Hacmpolika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLUpPyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCNEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaxoXAeHWA KpaTyanwwero nyty anroputm [erKkcTpbl. NMpoTokon IS-IS npeactasnaeT coboi NpoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKkon IS-IS pacnpocTpaHAeT MHGOPMaLMIO O AOCTYMHbIX MapLpyTax mesKay
MapLLpPyTU3aTOPaMmn OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 287 — KomaHabl pexkrma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHda

3anyckaert IS-IS mapwpyTnsatop. Bxognt B pexxmm KoHourypaumm
npoTokona IS-IS.

router isis
-/ISIS mapuipyTusatop

no router isis OTK/NtOYeH OctaHasnusaeT IS-IS mapuwpytusatop. Yganaetr KoHburypauuo

npoTokona IS-1S.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoOHPUrypaumm npotokona IS-IS:

console (router—isis) #
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Tabnnua 288 — KomaHbl pexkMma KoHoUrypauum npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

address-family ipv4 unicast

MepexoauT B pexxum KoHdurypauum Address-Family.

authentication key word

3ajaTb KAOY ayTeHTMOMKaLMKM B BUAE TeKcTa. McnonbayeTcs

[level] word: (1..20) ana ayteHTudukaumm LSP, CSNP, PSNP PDU. [laHHaa HacTpoiika
CMMBOI0B; UrHOpUpyeTcAa, ecan AN ayTeHTUdUMKaLmMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLNMN.
authentication key encrypted 3apaerT KoY ayTeHTUOMKaLMK B 3awmMdpoBaHHOM Buae (Hanpu-
encryptedword [level] mep, Naposb B 3aWNMPPOBAHHOM BUAE, CKONMUPOBAHHbBIN C ApY-
encryptedword: roro yctpoicrsa). Ucnonbdyetca Ana ayteHTUduKaumm LSP,

(1..128) cumBonoB;
level: (level-1, level-2)/

CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpuMpyeTcs, ecan gns
ayTeHTUdMKaLMM yKasaHa key-chain.

level-1-2 - encryptedword — knto4 B 3aWwMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLUN.
authentication key-chain 3apaTb UMA CBA3KM KJtoYeid, KoTopaa ByaeT ncnosnb3oBaTbeA
word [level] word: (1..32) Aans ayteHtudurkaumm LSP, CSNP, PSNP PDU.
CMMBONa; - word — UMA CBA3KU KJItOYel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
level-1-2 OTK/IIO4AET PEXKMM UCMONb30BAHMUA CBA3KMU KItOUEN AN1A ayTeH-

no authentication key-chain

TMdMKaumu.

authentication mode {text |

level: (level-1, level-

BkntouyaeT ayTeHTUOMKayuto B IS-IS n onpepenseT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITEIM TEKCTOM;
Mo ymonYaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTKAOYEHa. YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
hostname dynamic BKAOUMTL NOAfEPKKY AMHaMUYeckmx hostname.
-/BKAOYEHO

no hostname dynamic BbIKNOUNTL NOALAEPIKKY AMHaMMYecKnx hostname.
is-type {level-1 | level-2-only 3apaet TN MaplupyTm3atopa B IS-IS gomeHe:
| level-1-2} - level-1 - Bce B3anmogencTena ¢ ApyrMmu mapLupyTM3aTopamm

npouncxoaaT Ha 1 ypoBHe;

- level-2-only — Bce B3aMmoaencTauns ¢ 4pyrumu mapLipytmsa-

-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO nogaep:kMBaeT B3aumogenctamsa obo-
NX YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBaET MaKCUMa/IbHO BO3MOMKHbIN pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaTbL

GaiiT 3HaveHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBaET 3Ha4eHMe N0 YMOYaHUIO.
Isp-gen-interval second [level] 33/138T MUHMMa/IbHBIA UHTEPBaN B MC, MeX Ay reHepalmeit oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3Ha4YeHWe UHTepPBaNa B MUAINCEKYHAAX, MO UCTeYe-
MUIUCERYHE; HUKM KoToporo LSP MoXeT 6biTb 3aHOBO CreHepuMpoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb 418 KOTOPOro NPUMEHUM AAHHbIN MHTEpBan.
Ecnu He yKasblBaTb, UHTEPBA MPUMEHUTCA K 060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYaHUIO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a43ET MaKCMMasibHbI MHTEPBAN B CEKYHAAX, MeXay reHepa-
umeit LSP.

- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-
Toporo LSP 6yzeT 3aHOBO CreHepnpoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHg,

3asaeT Bpems KU3HU LSP. 3HayeHne AOMKHO BbiTb XOTA 6bl Ha
300 cekyHa b6onblue, yem Isp-refresh-interval.
- second — 3HaYeHUNe B CEKyHAaX.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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metric-style style [level]

style: (narrow, wide,

3a/aeT UCMO/b3YEMbIV CTU/Ib METPUKM.

-narrow — NOAAEP}KMBaTb TOMIbKO CTaHAAPTHYIO (y3Kyto) meT-
puky;

-wide — noaAepKMBaTb TOIbKO PaCLUMPEHHYIO METPUKY;

both)/both -both — noapep*mMBaTb 06a CTUAA METPUKY;
level: (level-1, level- - level — ypoBeHb, ANA KOTOPOro NPUMEHMM YKa3aHHbIN CTUNb
2)/level-1-2 MeTpPUKK. Ecam He yKasbiBaTb, METPUKA NPUMEHUTCA K 060MM
YPOBHSAM.
no metric-style YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
net XXX XXXX. XX YcTaHaBAunBaeT Tak HasbiBaembli NET (Network Entity Title) aa-
pec — yHUKanbHbI AeHTUUKATOP MapLLpyTU3aTopa B Npese-
- nax IS-1S pomena. Mpwu 3anucn NET ncnonbsyertca WwecTHaauaTm-
pUYHAA cMCTeMa CYUCIEHUA.
no net YaanaeT ngeHtudMKaTop MapLpyTmsaTopa.
shutdown OTtkntovaet npouecc ISIS.
-/BKAOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAnBaeT MHTEpPBan Mexay ABYMA nocnefosaTeslbHbIMMK
second second: (O- nepecyetamu aaropmtma SPF B munnmcekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAMBaeT 3HaYeHne No YMONAYAHUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKO/IbKO pa3 anroputm SPF moxkeT 6biTb npe-
number number: (1- pBaH o6HOBAEHWeM LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
spf threshold updates-restart 3agaeT Konnyectso 06HoBNeHNI LSDB, npu KOTopbix anroputm
number number: (1- SPF octaHaBnnBaeTca n nepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
start
spf threshold updates-start Konnuyectso obHoBneHuit LSDB, Heobxogmmoe gis HemeasieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpWUpYyeTcs).
no spf threshold updates- 4294967295 YcTaHaBAMBaeT 3HaYeHMeE MO0 YMONYAHMUIO.

start

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHpurypaumum Address-Family:

console (router—-isis—-af) #

Tabnnuya 289 — KomaHab! perknma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewaeT umnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHMe METPUKU ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH Ana GUAbTPaALMU UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnun rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) cTunb meT-
PWKK, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpos 3anpelaet mnopt connected maplupyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLAET ero ge-
donTHOe 3HaueHue.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Pa3zpelsaetT UMNopT cTaTUYECKMX MapLlpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — vma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ncnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeT MMMNOPT CTAaTUYECKMUX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHmA napameTpa BO3BpalLaeT ero
nedonTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MEeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspelsaet umnopt mapwpytos u3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
pUKM;

- metric — 3HaYeHMEe METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 1A GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOpPT MappyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMBIM MapLUpyTam TUMN MeT-
pVIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTpUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.
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no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLaeT UMNOPT mMapLpytos s OSPF B
IS-IS. B cnyyae ykasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-if) #

Tabanuya 290 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IOYEHO

BkntoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NPOTOKON MapLipyTusaumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBo10B;
level: (level-1, level-2)/
level-1-2

3afaTb KoY ayTeHTUOUKALMKM B BUae TeKcTa. Mcnonbsytotea ans
ayteHTMduKaumm HELLO PDU. JaHHaa HacTpoiiKa UrHopupyeTtcs,
ec/n Ansa ayTeHTUdUKaumm ykasaH key-chain.

- word — KN4 B TEKCTOBOM BUZE;

- level — ypoBeHb IS-IS.

Ypanaer KNy ayTeHTUOMKaLmu.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO0B;
level: (level-1, level-2)/
level-1-2

3apaeT KNtoY ayTeHTUdMKALMM B 3aliMbpoBaHHOM BUAE (Hanpwu-
Mep, Naponb B 3aWndpPoBaHHOM BUAE, CKONMMPOBAHHbIW C ApY-
roro ycrtpowcrea). Ucnonbsytotca ana ayteHtudmkaumm HELLO
PDU. [laHHan HacTpoWKa UTHOpUPYeTCA, eCNun Ans ayTeHTUdUKA-
UK yKasaH key-chain.

- encryptedword — Kntoy B 3alndpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaert KAy ayTeHTUdUKaLmu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3a4aTb MMA CBA3KWM KAtoyel, KoTopas byaeT Mcnosib3oBaThbCA
AnAa ayteHTuouKaumm HELLO PDU.

- word — UMA CBA3KU KAtoYel;

- level — ypoBeHb IS-IS.

OTKNIOYAET PeXMM UCNONb30BaHUA CBA3KM K/lOYeW ANA ayTeH-
TUdUKaLmm.

isis authentication mode {text

level: (level-1, level-

Bkntouaet ayteHTMdMKaumio B HELLO PDU Ha Tekywem uHTep-
delice n onpegenseT ee TMM:

| md5} [level] 2)/level-1-2; - text — ayTeHTUOUKALMA OTKPbITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUOUKaUMA - level — ypoBeHb IS-IS.
OTK/toYeHa YcTaHaB/MBaET 3HaYeHWE N0 YMONYAHMIO.
no isis authentication mode
YKa3bIBaeT, COCeACTBA KaKOro YPOBHA MOXHO GOpMUPOBaTL Ha

isis circuit-type {level-1 | level- AaHHOM nHTepdeiice.
2-only | level-1-2} -/level-1-2

no isis circuit-type

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY ANA AaHHOTO uHTepderica.

- metric — 3HayeHue mMeTpukK. Ecam rnobanbHO BKAOYEH CTaH-
[JapTHbI (narrow) CTUAb METPWKKM, BCE 3HAYEHUA METPUKU
6onbuie 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
pviKa.
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no isis metric

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

-/NaccuBHbIN peXxum
OTK/ItOUeH

isis passive-interface

no isis passive-interface

MepeBoAnT MHTepdeNC B NACCUBHBINA pexMM. B aTom pexume
MHTepdeic He OoTNpaBaseT u He npuHMmaeT HELLO PDU.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

isis network point-to-point

-/broadcast

no isis network point-to-point

YcTaHasauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis hello-padding value
value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNHOYMTB NAZAMHT BO BCcex coobuweHusax hello;

- enable — BKNOUYNTb NaaAnHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NaAAMHT A0 YCTAHOBNEHMA COCeacTBa.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis pdu-buff-size size size (512-9000)/

1500 6aint

no isis pdu-buff-size

YcTaHaBAMBaAET MaKcUMasbHbIM pasmep PDU, oTnpaBasembix 1
nosy4aembix Ha 3TOM WHTepdelice. 3HayeHue pdu-buff-size
AO/IKHO 6bITb HonbLIe 3HaYeHus isp-buff-size.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauyuu uHmepagelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 291 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

" — -/BbIKOYEHO
no ip router isis

BkatoyaeT npoToKon maplpytmsaumm IS-IS Ha Tekywem nHTep-
deiice.

BbIkntoyaeT NpoToKo mapLpyTusaumm IS-1S Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}
no isis circuit-type

-/level-1-2

YKa3blBaeT, COCeACTBA KAKOro YPOBHA MOXKHO pOpMMpPOBaTh Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

no isis metric

YcTaHaBAMBAET METPUKY A4 faHHOro HTepdeica.

- metric — 3HaYeHne MeTpuku. Ecam rnobanbHO BKNKOYEH CTaH-
JapTHbIM (Narrow) CTUAb METPUKW, BCE 3HAYEHUA METPUKM
6onble 63 6yayT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
pvKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOJYAHUIO.

isis passive-interface N
-/naccuBHbIN pexum

OTKNHOYeEH

no isis passive-interface

MepeBoAnT MHTEpdENC B NACCUBHBIN pexumM. B sTom pexume
HTepoelic He oTnpaBaseT U He NnpuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnuua 292 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OtobparkaeT 6a3y gaHHbIX TONOAOMMM NpoToKoAa IS-IS.
- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6Pa3unTb.

show isis hostname

OTobparkaeT n3BecTHble cootBeTcTBMA SystemID u Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHPopmaumio 06 nHTepdeicax, yyacTeytowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHOpMaLMIo O coceanx.
- detail — ncnonb3oBaHWe faHHOroO NapameTpa No3BoAsAeT oTobpa-
3UTb AeTasbHy0 MHGOPMaLUIO O coceanx.

clear isis

CbpocuTb BCe coceacTsa U 04UCTUTb Tabamuy mapwpyTusaumm IS-IS.

5.30.6 Hacmpolika Route-Map

MpumeHeHWe route-map No3BoaAeT U3MEHATb aTPMOYTbl Y aHOHCUPYEMBIX U NPUHUMAEMbIX MapLL-

pytos BGP.

KomaHObI pexcuma 2a06anb6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoi KoHdUrypaumm:

console (config) #

Tabnunua 293 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

route-map name [sec-
tion_id ] [ permit | deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295).

CospaeTt 3anuch route-map.
MepeBoANT KOMaHAHYIO CTPOKY B PEXKUM KOHPUTYpUpPOBaHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TOM route-map;
- permit — npUmeHUTb set KOMaHAbI K MapLpyTam;
- deny — 0T6pOCUTbL MapLIpPYTbI.
MakcumanbHoe Konuyectso route-map = 32
V (BKkntouan cekuum ogHoro route-map).

Yaanutb route-map.
- name — Ha3BaHWe route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.
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KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHON CTPOKM B pexxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 294 — KomaHabl pexkMma KoHbUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep ciefytoulei cekuun route-map, Kotopas 6y-
JeT NpUMeHeHa K MapLIpyTam, Nocie NPUMeHEHUA TEKYLLEN.
- section_id — Homep 3anucu B 3Toi route-map;
- and — yka3blBaeT, 4To match yctaHoOBKM B 3TOI route-map
O0J/IXHbI BbITb NIornyeckn obveamHeHbl (AND) ¢ match ycra-
HOBKamM B route-map, 0603HaYeHHbIX NapameTpom
section_id.
CosgaHue ueno4ek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/M Tun route-map BbICTaBlAeH B
permit.
Ecnn npu co3pgaHuM Lenovyku npumeHseTca napa-
V meTp and, To Bce set YCTaHOBKM [O0/IXKHbI Haxo-
AUTbCA B NOocC/NeaHel CeKLMU 3TOM LLenoUKu.

CHpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list v appeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLupyTa;

- route-source — cootsetctBue prefix-list n ip-agpeca ncrou-

HWKa MapLupyTa;

- name — Ha3BaHuWe route-map;
Y106bl HEe OTO6pacbiBaIMCb OCTa/ibHble MApLUPYTbI,

V He yKa3saHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NpUBA3aTb €ro K TeKylemy ye-
pes continue.

C6pacbiBaeT COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3aZaeT COOTBETCTBME MApLUpYTa C aTpnbyTom local-
preference.

C6paCbIBaeT cooTBeTcTBUE.

match metric value

no match metric

value: (1..4294967295).

3afaeT cOOTBETCTBME MapLUpyTa C aTpubyTom metric.

C6paCbIBaeT cooTBeTCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLIPYTa € aTpMbyToMm origin.

- igp — mapuwpyT 6bln NONy4YeH U3 NPOTOKONA BHYTPEHHEN
MapLpyTM3aumm (Hanpumep, KomaHgoi network);

- egp — mapupyT 6bin BblydeH no npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

C6paCbIBaeT cooTBeTCTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyTt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMYMBaeT aHOHCUPOBAHME NOKANbHO
CreHeprMpoBaHHbIX MapLUPyTOB, TONbKO mexay iBGP coce-
aamu (He byayT BuAHbI gna eBGP).

3HayeHue 6onbwe 0 o3HayaeT, yto ecnm AS_PATH atpubyt
nmeet 6onblwe AS-HomepoBs, yem 3HayeHune AS_PATHLIMIT,
TO HY>KHO ero oTbpocuTb Npwu Bbixoae B eBGP.

CbpacbiBaeT path-limit.

set as-path prepend
as_number

no set as-path prepend

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

CbpacbiBaeT gobasneHue K AS-Path.

set as-path prepend local-
as value

value: (0-10)

[o6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
xop, eBGP-coceay).
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no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpacbiBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mappyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKY aTpmbyTa next-hop.

set local-preference value
no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHune aTpmubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

- value: (1-4294967295)
no set metric

YcTaHOBWTL 3HaYeHue aTpnbyTa metric.

C6pacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

ATpubYT He ycTaHOBEH
no set next-hop-peer

YcTaHoBUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT yCcTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTb 3HaYeHwue aTpubyTa origin.

- igp — mapwpyT 6bln1 NoMyYeH U3 NPOTOKONA BHYTPEHHEN
MapLupyTu3auum (Hanpumep, KomaHaol network);

- egp — MapLpyT 6bi BblyyeH No npoTokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO MHbIM 0Bpasom
(Hanpumep, kKomaHgol redistribute).

C6pacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value
no set weight

value: (1-4294967295)

YcTaHOBWTL 3HaYeHue aTpnbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NPUBUAETMPOBAHHOIO NO/b30BaTeN .

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 295 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show route-map [name] name: (0..32) cumBsona

MpocmoTp MHPOPMaLMKM O CO3AaHHbIX route-map.
- name — nMa route-map.

5.30.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03BONAOT PUNLTPOBATL NPUHMMAEMbIE Y aHOHCUMPYEMbIE MapPLUPYTbl NPOTOKOI0B ANHA-

MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2n06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnuua 296 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

no ip prefix-list list-name
[seq seq_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);

le_value: (1..32)

Cosparb Prefix-list.

- list-name — vma cosgasaemoro prefix-nucra;

- seq_value — Homep 3anuncu B cNncke NpeduKcos;

- text — onucaHue cnucka npedpuKcos;

- deny — 3anpewatoLiee gencTene N8 MapLLpyTa;

- permit — pa3peluatoLiee gecTene ANA MapLipyTa;

- ge_value — cooTBeTcTBME A/MHe npeduKca, PaBHON MK

6onbluei, Yem HacTpoeHHas gnHa npeduKca;

- le_value — cooTtseTcTBME AMHE npedurKca, KOTopas paBHa

WM MEHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
Ecnu He HalWNOCb HY O4HOrO COOTBETCTBUSA, TO ByAeT

V npumeHeHa HeIBHaA NOJIMTUKA NO ymonuyaHuio deny

any.

Ypanutb co3aaHHbi Prefix-List.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 297 — KomaHabl perkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuo

Aelicmeue

show ip prefix-list [name]

name: (0..32) cumBona

MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

5.30.8 Hacmpolika ceasku Knroveli

CBA3Ka K/o4el no3sonser cos3gatb Habop naponei (Kawueit) ¢ nocsieaytolleli BO3MOXKHOCTbIO
HACTPOMKM BPEMEHN AENCTBUA KaxKaoro napond. Co3gaHHble Napoam MoryT UCNo/1b30BaTbCA NPOTOKOAaMM
RIP, OSPF, IS-IS ana ayteHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 298 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

key chain word

no key chain word

word: (1..32) cumsona/-

Co3aeT CBA3KY KAoYeln ¢ umeHem word 1 BXOAMUT B PEXUM KOHOU-
rypaLumn CBA3KM KAtoYe.

YpanseT cBA3Ky KNoyein ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypauyuu cea3Ku Katoyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 299 — KomaHabl pexkMma KOHGUTypaLumm CBA3KKN Kato4el

3Ha4yeHue/3HayeHue »

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3pgaeT Ku ¢ naeHtTuouKatopom key_id 1 BXoAUT B peXXUM KOH-
key_id: (1..255)/- durypaumm Knrova.

no key key_id Yaansaet Katou ¢ naeHTMounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeEXUM OO0CTYNEH U3 PEXMMA KOHCI)VIpraLI,VIM CBAA3KU KNHOYEN U npeaHasHavyeH gnAa 3agaHuAa

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 300 — KomaHabl pexkMma KoHbUrypauum Katoua

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumBonos/-

3a4aeT 3Ha4YeHMe Katoua.

Ypansaet 3HaueHue Karova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNkoua B 3aWwndpoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWwnppOBaHHOM BUIE, CKOMMPOBAHHbBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHue Karova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa gencTeuTeneH

no accept-lifetime

3a43aeT BPeMSA KU3HWU KNKoYa, B TEYEHWE KOTOPOro KoY by-
AeT felcTBUTeNeH AN1A CBEPKM C KNHOYOM B NPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema 1 AaTa Havyana AenicTBMUA Kntoya. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAONKNUTENBHOCTb AEUCTBUA KAOYa B
CeKyHAaXx;

- infinite — ycTaHaBnnBaeT HeckoHeyHoe BpemsA AeNCTBMA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpeMsA KMU3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
OeT peicTBuTeNneH ANa OTNPaBKM COOBLLEHMIA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAONKUTENBHOCTb AENCTBUA KNtOYa B
CEeKyHIax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO K/lovel byayT ABAATbCA AeUCTBUTE b-
HbIMM, TO GAKTUHYECKU UCMOJIb30BaTLCA ByAeT KoY C HAMMEHbLUM UAEHTUGUKATopoM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnunuya 301 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3aaTb CBA3KY KAtoYel ¢ MmeHem namel n nomectuTb B Heé ABa KAtoya. Ha kntoue key 2 HacTpouTb
BPEMEHHOWN UHTEpPBaJ, B TEYEHUE KOTOPOTO 3TOT KHOY MOKET BbITb MCNONb30BaH AN CBEPKMU C K/HOHOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseTt nepegasaTb NakeTbl 04HOMY NOyYaTeNto NO HECKO/b-
KUM «Ty4lIMM mMapLupyTamy». JaHHbli GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku m on-
TUMM3aLMKM NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKO MapPLLPYTM3aLMN.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnumua 302 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymMoA4YaHuro
ip maximum-paths maxi- 3apaTb MaKCMManbHOE KONMYECTBO NyTeW, KoTopble MOoryT
mum_paths . 6bITb YyCTaHOBAEHDI B FIB Ana Kaxaoro maplupyra.
maximum_paths: "
(1..64)/1 HacTtpoiika BCTynuT B cuAly TOIbKO NOCNE COXpaHe-
" \ 4 HUA KOHPUrypauum n nepesarpyskmu ycTpomcrsa.

no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
L/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOpPoB
B OZMH BMPTYasibHblI/, KOTOPbIN BYAET MCNONb30BATLCA KaK L3 MO YMOAYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

ToNbKO OAMH M3 GUINYECKUX MAPLIPYTU3ATOPOB MOMKET BbINOMHATbL MapLupyTU3auuio Tpaduka Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecam
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPseTcs. HauBbICWMKA MNPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBEHHBIM IP-agpecom, CoBNaJatoWmMm C BUPTYasibHbIM. B ciydae AOCTYNHOCTM OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
WHTepderica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 303 — KomaHapl pexkuma KoHourypaumm nHtepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-
TOB

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aeiicmeue

vrrp vrid description text [obasneHne onncaHmaA LLeau Uam ncnonb3osanua ana VRRP mapu-

vrid: (1..255); .
: __ text: (1..160 cUMBOAOE) pyTv3aTopa € MAEHTUPUKATOPOM Vvrid.
no vrrp vrid description Ypanernune onncanma VRRP-mapwpytmusaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-

HOro MapLIpyTM3aTopa, BCAEACTBUE Yero yAaauTca U cam BUPTY-
aNbHbIN MapLUpyTU3aTOp Vrid Ha JaHHOM YCTPOWCTBE.

vrrp vrid preempt BKkntoueHne pexkuma, npu Kotopom backup-mapluipyTtmnsatop ¢ 6o-
Nlee BbICOKMM NpuopuTeTomM ByaeT NbiTaTbCsA NepexBaTuTb Ha cebn
ponb master y TekyLiero master-mapLpytusaropa ¢ 601ee HU3KUM

vrid: (1..255); NPYOPUTETOM.
Mo ymonyaHuto MapupyTtusaTtop, KOTOpbIii ABAAETCA BhAajenblem
BK/IIOYEHO IP-appeca maplupytusatopa, 6yaer nepexsaTtbiBaTtb Ha
V ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOW
KOMaHAbl.
no vrrp vrid preempt YCTaHOBKa 3Ha4YeHWA N0 YMOIYaHWIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHue npuoputeta VRRP-mapLipytusaTopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-

agpeca, 100 ana

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHnuio: BkntoueHune VRRP-npoTokona Ha gaHHOM nHTepdelice.
BbIK/IlOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHue peanbHoro VRRP-aapeca, KoTopbiit 6yaeT Ucnonb3o-

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

BaTbCA B KadyecTse |P-agpeca oTnpasutens ana VRRP-coobLeHMNA.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLipyTM3atopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT uameHeHue npmoputetra VRRP-mapwpyTtmsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpeaeneHune MHTepBasa Mexay aHOHCaMW master-mapLupyTunsa-
Topa. Ecnn uHTepBan 3agaH B MUIIMCEKYHAAX, TO MPOUCXOAUT
OKpYyr/ieHne BHM3 A0 6ausKaiweit cekyHabl gnsa VRRP Version 2 1
00 6avKalwunx coTbix doseit cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHuve noaaepxmsaemoit sepcun VRRP npoToKona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHblin B RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBaloTCd MapLLpyTU3aTOPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin 8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obleHna oTbpacbiBaloTcA  MaplpyTusaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHwuio:
MCnosib3yeTca MeTos,
pacyeTta KOHTPO/IbHOM

BKNIOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBUTbL MeToj, pacyeTa KOHTpOﬂbHOﬁ CYyMMbl, OHpeAeﬂeHHbIVI

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
nceB03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaeT pexnm paboTbl 06paboTKM NakeToB, afpecoBaHHbIX
drop] Ha BUPTYaNbHbIN agpec:

- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-

HMMaTb MaKeTbl, afpPecoBaHHble HA BUPTYaNbHbIA agpec, Aarke

€C/IM OH He ABAAETCA BNaje/bLiem 3TOro agpeca;

-/drop; - drop — VRRP-mapuwpyTursaTtop B coctosHun Master byaer otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpeCcoBaHHbIe Ha BMpTya/’Ibelﬁ ajgpec, ecan oH
He ABNAEeTCA B/laAe/ibLeMmM 3TOro agpeca.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumeonos;
key: (1-32) cumBonoB;
string: (1-80) cumBONOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKaLmA
OTK/loYeHa

YcTaHaBAnBaeT pexum ayTeHTudumKaumm ana naketos VRRP:

- text — noactaHoBKa B VRRP-nakeTbl napons gns ayreHTudumKaumm
B He LWWNdpoBaHHOM BUAE;

- md5 key-chain — noactaHoska B VRRP-nakeTbl napons Ansa ayTeH-
TMdUKaLMm B LUIMPPOBAHHOM BUAE C MOMOLLbIO CKOHOUTYPUPOBAH-
HOTO K/toYa WndpoBaHus;

- key — CKOHOUTYPUPOBAHHbIN KNtoY WKMPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKeTbl napons Ana ayTeH-
TMdMKaumm B WMPPOBAHHOM BUAE C MOMOLLbIO 3a4aHNA Napons;

- string — Napo/ib 3a4aeTCA B OTKPbITOM BUAE (XPaHUTCA B 3alumnd-
poBaHHOM);

- md>5-string — naponb 3agaeTca B 3aWMPOBAHHOM BUAE.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 304 — KomaHab! perkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue

no ymoa4aHuro
show vrrp [all | brief | MpocMoTp KpaTKoM MAn AeTanbHON MHPOPMaLUKN ANA BCEX NN
counters interface gi_port: (1..8/0/1..48); | ogHOro HaCTPOEHHOro BUMPTYyasbHOro MapLipyTmusatopa VRRP.
{gigabitethernet gi _port | te_port: (1..8/0/1..48); | - all — npocmoTp MHPOPMaLMK O BCEX BUPTYabHbIX MapLUPyTU-
tengigabitethernet te_port | twe_port: 3aTopax, BK/OYan OTKNIOYEHHDIE;
twentyfivegigabitethernet (1..8/0/1..48); - brief — npocmoTp KpaTkoi MHbOPMaLMKM O BCeX BUPTyabHbIX
twe_port | hu_port: (1..8/0/1..32); | mapwpyTusartopax;
hundredgigabitethernet group: (1..128); - counters - oTobparkaeT cuetumkn ana VRRP.
hu_port | port-channel group | vlan_id: (1..4094)
vlan vian_id}]

[pumepbl 8b1M0MAHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aA4pec B KayecTBe agpeca BUPTY-
aNbHOro MmapuwpyTtunsatopa. Bkatountb VRRP-npoTokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 0O6HapyKUTb HEUCNPABHOCTU IMHKOB. BFD moxKeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosaHa paboTa TO/IbKO € NpoToKo/iom BGP.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 289



HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbUrypaumm:

console (confiqg) #

Tabnnua 305 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apatb BFD-cocepa.

- int — MMHMManNbHBLIN MHTEpBan nepedayn Ana obHapyKeHuA
oWwnbKY;

- Min — MUHUMaNbHbIA MHTEpPBan Npuéma Ans obHapyKeHuA
owmnbKuY;

- mult_num — Konn4yectBo MNOTePAHHbIX NaKeTOB A0 Pa3pbiBa
ceccum.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOMb30BaTeNA.

Bug 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#

Tabnunua 306 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.30.12 KoHepuzypayua supmyansHolii o6aacmu mapwpymu3sayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHon0oruns, KoTopas NO3BONAET HECKOJIbKMM JK3eM-
naspam TabanLbl MapLLpPyTU3aLLMKM COCYLLECTBOBATL B O4HOM MapLUpPYTU3aTOpPe O4HOBPEMEHHO.
CnucoK nopggepraHHbix B VRF QyHKUM goctyneH B Tabaumue OwmnbKa! UCTOUHUK CCbIIKM He

HalgeH..

Tabnunua 307 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/IA

Co3faHue BUPTYanbHOM 061aCTM MapLUpyTU3aLMHN.

YpaneHue BUpTyanbHOM 061acT MapLupyTU3aLmu.
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Tabnuua 308 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMoaYaHuro

ip vrf [vrf_name] MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLLIPyTM3a-

umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIE B AanbHelwem IP-

vrf_name: (1..32)
- aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
cMMmBOAa o

3aH UHTepdelic.

no ip vrf OTBA3Ka UHTepdelica OT 06/1aCTM BUPTYyaIbHON MapLUpyTU3aLUK.

Tabnnuya 309 — KomaHab! pexkuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no yMmon4aHuro
show ip vrf [all Jvrf _name] vrf_name: (1..32) cum- BblBOA MHOOPMaLMM O CO3AaHHbIX BUPTYabHbIX 061aCTAX MapLu-
BONa pyTM3auun n 06 L3-uHTepdeicax, KoTopble B HUX HAXOAATCA.
Tabanuya 310 — PyHKUMKM, NoaaeprKaHHble ana paboTtbl B VRF
dyHKYuU Hasuzayusa

HOMHH,CI,IiI ynpaseHnA 5.4 KomaHZabl ynpaBaeHus cuctemon

cuctemonm

Cratueckan 5.30 KoHdurypauma NnpoTOKO/I0B MapLupyTU3aLmum

MapLipyT1sauma ' ypau P PUIpy 4

OSFP 5.30.3 HacTpoiika npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.31 KoHdurypauma VXLAN

VXLAN — 370 BMpTyasibHas pacluMpeHHas 4YacTHasa ceTb (Virtual eXtensible Local Area Network).
[aHHaA TexHoNorMA No3BoNAET ynakoBbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl ¥ TpaHCMOPTMPOBATb MX NO
IP-ceTun.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcs UM 3aKkaHumBaeTca VXLAN-
TOHHenb. Mogenun, onucbiBaemble B JaHHOM PyKOBOACTBE, MOTYT AelcTBOBaTb B Kayectse VTEP.

B kauectBe control plane ana VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpOe No3BOSIAET CeTM nepenaBatb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOro YCTPOMCTBA, TaKylo Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegenenHma MAC-aapecos 1 IP-agpecoB KOHeYHbIX ycTponcTs, rae MAC-agpeca paccmaTtpumBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpolicTBam AencTBoBaTth B KayectBe VTEP ans obmeHa nHdbopmaumei
Mexay coboi 0 AOCTYNHOCTU CBOMX KOHEYHbIX YCTPOWCTB.

V Moppeprkka VXLAN npepocTaBnaerca Nno AMUEH3UN.

KomaHObI pexcuma 2n06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnmua 311 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
vxlan word Co3patb VXLAN-MHCTaHC ¢ umeHem word 1 nepeinTn B pexum
ero KoHdurypaumm.
word: (1..64) cumsona Ecnn VXLAN-MHCTaHC € TaKUM UMEHEM Y3Ke CO34aH, TO NepeinTn
B PEXMM ero KoHurypaumu.
no vxlan word Ypanute VXLAN c umeHem word.

KomaHObI pexcuma KoHguaypauuu VXLAN

Bua 3anpoca KoMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:
console (config-vxlan) #

Tabnnuya 312 — KomaHab! pexkuma KoHdpurypaumm VXLAN

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

shutdown YcTaHaBUTb aAMUHUCTPaTUBHbIN cTaTyc DOWN ana VXLAN-uH-
-/no shutdown CTaHca.

no shutdown YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id 3agatb vian id, koTopsbiii 6yaet ceszaH ¢ VXLAN-uHcTaHCOM.

lan-id: (1-4094
no vian vian-id: ) Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id [ip-routing] 3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
NnoNb30BaTbCcA B pamKax aaHHoro VXLAN.

- ip-routing — yKasbiBaeT, uto gaHHbii VNI 6ygeT ucnosb3o-
BaTbCA ANA MHKancynaummn B VXLAN IP-nakeToB, mapLipytusmn-
pyembix B VRF.

vni-id: (1-16777214)

no vni Ypanutb 3agaHHbiin VNI,

route-target { export | im- CosgaeT cnuckn umnopTa u akcnopta Route Target Community:

port | both } community - export — no6asuTtb Route Target Community K akcnopTupye-

MOW MapLUpPYTHON MHPOPMaLmK;

community: (ASN2:NN, - import — MMnopTMpoBaTb MapLIPYTHYIO MHHOPMALMIO C YKa-
IPV4:NN, ASN4:NN) 3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.

no route-target { export | YaanaeT CncKM MMmnopTa M akcnopta Route Target Commu-
import | both } community nity.

mcast-group ip_mul- Bkntoyaet B Tekyueit VXLAN pexum penaumkaumm BUM

ticast_address Tpadumka c nomoupto PIM Multicast u nprsssbiBaeT rpynnosow

agpec K gaHHoi VXLAN. 3ToT agpec 6yaeTt ncnonb3oBaTbea

KaK agpec Ha3HayeHuA B VXLAN nakeTax.

- ip_multicast_address — rpynnosoi IP-agpec.
[na nonyyeHus TpaduKa yKasaHHOM B KOMaHae
BblLLE rpynnbl HE06X0AMMO BKAIOYEHMWE

V npotokona PIM Ha uHtepdeiice loopback ¢

yKasaHMem AaHHOM rpynnbl Kak CTaTU4ECKOM.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B

cnepyowen Tabauue.
-/BbIKNIOYEHO

Bce VTEP B ogHom VNI gonKHbl ucnonb3osaTtb
V OAMH U TOT e MeToj, peniukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

MaKcMmanbHoOe KO/IMYecTBO YHUKaIbHbIX mul-
1 ticast VXLAN TyHHene#t (multicast rpynn) 256.
V OgaHa multicast rpynna moxeTt 6bITb Ha3HaueHa Ha
Heckonbko VXLAN TyHHenen.

no mcast-group YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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Y

DOna KoppeKTHOU paboTtbl VXLAN Heob6xoaumo yctaHoBeHue ceccun BGP mexkay loopback-
UHTepdecamm yCTPOICTB ¢ yKasaHMem agpeca loopback B kauectBe bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumm nntepdeliica loopback nmeet sua;

Console (config-if) #

Tabanuya 313 — KomaHgbl pexkuma KoHpurypaumm nHtepdetica loopback

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue

no ymoa4yaHuro
ip pim -/BbIK/IlOYEHO BKkAtoumTb NpoTokon PIM Ha uHTepdelice.
no ip pim YcTaHaBAMBaeT 3Ha4YeHMe Mo YMONYAHUIO.

ip igmp static-group
ip_multicast_address

Co3gaet 3anuchb (*, G) c yKazaHHOW My/bTMKacTOBOM rpynnom
n pobasnset uHtepdeic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yka3aHHbIM aapecom MybTUKAcTOBOM rpynnbl.

- ip_multicast_address — rpynnosou IP-agpec.

no ip igmp static-group
ip_multicast_address

Ypansaet 3anuco (*, G) ¢ ykazaHHOW My/IbTUKAcTOBOM rpynnon.
OTtnpasnset Ha RP PIM Prune c yka3aHHbIM agpecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxkume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnuua 314 — KomaHapl pexkuma KoHourypaumm VRF

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

vni vni-id

vni-id: (1-16777214)

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA uHKancynaumm 8 VXLAN IP nakeTos, maplipyTtu-
3npyembix B VRF.

no vni

Ypanutb 3aganHHbii VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3apaTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — MMNoOpTUPOBATb KOMbBIOHUTH;

- export — 3KCNOpPTMPOBATb KOMbBIOHUTHU;

- both — akcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTM.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayYeHune AS;

ASN4 — 32-6uTHOE 3HaYeHune AS;

IPv4 — IPv4-apgpec;

NN —uyuncnoBoe 3HayeHue route target.

no route-target {import |
export | both}

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHOwbi pexcuma Priveleged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnunua 315 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HavyeHue »
KomaHda / Aelicmeue
o ymMmoa4aHuro
show evpn Ethernet-seg- group: (1..48); OTobparkaeT MHPopmaumio 0b Ethernet Segment Identifier.
ment {port-channel group es_number:

| es_number mac-address |
esi} [detailed]

(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-

H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTob6parkaeT MHPOPMaLMIO O MapLpyTax TMNa 3, KoTopble Uc-
NONb3YOTCA ANA Nepesayn LWMPOKOBELLATEIbHOTO, HEU3BECT-
HOro 04HOAAPECHOro U MHoroaapecHoro (BUM) TpaduKa.

show evpn mac-ip [word]

word: (1..64) cumsona

OTtobparkaeT MHGOPMALLMIO O MapLLIPYTax TUMa 2, KOTopble Uc-
Nonb3yTCA ANa nepeaayun nHpopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTob6parkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHenax:

- word — numa VXLAN. OTobparkaeT MHbopmaLmio 06 ycTaHOB-
JIEHHbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyo MHGOPMaLMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — numa VXLAN. OTobpaxkaeT getanbHyo MHGOpMaLUio
no ykasaHHou VXLAN.
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[Mpumep KoHGDU2ypayuu 018 08yx ycmpolicms

Mexay asymsa yctpoicteamu R1 n R2 yctaHosneHa BGP-ceccua mexay loopback-untepdeiicamm.

BkntoueHa AF [2vpn evpn ana obecneveHmna yctaHoBneHua VXLAN-TyHHenen n nepegaym nHpopma-
uMm 06 nsyuyeHHoix MAC-agpecax.

Co3gaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.
KoHdwurypauma 1:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end
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KoHdwurypauma 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 1l2vpn evpn

exit

exit

exit

|

|

end
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Ecnamn nsyunte MAC-agpec Ha uHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXKHO MPOKOHTPO/IU-
poBaTb ero Hananyme B Tabanue MAC-agpecos Ha R2.

MNocmoTpetb MAC-aapeca, nsydyeHHble B VXLAN, MOXXHO B BbiBOAe KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHOUrypaumm nHtepoeica:
console (config-if) #

Tabnunua 316 — KomaHab! pexkuma KoHdurypaumm nntepoeliica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMmoA4YaHuo
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) pPenTU B PEKMM KOHOUIYPUPOBAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnuua 317 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
system-mac system_mac mac_address: H.H.H unn | 3apate MAC-agpec, ucnonb3yembli B kKayectae System ID npo-
H:H:H:H:H:H nan H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOICTBa NPOAO/IKUTCA. Bpema 0XKuaaHua MOXKHO YBEIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 318 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daiina cucremuoro MoO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTca ANsA BOCCTAHOBNEHUA YTPAYeHHOro Naposs, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

.‘

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

.‘

6.2.1 O6HoBnEHUEe cucCMeMHO20 NPo2PamMmMHO20 obecneyeHus

3arpysKka ycTponcTBa ocylliecTsasetcs u3 ¢daina cucTemHoro nporpammHoro obecneveHus (M0),
KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MMO.

’ ‘ Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
. 04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnéH Master toHUT, 3atem MO byger 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

.‘

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha
ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cédc
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
MATU. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NPUNOMEHMUE A. MIPUMEPbI MPUMEHEHMA U KOHOUTYPALIUN YCTPOUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa CBA3yOWMX aepeBbeB (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaXx JIOKA/IbHOM CeTH, YTO No3BoasAeT BanaHCMPOBATb HArpy3Ky. [NA NPOCTOTbl PaCCMOTPUM
CNy4ait c Tpems KOMMyTaTopamMmn, 06 beAUHEHHBIMM B KO/bLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYyTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN
WwaboH, KOTopbIN 3arpyxaeTtca Ha TFTP-cepBep M UCNO/b3yeTcA BNOCAeACTBMM A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydae 66110 6bl yA06HO BOoCcnonb3oBaTbes GpyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyliecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas
NoAMeHa A,0/1KHa OCYLLECTBAATLCA HA 3TOM XKe UHTepodelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b
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PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsauna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnpoBaHune KoHOUrypauMoHHbIX ¢painnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). Ucnonb3yeTtcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX ObpaboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXHUIA ypoBeHb, Nepesaya
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n MapLupyTu3auma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeicTBme c KOHTpOAEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NILCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHNe U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTpoitka orpaHMYeHnA CKOpPOCTM NepexsaTa Naketos Ha CPU, BeaeHMe CTaTUCTMKK MO ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afaya gns oTCNeXMBaHMA U yBELOMAEHUA 06 U3MEHEHMAX crneundUuIeckmx napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa N3 KommytaTopa B CPU, HUKHWNI ypOBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobueHuii ¢ Begomoro yctpoictea (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 6/10KMpoBKa nopTta npu BOSHUKHOBEHUW OLLN-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpuUmep, Nepesarpyskn)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 0bpaTuTbca K 6ase 3HaHMIA UM OCTaBUTb
WHTEPaKTUBHYIO 33aABKY UM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO UeHTpa:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
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