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ECCM.Quick Start. PykoBoAcTBO Mo GbICTPOW HACTpoWike.

® YcraHoBka 1 3anyck cuctembl ECCM noapo6HO onucaHbl B IHCTPYKLAY M0 YCTAHOBKE 1 3aryCKy.

1 Hauasno pabotbl

[nsa Hayana paboTbl HEO6X0AMMO MOAKNHYNTLCA K BEG-MHTEpdeicy cnuctembl. OTKpoiiTe 6paysep 1 B
afpecHO CTpoke BBegUTE:

http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnonb3oBaHum HTTPS),
rne <ECCM_ADDRESS> — azpec cepsepa ECCM B Balueli ceT (370 MOXET 6bIThb IP-agpec nnm oMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHMLa aBTopr3aLyu:

ECCM.PASSPORT

NoruH

Mapone

Boiitun

BBeaguTe norvH 1 Nnaposnb AN BXofaa B CUCTEMY B COOTBETCTBYHLLME MO U HAXMUTE KHOMKY "Bodmu”.

© Mo ymonuaHuio ncnonb3yeTcs NorvH 'eccm’, naposs ‘ecem’.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=475238306

2 VIMnopT nuueH3sumn

© nMocne ycTtaHOBKM crCTEMA NPEAOCTABIAET GECCPOUHYIO AEMO-IMLEH3MNI0 Ha 1 YCTPOIICTBO Kaaoii

ECCM.Quick Start. PykoBoACTBO Mo GbICTPOI HACTPOIIKeE.

mogenu. [1ns Toro 4to6bl paboTaTh CO MHOXECTBOM YCTPOICTB OAHOV MOoAeNy, Heo6XoANMOo
YCTaHOBUTb COOTBETCTBYHOLLYIO IMLIEH3NIO.

Mo BonpocamM NpPUoGpEeTEHNS NTMLEH3NIA 1 060PYyA0BaHNA obpaTtuTech B KoMmmepyeckunini otgen ELTEX
no tenedony: +7 383 274-10-01, noute: eltex@eltex-co.ru NM60 3akaxmTe 3BOHOK C caiTa: hitp://eltex-

Co.ru.

UT06bI YyCTAHOBMUTL /INLIEH3UIO B CUCTEMY, BbliOEpUTE pasaen “Hacmpodlku”, nepelignte Ha Bknagky “/luyeH3ust”

N HOXXMUTE KHOMKY “MMnopmuposams”.

=

|
HELTEX
B3  CsopHas nxdopmauns Hoctyn O
A Npoénembl Monssosarenu AKTUBHAA NTMLEH3NA
1 Kaprbicetn Ponu Tun: Classic
@ cen 1D: 0
YBefomnenna
_ Wapatens: demo
= 1o
Tuyenzua MonyyaTens: demo
9, LWabnoHbl
[ata usganun: —
& v . Nigensnm wa ycrpoiicTsa
HALUMaNU3aLMs YCTPOIACTE [laTa ucrevenms: —
B 3an0u PesepsHoe KonMpoBakie Mogenw: 162
E CobbITia MOHMTOPHHE
‘ YeepomneHus MpaBuna reHepaLmm coObITHiA Mopens
@) Tpankl
MNpasuna resepauun npobem ESR10
# Hactpoiiick
MIB ESR-100
ABTopusaumna ESR-100 FSTEC
ESR-1000
ESR-1000 FSTEC

[loGaEnexo ycTpoitcTe

ru

EccmE. E.

SuperAdmin

Beero

B oTKpbIBLUEMCS AMaIOrOBOM OKHE BblbepuTe haiin ¢ NMueH3ned, nocse Yero oTKPOETCS OKHO CPaBHEHMS

TekKyLLel NMUEeH3UnN 1 BblbpaHHON. HaxkmuTe KHONKY “TlpuMeHums”: AMNOPTUPOBaHHAA NULEH3MA OyaeT
yCcTaHoB/eHa. Ecnv nuueH3mnsa yctapena unun He nogaepxvneaeT paboTy BcexX f06aBNEHHbIX B CUCTEMY
YCTPOIACTB, NpU ee NPUMEHEHNN ByaeT OTOOpaXKeHa oLInbKa.

nFWIMeHHTb HOBYH JINLLEH3UHO

Bobipan dann: dev-license-unlimit.lic

AKTUBHaRA NMLEH3NA
Tun: Classic

ID: 0

Wapatene: demo
Monyyatensb: demo
[arta uagaHua: —

,El,ara WCTEYEeHHA: —

Mogenu: 162
Mogens [loGaeneno ycTpoicTe
ESR-10 0
ESR-100 0
ESR-100 FSTEC 0

HoBas nuueHaus

Tun: Classic

ID: 0

Wapatene: Eltex

Monyyatens: ECMC0000001

JDara uspanua: 2023-12-07 15:04:37

Jara ucreyenus: 2024-02-19 08:04:37

Mopenu: 155
Beero Mogens [oGaenero ycTpoicTe
1 ESR-10 0
1 ESR-100 0
1 ESR-100 FSTEC 0

OTMeHnTb MpuMeHnTL

Beero

10000

10000

10000



mailto:eltex@eltex-co.ru
http://eltex-co.ru
http://eltex-co.ru

ECCM.Quick Start. PyKoBOZICTBO M0 GbICTPOI HACTpoiike.

3 CospgaHuve rpynnbl

Mpynnbl NpeAcTaBnstoT coboii Tormyeckoe 06beANHEHNE YCTPOICTB. Mpynnbl He06XoANMbI AN ao6aBneHns/
aAMUHNUCTPUPOBAHUSI U MOHUTOPMHIa 060PY0BaHUS.

[na co3gaHus rpynnbl nepeianTte B pasgen "Cems”, B aepeBe 06bEKTOB BbiGepuTe poanTenbCKyto rpynny,

HaXXMUTe Ha KHOMKy Ao6aBneHnst o6bekta + 1 BbiGepuTe onumio "ZJo6asums epynny'. B OTKPbIBLUEMCS OKHE
BBEAMTE MMSA TPynnbl U BbIbepute eé Tun, Noc/e Yero HaxxMmTe KHonky "Cozdams".

HH 8 |t
A 06aBMTL rpynm
Q, MNouck.| A L
Y me
]

& Coszgatb rpynny MoOXHO B KOpHeBoii rpynne ECCM, nycToli rpynne unv B rpynne, KoTopasi CoAepXuT
rpynnbl. B rpynne, koTopas cofepXuT YCTPoIACTBa, 1 B rpynne Tuna "IP-habprka” cozgath HOBYHO
rpynny Henb3s.

Co3paHHble rpynnbl 6yayT 0To6paeHbl B AEPEBE.

)
-
moa- |+
A
Q. Mowmck

(A ]

@ eccm
& ] rpynna
_ - Mpynna 2
s

[ noarpynna 1




ECCM.Quick Start. PykoBoAcTBO no 6bICTpoli HacTpolike.[lobaBneHune ycTpolicTea

4 PaboTa c ycTpomnctBamm

4.1 [dob6aBneHue ycTpoicTea
[ns no6asneHnsa ycTpoincTea B CUCTEMY:

1. Mepengute B pasgen “Cems”;

2. B pepeBe 06BLEKTOB HAXMUTE HA Ha3BaHWe rpynbl, B KOTOPYK HEO6X0AMMO [,06aBUTL YCTPONCTBO/
YCTPOMNCTBA;

& [106aBNTb YCTPOCTBO MOXHO B MYCTYHO rpynny Wau B rpynny ¢ yCTPoncTBamMMm.

3. HaxmuTte Ha KHOMKy “ZJo6asums ycmpolicmsa”, pacnofIoKeHHY Hag, Tabnuueid ycTpoircTs (Mnm

HaxXMWTe Ha kHonky T B aepeBe v BbiGepuTe onumio "Jo6asums ycmpoliicmsa"). [lanee fo6asbTe
YCTPOWCTBa B CUCTEMY OA4HUM U3 CNOCOOGOB:

Cnocob 1. B okHe gob6aBneHnst yCTpoCTB Ha BKnagke “Py4dHoe dobasneHue” Beeante IP-agpec

YCTPOWCTBA, BbIOGEPUTE €70 MOAEb Y HAXXMUTE Ha KHOMKY /Job6asums”, pacnofioXXEHHYIO B HYKHEN
4yacTu OKHa.

Jo6aBWUTb ycTporHcTBa
PyuHoe no6aenenne O6HapyxeHue

® + Yro6bl 006aBUTL OHO YCTPOWHCTRO - BeTaBbTe |P-agpec B none IP.
* YT06bl 4OBABUTE HECKONBKO YCTPORCTE 38 OfMH pas - BCTaBbTe CNWUCOK |P-afpecos, pasgeneHHslx npobenom, B none IP.

=+ do6aeuts

IP-apgpec Mogenb (kon-Bo nuUEH3KiT) Cratyc [eiicTBHe

192.168.1.1 ESR-10 oK

192.168.1.2 MES2448P oK

OTMEHUTL Jo6aBuTb




ECCM.Quick Start. PykoBoACTBO Mo 6bICTPOI HacTpoiike.lobasneHne ycTpolicTea

Cnocob 2. B okHe fo6aBneHns yCTponcTB Ha Bknagke “ObHapyxeHue” MOXHO 0OHapYXuTb
BK/IIOYEHHbIE B CETb YCTpoicTBa no npotokony SNMP. [1ns aToro ykaxuTe Avana3oH novncka un
HaXXMUTE KHOMKY “MMouck”. Bbibepute 13 cnncka HaleHHbIX YCTPONCTB Te, KOTOpble HEO6X0AMMO
[06aBUTbL B CUCTEMY, U HOKMUTE Ha KHOMKY “[Jo6asums”.

JobaeuTk ycTpoiicTBa

PyuHoe nobaBneuue OBHapyxeHu1e

JunanasoH * Bepcua SNMP * Mopt SNMP * TaiimayT oBHapyXeHWs ycTpoicTs, Mc * Communities *

100.110.1.0/24 vac > el 1000 public Momck

B Buibpathb Bee (BCero HaigeHo 12)

ESR-20 - HaiaeHo ycTpoicTs 1, 3ape3epBUpoBaHo NMLEH3KMIA 1, fOCTYNHO nuueH3awiA 10000 b
IP-appec Mogens MpowussoguTens CepuiHbiA HOMep MAC-appec Bepcwa MO Cratyc
100.110.1.75 ESR-20 Eltex NPOB000086 a8:f9:4b:aciel:77 1.11.x build 290 0K

ESR-200 - HailpeHo ycTpoWcTB 1, 3ape3epBrpoBaHo NuueHsuid 0, LocTynHO NMueH3vi 9999 ~

IP-appec Mopens MponssoanTent CepHAHBIA HoMep MAC-agpec Bepcua MO Cratyc
100.110.1.122 ESR-200 Eltex NP15011091 cc:9d:a2:70:af:d8 1.15.2 build 1 EXISTS

GENERIC - HalipeHo ycTpoWCTE 2, 3ape3sepBupoBaHo nuueHsuid 0, nocTynHo nuuensui 10000 ~

OTMeHUTB [No6aBuThb




ECCM.Quick Start. PykoBOZICTBO M0 6bICTPOI HacTpoiike.Jlo6as/ieHne ycTpoiicTea

[ob6aBneHHble ycTpoicTea byayT oTobpaxaTbcs B Tabnvue ycTpoincTs B pasaene "Cems":

EccmE. E.
SuperAdmin
H a - + = O 8 * + [o6aeuTb ycTpoiicTea Q' Haitru yerpoiicrso (2]
Q Mowck... O Cip:::;‘“ IP-anpec VmA xocTa MAC-anpec Cepun Mopens Bepowr M0 Obcnywmsanme  [locTynHocTs Tpynna NpoGnemsi
o ©
r B EccM [J 143 NPIFO00942  100.110.1.130 ECCM-WLC-30 68:13:2.7€:03b6 WLC-30 WLE-30 119.1build gy gueno ICMP | SNMP ecom/ 0
@ L E rpynna 1 o N B 10 Tpynna 1
= & WLC:30.100.110.1.130 [J 142 VIFO05002  100.110.1.123 ECCM-SMG-1016M  e0:d9:e3:df:88:3d SMG1016 SMG-1016M 32054900 Brmouero ICMP [ SNMP ?“'“’ ) 0
& MES2424P rev.C1 AC_100 Teynna 1
£ ME5200.100.110.1.128 ECCM_MES2424p_ R MES2424P [icMp | sNMp [ s o
Q O 141 EsDI00ZI3 1001101129 SOV cc9d:a27e77:c0 MES2424 i 1031R3  Brawovero ICMP [ SNMP Toynna 1 0
& MES5316A_100.110.1.127
& MES2428 AC_100.110.1.1 O m ) e e MES14xx/MES24xx/ _ eccm/
4 [0 140 ES87085387 1001101126 ECCM_MES2428  00c:9cia2be66:40 o ot MES2428 AC  10.3.2R0  Bkniovero IcMP [ SNMP oo 1 0
g B MES23248 AC_100.110.1 S—
@ SMEG-1016M_100.110.1.17 -e3:26:d7 eccm/
[J 139 ES8B000023  100.110.1.127 ECCM_MES5316A  e0:d:e3:26:d7:00 MES53xeA MES5316A 6.5.0R3 BraoueHo Fomma 1 0
5] &) ESR200_100.110.1.122
s MES23:0¢/MES33xx/ MES2324B AC ecom/
© MES2I24MAC100110.1  [] 138 ES32023387 1001101125 ECCM_MES2324B  e4:5a:dd86:68:80 yrooonMEossr 2 40.184R1  Brniouero ICMP | SNMP Toynna 1 0
a L I rpynna2
ECCM_MES2124M_ eng MESTIXCMES21x0/ ecem/
® [ oarpynna 1 [ 137 ESIDO0OSS6  100.110.1.121 |5 a8:19:4b:80:53c0 el MES2124M AC 114813 Brniovero ICMP [ SNMP Toynna 1 0
110. | a:d4:de: 6. rrosero
136 ME10000104  100.110.1.128 ECCM_ME5200 e4:5a:d4:de15:80 ME5200 MES5200 36090T B ICMP | SNMP [ ssH | 2oom/ 0
o] Tpynna 1
. 1. - - cc9d:a2:70:af: - - J18. uil KAKYeHO
135  NP15011091  100.110.1.122 ECCM-ESR-200 9d:a2:70:afd8  ESR-100/200 ESR200 1.18.4build 1 B ICMP [ SNMP [ ssH ?CC'"/ 0
[pynna 1
3MIeMeHTOB Ha CTpakue 10 - 1-9m39

UTOo6bl NPOCMOTPETL AeTaslbHY0 MHhopMaLMio 06 YCTPOICTBE, HAXXKMUTE Ha CTPOKY C ero Ha3BaHWEM B
Tabnuue Ha cTpaHuue "Cems" nnn BbibepuTe YCTPOMCTBO B AepeBe 06bekToB. OTKpOETCH cTpaHmua
"Ycmpolicmso":

EccmE. E.
n -
SuperAdmin
5 oa- o g mbopmaumm ESR-200: 100.1 10"11 122 ()Cuxpomsuposars | ~  (UMepesarpysurs Yaanus () 3abnokwposats
[1cwe [snmp [ssu ]
A MoHuTOpHHT ~
Q_ Mowcex
o
. ecow Mepuku L EEIpTT CPU utilization
@ & fpymet Tpanb!
. CepHittioiit Homep NP15011091
= 8 WLC-30.100.110.1.130 CPU utilization 5 sec CPU utilization 1 min CPU utilzation 5 min
© MESHP VI ACI00f o
Q & ME5200.100.110.1.128 Mozens ESR200 6%
& MES5316A_100.110.1.127
Coboimua
o & MES2428 AC_100.110.1.1 1P-appec 100.110:1.122 .
@ SMG-1016M_100.110.1.12]
pobnemb! ran.
8  ESR200_100.110.1.122 s xocra ECCMHESR200
MES2124M AC_100.110.1 i 2%
B8 - VikTepgece! Mpowssoantens Eltex
L- Tpynna2
a O3 Moarpynna 1 SLA MAC-agpec cc9d:a270:ard8 0%
o
Yoparie e “ Craryc obcnpkusarns Binioero
o 11:30 11:45 12:00 1215
Kongurypawym Bepowa N0 1.18.4build 1 o o
Core 0 Core 1 Core2 Core3
Cepancut Bepcua 3arpysdmka
Ynpaenenue M0 B 27+
pemA paboTel 1day, 19:21:57.94 . .
RAM utilization: Module 1
Napamerpe! Eltex ESR-200 Service Router 1.18. build 1 (date 13/06/2023
paerp Onvcanve time 14:21:38)
KoHTakTbl aMUHMCTpaTOpa
Annapartian Bepons i1
MecTononoxeHue ycTpoHeTa
Bpems godasnenns 20240301 11:49:27
‘ 4 - useD 51.0% [ FREE 49.0%
» <« CBepHYyTb NaHenb




ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

4.2 MOHUTOPUHT YCTPONCTBA

Cuctema nogaepxmsaet c6op METPUK U NapameTpoB ycTpoiicTsa no npotokosry SNMP. NHdopmaums 06

non

yCTpOIiCTBE NpefcTaB/ieHa B pasfenax MeHio "MiHghopmayusi”, "MoHumopuHe" Ha cTpaHuLe yCTpOCTBa.

4.2.1 CrtaTycCbl 4OCTYNHOCTU

B npouecce pabotsl ECCM nponsBoaguMT onpoc ycTpoictea no npotokonam TCP/ICMP, SNMP n SSH. Ctatychl
[AOCTYNHOCTM YCTPOWCTBA OTOBpaXatoTCA Ha CTpaHuLe YCTPONCTBa 1 B Tabnuue yCTPocTB B pasgene "Cems"™.

ESR-200: 100.110.1.122
s ESIR

CraTtyc gocTynHocTH no SNMP: DOWN.
YeTpoiicTro HegocTynHo gnA ECCM no SNMP

Mocnegnsa npoeepra: 2023-09-26 11:07:43

Ecnn okHO ¢ Ha3BaHMEM MPOTOKO/1a OKpaLLeHO B KpaCHbIN LBET, 3TO 03HAYaeT, YTo [0 YCTPOWCTBa HET JocTyna
no AaHHOMY MPOTOKOsy. Ecnin B 3eneHbili — JOCTyN eCTb.

B npvBegeHHOM Bbilwe nNpuMepe A0 YCTpoicTBa HeT aocTyna no npotokony SNMP, Ho ecTb goctyn no ICMP n
SSH.

® Bo3MOXHbIE NPUUMHBI HELOCTYNHOCTU yCTpoiicTea (cTaTyc goctynHoct DOWN):

* HekoppeKTHO HACTPOEHbI NapaMeTpbl AoCTyna K ycTpoicTey B ECCM (151 HacTpoiiku
napameTpoB AocTyna obpatutech K pasgeny "Hactpoiika napameTpos AocTyna’ AaHHOro
PYKOBOACTBA);

+ Mpo6nembl Ha YCTPOICTBE: HEKOPPEKTHO HACTPOoeHbl napameTpsl gocTyna (SSH, SNMP),
YCTPOWCTBO BbIK/THOYEHO;

* Mpobnembl cetTn n gp.

4.2.2 CocTosiHMe yCcTpoicTea

CocTosiHMe YCTpOoiicTBA OTOGPaKAET LIBET MKOHKM YCTPOIACTBA B iepeBe 06bEKTOB:

LiBeT MKOHKN OnucaHune
CuHnin YCTpOICTBO AOCTYNHO A5 paboThl B CUCTEME
Cepbli YCTPOICTBO €LLé He CUMHXPOHN3MPOBaHO

T&MHo-cepblii YCTpoIicTBO He 06CcnyxunBaeTcs (3a6/10KMPOBaHO B CUCTEME)

€

V KpacHbiii YCTpONCTBO HEQOCTYMHO

OpaHxeBblii Ha ycTpoiicTtBe 06HapyXeHbl Mpo6aembl



UTo6bl NOCMOTPETL KPaTKyto MH(opMaLMio 06 YCTPOICTBE, a Takke y3HaTb BPeMsi NMoC/iefiHe NPOBEPKU ero

ECCM.Quick Start. PykoBoAcTBO Mo 6bICTPOiI HAacTpoike.MOHUTOPUHT yCTpolicTBa

CTaTyCcOB [OCTYMHOCTW, HABeAMTE Kypcop Ha MKOHKY YCTpOICTBa:

L e,MESZ428 AC_100.110.1.126
6h_100.110.1.123

v a
CepuitHblid Homep: ES87085387
IP-agpec: 100.110.1.126
MAC-agpec: cc:9d:a2:be:66:40
Mopgenb: MES2428 AC

Wma xocTa: ECCM_MES2428

Mocneauss NpoBepKa AOCTYNHOCTH:
SSH - 2024-02-03 16:34:33

TCP - 2024-02-03 17:55:32

SNMP - 2024-02-03 17:55:32

0.110.1.122
AC_100.110.1.121
00.110.1.80
00.110.1.73

4.2.3 TpocMOTp MHBEHTApPHOW MHhopMmaLun

HBEeHTapHas nHgropMaLus yCTPOCTBa pacnosioXeHa Ha CTpaHuLLe YCTPOCTBa B pasaesie MeHHo

“UHchopmayus”. KHonka "Skcropmuposams” NO3BONSET BbIrPy3nUTb MHBEHTAPHYIO MHPOPMaLMO YCTPOCTBA B

CSV-chaiin.

Wndopmaumna

MOHHUTOPUHT

MeTpukmu

Tpanbi

3apaumn

CoBeiTna

Mpo6nemsl

WHTepbeichbl

SLA

Ynpaenenue

Kondurypauuu

Cepsucnbl

Ynpaenenwue M0

MNapameTphl

ESR-200: 100.110.1.122
Q

4 3kcnopTuposats

Cepwiitblit Homep

Monens

IP-appec

Wma xocTa

MNponssoanTens
MAC-appec

CraTtyc obenyKuBaHua
Bepcua M0

Bepcua sarpysumka

Bpems pabotsl

Onucanue

KoHTakTbl agMMHMCTpaTOpa
AnnapaTHanA BepcvA
MecTonenoxeHue ycTpoiAcTea

Bpems noGasnexus

NP15011091

ESR-200

100.110.1.122

ECCM-ESR-200

Eltex

cc9d:a2:70:af:d8

Brnouero

1.18.4 build 1

1 day, 19:21:57.94

Eltex ESR-200 Service Router 1.18. build 1 (date 13/06/2023
time 14:21:38)

il

2024-03-01 11:49:27

YT06bI 06HOBUTL MHDOPMaLMO 06 YCTPOCTBE, HAXXMUTE Ha KHOMNKY "CUHXPOHU3UpoBamsb":

Q{) CHHXPOHH3UPOBATL -

Co3pats 3834y Ha 0OHORNEHWE BCER UHDOPMELIMK 06

YCTpORCTEE
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ECCM.Quick Start. PykoBoACTBO M0 ObICTPON HacTpolike.MOHUTOPUHT YCTPONCTBA

[n1s 06HOBNEHUA onpefenieHHOro TMna uHopMaLmMm HaxXMUTe Ha MKOHKY ¥ cripasa OT KHOIMKK
"CuHXpoHuU3upoBamsb" 1 BbIGEPUTE B CMMCKE TUN AAHHbIX, KOTOPbIA HEO6X0AMMO 3anpPoCcuTb C YCTPOMCTBA U
OOHOBUTbL B CUCTEME:

(») Cunxpoumsmposarts -

06Wwan nHGopmaLuma
CP!' Lop

WHTepdeicel

¢ Kondurypayma

Cratychl
4

no

a—
1

4.2.4 TpocMOTp AaHHbIX MOHUTOPUHTa

7151 NPOCMOTPAa METPUK YCTPOICTBa BbibepuTe pasaen MeHio "MoHumopuHe" — "Mempuku" .
y il

Wupopmauun ESR-200: 100.110.1.122
o

C-)wapnwsmpoaa'ru - G Mepesarpysuts i' Ypanute a 3abnokupoBaTh

MouuTopuur L
MeTpuku
Tpansl Ha3ganmne
3apaum Ping Time TCP
CobbiThA Ping Time ICMP
Mpobnems! Ping Time SNMP
WHTepdeichbl Ping Time SSH
SLA TCP Availability Status
Ynpaeneuue ~ ICMP Availability Status
Koudurypauuu SNMP Availability Status
CepBucbl SSH Availability Status
Ynpaeneuue N0 Interface gigabitethernet 1/0/1: Network traffic (bits)

MapameTpbl Interface gigabitethernet 1/0/1: Unicast traffic (packets)
JneMeHTOB Ha cTpaHuue 10 - -101370 > >1

Ha cTpaHuue oTobpaxaetcs Tabnuua MeTpUK YCTpoiicTBa. MNpu HaXaT Ha Ha3BaHWEe METPUKM OTKPOETCS eé
rpadovk. Ha rpachuke MOXHO HACTPOWTb BPEMEHHO AnanasoH BbIGOPKM U Neproj, 0GHOBMEHUS AaHHBbIX.

MOMHbIA CNUCOK TUMOB COBMPAEMbIX AaHHbIX 3aBUCUT OT KOHKPETHOO YCTPOIACTBA 1 €ro KOHAUrypawuuii,
HanprMep OT KOJIMYECTBA UMEIOLLIMXCS NPOLECCOPHBIX AAEP UM CKOHUTYPUPOBaHHbIX CYLLIHOCTENR. Takke
A5t BCEX YCTPOWCTB OCYLLECTBASAETCS MOHUTOPUHT O6LUMX METPUK, HanpyUMep AOCTYNHOCTb no ICMP.

© C 60nee noapo6Hoii MHGopMaLweli 06 3TOM U ApYrvX pasaenax Be6-uHTepdeiica cucTemsi
ynpaB/ieHNsi MOXHO 03HAKOMUTBLCH B PYKOBO/CTBE M0/1b30BaTe/s.
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ECCM.Quick Start. PykoBoAcTBO Mo 6bICTPOiI HAacTpoike.MOHUTOPUHT yCTpolicTBa

4.2.5 TpocmoTp nHpopmauun 06 nHtepdencax

[JaHHble MOHMTOPUHIa MHTEPIECOB YCTPOICTBA OTOGpaxatoTcs B pasaene "MoHumopuHa" —
“Uimepcpelicbl” Ha cTpaHuLEe yCTpOIiCTBa.

NHdopmaumsa 06 nHtepdelicax 06HOBASETCA aBTOMAaTUYEeCKn pas B Yac. [1na pyyHoro 3anycka 06HOBNEHUS
HaXXmMuUTe Ha KHOMKy "CuHXpoHU3uposams" 1 B OTKPbIBLUEMCS CrUcKe BblibepuTte "MiHmepgbelicnbl".

EccmE. E.

ru =
- SuperAdmin 2l
Ardopmaunn ESR-200: 100.110.1.122 (-)wapuuuaupoaarb - (S Nepeaarpyaute W Ymannts ﬂ 3abnokupoBaTb
Q
MouuTopuHr >
E W S
MeTpuiku
Tpansl HasBaHue Onucanmne Admin Status Oper Status CxopocTb
3apaum gigabitethernet 1/0/1 UPLINK to_MES2124M up up 1Gb/s
CobbiTHa gigabitethernet 1/0/1.200 up up 1Gb/s
Mpobnems! gigabitethernet 1/0/1.200.300 test123 up up Tkb/s
Wutepdeiicsl gigabitethernet 1/0/1.1000 to_MES2124M_(t0_100.110.1.121) Up up 1Gb/s
SLA gigabitethernet 1/0/2 Idk Up DOWN Tkb/s
Ynpasneuue 2 gigabitethernet 1/0/3 testl up DOWN 1kb/s
Konourypaumu gigabitethernet 1/0/4 1234567890~ |@#S$%ARH()_+-={}l<>, |/dffg up DOWN 1kb/s
Cepeuchl gigabitethernet 1/0/5 test up DOWN 1kb/s
Ynpasnexue M0 gigabitethernet 1/0/6 desc switchport up DOWN 1kb/s
MapameTpbi gigabitethernet 1/0/7 with ip dhcp DOWN DOWN Tkb/s

[ns nonyyeHusi 6onee noapo6Hoit MHopmaLuu 06 MHTepecytoLLeM MHTepdelice (cocTosiHMe, rpadovki No
nepeaaHHoOMy/NPUHATOMY TpadiuKy, NakeTam 1 on6Kam) HaXXMUTE Ha ero HasBaHue B TabnuLe
NHTEepdencos.
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ECCM.Quick Start. PykoBoACTBO Mo 6bICTPOI HACTPOKe.MOHUTOPUHT YCTPOICTBA

4.2.6 [MpocmoTp XypHasia 3agau

B pasgene "MoHumopuHa" - "3ada4u” npegcTtaBneHa Tabnuua ¢ 3agavamu, BbiNosHAEMbIMU B cUCTEME. B
Tab/mue OTpaxeHbl CrieayroLLMe napameTpbl: cTaTyc 3ajaum, ee T, aBTop, Nog3ajgayu, aara 1 Bpems
c034aHus, 3anycka 1 3aBepLUeHNs 3a4aun.

Mpy oTo6pakeHnn Tabnuubl 3a4a4 Bce Noasafayn CKpbIThl: 0TOBpaKaeTcs To/IbKO poAauTeNbCcKas 3adaqa ¢
WHTErpasibHbIM cTaTycoM. [1ns NpocMoTpa noasagay HaXMuTe Ha KHOMKY “Mokazame” B cTon6ue "Modsadaqyu”.

[lns npocmoTpa XypHana (nora) BbINoMHEHUS 3a[a4M HXXMUTE Ha CCbiNKy "Omkpbims 102" B cTon6éue "/loe".

Wudopmaumn

MoHUTOpUHT

MeTpuku

Tpanel

3apaun

CobbITua

MpoGnembi

WHTepdedcol

SLA

Ynpasnexue

Kondurypaumu

CepBMChbl

Ynpaenetne [10

MapameTpbl

ESR-200: 100.110.1.122
Q

60

59

58

57

56

55

54

CucTeMHble Monb3oBaTensckue B npouecce

o
9

© 0 © ® B® @ B o

Tun

Nonyuuts M0

(QBHOBUTB CTATYCbI JOCTYNHOCTH YCTPOACTBA

MNonyyuTe KoHdUrypaLmio

06HOBUTb MH(QOpMaLWio 06 MHTepGeiicax

Q6HosuTb LLDP uHdopmaumo

0BHoBMTL 06LLYI0 HHBOpMaLmio 06
ycTpoidcTBe

06HOBUTL MHGOPMaLMio 06 MHTEpeiicax

06HoBMTL BCO MHGOpMaLio of ycTpoiicTse

OwupaHue

Onucanme

Yctpoitetso:

YetpoicTeo: |

YcTpoitctso:

YetpoicTeo: !

YcTpoitcTso:

YetpoicTeo: |

YeTpoitctso:

Yetpoitetso: !

C owmbkoit

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

ESR-200: 100.110.1.122"

(») CrmxposmaupoBaTe

AsTOp

eccm

eccm

eccm

eccm

eccm

eccm

eccm

System

[ata co3panna

2024-03-01
12:38:41

2024-03-01
12:38:40

2024-03-01
12:38:38

2024-03-01
12:38:37

2024-03-01
12:38:36

2024-03-01
12:36:15

2024-03-01
12:35:01

2024-03-01
11:49:28

- @ﬂepeaarpyamb i Ynanute ﬂ 3abnokupoBatb

@ Mocneanue 7 gwei

Dara sanycka [ara 3aBepuIeHnA Nor
OTKpbITL
nor
OTKpbITE
nor

2024-03-01 OTKpbITE

12:39:.06 nor

2024-03-01 2024-03-01 OTKpbITE

12:38:56 12:38:56 nor

2024-03-01 2024-03-01 OTKpbiTe

12:38:46 12:38:49 nor

2024-03-01 2024-03-01 OTKpbITE

12:36:16 12:36:16 nor

2024-03-01 2024-03-01 OTipbiTe

12:35.06 12:35.06 nor

2024-03-01 2024-03-01

11:49:28 11:50:26

3neMeHTOB Ha cTpanKue 10 - -8uad

Q) 5m -

Mop3agayn

MokasaTs
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ECCM.Quick Start. PykoBoAcCTBO Mo 6bICTPOiI HAcTpoike.HacTpoiika napaMeTpoB focTyna

4.3 HacTtpoiika napaMeTpoB AocTtyna

Mo ymonuaHuio A5 AocTyna K yCTPOACTBY UCMONb3YeTCst Hac/ieAoBaHune rnobasnbHbIX (4151 BCei cuctembl)
napamMeTpoB AOCTYNa, KOTOPble MOXHO U3MeHUTb B pasgene "Hactpoikn” — "[octyn'.

[na nepeonpefeneHus napametpa nepengute B pasaen MeHto ‘Mapamempsl”, Bbloepute pexum
"Onpedesnums" B HY>XXHOM 6/10Ke HACTPOEK AOCTyNa 1 yKaxute HOBble napameTpbl. B pexume "Onpedesums”
cucTemMa Mcnosb3yeT NnapameTpbl BbIOPaHHOTO 6/10Ka HACTPOEK AOCTyNa Ha CTPaHULLe BMECTO M06asIbHbIX.

Wb opmauua ESR-200:100.110.1.122
W
MoHuTopuHr »
MeTpuku SSH 9, Onpepenute @ HacnefoBako
Tpanel Norun * Mapons Mopr *
login e @
3agaum
CobbiTha
SNMP <, Onpegenute @ HacnefgoBato
MpoGnemel Mopr * Bepcus SNMP * Community
161 viC ~  not_public
WHTepdencol
SLA
NETWORK < Onpegenute @ Hacnepoeato
Ynpaeneuwe »
Meroa npoBepiit ceTeaoR ccTynHocTh *  MopT*
TcP v 22
Koudurypaumm
Cepsuchbl
MpumennTe Cépocute
Ynpaeneuue M0
MapameTpbl
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ECCM.Quick Start. PykoBoAcTBO No 6bICTpoON HacTpolike.O6HoBAeHMe MO ycTpoicTea

4.4 O6HoBneHue MO ycTporicTea

MepelignTe B pa3aen MeHt "YnpasneHue" - “YnpasneHue NO” Ha cTpaHMLe YCTPONCTBa. B oTKpbIBLUEACS
Tabnuue otobpasmTcsa cnncok MO, KOTopoe 3arpyXeHo Ha YCTPOMCTBO.

WHdopmaums ESR-200: 100.110.1.122

») CHHXPOHH3MpOBaTL - ) MepesarpysuTe B Yzanute 3abnokuposatb
W G @ . a
MoHWTOpPHUHI &
o ] & O6uosuTs N0 (@) Nepexniounts N0 & 30s ~
MeTpuku R

Tpanei 06pa3 Cratye Bepeua M0 JaTa 3arpyakn AKTHBHO NOCNE NEPe3arpyaKkH
3agaun 1 HeakTtnero 1.18.3 build 2 2023-04-13 21:37:10

CobbiTia 2 AKTUBHO 1.18.4 build 1 2023-06-13 21:21:38 v

Mpobnembl
Wutepdeiicbl
SLA

Ynpaeneuue ~
Koudurypauumn
Cepsuch!
Ynpaenenue N0

MNapameTpbl

© [ns nonyueHus akTyanbHOM nHopmaumy o MO ycTpoicTBa HAXXMUTE KHOMKY "Ios1yqums 10" nnm
KHONKy "CUHXPOHU3UpoBams".

[nsa o6HoBNeHns MO ycTpoicTBa HaXXMUTE KHOMKY "O6HoBUMb MO": OTKPOETCSA OKHO MacTepa 06HOBNEHNS.
Hwxe npuBeAeHO onucaHne LWaroB macTepa.

o Boi6op MO 0 Mapamepbl 3afauu o MpUMeHUTB

3arpysutb
Haseahue daiina Bepcua M0 BepcHA 3arpyaunka BepcHA aarpyaunka x-loader OnucaHue

AKTYanbHOCTE

@ test_fw_esr100_3 1.18.8 build 3 test_fw_esr100_3 v

OTMeHUTb [anee

1. Bbi6op MO. Ha atom ware TpebyeTtca 3arpy3ntb HoBoe MO nnu BblbpaTtb MO 13 yxe 3arpy>XeHHOro B
cucTemy.

+ 3arpyska MO. [1na 3arpy3ku MO HaxMuTe Ha KHOMKY "3agpy3ums": OTKpoeTcs hopmMa 3arpy3ku
MO. B oTKpbIBLLENCA (DOPME HAXXMUTE KHOMKY “Bbibepume dalis1 0" n BbibepuTe thainn ans
3arpyskun. Cuctema aBToMaTMyeckun onpesenut Bepcuto BbiopaHHoro MO 1 cepuio yCTpoiicTBa.
Mpn HeobxogumocTy yctaHoBuTe donar “Coesnnams akmyasibHbiM 10 1 3an0HUTL none
“OnucaHue”. fanee HaXXMUTe KHOMKY “3azpy3ums”.

+ Bbi6op MNO. B tabnuuye goctynHoro MO Bbi6epuTe MO Tpebyemoii BepCcrum U HaOXXMUTE KHOMKY
"flanee".

2. MapameTpbl 3agaun. Ha 3ToM Lware TpebyeTcs yCTaHOBUTb NapaMeTpbl CO34aBaeMoli 3aga4um Ha
o6HoBsieHune MMO.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3. MpumeHnTb. Ha 3TOM Liare 6yAeT oTo6paxaTbCs CBogHas MHopMaLys Mo co34aBaemMoii 3afave Ha

o6HoBNeHune MO. HaxmuTe kHOMKy "MpumMeHums" ans 3anycka 3ajayun. 3a ee BbINOSIHEHUEM MOXHO
cneavTb B pasgene "3adaqu”.

& Mpw Bbibope cepuii MES14xx/MES24xx/MES3708, MES2424, MES2448/MES3400-xx/MES3710,
MES5448/MES7048 6yneT Heo6xoauMOo AOMOHUTESTbHO [06aBUTL 3arpy3ynk U ykasaTtb ero Bepculio.
Mpw BbiGOpE cepuini ME5000/MES5100/ME5200 Bbi6op 3arpy3umkoB U-boot/X-loader onunoHaneH.

4.5 PaboTa C KoH(hurypaumei ycTpomncTea

WNHTepdpelic ans npocMoTpa 1 ynpasnieHusi KOH(UIypaumsMm yCTpoiicTBa PpacrnonoxXeH B pa3fene MeHo
"YnpasneHue" - "KoHghueypayuu" Ha CTpaHuLEe YCTpOCTBa.

® [Ona ycTpoiicts SMG pasgen "KoHgpuzypayuu" oTCyTCTBYET. [aHHbIi TUM YCTPOICTB HACTpaMBaeTcs C

NoMOLLbI0 BEG-KOHGUrypaTopa. KHonka ans nepexofa B Be6-KOHpMrypaTop pacrnonoxeHa B BepxHei
yactu cTpaHuupl SMG-ycTpoiicTBa.

B cucteme cyLLecTBYHOT TpU TUNa KOHpUrypawuum yCcTpoicTs:

AKTyaslbHast — NOC/NeAHsis No/lyYeHHast ¢ YCTpoicTBa KoHdurypauws (Bceraa oTobpaxaercsi Nepeoit B
Tabnmue KoHdurypauuii);
UepHoBUK/Makpoc — KOH(Urypauusi, NoAroToB/IEHHAS /1 3arpy3Ku Ha YCTPOCTBO;

PesepBHas konusi — pe3epBHas Konusi KOHpurypauum ¢ ycTpoicTea. B criyyae cmeHbl TekylLuei
KOHGoUrypaumm Ha HOBYIO el HasHavaeTcs Tvn "Pe3epBHas Konus', a HoBoi — "AkTyasibHas".

[Nsi CMHXpOHM3aUMW KOHMUrypauum yCTponCcTBa HaXXMUTE Ha KHOMKY “Tlosryyums KoHghuzypayuro”. MNMpouecc

CUHXPOHM3aL/MK 3anyCckaeTcsl B aBTOMaTMYECKOM peXMMe pas B Yac, a Takxe B clyvyae f06aB/1eHns HOBOrO
YCTPOWCTBA B CUCTEMY.
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ECCM.Quick Start. PykoBoACTBO M0 6bICTPOI HacTpoiike.PaboTa ¢ KoHdurypaumeli ycTpoictea

4.5.1 lMpocmoTp KoHdurypauum
[ns npocMoTpa KoHhurypaumm ycTporcTea BolbepuTe B TabnyLe NHTePeCyoLLyo KOHGUrypauumio, nocse yero

OHa CTaHET AOCTYMHa B PeXMe NPOCMOTPa B OKHE, PacnosiIOKEHHOM crnpasa OT TabnuLbl.

WHpopmauus

MonuTopusr

MeTpuku

Tpanb!

3apaun

CobuiTna

MpoGnembl

WuTepdeincol

SLA

YnpaBnexue

Kordurypauum

CepBuchl

Ynpaenenne MO

MapameTpsi

ESR-200: 100.110.1.122
W

o
=

Q + Co3paTb YepHOBHK

O AxtyancHas

Tn [lata co3faHua

=0

a YepHoBUK 2024-02-06 14:53:44

INEMEHTOR Ha CTPaHMLE

= NonyunTs KoHPUrypaumo

2024-02-06 09:31:23 System

10

Configuration fetched by task id 6

AsTop

ecem

Onncanie

YepHOBMK 1

#' PenakTuposath

@ NV R W

9
10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

(») Cunxponnanposats | ~

& Crauatb

#!/usr/bin/clish

#23

#1.18.4

#13/06/2023
#14:21:38

hostname ECCM-ESR-200

object-group service ob_service
description "desc"
port-range 22-24
port-range 80-81

exit

object-group network ob_net
description "desc"
ip address-range 100.110.1.121-100.110.1.128
ip address-range 100.114.1.121-100.114.1.128
ip prefix 100.120.0.8/23
ip prefix 100.121.0.0/23

exit

object-group network test_profile
ip prefix 100.110.1.8/24

exit

object-group address-port ob_addr_port
description "desc"
address-port pair 10.10.10.10:22
address-port pair 10.10.10.10:23
exit

(S Nepeaarpyants

EcemE. E.

-

=]

SuperAdmin

W Yaanuts

ﬂ 3abnokupoBaTe

UT06bl CPAaBHUTL KOHAUIYpaLMOHHbIE (daiifibl OAHOMO YCTPOICTBA MeXAay CO6OoM, BbibepuTe (OTMETLTE

rasoukamm) ABe KoHdurypauum B TabsmLe 1 HaXMUTE KHoMKy "CpasHums".

® B cucteme noggepxaHa BO3MOXHOCTb CPaBHEHS KOHGMIypaLmm AByX YCTPOWCTB. JaHHbIi
oyHKUMOHaN noapo6HO onucaH B pasgene "CpaBHeHve KoHdurypaumia ycTpoiicTe" B PykoBoacTBe
nonb3oBaTens.

4.5.2 PepakTupoBaHue KoHdurypaumm

Mpouecc KoHUryprpoBaHus otimyaetca gnsa ycrpoicts ESR/ME n MES. Yctpoiictea ESR npumeHsioT nnm
OTK/TOHSIKOT KOHPUrypaumio LesimkoMm, B TO Bpems kak MES NpuMeHSIOT oTaeNnbHble n3MeHeHus cpasy. B cBasu
¢ aTum, Npu pa6oTe ¢ ESR co3gatotcsa "uepHOBUKN KOHUrypauumn', cogepxaliye nosiHyr KoHurypaumo
yCTpoicTBa, a Ansa MES ncnonb3yoTcs "Makpochl', cogepxalime TobKo HeobXxoAnMble N3MEHEHNS.

[nsa pegakTnpoBaHus CyLLIECTBYHOLLEN KOHpUrypaumm oTkpoinTe Bknagky “KoHgbuaypayuu” Ha cTpaHuue
YCTPOIACTBa, BbiGepUTE B TabnuLe KOHGUrypawmio, KOTOpyH HE0OX0AMMO N3MEHUTb, U HXKMUTE KHOMKY

“Pedakmuposamb”: OTKPOETCA peaakTop KOHurypaumii.

B pefakTope KoHhUrypaumii npomsseanTe HEO6X0ANMbIE N3MEHEHUS N HAXKMUTE KHOTIKY:

*+ “CoxpaHumb” — ecnn HeobXxoAMMO TO/IbKO COXPaHWUTb U3MEHEHHYO KOH(pUIypaumto, HO He MPUMEHSITb
ee Ha yCTpolicTBO. HoBas KOHburypaumsa/makpoc 6yaeT coxpaHeHa ¢ Tunom "YepHosuk' nnm "Makpoc”,

* “CoxpaHums u lMpumeHums” (pnst ME/ESR)/“CoxpaHums u 3anycmums” (ans MES) — ecnu
Heob6xoAVMO NPUMEHUTb KOH(IUTYPaLMIO Cpasy Xe Noc/ie BHECEHMS M3MEHEHMIA.

Ecnu 6b1n BbIGpaH BapUaHT TOMbKO C COXPAHEHWEM, TO A/151 TPYMEHEHNWS] HOBOV KOHUrypaumn BbibepuTe ee

13 crmcka 1 HaxXmuTe KHonky "TlpumeHums” (ans ME/ESR) unu “3anycmums” (pnst MES).
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4.5.2.1 [lMpumep KoHgu2ypuposaHusi Mapwpymusamopa ESR
Myctb B ECCM po6asneH mapLupyTtusatop ESR co cnegytoLleii KoHgurypaumei:

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

username techsupport
password encrypted $6$n22HpZ8qlQzycF
exit

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23
exit

snmp-server
snmp-server location "Eltex-NSK4"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit
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3agava:

+ Job6aBuTb onucaHune nHtepdelica "gigabitethernet 1/0/1%;
* N3meHuTb NnapameTp "snmp-server location”;
* Ypanutb nonb3oBartens "techsupport”.

ANroputm AeicTBUNA:

1.
2
3.
4

. B OTKpbIBLUIEMCSI OKHE pefakTopa BHECUTE HEOOGXOANMbIE U3MEHEHNS:

5. Haxmute kHonky "CoxpaHume u MpumeHums". INMocne nponsBefeHHbIX AeCTBMIA ByaeT co3gaHa 3ajaqva
"MPUMEHNTb KOHhUrypaumio®, ctatyc KOToOpoli MOXHO OTC/exmBaTb B pasgene "MoHumopuHa" - "3adauyu”,

MepelignTe Ha BKNaaky "KoHghueypayuu" Ha CTpaHuLe YCTPONCTBa;

. HaxxmuTe kHonky “MMosyyums KoHgueypayuro” ons NnonyvyeHns akTyasibHOW KOHUIypaLwum yCTpoicTBa;

Bbligennte "AkTyanbHy" KOHUrypaumo B Tabnmue KoHhurypaumii n HaxxmmTe KHOMKy "Pedakmuposams”,

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
description "UPLink"
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23

exit

snmp-server
snmp-server location "Room-444"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit

6. [Nocne 3aBepLUeHna 3a4a4n Ha NPUMeHeHVe KOHUrypauumn ctapas KoHdurypauusa 6yaeT otobpaxarbcs ¢

TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".
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4.5.2.2 TMpumep KoHuaypuposaHusi kommymamopa MES

Myctb B ECCM po6asneH kommyTatop MES co cnepytowein koHdurypaumei:

no spanning-tree

|
vlan database

vlan 20

exit

!

interface vlan 20

name OfficeNet

exit

!

hostname MES2324P

|

enable password level 15 encrypted 5baa6le4c9b93f3f0682250b6cf8331b7ee68fd8
|

username admin password encrypted 5baa61e4c9b93f3f0682250b6cf8331b7ee68fd8 privilege 15
|

ip ssh server

|
snmp-server server
encrypted snmp-server community hXKI/nU2kUzgKGixTrnUEJk2X9/GnPd4ihiuEf9vIco= ro view Default
encrypted snmp-server community 502f0coreE59RGZehVQFBLTUClcrZ1HxxBXSx3yu8I0= rw view Default
|
interface gigabitethernetl/0/1

description PC

switchport mode access vlan 20
exit

!
interface gigabitethernetl/0/11

description to_office_network

switchport mode trunk

switchport trunk allowed vlan add 20
exit

!

|

end

3apaua:

+ Oo6asutb VLAN 1000;
+ Paspewwmtb Tpadumky VLAN 1000 npoxoamTb yepes nopt "gigabitethernet1/0/11".

Anroputm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;
2. Haxxmute kHonky ‘Mlosiydums KoHgbu2ypayuro" fnis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTea,

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,
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4. B OTKpPbIBLLEMCS OKHE pefakTopa BHecuTe HeO6XO,£I,I/IMbIe N3MEeHEHUA:

vlan database
vlan 1000
exit
!
interface vlan 1000
name TestNet
exit
!
interface gigabitethernetl/0/11
switchport trunk allowed vlan add 1000
exit

5. HaxxmuTe kHonky "CoxpaHums u 3anycmums". Tlocne npov3BefeHHbIX AeCTBWI ByaeT co3aaHa 3ajada
"MpUMEeHNTb KOHhUrypaumio®, cTaTtyc KOTOPO MOXHO OTC/eXuBaTb Ha Bknagke "3adaqyu’;

6. [Nocne 3aBepLUeHna 3a4a4m Ha NPUMEHeHVe KOHUrypauun ctapas KoHdurypauusa yaeT otobpaxarbcs ¢
TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".

4.5.2.2.1 KoHchurypupoBaHue kommyTtaropos cepur MES5448/MES7048

Y kommyTatopos cepunt MES5448/MES7048 ecTb napamMeTpbl, KOTOPblE KOHUTYPUPYIOTCA BHE pexnma
KOHGpurypauumm (exec):

« vlan

* hostname
+ serviceport
+ ssh

* telnet

[na KOHUrypupoBaHVa NapamMeTpPoB MHTEPECOB 1 NPOYMX MPOTOKO/I0B BBEAMTE B LUAGI0OH/MaKpoC
KOHchurypaumm komaHgy "configure”.

® nMonHas gokymeHnTauusa MES5448/7048 gocTtynHa no cebinke: MES5448, MES7048. PyKoBOACTBO M0
3KcnyaTalum.
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Mpumep
Myctb B ECCM po6asneH kommyTtatop MES7048 co cnepytoweli kKoHpurypaumeii:

serviceport protocol none

serviceport ip 192.168.79.60 255.255.240.0 192.168.64.1
vlan database

exit

ip ssh server enable
configure

reset-button reload-only
stack

member 1 4

exit

switch 1 priority 1

slot 1/0 3

set slot power 1/0

no set slot disable 1/0
username "admin" password 4fble35787dec level 15 encrypted

line console
exit

line telnet
exit

line ssh

exit

!

snmp-server community "private" rw
snmp-server community "public" ro
router rip

exit

router ospf

router-id 172.17.5.252

exit

ipv6e router ospf

exit

exit

3apava:

* HasHauntb ycTpoiictBy Hostname;
« No6asuTb vlan 4000;
+ Paspewmntb Tpadumky VLAN 4000 npoxoauTsb Yyepes nopt 1/0/1.

AnropuTtm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHghucypayuu" Ha CTpaHuULEe YCTPOCTBa;
2. Haxxmute kHomky “Mosydums KoHgbu2ypayuro" fnis NonyyYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. HaxxmuTe Ha kHonky "Co30amb makpoc”;
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4. B OTKPbIBLLEMCA OKHE pefaKTopa BHECUTe HGO6XOAI/IMbIe N3MEHEHNA:

hostname "MES7048_TEST" <--- pexum "configure" He TpebyeTcs
vlan database

vlan 4000

vlan routing 4000 1

exit

configure <--- HWXe cneaywT KomaHabl pexuma "configure"

interface 1/0/1

no shutdown

vlan participation include 4000
vlan tagging 4000

exit

exit

5. HaxxmuTe kHOMKy "CoxpaHums u 3anycmums". Flocne npoun3BeAeHHbIX AelCTBUI ByaeT co3gaHa 3agaya
"MpUMeHNTb KOHGIUIypaumio", ctaTtyc KOTOPOI MOXHO OTC/eXnBaTb Ha Bknaake "3adaqu”

6. Mocne 3aBepLUeHNs 3a4a4m Ha NPYMeHeHe KoHdurypauum ctapasi KoHcurypaums 6yaeTt otobpaxkarbes ¢
TMnom "Pe3epBHas konus" B Tabnuvue KoHdurypauuii, a HoBast KOHdmrypauus — ¢ Tunom "AktyanbHas".

4.5.2.3 Tlpumep KoHguaypuposaHusi Mapwpymusamopa ME

Myctb B ECCM po6asneH mapwpyTtusarop ME co cnegytowein KoHdurypaumeii:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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3apaua:

+ HacTtpouTtb ycTpoiicTBo ans pa6otbl no SNMP;
* Ykasartb agpec NTP-cepsepa.

Anroputm geicTBUiA:

1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;

2. Haxxmute kHonky “Mosydums KoHghu2ypayuro" onis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,
4

.B OTKPbIBLLEMCA OKHE peaaktopa BHECUTE HeO6XO,EIII/IMbIe N3MEHEHNA:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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# BNOK HOBbIX HacTpoek

snmp server sysContact "Ivanov Ivan"
snmp server syslLocation "Novosibirsk"
snmp server vrf mgmt-intf
community label eltex-ro
community-name public
exit
user eltex-ro
authentication access auth
authentication algorithm md5
authentication key password
exit
exit

ntp vrf mgmt-intf
server 192.168.16.113
exit

exit

clock timezone gmt 7

5. HaxxmuTte kHoNKy "CoxpaHume u lMpumeHums". Tlocne npon3BefeHHbIX AeNCTBUIA ByaeT co3aaHa 3ajava
"MpYMEeHNTb KOHhMrypaumi', cTaTtyc KOTOPO MOXHO OTC/IEXMBaTb Ha BKNaake "3adaqyu’;

6. Mocne 3aBepLUeHNs 3aga4n Ha NpYMeHeHne KoHdurypauum ctapasi KoHdurypaums éyaet otobpaxarbes ¢

TUNoMm "Pe3epBHas konus" B Tabnuue KoHurypauui, a HoBas KOHpurypaums — ¢ Tunom "AktyasibHas".

4.5.2.4 Tlpumep KoHgu2ypuposaHusi mpaHKkosozo w/itosa SMG
Myctb B ECCM ago6aBneH TpaHKoBbIi w3 SMG.
3agava:
+ CKOHGhurypmpoBaTb YCTPONCTBO.
ANroputm AecTBUiA:
1. MepeiianTe Ha CTpaHULy YCTPOCTBa;

2. HaxxmuTte KHOMKY "Web-koHghuzypamop", pacnonoXeHHy B BEpXHEel YacTu CTpaHULbI, NOC/E Yero
aBTOMATUYECKN OTKPOETCSt HOBasl BKaKa ¢ Be6-HTepdelicoMm KoHgmrypaTopa ycTpoiicTea:

EccmE. E.

SuperAdmin

mz Veopuauus SMG-1016M: 100.110.1.123
EEETEE &

A MOHUTOPHHI ~ Tepexop & Web-xou hHrypaTop ycTpoRicTea

Q}Cwuxpauwaupoeam - G Web-KoHdurypaTop (& NepesarpyanTs W Ynanuts ﬂ 3abnoxkuposaTh

Signaling & Media Gateway

Usemame| |
Password| |

Language\: English ~ \

| Login \

4. B OTKpbIBLUEMCS OKHE NPOV3BEAUTE HEOOXOAVMbIE HACTPOIKM.
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4.5.3 Co3pgaHve WwabnoHa KoHurypaumm

LLla6noHbl NpeacTaBnsiT coboi nocnegosarenibHoCTb CLI-koMaHz ANst BHECEHUSI 3MEHEHWI B
KOHpurypauuo o6opyoBaHns. AT KomaHabl 6yAyT NPUMEHATLCA K 060pyA0BaHMIO B TOM BUAE U B TOM
nocnefoBaTe/lbHOCTH, B KOTOPOW OHW 3anucaHbl B LWab/ioHe.

[ns co3paHusa wabnoHa nepeigute Ha cTpannly “LLia6s10Hbl” n HaXXMUTE KHOMKY “Co3dams”. B OTKpbIBLUEMCS
AManoroBom OKHe BBeAUTE Ha3BaHue LWwabnoHa B COOTBETCTBYIOLLEE Nose, He06XoaMMble KOMaHbI
KOHhMrypupoBaHusl B 06/1aCTb peAakTopa 1 HaxxmuTe KHonky “Cozdams”. HoBbIl WabnoH NosiBUTCA B CIUCKe
LWabnoHOB:

[ ] EccmE E.
/ u - S
HELTEX E—— 2
% CsopgHan uHdopmauns = O + Coagats /' Penakruposars (2]
A Npo6nemb 1 snooping multicast-forwarding-mode ip r
O Haasatine Asrop  OfHoBnexo Coaparo 2 ip igmp snooping
[0 Kaprbicen ) 3 vlan {{vlan_id}}
2024-02-05 2024-02-05 4 dp igmp snooping
& cen 01  default MESISSIGMP_snooping system {7.0a01 7aa
_ 2024-02-05 20240205
= no Oz default_MES_ISS_SNMPv2 system 174421 17447
2024-02-05 2024-02-05
9,  LWaBnousi [3  default MESISS add VLAN to_database  system {70 74821
WHuumannzaums ycTpoiicTe 2024-02-05 2024-02-05
o YeTpe 04  default MES_ROS_IGMP_snooping system {70201 Faan
B 3anaw default_ MES_common_forbidden_default_V 2024-02-05 20240205
Os [ SYSIEM 374491 17:4421
B cobuitus
[J6  default MESROS_SNMPv2 system 20240205 20280005
A Yeegomnenns
, 7  default MES_ROS_add_VLAN to_database  system 322&%05 12933{027]’05
©@ Tpanol
2024-02-05 2024-02-05
T [ 8  default MES_common_add_IP_to_interface  system {7700 174421
default MES_common_set_switchport_mod 2024-02-05 2024-02-05
Oos . SYSIEM 374421 17:4421
2024-02-05 20240205
O default_MES_ROS_SNMPv2_traps system 174421 17447
Sremesros acrpasie 10 v 1-10319 5>l

4.5.3.1 TlMpumepbl wabsioHOB KOHhu2ypayuu

LLlabnoH ansa co3gaHns HOBOro napameTtpa "snmp community":

snmp-server community {{ community }} {{ mode }}

LLlabnoH ana nameHeHns onucaHus n IP-agpeca nHtepdeinica gigabitethernet:

interface gigabitethernet {{ intf }}
description {{ description }}
ip address {{ address }}

B npuBegeHHbIX Bbile npumMepax napameTpbl {{ community }3}, {{ mode 1}}, {{ intf 1},

{{ description }} n {{ address }} ABNAOTCA NepeMeHHbIMM, 3HA4YEHNA KOTOPbIX 3a/al0TCH Ha BTOPOM
Lare mactepa KoHgpurypupoBaHus (6onee nogpo6Ho B pasgene 'TIpumeHeHe wabnoHa KoHgurypaymn”
HaCTOALLEro PyKoBOACTBA).

® Bonee nogpo6HOE onMcaHNe NepeMeHHbIX 1 YNPaBAAOLLMX KOHCTPYKLUA, KOTOPbIE MOTYT 6bITb
1CNonb30BaHbl B WAG/I0HaX, NpeAcTaBeHo B pasgene 'LLlabnoHrzatop” PykoBoAcTBa Nosib30BaTens.
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4.5.4 TlpuMeHeHue Wwab/oHa KoHurypaumm

[ns Toro 4TO6bLI NPUMEHNTL WABGM0H KOHPUIypaLmMmn Ha YCTPOMCTBO UM HECKOMBKO YCTPOICTB, NepeinanTe B
pasgen "Cems". YCTaHOBUTE ra/1I04KM HANPOTWB OL4HOIO UM HECKOIbKMX YCTPONCTB 13 Tabnmupl, Mocne Yero
HaXXmMuUTe Ha KHOMNKy "BbinosiHums". lanee Bbibepute onuuto "KoHghueypuposams": OTKPOETCSH OKHO MacTepa
HacTpOIkn. Hxe NnpvBeAeHo onucaHue LwaroB MacTtepa.

1. BblGOp wabnoHa: Ha JaHHOM Lare HeobxoAMMo Bbl6paTh Wab/ioH KOHUrypaumm, KoTopblii 6yaeT
3arpy>eH Ha BblbpaHHble YCTPOWCTBa;

2. 3anosiHeHWe nepeMeHHbIX: Ha JaHHOM Luare OTKpoeTcs (hopMa, B KOTOPOI HEOBXOAMMO yKasaTb 3Ha4YeHne
ANS KaXKA0M HanAeHHOM B LWaboHe Nob30BaTe/IbCKO NepeMeHHO; 34eCh XXe MOXHO MOCMOTPETb peHaep
L1ab/1oHa;

o BoiGop watnoHa o 3anonHeHne NepemeHHbIX e YcTaHoBKa pacnucasmns
3anonHWTe NepeMeHHble WabnoHa (7]
Wa6nou Penpep
description
3HEuEHHE NepeMeHHOH * 1 interface gigabitethernet {{ intf }}
2 description {{ description }}

DESCRIPTION STATIC - 3 ip address {{ address }}

intf

3HaueHWe nepemMeHHoN *

1/0/1 STATIC -

address

3HaJyeHHe nepemMeHHOH *

10.10.10.10 STATIC -
o Boibop wabnoHa e 3anonHeHne nepemMeHHbIX e YcTaHoBKa pacnucaHmns
3anonHuWTe NnepeMeHHble WabnoHa (7]

LWa6nou Penpep
description
3HaUSHME NepEMEHHO * 1 interface gigabitethernet 1/0/1
2 description DESCRIPTION

DESCRIPTION STATIC — ~ 3 ip address 10.10.10.10

intf

3HaueHWe NepeMeHHON *

1/0/1 STATIC -

address

3HayeHHe NepeMeHHoN *

10.10.10.10 STATIC -

3. YctaHOBKa pacnucaHus: Ha JaHHOM Liare MOXHO HaCTpOMTb BPeMS Havasia 3aauv 1 cTpaTermio
o6HoBneHus (6onee noapobHo B pasdene "YcraHoBka pacrnvcaHus’ PykoBoACTBa Nosib30BaTens);

4. MPUMEHNTb: Ha AaHHOM LUare Ha sKkpaHe 0TOO6paxXarTCsl BCe paHee yKasaHHble napamMeTpbl pacnmcaHus,
BblGpaHHbIi LWabnoH 1 CNMCOK YCTPOMCTB. KNUK No yCTPOMCTBY B Tab/umLe OTKPOET BO BKazake "PeHoep”
BapunaHT KOHhurypaumm, KOTopblii 6yaeT NPUMEHEH K AaHHOMY YCTPOICTBY. Moce HaxaTusi Ha KHOMKY
"MpumeHums" 6ypeT co3faHa 3a4ava, BbINO/THEHNE KOTOPOI HAYHETCS B YKa3aHHOe B Lware 3 BpeMsi.
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5 Co3gaHve npaswia reHepauny cobbITuiA

MpaBuna reHepauun cobbITUIA NpegHa3HaYeHbl 415 Co34aHusa coObITUA B cucteme. B KayecTBe NCTOYHUKOB
[AaHHbIX 4719 perncTpanmmn cobbiTuii ncnonb3ytotca SNMP-Tpanbl 1 MeTpuky yCTpoincTB. MNpasuna
npeacTaBnsAT co60l rpynnbl YC0BUA, 06beANHAEMbIX C NOMOLLbIO SIornyecknx onepatopos "U" nan "NIN".
Kaxxgoe otaenbHoe ycrioBue, B CBOK o4Yepe/ib, COCTOUT U3 3/IeMeHTa AaHHbIX, oneparopa CpaBHeHUS 1
NMOPOroBOro 3HayeHus. B criyyae nonyyeHus Tpana cuctema npoBoAnUT NPOBEPKY COOTBETCTBUSA UMEIOLLMMCS
npasuiam: ec/im 06Hapy>XeHo, YTO Tpar COOTBETCTBYET Npasusy, CUCTEMA CO34aeT COObITUE B XypHasIe.
AHanornyHbiM o6pas3om paboTaeT obHapyXXeHe cobbITUI MO METPUKAaM, C TEM OT/INYNEM, YTO METPUKM
cobvpatoTCcs HenocpeACTBEHHO CUCTEMOIA.

3apava:

Cospgatb ABa npasuia reHepauumn cobbiTuid 4518 Bcex MapLupyTusatopoB ESR ¢ ypoBHeM BaxkHOCTH
"Kputnyeckoe" n HasBaHuaMM "esr interface linkDown" n "esr interface linkUp", koTopble 6yayT cpa6arbiBarth,
ecnn cuctema 3apernctpupyet Tpansl "linkDown" n "linkUp".

PewieHue:

o

1. OTKpoliTe cTpaHuuy "Hacmpolku" — "lpasuna 2eHepayuu cobbimul" n HaXXMuTe KHONKy "Co30amsb".
OTKpPOETCA OKHO CO34aHus NpaBuia reHepaymn coobITUNA.

2. Cospaiite npaswno esr interface linkDown. 3anonHuTe cnefyrolime pasgensi:

1. Pasgen "OnucaHue™.
+ B none "HasgaHue npasusa" BBeguTe Ha3BaHue npasuna "esr interface linkDown",
+ B nosne "BaxHocmsb" BbibepuTe 3HavyeHne "Kpumudeckoe";
2. Paspen "Tun 0aHHbIX":
+ B none "Tun ycmpoticmsa" yctaHosute "ESR";
+ B none "Tumn daHHbIX" BblbepuTe 3HaveHune "Tpan",
* B none "9s1emeHm O0aHHbIX" BblbepuTe "linkDown".
3. Paspen "O6nacmb npumeHeHus".
* HaXXMUTE KHOMKy "ZJo6asums 2pyny" N B OTKPbIBLUEMCS AMasiore BbibeprTe KOPHEBYIO rpynmny
"ECCM",
4. Pasgen "Ycnosusi 2ceHepayuu npobiem"
+ B none "Mpynnosoe ycsosue" Bbibepute 3HaveHne "U"
+ B 6/10Ke yc/10BKSA 3amnoiHMUTe NoJs:
+ B none "3s1emeHm OaHHbIX" BbloepuTe 3HauyeHue "ifOperStatus”,
+ B nosne "®yHkyusi cpasHeHUs" BbibepuTe 3HavyeHune "PasHo",
+ B none "Mopoeosoe 3HadyeHue" Beegute "2".
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Co3zpaTb NpaBuU/IO reHepaLum cobbITHi

® MNpeasapuTenbHbIA NPOCMOTP

“  Onucanune

e npasuna * BaHooTs *

. Bknto4MTh Npasuno
esr interface linkDown KpuThueckoe - . P

“ Tun gaHHbIX
n ycrpoitcrea * — JnemenT anHsix

D Pearvposark Ha nojlyuerue Tpana 6es ycnoeuit
ESR ~  Tpan ~  linkDown ) F Iy p: yi

“  06nacTb NPUMeHeHUA

eccm

+ OnucaHne anemMeHTa AaHHbIX

“ Ycnoeus reHepauumn cobbiTUA

Fpynnosae yenosme *
4] ~ -+ No6aeute rpynny -+ [o6aBuTE ycnosue
SnemenT garHsi DyukunR cpasHenmn * Nopoerasoe suavenme *

ifOperStatus ~ PasHo - 2

Wl YaamuTe yenosme

OTMeHUTE Cozpatb

3. HaxxmuTe Ha kHonky "Co3damb".

4. AHanornyHbIM 06pas3oM cosgaiite npasBuno esr interface linkUp. 3anonHuTe cneayowye pasaensi:

1. Pasgen "OnucaHue”.
+ B none "HasgaHue npasusa" BBeauTe Ha3BaHue npasuna "esr interface linkUp";
+ B nosne "BaxHocmsb" BbibepuTe 3HavyeHne "Kpumudeckoe";

2. Paspen "O6nacmb npumeHeHust".
* HaXXMUTEe KHOMKy "ZJo6asums 2pynny" n B OTKPbIBLUEMCS AMasiore BbibeprTe KOPHEBYIO rpynny
"ECCM",
3. Paspgen "Bbibepume mun 0aHHbIX":
« B none "Tun ycmpoticmsa" yctaHosute "ESR";
+ B none "Tumn 0aHHbIX" BblbepuTe 3HaveHune "Tpan",
+ B none "9s1emeHm daHHbIX" BblbepuTe "linkUp".
4. Paspgen "Ycnosusi eceHepayuu npobsem":

« B none "Mpynnosoe ycsosue" Bblbepute 3HaveHne "M’

* B 6/10Ke yc/10BKSA 3amnoHMUTe NoJs:
+ B none "3s1emeHm 0aHHbIX" BbloepuTe 3HauveHue "ifOperStatus”,
+ B nose "®yHkKyusi cpasHeHUs" BbibepuTe 3HavyeHne "PasHo",
+ B none "Mopozosoe 3HadeHue" Beegmte "1"
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CozpaTb NpaBU/IO reHepaLum cobbITU @ MpeRsapHTensHsIi NPOCMTD

“~  Onucanue

npasuna —
esr interface linkUp Kpvudeckoe - @ Brroumts npasune

“ TUn AaHHbIX

n yeTpodicTea * N AgHHIX EMEHT RAHHBIX
. PearnposaTb Ha NofyyeHue Tpana 6ea ycnosuit
ESR ~  Tpan ~  linkDown A P y P y

“~ 06nacTb NPUMEHeHNA

eccm

~ OnucaHWe anemeHTa flaHHbIX

“  Ycnoeuwa reHepayumn cobbITHiA

Ipynnosoe ycnosme *
n ¥ 4 [o6aeutk rpynny - [lo6aBUTk ycnosue

BnEMEHT AaHHEIX DyukuAR cpagHenn * Moporaaoe skavekme *

ifOperStatus ~ PasHo > 1 iyuanmbycnoewe

OTMeHUTH Cozpatb

5. Haxmute Ha kHonky "Co3damsb".

BbiBOA:

1. Ecnu ot Kakoro-nm6o yctpoictea ESR, Haxogswerocs nog ynpasneHnem ECCM, 6yaet npuHat SNMP-
Tpan "linkDown" c napameTtpom "ifOperStatus” paBHbIM "2", TO B Tabnmue Ha cTpaHuue "Cobbimus”
oTob6pasnTCcs cobbITNE C METKOI "esr interface linkDown", creHepupoBaHHOE B COOTBETCTBUN C
HacTpOoeHHbIM NpaBwsiom "esr interface linkDown".

2. Ecnn ot kakoro-nn6o yctporictea ESR, Haxogsuwerocs nog ynpasnenvem ECCM, 6yaet npuHat SNMP-
Tpan "linkUp" ¢ napameTpom "ifOperStatus" paBHbim "1", T0 B Tabnuue Ha cTpaHuue "Cobbimus”
oTobpasnTCcs cobbITUE C METKOI "esr interface linkUp", creHepupoBaHHOE B COOTBETCTBUN C
HaCTpOeHHbIM NpaBwsiom "esr interface linkUp".

[aHHble cobbITUSA Takke OyayT OTPaXeHbl HA CTpaHMLE KOHKPETHOrO YCTpoiicTBa B pasaene "MoHUTopuHr" —
"CobbiTna".

@ C 6onee noapo6HOIi MHGOPMaLMeEN 0 paboTe ¢ Npasuiamy reHepaLmy CobbITUN Bbl MOXETe
03HaKOMUTbCA B pasgene "Hactporikn” — “Tpasuna reHepalum cobbiTnii" PykoBoAcTBa Nonb3oBaTensi.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

6 Co3pgaHune npasuna reHepauum Npodaem

MpaBwna reHepaumn Npobaem HeOBXOAUMbI 4151 CO34aHMA NPo6eM YCTPOCTB B cucteMe. MexaHu3m
06HapyeHus NpobaemM OCHOBaH Ha NOACYETE KO/IMYECTBA COObITUIA, 3aperMcTpYpoBaHHbIX 3a ONpeaesieHHble
NpoMeXyTKn BpeMeHW. MpaBuia npeacTaBnsoT coboli rpynnbl YC0BUIA, 06beANHAEMbIX C MOMOLLbH
nornyecknx onepatopos "U" nnn "NNN". Kaxgoe otaenbHOe yCnoBre, B CBOK o4epepb, COCTOMT U3 yKasaHus
KOHKPETHOro COo6bITKSA, onepaTopa CpaBHEHMUS 1 NOPOrOBOro 3HaY€HNsi BO3HUKHOBEHMS 3TOT0 COObITUA. 1A
BCEro npaBuna 3afaeTcsa MHTEPBas1 BPEMEHMU, B TEYEHNE KOTOPOro NPOUCX0AWUT aHa/IM3 AaHHOW npobnemsl. B
pamMKax npasuia Takke MOXHO 3a[aTb YC/10BME HOpMaM3aLuuy NpPo6neMsbI, BbINMO/IHEHME KOTOPOTro GyaeT
aBTOMATMYECKM 3aKpblBaTb CO34aHHYH Npobriemy.

& [1na co3paHus npaBuia reHepaumm npo6em Heo6xoAMMOo, YTOGbI B CUCTEME CYLLLEECTBOBASIO XOTSI Obl
OflHO NpPaBW/I0 reHepaunmn CoobITUIA.

3apava:

MycTb B cMCTEME CO34aHbl ABa npaBuia reHepauny cobbituii — "esr interface linkDown" n "esr interface
linkUp". Hy)XHO co3gaTb npaBu/io reHepaumm npobsiem ¢ ypoBHEM BaXXHOCTU "KpuTuyeckoe" n HassaHuem "esr
interface status down", koTopoe 6yaeTt cpabatbiBaTh, ecnin cobbiTue "esr interface linkDown" 661510
3aperncTpypoBaHoO OA4MH UK 6osee pas B TedeHne S MUHYT. Takke co3faTb Npasu/io HopMasm3aumm
npo6aembl, KOTOPOE aBTOMATUYECKN 3aKPOET CO34aHHY0 Npobsiemy, ecnim cobbiTue "esr interface linkUp" 6b110
3aperncTpupoBaHoO OA4MH UK 6osee pas B TeHEHNE S5 MUHYT.

PewieHune:

1. OTkpoWiTe cTpaHuuy "Hacmpolku" - "lMpasusia 2ceHepayuu rnpobsiem" n Haxmute KHonky "Cosdams".
OTKpoeTCcs Avanor co3gaHvsa npasuna reHepauum npobnem.

2. 3anoniHnTe creayowye pasaenbi:

« Pasgen "OnucaHue™.
+ B none "HasgaHue npasusia" BBeguTe Ha3BaHue npasuna "esr interface status down”,
* B nosne "BaxHocmsb" yCTaHOBUTE YPOBEHb BaXKHOCTU "Kpumuyeckoe”,
+ B none "Mlhmepsan" 3apaiite nitepsan 300 cek.;
* HaXMUTE Ha nepek/yaress "Asmomamuyeckasi Hopmaausayus", YTobbl BKOUNTL €rO;
« Pasgen "Ycnosus 2eHepayuu rnpobsiem”:
+ B none "Mpynnosoe ycsosue" yctTaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamsb rpasusio cobbimusi" n B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkDown";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosble usiu pasHo";
*+ B none "Mopozosoe 3Ha4eHue" Beegute "1"
« Pasgen "Ycnosusi Hopmasiusayuu npobaem”:
+ B none "Mpynnosoe ycsosue" yctaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamb rpasusio cobbimusi" N B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkUp";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosibwe uau pasHo";
+ B none "Mopozosoe 3HadeHue" Beegute "1".
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CoszpaTtb NpaBuUNIO reHepaLum npoﬁnem @ IpeaBapuTenbHbIf NPOCMOTP

~  Onucanue

npasun: KHOCTH

esr interface status down Kputnyeckoe - . BintounTs npaeuno

Onucatne 300 @ AsTomaTieckas HopMan3aLms

“  Ycnoeus reHepaLuu npobnem

TpyAnogoe ycroene *

[ - + [o6asurs rpynny -+ No6asuts ycnosue

DyHKUHA CPAEHERUR * Maporosoe 3kasekie *

Bonblue Un1 pasHo hd 1

esr interface linkDown 'i' Ypanutb ycnosue

“~  Ycnoeus HOPManuaauuu npobnem

Tpynnosoe ycnogie *

[ > + [o6asurs rpynny ~+ [o6asuts ycnosue

DYHKUKA CHABHEHMA * Moporogoe suavenme *

Bonblue unu pasHo - 1

esr interface linkUp B Ynanuts ycnosue

OTMEHUTL Co3paTb

3. HaxxmuTe kHonky "Co3damsb”.
BbiBopg:

Ecnvn ogHo nnu 6onee cobbiTuin "esr interface linkDown" 6ynyT 3adMKCMpPOBaHbl CUCTEMOL 3@ YCTAHOB/IEHHBII
nutepsan B 300 cekyHA, TO B Tabnumue Ha cTpaHuue "Mpobsemsi” NosiBUTCA Npobiema ¢ MeTKoi "esr interface
status down', creHeprpoBaHHas B COOTBETCTBMM C HACTPOEHHbIM BbilLle npasuioM. [laHHas npobnema 6yaet
aBTOMAaTMYECKM 3aKpbiTa CUCTEMON B C/ly4ae, ec/im cpaboTaeT yCc/10Bre HopMam3aLuumn npobeMbl, a UMEHHO
€C/I1 3a ycTaHoB/eHHbI HTepBan B 300 cekyH 6yaeT 3achmkcmpoBaHo ogHO nnv 6onee cobbiTuii "esr
interface linkUp".

@ C 60nee noapobHoii MHopmMaLyelt o paboTe ¢ NpasuiaMu reHepaymn NpobeM Bbl MOXeTe
03HaKOMUTbCA B pasgene "Hactporikn' - ‘TlpaBuia reHepaumm npobremv” PykoBogcTea
nonb3oBaTens.

/ Cos3paHue KapTbl cetu

KapTa cetn — 310 nornko-rpacmko-cxemMatnyeckoe npeacraBeHne B3aMMoaelicTBUSA CETEBbIX YCTPOICTB.
[aHHblin pasgen Nno3BoNseT onpeaensiTb CBA3b YCTPOWCTB B paMKax Of4HON rpynrbl 1 OCYLWEeCTBNATb
MOHUTOPUHI JOCTYMHOCTU YCTPONCTB Ha KapTe. Huxe npruBeAeHb! Wwarn co3gaHns KapTbl CETU:

1. OTKpoWiTe cTpaHuuy “Kapmbei cemu” n HaxxmuTe KHomnky “Co3d0ams”. OTKPOETCSl peAakTop KapTbl CETH;

2. BBeguTe HasBaHMe KapTbl B None “HasgaHue” n BbiGepWTe rpynny yCTPONCTB 4N1s f06aBNeHUs B None
“Tpynna”,

3. HaxxmuTe kHonKy “Jobasums ycmpolicmsa”. B OTKpbIBLUEMCS OKHE BbiGepute Heobxoanmble Ans
0TOOGPaXKEHUS HA KapTe YCTPOWCTBA N HAXXMUTE “Bbibpamsb”. Y3en yCcTpoiicTBa 0TO6pasnTCs Ha KapTe;

4. ins no6aBneHns CBA3M Mexay y3namu HaBeauTe Kypcop Ha O4HO U3 YCTPOIACTB, LLEKHUTE NIEBO KHOMKOM
MbILLUM Ha NOSIBUBLUYIOCS Ha YCTPOWCTBE TOUKY U, yAEPXMBas Mblllb, NEPEHECUTE €€ HA BTOPOE YCTPOCTBO;

5. B OTKpbIBLUEMCS OKHE BblGOpa MHTEPdECOB NoAKNIOYEHNS BbibepuTe nHTepMeliChl, Yepes KoTopble
YCTpOiicTBa cBsi3aHbl (EC/IM Ha YCTPOICTBax akTveeH LLDP, To cBsi3n Mexay ycTpolicTBaMu Ha kapTe 6yayT
NOCTPOEHbI aBTOMATUUYECKN);

6. HaxxmuTe kHonky “CoxpaHums”.
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[ns npocmoTpa KapTbl CETU OTKPOTe cTpaHuuy “Kapmbl cemu” v KNMKHUTE Ha ee Ha3BaHue B Tabnuue.

EccmE E.

P o~ 5]
HELTEX ——— 2
B3 CeogHan uHbOpMaLma .
=1 A pMay KapTa-1 /' Pepaktuposats | Q
A Mpobnems
[ Kaprbicetn - v
ECCM_MES200 pow grreery—
ECCM_MES2124M_hub
@ cen ICMP SNMP  SsH P ———
IcMP  SNMP  SSH
/| no g1
T
A, Labnoksl
o
ﬂ WH1uman1saums ycTponcTs g
E 3apaum
| =T (=]
A Yeegomnenns ECCM_MES23248 v
. - ICMP SNMP  SSH ECCM_MES2428
© Tpane o
ICMP SNMP
£ Hacrpoiikn 2
G
0 “o
&)
U )10 ]
. oro ‘:ﬂ:‘
ECCM-ESR-200 . 0 &=
ICMP  SNMP  SSH et -
ECCM_MES2424p_revC_AC ECCM-SMG-1016M
ICMP  SNMP  SSH ICMP  SNMP  SSH
=
[DencTeyer fo: 2024-02-19 08:04:37
<« CBepHyTb Naxens

© C 6onee noapo6HOIt MHopMaLeli 0 paboTe ¢ KapTamu CETY Bbl MOXETE 03HAKOMUTLCA B pasaene
"KapTbl cetn' PykoBOACTBa NoMb3oBaTens.

8 CosgaHue nonb3oBaTesns

[nsa co3paHmsa HOBOW yYEeTHOW 3anncK Nonb3oBaTtesnia cMcTeMbl 3aiiante B pasgen “Hacmpolku”, nepengnte Ha
BKNaaky “fosib3osamesiu” n HAXXMUTe KHomnky “Co3dams”. OTKpoeTcs hopMa co3gaHus nNonb3oBaTens.

B oTkpbiBLIEics chopme 3anonHuTe obs3aTtenbHble nonsi (0603HaUeHbl 3Be3404KO0IM) 1 BbiGepuTe rpynnbl
YCTPOICTB 1 CUCTEMHbIX 0OBLEKTOB, K KOTOPbIM MOJIb30BaTeNt0 6yaeT npeaocTaBneH AoCTyn. s Bbibopa
rpynmnbl YCTPONCTB HAXXMUTE Ha KHOMKY "Job6asums”, paCnonoXeHHYI B HMKHEN YacTu hOopMbl, Nocne Yyero
yKaxkute rpynny n Haxmmte “Bbibpams”.

Mocne 3anosiHeHMs Bcex 06s3aTenbHbix noneii B popme "Cozdams rosib308amesisi" HaXXMUTE KHOMKY
"Co30amsb", pacnonoXeHHy BHN3Y DOPMbI.
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9 CospaHue ponu

Cuctema poneli Nno3BoNSIET ITMOKO HACTpPauBaTh NPUBUIEMMI NOMb30BATENEN, ONpeaenstoLLme X YPOBEHb
[0CTyNa K pas/inyHbIM pasgenam n yHKUMOHasly CUCTEMBI.

© C nogpo6Holi MHhopMaLmei o NPUBUMETUAX Bbl MOXETE 03HAaKOMUTLCS B pasaene "Tabnvua
npusuiernii’ PykoBOACTBa NO/b30BaTess.

Mo ymonuaHuto B cuctemy fo6aB/ieHo Tpu Ponu:

1. SuperAdmin — ponb gn1a ynpasneHus cuctemoin ECCM. MpuBnnernun: ynpasneHve nosb3oBaTesnisimm,
ponsMu. YnpasrieHue rnobasibHbIMM HACTPOKamm AoCTyna K ycTpolicTBam. Takke AOCTYMNHbI BCe
BO3MOXHOCTM, NPefoCcTaB/IeHHbIe APYTUM POSSM;

2. Administrator — ponb Ans cneymanncToBs, OCYLLECTBASALWMX HACTPOIKY 060pyaoBaHus. MNpusnnermu:
ynpasneHne o6opyaoBaHvem (BBOZ/BbIBOJ, YCTPOCTB B paboTy, KOHhUrypaLus, 06HOB/EHNE,
nepesarpyska), yrnpasneHue rpynnamum yCcTponcTB. Takke A0CTYMNHbI BO3MOXHOCTU, NPeAoCTaBNEHHbIe
Onepatopy;

3. Operator — ponb 4515 OCYyLLECTBNEHNS MOHUTOPWHra paboTbl 06opyaoBaHuA. MNpuBuIerun: NPOCMoTp
[aHHbIX MOHUTOPMHra (COCTOSIHME YCTPOICTB, CTAaTUCTMKA, aBapun, OTYETHI).

[nsa co3gaHmsa HOBOW ponu 3anguTe B pasgen “Hacmpodku”, nepeiignte Ha Bknagky “Posiu” n HaXMUTE KHOMKY
“Co3z0amb”. OTKpoeTcs hopma co3gaHnsi ponn. B oTkpbiBLiecsa hopmMe 3anosiHuTe Tpebyemble Noss u
OTMETLTE MPUBUIENN, KOTOPble ByayT AOCTYNHbI HOBOM posn. Nocne 3anosiHeHns 06a3aTerbHbIX NOMen B
dhopme "Cozdamb po/ib" HaxXMuTe KHONKY “Co30ams”, pacnofioXXEHHYH BHU3Y (hOpMbI.
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TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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