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PykoBoacTBo no akcnayatauum WOP-2L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-2L siBnsieTca Toukoi goctyna Wi-Fi. KOHCTpyKkuma ycTpoilcTBa npegycmaTpusaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnuMartumnyeckux ycrioBuax npu temneparypax ot -45 go +65 °C.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHME, NpaBu/ia 6e30nacHol aKkcnayaTaunm, a Takke pekoMmeHaaumm
Nno yCTaHOBKe 1 HacTpoiike 6ecrnpoBogHoi Toukm goctyna WOP-2L.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

Touka goctyna WOP-2L o6ecneunBaeT BbICOKOCKOPOCTHYIO 1 6e30nacHyto 6ecrnpoBOfHYH0 CETb, KOTOpas
couyeTaeT B cebe MHOXECTBO BO3MOXHOCTEN 1 CEPBMCOB AJ11 KOM(POPTHOIO AOCTyna nosb3oBaresieit B Mectax
¢ 60/1bLLIMM CKONMEHNEM NIOAEN. YCTPONCTBO ob6ecneunsaeTt nogxknoveHne o 40 nonb3oBartenei.

WOP-2L ncnonb3yetcsa gna opraHusaumy 6ecrnpoBOAHON CeTU B Pa3/INUHbIX KIMMATUYECKMX YCNOBUSIX — B
LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOI BaHOCTU (Mapku, 3aBOApl, CTaANOHbI, T. [1.), @ Takke
ABMIAETCA NAeasbHON N1aTopmMoii A1 opraHM3auny CBA3M B KOTTEMXKHbIX MOCeSKax 1 yaasieHHbIX
HaceneHHbIX MyHKTax.

MTaHne TOYKM AOCTyna OCyLLECTB/SETCA No TexHonorum PoE.

2.2 XapakTepuCTUKM YCTPOCTBa
ViHmepabelichbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);

+ 2 pazbema SMA-Tuna (female) ana nogknUeHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas, T. 4.);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* aBTOBbIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* nogaepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka GRE;

* nogaepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayv aboHeHTCKOro Tpaduka BHe TYHHenew;

* nogaepxka ACL;

* nogaepxka NTP;

* nogaepxka Syslog.
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®dyHkyuu QoS:

* NPYOpUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NPonyckHOW cNOoCO6HOCTM Ans kaxagoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepsep (802.1X WPA/ WPA2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Cxema npumeHeHunsa obopynosaHna WOP-2L npueegeHa Ha pucyHke 1.

Touka gocryna

KommyTaTtop nposanaepa

220v (U

BcenorogHbii wkad

PucyHok 1 — ®yHKLMOHa/IbHas cxema ucrnosibzosaHms WOP-2L



2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-MHTepcperica
KonmuecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBOAgHOrO uHTEpdhelica
CraHgapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcrmasibHOe KOnM4yecTBo OAHOBPEMEHHbIX ceccuit
MakcumasibHas MOLLHOCTb nepeaarvymka
quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

PykoBoacTBo no akcnayatauum WOP-2L

.
RJ-45

10/100/1000 M6uT/c, aBTOONpPEAENeHne
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 ML
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'1)

802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 MTy
- 149-165 (5735-5835 MI'y

802.11a: go 54 MéuT/c
802.11b: go 11 MéuTt/c
802.11g: po 54 MéuTt/c
802.11n: go 300 M6uT/c
802.11ac: go 867 Méut/c

ly: po 20 opbm

2.4

5r

2.41Tu: po 20 abm
5r

2.4TTu: no-94 pbm

51Tu: go-92 pbm

LeHTpannsoBaHHas asTopusauns yepes RADIUS-cepsep
(802.1X WPA/WPA?2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nogaepxka Captive Portal

Bbl60p MOZe/ I aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM A0CTyna

Moppepxka 2x2 MIMO
YnpaBsneHue
YpaneHHoe ynpas/seHue
OrpaHnyeHne goctyna
O6Lwume napamMeTpbl
Flash-namatb

RAM

web-nHTepdelic, Telnet, SSH, CLI, SNMP, NETCONF

no naposto, ayteHTudgukauunsa yepes RADIUS-cepsep

32 MB SPI-NOR Flash
128 Mb DDR2 RAM



PykoBoacTBo no akcnnyataunn WOP-2L

MuTtaHwe PoE 48 B/56 B (IEEE 802.3af-2003)
Knacc 3awuthbl IP IP55

MoTpebnsemast MOLLLHOCTb He 6onee 9 Bt

Pabounin gnanasoH Temneparyp o1 -45 no +65 °C

OTHOCUTENbHAsA BNAXHOCTL Npu Temnepartype 25 °C [0 95 %

ra6aputhbl (LU x B x ) 80 x 232,5 x 47 MM
Macca He 6onee 0,32 kr
CpokK cnyx6bl He MeHee 15 net

2.4 KOHCTPYKTMBHOE WCMOJSIHEHME

Yctporicteo WOP-2L nmeeT nnacTuKoBbIA KOPMyC B NPOMbILLIEHHOM UCNO/THEHWUW. BHELLHWIA BUA YCTPONCTBaA
WOP-2L npuBefeH Ha pucyHke 2.

PucyHok 2 — BHewwHuin Bug WOP-2L



PykoBoacTBo no akcnnyataunn WOP-2L

Mog, KPbILLKOW B HWXHE YacTu ycTpoiicTea pacnonioxeH nopt 10/100/1000BASE-T (Ethernet) ans
NOAKMIOYEHNA K BHYTPEHHEN ceTn 1 nutaHnio POE, a Takke kKHonka «F» ansa coépoca K 3aBOACKMM HacTpolikam
(pucyHok 3).

smEm )

O

PucyHok 3 — HmxHasa naHenbs WOP-2L

2.5 CseToBas UHAMKaun

BHewHwuin Bug, naHenn nHankaumm WOP-2L npuBefeH Ha pUCYHKe 4.

ENER
Yo 7

-~

246G 56

PucyHok 4 — MaHenb nHankaunm WOP-2L

Tabnuua 2 — CBeToBasi UHAMKALMS COCTOSIHAA YCTPOCTBa

NHpunkartop CocTtosiHne nHgukaropa OnucaHue
Power — nHamkaTop nutaHuns n 3e/1eHbIiA, TOPUT NOCTOSAHHO nuTaHne NoaKIYeHo,
o cTartyca paboTbl yCTpOicTBa HopMasibHas paboTa ycTpoiicTBa
OpaHXeBblii, FOPUT NOCTOSAHHO YCTPOICTBO HE NOAy4YWsIo agpec
no DHCP
KpacHbIiA, rOpMT NOCTOSAHHO 3arpyska ycTpoiicTea
LAN — nHgukatop nopta roput 3eneHbim (10, 100 M6uT/c)/  kaHan mexay Ethernet-
Ethernet-uHtepdelica oparxesbiM (1000 M6uT/C) nutepcpeincom WOP-2L 1
NOAK/THOYEHHBIM YCTPOCTBOM
aKTMBeH

10



NHpukatop

P~ Wi-Fi 2.4 'y, — nHaukaTop

- cTatyca paboTbl 6ecrnpoBoAHO
2 4G ceTu B AnanasoHe 2.4 I'Ty,
I:_';\ Wi-Fi 5 'y, — nHgukartop craryca
- paboTbl 6ECNPOBOAHON CETU B
AnanasoHe 5Ty,
5G

2.6 C6pocC K 3aBOACKMM HacTpoiikam

CocTosiHne nHgmkaropa

MuraeTt

ropuT 3en1eHbIM

ropuT 3en1eHbIM

PykoBoacTBo no akcnayatauum WOP-2L

OnucaHue

NAET NPOLECC NAKETHOW
nepegaun faHHbIX Mexay
Ethernet-untepdgeiicom WOP-2L 1
NOAK/OYEHHbIM YCTPOCTBOM

cetb Wi-Fi B gnanasoHe 2.4 'y,
aKTBHa

cetb Wi-Fi B gnanasoHe 51Ty,
aKTuBHa

[na cépoca K 3aBOACKMM HacTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepXmBaTtb KHOMKY «F» Ha HWXHEen naHenu yctpoinctea Ha npoTshkeHnn 10—15 cekyHz, noka nHamkatop
«Power» He 3amuraeT opaHXeBbIM LIBETOM.
[anee npousoinget aBTomarnyeckas nepesarpyska ycrpocraa. Mpu 3aBoACKUX yCTaHOBKaxX ByAeT 3anyLueH
DHCP-knueHT. B cnyyae, ecnv agpec He nonyyveH no DHCP, 1o y ycTpolictBa 6yaet agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.7 KomnnekT nocTaBKu

B KoMNnekT noctaBku BXOAAT:

obopyaoBaHue pagmogoctyna WOP-2L;

KOMMN/IEKT Kpenexa;
1 nary-kopg RJ-45, Se kat. — 1,5 ™;

PYKOBO/CTBO Mo aKcnnyaTauuy Ha CD-ancke (onuuoHasbHo);

CepTI/ICbI/IKaT COOTBETCTBUA,
namMdaTka O AOKYMeEeHTauuw,
nacnopr.
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PykoBoacTBo no akcnayatauum WOP-2L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

© NMpu ynnuHoii ycTaHoBKE NGO B MECTax BbICOKOI BIQXKHOCTN YCTPOMCTBO 0653aTE/NbHO [O/MKHO 6bITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopt 6611 HanpaBieH BHUS.

1. PekomeHAyemoe NosioxXeHne yCTPoCTBa A/151 YCTaHOBKM — KpensieHne Ha TpyboCToWKy/cTono nnm
CTEHY.

2. Mepep ycTaHOBKOM 1 BK/IHOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYne BUAUMbIX
MexXaHU4ecKnx nospexaeHuii. B cryyae o6HapyXeHnsi NoBpexXaeHnin cnefyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCH K MOCTaBLLUKY.

3. Mpu pa3meLlleHnn ycTpoincTea Ans obecnevyeHns 30Hbl NOKpbITUSA cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

« MUHUMK3UPYIITE unciio nperpag, (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-2L n apyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.

* He ycTaHaBnvBaiiTe yCTpOcTBO B6NM3M (NOpsigka 2 M) a/1eKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHayeTcs ucnonb3oBaTb pagunoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBusA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.

4. Mpu pa3meLLeHN HECKOTbKUX TOYEK paaunyc COTbl JJO/DKEH NepecekaTbCs C CoCefHel COTOM Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBoacTBo no akcnayatauum WOP-2L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My ncnonb3yetca ansa ctaHgapTtos IEEE 802.11a/n/ac. YcTpoilcTBo
WOP-2L nogaepxmBaeT 4acToTHble KaHasbl B AnanasoHe 5 'y, ¢ wupuHoii 20, 40 n 80 My,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:
f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Mpu BbIGOpE KONMYecTBa HEOBXOAUMbIX TOUEK AOCTYNa CreayeT NnpeaBapuTeibHO NPOV3BECTM OLEHKY
TpebyeMoli 30Hbl 0XBaTa, yunTbiBas [JH aHTEHH B rOPU30HTaIbHOI 1 BEPTUKasIbHON nnockocTax. [Ans 6onee
TOYHOIA OLEHKM HEOBXOAMMO NPOV3BECTYM paanoncc/ieloBaHne TeppuTopun. JanbHOCTb 0XBaTa YyBEPEeHHOro
npvemMa ToYKM [0CTyna 3aBUCUT OT YCTAHOB/EHHbIX AHTEHH W HANNUMS NPENSTCTBUIA. B Tabnuue 3 npuBeeHsbl
NPUGN3UTENbHBIE 3HAYEHNS 3aTyXaHUs.

Tabnmua 3 — 3Ha4eHus 3aTyxaHus

MaTtepuan N3meHeHne ypoBHA curHana, ab
24T1Ty 5ITy
OprcTekno -0,3 -0,9
Knpnny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
danepa -1.9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -1
MeTanmyeckas peLueTka -21 -13

(Aueiika 13x6 MM, MeTasN 2 MM)

3.5 BbI6b0op KaHa10B COCEACTBYIOLNX TOYEK

Bo n3bexaHne MexXKkaHas/lbHOIA I/IHTequ)epeHLl'I/II/I MexXxagy coceacCTBYHOLWMMN TOYKaMK OA0CTYyMNMa peEKOMEHOYETCA
YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

KaHansi

2.402 Ty |<7 22 MIy, 4% 2483y,

PucyHok 5 — O6Lwan gnarpamma nepekpbIiTUa YacTOTHbIX KaHanoB B 2.4 Ty,
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PyKoBOZACTBO No akcnyaTauum WOP-2L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npmBefeH Ha pUCYHKe 6.

PucyHok 6 — Cxema pacnpeeneHus kKaHasioB Mexay CocelHMMU Toukamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCYHOK 7).

SRR,
S ==
ED eSS

P Y,

PucyHok 7 — CxeMa pacnpefeneHmsi KaHasoB MexXay COCeHUMI TOUKaMW JOCTYNa, PacrnonoXeHHbIMU MexXy
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
1

149
153
157
161
165

IEEE Channel # (S S IR N S22

100
104
108
112
116
120
124
128
132
136
140
] 144

L A A A A A A AR A A A A A A A A A A A AT A AT AR
somiz NV VN NV VY VY LV
80 MHz |/ \/ y ! \/ Vv \ i
160 vz [ A | i

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup

PucyHok 8 — KaHauibl, ncnosb3yemble B gnanasoHe S Ty npu wvpuHe kaHana 20, 40, 80 My,
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PyKoBOZACTBO No akcnyaTauum WOP-2L

3.6 YcTaHoBKa ycTpoucTBa

[ns Toukn goctyna WOP-2L npefycmoTpeHbl Ba BapnaHTa MOHTaxa: yCTaHOBKa YCTPOMCTBa Ha TPYOOCTOMKY
N yCTaHOBKa YCTPOMCTBA Ha CTEHY.

3.6.1 YcTtaHOBKa ycTpoiicTBa Ha TpyboCTOoliKy/cToNn6

1. MpuKpennTe KPOHLITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, HAXOASLLMXCS B KOMMN/IEKTE, KakK
MoKasaHo Ha pucyHke 9.

PrcyHok 9 — KpensieHne KpoHLWTenHa K yCTponcTBy

2. YctaHoBuTe ycTpoiicTeo Ethernet-nopTom BHM3 Ha Tpy6OCTONKY Kak nokasaHo Ha pucyHke 10, n
3aKpenuTe ero XoMmytamu, nayLummMm B KOMIeKTe ¢ ycTpoiicTBom. CobntoganTte MHCTPYKLUN N0 TEXHUKE
6e30MacHOCTU 1 pekoMeH4auum, NpuBefeHHbIe B pasgenax «/IHCTPYKLuY 1o TexHVke 6e30MacHoCTU» 1
«PekomeHzauum no yctaHoBKe».

PucyHok 10 — KpenneHue ycTpoincTea K Tpyb0oCToiike
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PyKoBOACTBO Mo aKcnyartauum WOP-2L

3.6.2 YcTaHOBKa yCTPOWCTBA Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMn/ieHne NpogaeTcs
OTAE/IbHO U HEe BXOAUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTe YeTbipe OTBEPCTUSA A/ BUHTOB Ha KPOHLUTEHE C TaknMU Xe OTBEPCTUSAMU Ha
ycTpoicTee. C NOMOLLbIO OTBEPTKN MPUKPENUTE KPOHLUTENH BUHTAMU K YCTPOMCTBY, Kak NokasaHo Ha
pucyHke 11.

PucyHok 11 — KpenneHue KpoHLWTeiHa K YCTPOACTBY

2. BbiGeprTe MecTo A5t pa3MeLLIeHUst TOUKM A0CTyna B COOTBETCTBUN C PEKOMEHAALUAMMN U3 pa3iesioB
«/IHCTPYKLMN N0 TEXHMKE Ge30nacHoCT» K «PekoMeHaluy no ycTaHoBKe». [PUNoXnuTe oCHoBaHue
KPOHLUTEHA K CTEHE 1 OTMepbTe PacnosfioKeHne OTBEPCTUlA AN BUHTOB (pUcyHOK 12). MpoceepnuTte
OTBEPCTUS 1 3aKPENUTE B HUX BUHTbI, HE 3aTATVBast 0 KOHLA.

PucyHok 12 — Pa3melleHne yCcTpoiicTBa Ha CTeHe
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PykoBoacTBo no akcnnyataunn WOP-2L

3. CoBMeCTWTE OTBEPCTUS KPOHLUTEHA C BUHTAMM Ha CTeHe. MNepeaBrHLTE KPOHLUTEH BBEPX UN BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 13).

PucyHok 13 — ®UKCpOoBaHME YCTPOICTBA Ha CTEHE

3.7 TMoaknoyeHne ycTponcTea

|

PucyHok 14 — MogkntoueHne Ethernet-kabenst k POE-nopty

1. CHUMUTE KpbILLKY, 3aKpbiBatoLLlyto Ethernet-nopT Ha HWXKHEN NaHeNn ycTPoCTBa, BbINOMHNATE

3a3eM/IeHVE YCTPOICTBA Yepes creumasbHyto Knemmy, 3atem nogknounte Ethernet-ka6ens k PoE-nopty
(pucyHok 14).

3akpoiiTe KpbILWKY HUXHE naHenu.

MoaxntoumTe Ethernet-kabenn, naywmin ot WOP-2L, k POE-nopTy nHXekTopa nam nopty KommyTtaTopa
(IEEE 802.3af-2003).

4. Ecnu Bbl Ucnonb3ayeTte POE-MHXEKTOp, NoAK/IouMTe ero K po3etke 220 B ¢ NOMOLLbIO CETEBOIO LLUHYpa.

wN
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PyKoBOACTBO Mo aKcnyartauum WOP-2L

5. MoakntounTe aHTEeHHY K YCTPOICTBY, C/ieflysl UHCTPYKLUMSAM 13 pasaena «/IHCTPYKLYA No repMeTr3aLin
AHTEHHbIX PA3bEMOB»;
a. Mpwu ncnonb3oBaHnm OMni-aHTEHH: NPUCOEANHUTE aHTeHHbl K SMA-pasbeMam ycTpoiicTaa.
b. Mpu ncnonb3oBaHNUsA NaHesbHbIX/CEKTOPHbIX aHTEHH: NPUCOeAMHUTE aHTeHHbl K SMA-pasbeMam
YCTPOIACTBA C NOMOLLbIO Kabe/bHbIX CO60POK. OTPEryMpyinTe nosfioKeHne aHTeHHbl Tak, YTo6bI
abOHEHTCKME YCTPOICTBA NONaAa/IN B 30HY MOKPbLITUSI YCTAHOBMIEHHO aHTEHHbI.

[ © Bo usbexaHue BbIxoa yCTPONCTBA U3 CTPOSi PEKOMEH/YETCSA MCMO/b30BaTh rPO303alLuTy. ]

3.7.1 VIHCTpYKUMSi MO TepMeTu3aLym aHTEHHbIX Pa3beMoB

[ © Trepmetyzaumio HEO6XOAMMO NMPOBOAUTL C 06ENX CTOPOH Kabens. ]

1. Mepep, noaxntoueHMeM Kabens K pasbemy 0CMOTPUTE ONJETKY Kabesns Ha Hasimune NoBPEXAEHNI, a
Takxe NpoBepbLTe HaIMUME YN/IOTHUTENLHOTO KOMbLia B raiike pasbemMa. PacrnonioxeHue AaHHbIX
3N1EMEHTOB NMOKa3aHo Ha pucyHkax 15 (a, 6).

PucyHok 15a PucyHok 156

2. MopkntounTe Kabesb K pasbemy ycTpoicTBa (aHTEHHbI) U 3aTSHUTE raiiky, Kak NokasaHo Ha pucyHkax 16
(a 6).

PucyHok 16a PucyHok 166
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PyKoBOZACTBO No akcnyaTauum WOP-2L

3. OTpexbTe Pe3VHOBYH repMETU3UPYIOLLYIO JIEHTY COOTBETCTBYIOLLEN A/IMHbI: HA FePMETU3aLIMI0 OAHOIO
pasbema SMA (pucyHok 16a) Tpebyetcsa 0,15 M ruaponsonupytoLLeit neHTsl, 418 pasbema N-type
(pycyHok 166) TpebyeTcsi 0,3 M rMapPON30MPYIOLLEN NEHTBI, Kak NokasaHo Ha pucyHkax 17 (a, 6).

PucyHok 176

PucyHok 17a

4. Ypanute ¢ pe3nHOBO NIEHTbI 3alMTHbIV CNOWA, Kak NoKa3aHo Ha pucyHke 18.

PucyHok 18

5. HauHnTe 06MOTKY CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNUB OT OOXUMHON YacTn Ha 10—-15 Mm.
3admkenpyinTe KOHUMK NeHTbI Ha onieTke kabens nog yrniom 15-25 rpalycoB k ocu kabens, u, cnerka
pacTsarmBas /IeHTy, Ha4UHUTe 06MaTbiBaTh kabenb 1 pa3beM, MPoABUrasiCb B CTOPOHY KOpryca yCTpoicTBa.
BuTkM He06x0AMMO yKNaabiBaTh APYr HA Apyra C HAaX/1eCTOM, CKNaAKN Ha BUTKaX He A0NyCKalTCs.
O6MoTKa Kabensi nokasaHa Ha pucyHkax 19 (a, 6).

PucyHok 19a PucyHok 196
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PyKoBOACTBO Mo aKcnyartauum WOP-2L

6. [LOCTUIHYB Kopnyca yCTPOoicTBa (aHTEHHbI) KpaeM NEeHTbI, caenalite 060poT BOKPYT pasbema,
MaKCUMaUTbHO NPWKUMas Kpai NeHTbl K Kopnycy, Aasiee NPoA0/HKNTE HAMOTKY SIEHTbI NO4 APYrMM YI/10Mm,
yaanssicb ot kopnyca. [Npun HamaTbiBaHUM He 3abblBaiiTe pacTAarmBaTb JIEHTY M NIOTHO NPUWXUMaThL ee K
paHee HaMOTaHHbIM BUTKaM. Ha KOHUMKE NIEHTbI PaCTSXXKY HEOOXOANMO YMEHbLUNTL U NAOTHO NPVXKaTb
€ro K BUTKaM, pacnosiokeHHbIM Ha OnseTke Kabens, kak nokasaHo Ha pucyHkax 20 (a, 6).

v

PucyHok 20a PucyHok 206

7. OTpexbTe MBX-NeHTy (M30M1EHTY) COOTBETCTBYIOLLEN ANMHbI: HA TePMETU3ALIMI0 OAHOMo pasbemMa SMA
Tpebyetca 0,28 M n3oneHTbl, 4NA pasbema N-type Tpebyetca 0,6 M n3oneHTbI. MI3oneHTa Tpebyetcs ans
3alMTbl PE3MHOBOW NTEHTLI OT Y/IbTPadMONETOBLIX Ny4yeii. MI3oneHTa nokasaHa Ha pucyHke 21.

PucyHok 21

8. HauHuTe 06MOTKY C onneTkn kabens, npeasaputesnibHo OTCTYNMB OT NePBOro BUTKA PE3UHOBOW JIEHTHI
Ha 5-10 mm. 3adinKCHpyinTe KOHYMK N30MEHTBI Ha ornsieTke kabens nog yrnom 15-25 rpagycos K ocu
kabens, n, cnerka pactarmeas NieHTy, HauHUTe obmarbiBaTb kabesb 1 pa3bem, NPOABUrasiCb B CTOPOHY
Kopnyca ycTpoincTea. BUTkn Heo6xoamMMo yknaapiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagku Ha BUTKax He
ponyckatorca. ObmoTKa kabens nokasaHa Ha pucyHke 22.

PucyHok 22
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PykoBoacTBo no akcnnyataunn WOP-2L

9. [locTUrHyB Kopryca KpaeMm NieHTbl, cenalite 060poT BOKPYT pasbemMa, MakCMMasibHO Npukumast Kpait
M30M1EHTbI K KOPMYCY YCTPOICTBA, Aasiee NPoAo/HKMTEe HAMOTKY NIEHTbI MO, APYTMM YI/IOM, yAANIASICh OT
kopnyca. Mpu HamaTblBaHWM NIOTHO HaKablBaiTe BUTKM NTEHTbI, He JonycKasi CKnagoK. Ha nocneaHnx
BUTKaX M30/1EHTbI PACTSXKY HEOGXOAMMO YMEHbLUNTbL A0 HY/S U YNI0XWUTb NOCNeaHuii BUTOK 6e3
pacTarMBaHus, Kak nokasaHo Ha pucyHkax 23 (a, 6).

PucyHok 23a PucyHok 236

10. MpoBepbTe 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3MHOBOI NTEHTBI.

21



4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

PykoBoacTBo no akcnayatauum WOP-2L

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresiad 1 naposs.

WOP-2L

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAUTE NTOrMH» U NMaposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue ycTaHOBKU: NIOTMH — admin, naposnb — password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPMHIA COCTOSIHUSA YCTPOICTBA.

MOHHTOPHHT

ELTEX

Radio VAP

Wi-Fi KnHeHTBI

WD!

@0

CTaTUCTHKA N0 TPadMKy
CkaHnposaHue aupa
JKypHan coGbITHi
CeTesas HHpOPMALMA

WHthopmaLus o
panuouHTEpheRcax

VHthopmaLna ob yCTporcTse >

WOP-2L
WDS  CeTeBble HACTPOIKK
Uanenne

ANNapaTHan Bepcis

3aBoackoid MAC-
aapec

CepwiiHblii Homep
Bepcua MO

PesepsHan sepcns
no

BepcuA sarpyaumka
CHCTEMHOE BpeMA
Bpema patoTsl
3arpyska LMY

Wcnonbsyeman
namaTs

& OCHOBHTH

BHeLIHWE CepBUChI Cucrema

WOP-2L
W3

E4:5A'D4E2:AT'FO

WP39001592

07.12.2023 05:04:40
9 aH, 19:39.04

-

9%

@ 73 MaiT / 108 MoanT
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PykoBoacTBo no akcnayatauum WOP-2L

5. Tpy HeoBXOANMOCTN MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-2L focTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

clTEX woP-2L

Wi-Fi KnMeHTbI W3penue WOP-2L
Wos AnnapaTHan Bepcua 13
3apoAckoi MAC- E4:5A:D4EZATFO
CTaTMCTHK N0 Tpaduky anpec
CepuitHbIil HoMED WP39001592
CKaHHpOoBaHue 3upa
Bepcua N0

SKypHan coGbITHil
Pe3epsHan BEPCUR

- no
CeTesana uHpopMayusa

Bepcus 3arpysduka
v Hq:opmau‘u; 0 CucTemHoe Bpema  07.12.2023 05:04:40
pannoHHTEpdeiicax
Bpews padotsl 9 M, 19°39:04
HchopmaLna o yeTpoficTee > -~
3arpyaka LY 9%

Mcnonesyeman @ 73 MGaiT / 108 MGaiT
namsTb

& OCHOBHTH

MoHuTopUHr  Radio VAP WDS  CeTeBble HACTPOAKM  BHELUHWE CEpBMCEl  CUCTEMa

4.2 TpumeHeHWe KOH(Urypaumm n oTMeHa 3MeHeHui

1. MNpumeHeHre KoHpurypawumm

" [IpHMEHHTL
Mpu HXATWUN KHOTKM 3arnycKaeTcs NpoLecc CoxpaHeHns KoHdurypauum Bo flash-namstb
YCTPOICTBa 1 NPUMEHEHNEe HOBbIX HAacTpoek. Bce HacTpolikv BCTynatoT B cuny 6e3 nepesarpyskiu

yCTpolicTBa.

B web-nHTepdelice Toukn gocTtyna peanvnsoBaHa BU3yasibHas MHAUKaLMS TEKYLLErO COCTOSIHUSI npoLiecca

npYMeHeHnst HacTpoek (Tabnuua 4).

Tabnuua 4 — BusyanbHasi UHAMKaLMS TEKYLLEro COCTOSIHMS NpoLecca NPMMEHEHN HacTPoekK

BHeLuHwWiA Bup, OnucaHue coCTOSIHUSA

Mocne HaxaTusi Ha KHOMKY «[TPUMEHNUTL» NPOUCXOAUT NPOLLECC NPUMEHEHUS U

3anuncK HacTpoek B NamsTb ycTpoiicTBa. O6 3TOM MHOPMUPYET 3HAYOK il B
Ha3BaHMW BKMAAKN U Ha KHOMKe «MpUMEHNTb».
06 ycneLwHoOM CoOXpaHeHUN N NMPUMEHEHMM HACTPOEK MHCPOPMUMPYET 3HAYOK

B Ha3BaHWW BKIAAKN.

2. OTMeHa n3MeHeHui

© OtmveHa n3MeHeHWi NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «MPUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoicTea. Mocne Haxatusi Ha KHOMKy «MpMMeHVTb» BO3BpaT K NpeablayLimm

HacTpoikam 6yAeT HEBO3MOXEH.

. . ¥ OTMeHa
KHOMKa 0TMeHbI M3MEHEHWIT MEET CefyoLLniA BUA;
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PykoBoacTBo no akcnayatauum WOP-2L

4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

elTeX wop-2L

MOHUTODKHT Radio VAP WDS CeTeBble HACTPORKK BHELHHWE CcepBMChbl Cucrema - (BbiX0M)
Wi-Fi KnueHThl M3nenue WOP-2L
AnnapatHan BEPCHA 1v3

WDS
3apoackod MAC- E4:5A:D4E2:ATFO
CTATHCTHEA N0 TPpadHKy anpec
CepHiiHEIiA HoMep WP39001592
CKaHWpoBaHue acupa
Bepcua MO

JRypHan cobbimiin
PesepBHan BEPCUA

- no
CeTesan MHDOPMALIMA
Bepcua sarpyz4uka
Hudopmaums o . L
pipt LA CHUCTEMHOE Bpems 07.12.2023 05:04:40
pagMonHTEpMeRcax

Bpema padoThl 9 OH, 19:39:04

WHopmauua ob ycTpoicTee » -
3arpyska LMy 9%
Vcnonesyeman \5;9 73 MOaidT / 108 MoanT
NaMAaTh
Z OGHOBHMTL
© 000 "Mpednpuamue "3nmexc"”, 2019 Bepcun (10, {Bepcus WEB:

OKHO No/b30BaTeNbCKOTO UHTEpdielica pasaeneHo Ha NATb 061acTeil:

1. Bknagku MeHio — Ans rpynnupoBKM nogmMeHto no kateropusim: MonutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoiiku, BHewHue cepBuchbl, Cucrema.

2. Bbl6op A3blka MHTEpdeiica 1 kHomnka «(BbIXoa)», NpeAHa3HaYeHHas A1si 3aBepLueHnst ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkn nogMeHto — Ans ynpasfieHus NonemMm HacTpoek.

Mone HacTpoek yCTpoincTBa — 415 NPOCMOTPa AaHHbIX 1 KOHUrypaumn.

NHhopmaumoHHoe none, otobpaxatoLee Bepcuto MO, yCTaHOBNEHHYIO Ha YCTPONCTBE.

o w
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PykoBoacTBo no akcnayatauum WOP-2L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX  WOP-2L

MoHuTopuHr  Radio VAP WDS  CeTesble HacTpoiku  BHEUMMe cepeucel  CicTema - (ebixop)

Wi-Fi KnueHTbI > & OGHOBMTL
WDS B
Ne WmmxocTa IP-agpec  MAC-agpec MHTepepeiic  Link Capacity Link Quality Link Quality Common  RSSI,AEM SNR, AE  TxRate RxRate TXBW, Mru  RXBW, Mru  Bpems paoTul

CTaTUCTHK N0 TPaHKy ~ 1 Xaomi-12T 10248045 7612:31:98:05ba wianl-vad 30 66 7 90 7 VHT NSS2-MCS239 VHT NSS1-MCS219.5 20 20 04:51:05

CKaHHPOBAHUE SPUDa .
Mepenaxo / MPUHATO BCero, GaiT 2 058 102/ 624 031 Mepenaro C OLMOKaMN, nakeTos 0

KypHan coobIThi MepenaHo / NUHATO BCETO, NakeTos 6 565 / 11 243 MoBTOpLI Nepenayk 3a NoCneaHHi nepuon, naketos 1
Ceresas upopmauya Mepenano / npuKATO fambix, Gair 1916 777/ 532 653 (OfLiee $MC0 NOBTOPOB Nlepefadi, nakeros 2 393
lMepenano / NPMHATO OaHHbIX, NAKETOB 6558/2380 CkopocTe Nepeaayu / npuema, KOuT/c 0/0
WicpopuiaLus o
pannouHTepedicax Mopynsuusa Mepepano nakeTos TIpNHATO NakeToE

OFDM& 5 8996 80%

VIHGOPMaLMA 06 YCTPOFCTES
779

NSS1-MCS0 0
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61
NSS1-MCS6 58

Sl=]=lalalslv|2la
o
4

NSS1-MCS7 36
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NS§S2-MCS4 303

NSS2-MCS5 22 0%

233383 %523233383 233

NSs2-MCs9 32 0%

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CUCKE,;

* VIMs1 Xocma — ceTeBOoe MMs YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adpec — MAC-agpec noak/to4eHHOro YyCTpONCTBa;

* MlHmepcpelic — nHTepgoeinc B3anmogenctansg WOP-2L ¢ NoAKNHOYEHHbIM YCTPONCTBOM,;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3EKTUBHOCTb NCMONb30BaHNA TOYKON JOoCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMmKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B ciyyae, Korga naketbl NepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbIA 0TOOPaXKaeT COCTOAHME /IMHKA A0 KIMEHTA, pacCUnTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCL C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpaB/ieH). 3HaYeHVe napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IeHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOe 3HadeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],
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PykoBoacTBo no akcnayatauum WOP-2L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npyeme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHssMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMOo Bce20, Nakemos — KONIMYeCcTBO NnepefaHHbIX/NPUHATbLIX Ha NOAK/IHYEHHOE
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/II0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IHOYEHHOe
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayv Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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4.4.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHUM noak/todeHHbIX no WDS Touek goctyna WOP-2L.

PykoBoacTBo no akcnayatauum WOP-2L

LTEX

MoHuTOpMHT Radio VAP

Wi-FI Kbl
wDs >

CTaTUCTHKA N0 Tpadhuky
CKannpoBaHie sompa
2KypHarn coObITHiA
Cetesan utbopuaLma

Ucpopuaups o
panuouHTEpeicax

Wrdbopuawma 06 ycTpoiicTse

WDS  CeTesbie HacTpoiiku

WOP-2L

BHewume cepencel  CucTema

& OGHOBUTH

Ne Wmsxocta IP-agpec  MAC-aspec MHTepepeiic  Link Capacity

v 1 WOP-2L 10.24.80.90 eB:28:cl.dach:85  wiant 47 (not changed) 95 89

Mepenaxo / NPUHATO Beero, GaiT 36 156 430 / 2 757 240

Mepenaxo / NPUHATO BCero, NakeTos 138 819/ 14 740
Tepeaano / NPUHATO AaHHBIX, GaIT 31 233 429 / 440 047
MNepenaxo / NPUHATO OaHHbIX, NAKETOB 131053 /6 976
Monynauua MepenaHo nakeTos
Dsss2 2

OFDM6 7766

Link Quality ~ Link Quality Common  RSSIL AEM SNR,AE  TxRate

81/ -84

Mepenato ¢ owvbkamn, nakeros 0
MOBTOPLI Nepeayy 3a NocneHKi NEpHO/, NaKeToR 4
©BLee uMCNo NOBTOPOB Nepesayy, Naketos 26 006

CKOpocTe Nepenaqu / npuema, Koutic  3/0

TPMHATO NaKeToR
0

7766

RxRate TXBW, MMy RXBW, MMy Bpems pagorsl

10/10  OFDM48 VHT NSS2MCS239 20 20 10:49:13

0%

53%

0
6
OFDM12 4 0%
OFDM18 216 0
OFDM24 3384 2
OFDM36 54542 39%

OFDM48 56693 41%

o & o o o o

OFDMS4 16201 12%
NSS1-MCS1 0

NSS§1-MCS52

NSS1-MCS3

o o o

NSS1-MCS4 4178 28%

* Ne — HoMep NOAK/THYEHHOIO YCTPOWCTBA B CMUCKE;

* VIMsi xocma — ceTeBOe MMS YCTPOICTBa,

+ IP-adpec — IP-agpec noaKIUYeHHOr0 YCTPOWCTBA;

+ MAC-adpec — MAC-aapec NoAKIHUYEHHOr0 YCTPOICTBA;

* ViIHmepdpelic — nutepdhelic B3ammoaenctena WOP-2L ¢ nogxknto4YeHHbIM YCTPONCTBOM,;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoin
MOAYNALMMN [0 KTMEHTA, U NOHNXKAIOLLMX KO3hmLUmMeHToB. MakcumarnbHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tuna nss,
noaZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnydyae, Koraa naketbl nepegatrcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocniegHune 10 cekyHp,

* Link Quality — napameTp, KOTOPbIi 0TO6PaXaEeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBeHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[IMH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

+ Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOVi NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH MakeT A0 KNMeHTa He 6blN yCneLHo oTnpas/ieH). 3HaueHre napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMSs NOAK/TIOHYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMaeMOro curHana, gbm;

* SNR — oTHOLWeHne curHan/wym, ob;

+ TxRate — kaHa/bHas CKOpPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npmema, Méut/c;

+ TX BW — nonoca nponyckaHusa Ha nepegadye, MI'y;

* RX BW — nonoca nponyckaHus Ha npueme, MI'y;

* Bpemsi pabombl — BpeMs COeUHEHNS.
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PykoBoacTBo no akcnayatauum WOP-2L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

* [NepedaHo/npuHamo scezo, 6alim — KONNYECTBO NepefaHHbIX/NPUHATLIX Ha NOAKIOYEHHOE YCTPOUCTBO
oaiT;

* [NepedaHo/npuHsIMo BCe20, nakemos — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKETOB;

* [NepedaHo/npuHsIMo 0aHHbIX, 6alim — KO/IMYECTBO NepesaHHbIX/NPUHATBLIX Ha MOAKNHYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

* [NepedaHo/npuHsAmMOo O0aHHbIX, Makemos — KO/IMYeCTBO NnepesaHHbIX/NPUHATbLIX Ha NOAKHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

* [MepedaHo ¢ owubkamu, Nakemos — KONIMYeCTBO NakeToB, NepefaHHbIX ¢ ownbkamMu Ha NOAKNHYEHHOE
YCTPOWCTBO;

+ [Mosmopsbl nepedaqu 3a rnoc/edHuli nepuod, nakemos — KONMYeCcTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

+ Obwee Yucsio MoBmMopos rnepedayu, nakemos — KONIMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

+ Ckopocmb nepedayu/npuema, Kbum/c — akTyasnibHas CKOpOCTb Nepegayun Tpadumka B HACTOALLMIA
MOMEHT BPEMEHW.

4.4.3 MopmeHo «CTaTucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpoCcTU nepeaaHHoro/nosy4YeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpadgmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMmaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepeaaHHOro/nosry4eHHoro tpadmka vyepes
nHtepdelicol Radio 2.4 'y, 1 Radio 5 'y, 3a nocnegHue 3 MUHYTbI. padrk aBToMaTN4eCckn 06HOBNAETCS
KaxKable 6 CeKyHA.

I TEX wopr-2L

Mowsropusr  Radio VAP DS Ceresse wacTpoicn  BHewmie cepsuce

448 155500 165512 165524 165636 165548 165500 16:5642 165624 165636 159548 165700 165712 165724 165736 165748 ts
LAN TR kbps:

"

0

165448 165500 165512 165524 165536 165548 165600 165612 165624 165636 165648 165700 165712 165728 165736 165748 ts
Mepenatio v

MpuHATO v
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Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHTepdeinca,
* Bcea2o nakemos — KO/IM4eCTBO YCMeLLIHO OTrNpaB/IeHHbIX NakeToBs;
* Bceao 6alim — Ko/IM4ecTBO YCMNEeLHO OTNpaB/ieHHbIX 6aiT;
* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPV OTMPAaBKE;
* OWUbKU — KONIMYECTBO OLLMOOK.

MepenaHo v

WHTepdpeiic Bcero naketos Bcero bait OT1bpoLweHo nakeTos Owubkn
LAN 536802 76273371 0 0
WLANO 166440 75459723 342218 140
WLAN1 1526773 1919981084 360214 390
sitD 9590 7833340 0 0
wian0-va0 0 0 0 0
wian0-val 9533 7506858 1] 57
wian0-va2 9580 7871700 0 0
wian0-va2 526878 38498935 0 136
wian0-wds0 162326 74288324 51546 123
wian0-wds1 3542 1013363 147387 15
wilan0-wds2 572 158038 142992 2

OnucaHue Tabnuupl «[TPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/IM4eCcTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMNEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KOIMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKuU — KOJIMYECTBO OLLMOOK.

MpuHaTo v
WHTepherc Bcero nakeros Bcero Gait OT6poLUeHO NaKkeToB Ownbku
LAN 1511794 2008292333 M 0
WLANO 28126 4047853 0 0
WLAN1 503232 61512505 1 0
sit0 15792 997504 0 0
wian0-va0 0 0 0 0
wlan0-val 15863 1085710 0 0
wlan0-va2 15863 1002258 0 0
wlan0-va3 1494826 1928533222 0 0
wlan0-wds0 25767 3471328 0 0
wian0-wds1 1825 477328 0 0
wilan0-wds2 534 99197 0 0
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4.4.4 TopmeHto «CkaHMpoBaHue atphrpar

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

f'lb
clTEX  woP-2L
MOHUTOPHHT Radio VAP WDS CeTeBble HaCTPOHKM BHELUHUE CepPBHCEI Cuctema - (BbiX0M)
Wi-Fi KnHeHTBI rocnegHee ckaHupoeanne Owino 09.08.2023 07:31:24
WDS
241y 51Ty
CTartncTuka no Tpadnky Pesnm Kaman |
OuanaszoH 55D GE30NacHOCTH MAC-agpec LWupuHa RSSI, aBbm
CraHupoeaHue 3pupa >
241y Open E8:28:C1:FC:Dg.04 1120 -T2
KypHan coObimi
24rTy Open 6813 E2:20:A2:AT 11/20 -T2
Ceresan MHpopMaLMA
24r1Ty Open 6813 E21B:6B:41 1720 -T2
MHpOpMaLKA 0
N ¢ p‘ Ll‘ 24r1Ty WRAZ_1X EO0:D9E3:70:94:14 620 -79
paguouHTepdeicax
241y WRAZ_1X EOQ:D9E3:70:94:13 6120 -79
HMHhopmaywa of ycTpoicTee
2471y WPA_1X/WPAZ_1X EO0:D9E3:70:94:12 6/20 -80
2401Ty Open EO0:D9E3:70:94:11 6120 -80
241y WPAZ_1X E0:D9:E3:70:94:10 6/20 -60
241y Open CC9D:AZ:CT-DF:DO 1720 -84
24rITy WRAZ_1X E8:28:C1:DAET 22 1720 -54
24rITy Open E0:D9:E3:4F:2D:50 11/20 -54
241y Open E0:D9E3:70:94:15 6120 -84
24TITy WEA_1X/WPAZ_1X 6813 E2:02:4D:61 1720 -56

[na 3anycka npouecca ckaHMpoBaHUA adompa HaXXMUTe Ha KHonky «CkaHnpoBaTb». [ocrie 3aBepLlueHns
npouecca Ha CTpaHuue NosiBUTCA CNMCOK OOHAPYXXeHHbIX B paanoadiupe Touek goctyna n nHpopmaumns o HuX:

* [locnedHee ckaHuposaHue 6b1/10... — fara U BPeMs Noc/eHero CKaHMpoBaHus;

+ fuana3oH — yka3biBaeTcs AmanasoH 2.4 'y nnu 5 T, B KOTOpoM 6bls1a 06HapyXeHa Touka A0CTyna;
+ SSID — SSID 06HapyXeHHOI TOUKM JOCTYNa,;

* Pexxum 6e3ornacHocmu — pexmnm 6e30nacHOCT! 06HapyXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTyna;

* KaHasn/lLlupuHa — paguoKaHasl, Ha KOTOPOM paboTaeT 06Hapy)KeHHasa Touka A0CTyna;

* RSSI/ — ypoOBeHb, C KOTOPbIM YCTPONCTBO NPUHMMAET CUrHa1 06HapYy)XXEHHOM TOYKM AoCTyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWA 3dhmpa paaronHTepdeiic yCcTpoicTea 6yAeT OTK/IHOUEH, UTO
npvBeAET K HEBO3MOXHOCTM nepegayn aaHHbix Ao Wi-Fi KMeHToB BO Bpems CKaHWpPOBaHWS.
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4.4.5 TogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

.
=LTEX  wop-2L
MoHWTOpMHr ~ Radio VAP WDS CeTeBble HaCTPOKM BHeLUHWe CepBuChI Cucrema -~ (BbiX0)
Wi-Fi KnieHTbI @ O4ucTUTL
WDS
Oatan
GraTvcTka o Tpachuky Bpema Tin Mpouecc CoobuieHne
Nov 24 daemon.info monitord[1184]  event: 'disassociated by STA" mac: F2:EF:DF:AE:07:47 ssid: "WOP-2L_5GHzZ' interface: wian1-va0 channel: 165 rssi-1: -75 rssi-2: -70 location:
CrarvpoBariie acpvpa 12:53:10 'AP_for_documentation.root' reason: 3 description: 'Deauth at STA leave BSS'
YKypHan coCkITui > Nov 24 daemon.info monitord[1184]  event: 'authenticated’ mac: F2:EF:DF:AE:07:47 ssid: 'WOP-2L_5GHZ' interface: wlan1-va0 channel: 165 rssi-1: -70 rssi-2: -72 location
12:49:33 "AP_for_documentation.root' reason: 0 description: 'Successful'
CerteBas uHgopmaums
Jan1 daemon.info  networkd[1092] DHCP-client: Interface br0 obtained lease on 10.24.80.92.
UHcbopmauus o 03:00:43
paavonHTepdencax
Jan1 daemon.info networkd[1092] Networkd started
Wrchopmaums 06 ycTpoiictee 03:00:28
Jan1 daemon.info  syslogd[1389]  started: BusyBox v1.21.1
03:00:26
Jan1 daemon.info  init starting pid 1100, tty ": '-/binflogin -t'
00:00:06
Jan1 daemon.info  configd[1039]  The AP startup configuration was loaded successfully.
00:00:05
Jan1 daemon.info  syslogd[1008]  started: BusyBox v1.21.1
00:00:01

+ [lama u spemsi — pata n Bpems, korga cobbiTve 6b110 CreHepMpPOBaHo;
* Tun — KaTeropus 1 ypoBeHb BaXHOCTU COObITUS,

* [poyecc — M npouecca, CreHepMpoBaBLLEro COOBLLEHME;

+ CoobujeHue — onucaHne coobITus.

Tabnuua 5 — OnucaHve Kateropuii BaXXKHOCTU COObITUIA

YpoBeHb Tun BAXXHOCTUN COOGLLEHUNIA OnucaHue

0 UpesBblyaiiHble (emergency) B cucteme npousoLlnia kKputndeckasi oméka,
cucteMa MOXeT paboTaTth HEMPaBU/IbHO

1 CurHans! Tpesoru (alert) Heo6xoayumMo Hemef/leHHoe BMELLIATeNbCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npousoLuna Kputuyeckas oLinmbka

3 Oww6ouHble (error) B cucteme npousoLuna owwmnbka

4 MpeaynpexaeHns (warning) MpenynpexaeHne, HeaBapuiiHoe cooblieHne

5 YBepomeHus (notice) YBEAOM/IEHNE CUCTEMbI, HEABaPUIHOE COOBLLEHNE

6 MHdpopmaumoHHble (informational) NHdopMaLmoHHbIe COOBLLEHNSA CUCTEMBI

7 OtnapgouHsle (debug) OTnagouHble coobLIEHUs NPeaoCTaBIA0T

nosib3oBatesto NHopMaLmio Ansi KOPPEKTHOA
HaCTPOWKN CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHWNI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu HeOBXOANMOCTU BCE CTapble COOBLLEHUS 3 XypHAIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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PykoBoacTBo no akcnayatauum WOP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

(TEX

MoHUTOPMHI Radio VAP WDs CerTeBble HaCTPOMKK

WOP-2L

Wi-Fi knuenTsl CraTyc WAN
WwDs
CratucTuka no Tpadmky
CkaHupoBaHue athupa
MKypHan coBeImuit
CeTesas UHchopMaLs > Ethernet

Wndopmaumsa o
paauonHTepelicax

Wcpopmanys o6 ycTpoiicTse

ARP v

MapupyTs! v

0 br0

1 br0

BHeWHNe cepBuchl Cucrema

WHtepdeiic
MpoTokon
IP-anpec
MpuksTo

Mepenato

Cocrostue nopra
CropocTs

Oynnexc

IP-agpec
1024801

10.24.80.40

Ne UnTepdpeiic

br0

DHCP

10.24.80 92

1.8 MBaiiT (1924 124 Baiit)

5.0 MbaiiT (5208 312 Gaiit)

MAC-agpec
EO-DEIESET40

2C:FD-A1:5C:EE-8E

Haswavenne Wnros Macka
0000 10.24.80.1 0.0.00

10.24.80.0 00.00 2552552550

‘©naru

uG

(Bbixon)

Craryc WAN

* MlHmepdpelic — nms bridge-nHtepdelica;

* [IpOMOKO/1 — NPOTOKOA, UCNOMb3yeMbli Ans goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELUHEN CETY;

* [IpuHsIMO — KONN4ecTBO NPUHATLIX HA WAN 6aiT,

*+ [MepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aliT.

Ethernet

+ CocmosiHue rnopma — coctosiHue Ethernet-nopra;
+ CKkopocmb — CKOPOCTb NMoAxIodYeHns no nopty Ethernet;
* [ynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi gynnexc;
* Half — nonygynnekc.

ARP

B ARP-Tabnuvue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-afpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoicTsa.

MapuipyTbl

* MlHmepdpetic — nms bridge-nHtepdeiica;
* HasHaueHue — |IP-agpec xocTa uan NoACETU Ha3HaAYeHWS, 40 KOTOPbIX YCTAHOB/IEH MapLUPYT,;

* LLmo3 — IP-agpec Wwo3a, Yepes KOTOPbI OCYLLIECTB/IAIETCA BbIXOA Ha afpecara;

* Macka — macka nogcetu;
+ ®s1a2u — onpepeneHHble XxapakTepUCTUKA JaHHOTO MapLupyTa.
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CyLLEeCTBYIOT ClieAytolLMe 3HaueHns go1aros:

U — ykasbIBa€eT, YTO MapLLPYT CO34aH N SABNSETCA NPOXOAMMbIM;

H — ykasblBaeT Ha MapLipyT K onpeaesieHHOM y3ny;

G — yKasblBaeT, YTO MapLUpyT NposieraeT yepes BHELWHW Wwto3. CeTeBoin NHTepdeic CUCTeMbI
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl IpoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KOOME MapLUpyTOB B CETU C
NpsIMbIM NOAK/TIOYEHNEM,

R — yKka3bIBaeT, YTO MapLLUpYT, CKOpee BCero, 6bi1 co3haH ANHaMUYECKUM NPOTOKO/IOM
MapLupyTM3aumm, paboTalolymM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, YTO MapLUpYT OblN 406aBEH B pe3ynbraTe NosyvyeHns coobLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuly MapLupyTm3annn, YTobbl UCKHOYNTD
nepeHanpasneHne Ansa nocneayowmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary;

M — yka3bIBa€eT, YTO MapLLpYT NoABEPrcs N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThl
AVHaMMYEeCKOro NpoTOKO/Aa MapLupyTnsaumm Ha NoKasibHOM cuctemMe 1 NpMMEHEeHUs napameTpa
mod;

A — yKa3bIBa€eT Ha 6yhepn3oBaHHbIi MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnumue ARP;
C — yKa3sbIBa€eT, YTO UCTOYHMKOM MapLupyTa siBnsieTca 6ydep mapipytmsaummn 84pa,;

L — yka3bIBa€eT, YTO MYHKTOM Ha3Ha4YeHMs MapLupyTa SB/SETCS O4UH 13 aApecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — yKka3bIBa€eT, YTO KOHEYHbIM MYHKTOM MapLupyTa ABASIETCA LUMPOKOBeLLaTeNbHbI agpec. Takme
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe MmapLupyTm3auuu;

| — ykasbIBa€eT, YTO MapLUpPYT cBsA3aH C konbLeBbIM (loopback) nHTepcheiicom ¢ Lesbio UHOM,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — yka3bIBa€eT, YTO genTarpaMmbl, HanpaBAsieMble N0 3TOMY agpecy, 6yayT oTBepraTbes
CUCTEMOM.
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4.4.7 TMopmeHto «MHdopmaums o paguonHtepgericax»

B nogmeHio «MHg)opMaums o paguonHTepdieiicax» 0ToGpaxXeHo TeKylllee COCTOAHNE PaayonHTe
WOP-2L.

PafanonHTepdeicbl TOUKM A0CTyNna MOryT HAXOAUTLCS B [iBYX COCTOSIHUAX: «BK/IHOUEHO» U «BbIK/IHOY
CTaTyc Kaxaoro 13 pagmonHTepdencoB oTpaxaeTcs B O4HOMMEHHOM NapamMeTpe «CTaTyc».

phelicos

€HO».

Craryc Radio 3aBucuT OT TOro, €CTb /1N HA AaHHOM pajuoviHTepdeice BKIIOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP) nnn WDS. B cnyyae, ecnu Ha pagnonHTepgielice nveetcs XoTs 6bl ogHa aktuBHast VAP, Radio

OyAeT HaxoanTbCs B cTatyce «BKNHOYEHO», MHave — «BbIKHYeHOo».

ILTEX  woP-2L

MOHWUTOPMHI Radio VAP WDS CeTeBble HAaCcTPONKN BHelLHWe cepBuChI Cuctema

Wi-Fi KIMeHTbl Radio 2.4 Ty

WDS Cratyc BkntoyeHo

CrarucTika no Tpacuky MAC-anpec E4:5A:D4:E2:AT:FO

Pexum IEEE 802.11b/g/n
CkaHupoBaHue adurpa
KaHnan 11 (2462 MI'w)

HKypHan cobbitnin
P LLnpuHa kakana, My 20

CeTeBasn MHopMaLus Radio 51Ty

WHcpopmans o Cratyc BrioueHo
papuonHTepdericax >
MAC-agpec E4:5A:D4:E2:AT:F5

" 5 i
HbopmaL ob yerporicTae Pexwi  IEEE 802.11a/nfac
Kanan 165 (5825 MI'u)

LLnpuHa kakana, My 20

-~ (Bbixon)

B 3aBucmMmocTu oT ctaryca Radio 4na MOHUTOpPUHIra A4OCTynHa cneayowas nHpopmayms:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepgelica,
* Pexxum — pexvm paboTbl pagmnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnovHTepgelica,;

* Pexxum — pexum paboTbl paguoviHTepdpeiica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecnpoBOAHOI0 KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa kaHaz1a — LWMpPUHA NOI0Chl YacTOT KaHasia, Ha KOTopoM paboTaeT pagnonHTepgelic.
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4.4.8 TMogmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE Xapaktepuctukn WOP-2L.

eLTeX wop-2L

MOHUTOPHHT Radio

=
8]

WDS CeTeBble HACTPOMKM BHELIHWE CEPBUCHI Cuctema (TR (BbIXOM)

WiFi KnMeHTL Wagenve  WOP-2L

AnnaparHaa 3

WDS

BEPCHA
CTATHCTHKA N0 TPadHKY 3asoackol MAC- E4:5A D4 EZATFO
anpec
CKaHUpOoBaHHe 3upa CepHiiHbIli Homep  WP39001592
Bepecus MO

MypHan coBbITHit
Pe3epBHan Bepcua
CeTesan MHPOPMALMA no

Bepcua 3arpy3ynka
WMHDOpMALMA ©

pagnonHTepencax CHCTEMHOE BpEMA 07.12.2023 06:45:47

Bpema paGoTsl 9 aH, 21:20:10

WHchopmauua of yCTpoiicTee »

3arpyska LMy 30
Mcnoneayemas \59 74 MGBainT / 108 MoaiT
NamATL
= OOHOBHTb

* MI130esiue — HauMeHoBaHne MoAEeNN YCTPOCTBA;

« Annapammdasi Bepcusi — BEpCusi annapaTHoOro obecneyeHnst yCTpoicTBa,;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeica ycTpoincTBa, yCTaHOB/EHHbI 3aBOA0OM-
n3roToBUTENEM,

+ CepuliHbili HOMEP — CEPUIHbI HOMEP YCTPONCTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcust NporpaMmmMHOro o6ecneyeHnst yCTpoicTBa,

* PesepsHas sepcus O — npenblaywian yctaHoseHHada sepcus MNo;

* Bepcusi 3a2py3yuka — Bepcus NporpaMMHOro o6ecnevyeHns 3arpy3ymka ycTponcTea;

« CucmeMHoe BpeMsi — TeKyLMe BPeEMS 1 AaTa, yCTaHOB/EHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMs pab0oTbl C MOMEHTa NOCAEAHEr0 BKIKYEHUS AW nepesarpy3kn yCTPOCTBa;

+ 3aepyska LIy — cpegHuii NpOLEHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHz;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsTh YCTPOCTBA.
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4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

4.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

“LTEX  woP-2L

MoHruTopUHr Radio VAP WDS CeTeBble HACTPOUKU BHeluHuWe cepBuchl Cucrema ru - (BbIXOA)

Radio 2.4 'y > Obuwue

Radio 5 'y Peskum |IEEE 802.11b/g/n v
[ ononHuTesnsHo ABTOMAaTHYeCKUA BbIGOP KaHana

OFPHHI/I"IVITI) CMNUCOK KaHanoe

LLnpuHa kaHana, My 20 v

MowHocTe curHana, gbm 16 v

[ononHUTeNbHO v

* Pexxum — pexum paboTbl nHTepelica coracHo cneaywmm ctaHgapTam:
+ |IEEE 802.11n;
+ IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

+ Asmomamuuyeckull 8bI60p KaHasa — Npu yCTaHOBIEHHOM donare Touka byaet aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXeHHblli paanokaHan ans pabotel Wi-Fi nntepderica. Mpu cHsatom conare
OTKpbIBaAETCH AOCTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegaymn faHHblx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna OyaeT UCMosib30BaThb
OrpaHMyeHHbIN Nosib3oBaTesieM CrMCcoK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTaHOB/IEH WX B CIIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;

+ WupuHa kaHana, MMy — wmprHa nNonockl 4acToT KaHasna, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHmumaet 3HaveHnsa 20 n 40 MIru;

+ OcCHOBHOU KaHa/1 — napamMeTp MOXET ObITb U3MEHEH TONbKO MPX NPONYCKHOM CNOCOGHOCTM CTaTUYECKN
3a/laHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cunmTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHnyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MUy, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa1 UCNOJb3YeTCH KIIMeHTaMu, KOTOpble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBu4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 MMy, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHa/10M ByaeT HKHWUI KaHan 20 MMy B nonoce 40 M,

+ MowHocmsb cugHasia, 0bm — perynuposka MowHOCTU curHana nepegatunka Wi-Fi B gbm. MNpuHnmaet

3HayeHue ot 11 4o 16 gbm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio «Lower»;
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKA, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

L OoNOnMHUTENBHO v

OBSS Coexistence

KananbHan CKopocTb nepeaaqu Auto v
KOpPOTKMIA 3aLUMTHBIA MHTEepBan
sSTBC [

Mepuop oTnpasku cnyxebHbIx 100
Co0BLUEHWA, MC

Mopor (parMeHTaLumu 2346
Mopor RTS 2347

Arperauua

4]

<]

KopoTkan npeamdyna

LleAnep Broadcast/Multicast, nax/'c
Wi-Fi Multimedia (WMIM)
Pexmm padotel DHCP Snooping ignore v

Brnounte QoS O

+ OBSS Coexistence — pexnm aBTOMaTnN4YeCkoro yMmeHbLIEeHWs WWPWHbI KaHasa npu 3arpy>XeHHom
pagnoadupe. MNMpu ycTaHOB/IEHHOM dhlare pexxnm BK/IHOYEH;

* KaHa/ibHasi cKopocmb repedaqu — (PMKCMpoBaHHasA CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpepensiemas crneundmkaumsammn ctaHgaptos IEEE 802.11;

* Kopomkul 3auwjumHbil uHmepsas — nognepxka yKopoyeHHoro 3almuTHoOro nHtepsasia. Touka goctyna
nepeaaeT AaHHble, UCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoALepX1BaK0T KOPOTKUIA 3aLLMTHbIA MHTepBaJl.

+ STBC — meTof NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOI0 KOAVMPOBAaHUS, HanpaB/ieHHbI Ha MOBbILEHNEe
HaAeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIGpaHHbI pexum padoThbl
pagnovHTepdelica BknoyvaeT B cebs 802.11n. Mpu ycTaHOB/IEHHOM dh/iare yCTPOMCTBO nepefaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;

*+ [Mepuod omnpasKu C/yXebHbIX coobweHul, MC — nepunoga nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyanuo — 100 mc;

* [Mopoz chpazmeHmayuu — nopor oparmeHTaumm dperima, B 6aritax. NMpuHUmMaeT 3HaveHns 256—-2346,
no ymosnyaHuo — 2346,

* lMopoez RTS — ykasbIBaeT UnNC/0 GaiiT, Yepes KOTopoe nocbliaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. NpuHumaeT 3HavyeHns 0-2347, no ymonyanuio — 2347;

+ Agpezayusi — BknoveHune nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCNoNb30BaHNe KOPOTKOIN npeambysibl NakeTa,

* Lllelinep Broadcast/Multicast, nak/c — npn ycTaHOBNEHHOM dhiare BbINOIHAETCSA OrpaHnYyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — BbI6op nonntukn obpabotkn DHCP onunu 82. locTynHble 3HaYeHus
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3HaYeHne No YMOTYaHWIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpoka 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoxeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa CTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksmoyumb QoS — npuv ycTaHOBNEHHOM dhiare AOoCTynHa HacTpoiika oyHKUMIA o6ecneveHns kayectsa

o6cnyxusaHua (Quality of Service).

[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMNHbI Cneayrowme yHKUNK:
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AP EDCA Parameters
Ouepenb AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 .

Data 0 (Fonoc) 1 3 v 7 v 47

Station EDCA Parameters
Ouepede AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7 -

Data 0 (Fonoc) 2

« AP EDCA parameters — Tabnmua HacTpoek napamMeTpoB TOUKM AocTyna (Tpaduk nepefaeTcsi OT TOUKM
A0CTyna K KNMEHTY):

* Ouepedb — nNpefonpefeneHHble ovepean Ansa pasIMYHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHANA OYepPeb, BbICOKas NPOMNYyCkHasi CNOCOBHOCTb
(npuoputetbl 802.1p: cs1, cs2;

+ Data 2 (Best Effort) — cpefHenpuoputeTHasi odepesb, CPELHSIA NPonyckHast CNOCOBHOCTL U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONpUOPUTETHAS ouepeb, MUHUMa/TbHbIE 3a[ePXKN. B AaHHOI
ouyepenn aBTomMatnyecky obpabarbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA OYeEPELb, MHUMAaSIbHbIE 3a4ePXKU. B aaHHO
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolP n notokoBoe Bnaeo (nproputetbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensietT BpeMsi oxmaaHus kagpos (ppelimoB)
OaHHbIX, U3MepPAETCs B c/1oTax, NpuHMMaeT 3HadeHns 1-255;

* cwMin — Hava/lbHOe 3Ha4YeHne BpeMEHN OXnAaHUs nepes NOBTOPHOM OTNPaBKOI Kaapa, 3ajaeTcs
B MUNCeKyHAax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npeBbIwartb 3HadyeHne cwMax;

* cwMax — MakcumMasibHOe 3HaYeHne BpEMEHN OXnaaHusa nepes NoBTOPHONM OTNPaBKOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYEHU cwMin;

* TXOP Limit — napameTp UCMosib3yeTcs TO/bKO ANS AaHHbIX, NepefaBaeMbiX OT CTaHUUN KnMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayun — UHTEpPBas1 BpEMEHN B MUIIMCEKYHAAX, Koraa
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnucekyHa,

« Station EDCA parameters — Tabnuia HacTPoek napameTpoB CTaHUUK KnneHTa (Tpadumk nepeaaertcs oT
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHue noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYKO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnayatauum WOP-2L

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca

YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoHWTOpUHr Radio VAP WDS CeTeBble HacTpPOIKn BHellHWe cepBuChI Cwucrema ru v (BbIXOA)
Radio 2.4 Ty, Oﬁu_w]e
Radio 5 'y » Pexum IEEE 802.11a/n/ac v
DononHutensHo AsTomaTuyeckmii BeIGop kaHana
OrpaHnymnTL CNIYCOK KaHarnos
LLnpuHa kaHana, My 20 v
MolwuHocTs curHana, obm 19 v
[ononHnTensHo v

Pexxum — pexum paboTbl MHTepdeica cornacHo cneayowmm ctaHgapTam:

+ |[EEE 802.113;

+ |IEEE 802.11a/n;

+ |EEE 802.11a/n/ac.
Asmomamuyeckuli 8bI160p KaHa/1a — NpPU YCTaHOB/IEHHOM dhare Touka byaeT aBTomMmaTuyecku
BblGMpaTbh HaVMeHee 3arpy>KeHHblil pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHAaTom thnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana.
KaHasn — BbIGOp KaHana nepegayn AaHHbIX.
Oe2paHu4ums CrUCOK KaHa/108 — MpWn YyCTaHOB/IEHHOM dofiare Touka focTtyna 6yzeT Ucnosb30Barb
OrpaHnYeHHbI Nosib3oBaresieM CNUCoK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYnTbL CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO Touka focTtyna byaeTt Bblomparb pabounii KaHasl U3 BCeX OOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165.
LupuHa kaHana, MMy — wypuHa Nosockl YacToT KaHasa, Ha KOTOPOM paboTaeT Touka [oCTyna,
npuHumaet 3HaveHus 20, 40 n 80 MIu.
OCHoBHoUI kKaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TOMbKO MPU MPOMYCKHOW CMNOCOBHOCTM CTaTUYecKu
3aZlaHHoro kaHana pasHol 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTOpble rpaHnyaT B 4acTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHasl UCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAKOT TObKO
nonocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;

* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTM curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HayeHue ot 11 go 19 agbm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»;
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKA, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LononsuTensHo ~

OBSS Coexistence
KaHaneHan CKopoCTL nepegaqm Auto v
Mogaepxka DFS BEnioueHo v
KOpoTKMI 3aLMTHLI MHTepBan
STBC O

MNepHon oTNPasKK CRyHEDHBIX 100
CoOOLWEHUA, MC

Mopor thparmeHTayumn 2346
Mopor RTS 2347
Arperayus
KopoTkan npeamdyna
Leiinep Breadcast/Multicast, nak'c O
Wi-Fi Multimedia (WMIM)
Pexmm padoTel CHCP Snooping ignore v

BrnounTs QoS O

* OBSS Coexistence — pexvM aBTOMaTMYeCKOro YMeHbLUEHNS LUMPUHBI KaHauta Nnpu 3arpyXeHHoM
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BK/THOUEH,;

+ KaHa/ibHasi CKopocmb riepedaqu — (PMKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHON Nepeaayn AaHHbIX,
onpenensiemas crneundukaunammn ctaHgaptos IEEE 802.11;

* [Moddeprxka DFS — MmexaHn3M UHaMMYeckoro Bblbopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNosIb30BaHNA KaHa10B, COBNaatoLwmX ¢ KaHanamu, Ha KOTOPbIX
paboTatoT pagnonokKaunoHHble cuctemsl B 5 L, AnanasoHe:

* BbIK/1l04EHO — MeXaHU3M BbIKNoYeH. DFS-kaHanbl He OCTYNHbI 419 BbIOOPa,
* BK/Il04EHO — MEXaHW3M BKJIH0YEH,;
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* [MpuHyoumesibHO — MexaHu3M BblkoyeH. DFS-kaHasbl 4OCTYMHBI 4N1A BbIGOpa.
Kopomkul 3awyumHbIli uHmMepsasi — NOAAEPXKKA YKOPOYEHHOr0 3aLlMTHOrO MHTepBasia. Touka gocrtyna
nepeAaeT AaHHbIe, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBaIOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAHWS, HanNpaB/ieHHbIM Ha NOBbILLEHWE
HaeXHOCTW nepegayn AaHHblX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbIXx coobweHul, MC — Nnepnog, Nnocblkn Beacon-gppelimoB. dpelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor parmeHTauun ppeiima, B 6aintax. NpuHUMaeT 3HadeHns 256—2346,
Mo ymosnyaHuio — 2346,
lMopoe RTS — yka3bIBaeT YMC/O0 BaiiT, Yepe3 KOTOpOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. NpuHumaeT 3HavyeHns 0-2347, no ymonyanuio — 2347;
Aepezayust — BknoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnonb3oBaHue KOPOTKO npeamOby/ibl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBMEHHOM (hriare BbINOHAETCS OrpaHnyeHne
nepegayv LMpoKoBELWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOMO Tpadhmka MOXHO yKa3aTb B NOSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonuTtunkmu o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HaYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOYaHuio;
* remove — ToYKa [0CTyna yganset 3HayeHve onuuu 82;
* replace — Touka JocTyna NOACTaBNAET UK 3aMeHseT 3HadeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku ocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHre napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenuteneii oktetoB MAC-agpeca, KOTopblil nepefaercs
B CID n RID:
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* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npu ycTaHOBNEHHOM dhiare AOCTynHa HacTpoiika yHKUMIA o6ecnevyeHns kayectsa
o6cnyxunsanua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepens AIFS cwMin ewMax TXOP Limit

Data 3 (@oH) .

Data 2 (Best Effort)

Data 1 (Buneo) 1 7

Data 0 (Fonoc) | 3 . B

Station EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (OoH) 7 15 v 1023 v 0

Data 2 (Best Effort) a 15w 1003 v 0
Data 1 (Bugeo) 5 B

15 v 94

Data 0 (Fonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napamMeTpoB TOUKM AocTyna (Tpadmk nepeaaercs OT TOUKM
A0CTYNa K KNMEeHTYy):

+ Ouepedb — npeponpefeneHHble ovepean AN pasIMYyHoro poga Tpaduka:

+ Data 3 (®P0oH) — HU3KOMPUOPUTETHASA OUYepe/lb, BbICOKAs NPONyCckHasi COCOBHOCTb
(npnoputeTbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpegHenpuoputeTHasi ouepeapb, CPeHsIs NPonyckHasi CNOCO6HOCTL U
3aZepxka. B faHHyto ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX |P-gaHHbIX
(npuoputeTbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepPXKn. B AaHHO
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAS oUYepe/lb, MHUMasIbHbIe 3aAepXKu. B aaHHoO
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet BpeMsi oxuaaHuns kaapos (ppeiimoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cwWMin — HavaslbHOe 3HaYeHne BpeMeHn oXnaaHus nepes noBTOPHOM OTNpaBKoW kaapa, 3ajaeTca
B MUJIUCEKYHAAX, MPUHUMaET 3HadveHns 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadyeHne cwMin
He MOXET npesblwaTb 3HaYyeHne cwMax;

* cwMax — makcumMasibHOe 3HaYeHne BpeMeHN OXnaaHua nepes noBTOPHOW OTNpaBKon Kazapa,
3a4aeTcs B MUIINCEKYHAAx, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp NCMNoMb3yeTcA TONbKO A1 faHHbIX, epefaBaeMblX OT CTaHUUM K/IMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — UHTepBasl BpeEMEHN B MUIIMCEKYHAAX, Koraa
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HaveHne 65535 MunnncekyHa.

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KnneHTa (Tpaduk nepeaaeTtcsi ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.5.3 lMoameHto «[oNo/THUTENBHOY»

B nogmeH10 «L,oNOMHUTENbHO» OCYLLECTB/AETCA HACTPOIKa AONOHUTE/bHBIX NapamMeTpoB
paavonHTepencos ycTpocTea.

= TeX WOP-2L

IMOHHMTOPHHT Radio VAP WwDS CeTeBble HAaCTPOHKH BHELIHWE CEpBMCHI CHcTema n - (BbIXoO,

Radio 2.4 Ty LOononH1TensHo

Radio 5Ty CtpaHa Poccua v [ Pastinormpoeats

MmodankHan W3onAuua O

[ononHWTENEHO >

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT Touka goctyna. [nsa Bbloopa CTpaHbl HYXXHO
BbICTaBUTb (hriar «PasbnoknpoBaTby». B 3aBUCMMOCTU OT yKa3aHHOIO 3Ha4YeHus 6yayT NpYMEHEHbI
OrpaHNYeHns K No10Ce YacToT M MOLLHOCTU NepeaaTymnka, KoTopble AeCTBYIOT B faHHO cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BAUSIET HA
aBTOMaTUYeCKUin BbIGoOp KaHana B pexnme Channel = Auto. Ecnv knmeHTckoe o6opyaoBaHue

NIMLEH3NPOBAHO AJ151 UICNOMb30BaHUS B 4PYrOM PernoHe, BO3MOXHO, YCTAaHOBUTL CBA3b C TOYKOM AocTyna

B TaKOM C/lyyae He yaacTcs.

© Hactpoiika nokasibHbIX (perMoHasibHbIX) orpaHUUeHNii, BKIouas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHanax 1 BbIXOAHOW MOLLHOCTW, SIB/IAETCSI OTBETCTBEHHOCTLH) MHCTa/IIATOPOB.

° Bbl60p HEMNnpaBW/1IbHOIO pernoHa MOXeET NMPUBECTN K npo6nemaM COBMECTUMOCTHU C pasHbIMU
KNMNEHTCKNMMN yCTpOVICTBaMI/I.

* [7106a/1bHas u30/1514usi — NP YCTaHOBMEHHOM dh/iare BK/IOYaeTCs U30M1Auna Tpadmka mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnovHTepdelicos.

[ns BCTyNneHns B culy HOBOW KOHUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMY0 NamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».



4.6 MeHo «VAP»

PykoBoacTBo no akcnayatauum WOP-2L

B pasgene «VAP» BbINO/HSAETCA HACTPOiiKa BUPTYasibHbIX Todek goctyna Wi-Fi (VAP).

4.6.1 TNopgmeHto «CymMmmMapHO»

B nogmeHto «CymmapHO» oTob6paxatoTcs HacTpoliku Bcex VAP Ha pagnounHTepdeiicax Radio 2.4 'y 1 Radio
5Ty. MOXHO NOCMOTPETb HACTPOIKM KaxKaoW BUPTyaibHOW Toukn B pasgenax VAPO-VAP6.

LTEX

MoHuTopMHr Radio VAP WDS

WOP-2L

CymMMapHo > 241y 51Ty

24T1Ty
51Ty VAP  BkmoueHo

VAPO

VAP1

VAP2

VAP3

VAP4

VAP5

VAP6

CeepHyTb

CeTeBbie HacTporkn

Pexum

BesonacHOCTU

BbiknioveHo

BuIKnio4eHo

BbiknioveHo

BbIKnio4eHo

BuIKnio4eHo

BbiknioveHo

BbIKnio4eHo

BHeluHre cepaucbl

VLAN ID

0

Cvctema

S$SID

WOP-2L_2.4GHz

WOP-2L_2 4GHz-1

WOP-2L_24GHz-2

WOP-2L_2 4GHz-3

WOP-2L_2 4GHz-4

WOP-2L_2.4GHz-5

WOP-2L_2 4GHz-6

Pexum
Band VLAN General
Steer Trunk Mode

Wsonaums
General VLANID  aGoHeHTOB

O O O

VAPO-VAP6 — NopsiikOBbIA HOMEP BUPTYasIbHOM TOYKMN JOCTYNa;

Bk/iroueHO — npv yCTaHOB/IEHHOM (biare BUPTYasibHasA ToUka AOCTYyna BK/II0YEHa, MHave — BbIK/TIYEHS;
Pexxum 6e3onacHocmu — TUN LWWAGIPOBAHUSA AaHHbIX, UCNO/b3YeMbliA Ha BUPTYasibHOM TOUKe 4OCTYNa;
VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbca MeTka npu nepegadve tpadguka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkitoueHHoM pexume VLAN Trunk);
SSID — nvs BUpTyasibHOW 6ecnpoBOAHO ceTw;

TpaHcuposams SSID — npu ycTaHOBNEHHOM donare BK/OYEHO BellaHne B achup SSID, nHave —
BbIK/1HOYEHO;

Pexxum Band Steer — npu ycTaHOBNEHHOM priare akTMBHO NPUYOPUTETHOE MOAK/IOYEHNE KneHTa k 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

VLAN Trunk — npu ycTaHOB/IEHHOM ¢oiare aboHEHTY nepefaeTcsa TermpoBaHHbIi Tpaduk;

General Mode — npu ycTaHOB/IEHHOM (hiare paspeluaeTcs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BkItoueHHOM pexume VLAN Trunk);

General VLAN ID — c yka3aHHoro VLAN ID 6ygeT cHumaTbea meTtka v Tpadmk atoro VLAN npoiget Ha
kKnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacurka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbcsa meTka General VLAN ID;

M3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30NAuns Tpadmka Mexay KavMeHTamm
B npegenax ogHoii VAP.

[lna BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MPUMeHUTb». [1151 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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4.6.2

PykoBoacTBo no akcnayatauum WOP-2L

MoameHto «VAP»

~

=LTEX  woP-2L
MoHuTOpMHT Radio VAP NDS CeTesnie HAaCTPoOWEN BrewHue cepEMc: Cuetema n - (BbixO@)

CymmapHo VAPO | VAP1  VAP2Z VAP  VAP4  VAPS  VAPS
2.4TTy ODLWMe HACTPOHEMN
50y BkntueHo
VLAN ID
S5ID WOP-2L_2 4GHz

Tpancnupoeats SSID

Pexmnm Band Steer

WLAN Trunk

General Mode

Wzonaums a0oHeHTOE

Mogoepsxxa 502 11kiv

Pennweauma Multicast

MpuopuTer

Pesum Minimal Signal

MHHHMANEHEIA YPOBEHE
curiana. agbm

Mopor ypoBHA cHrHana npu
poymMutre, oEm

WuTepean Minimal Signal,
c

MakcumansHoe
KOMWYECTED KNHEHTOR

Pexum DesonacHoCcTH

DSCP

-100

-100

o

EbiknioyeHo

O6ume HacTpOikK

Bksito4eHo — npu yCcTaHOB/IEHHOM (oniare BUpTYyasibHasa Tovka A0CTyna BK/IYEeHa, MHauye — BbIK/I0YEeHa,;
VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpadguka Wi-Fi knineHTtam,
NOAK/TOYEHHbIM K AaHHOoN VAP. Tpu NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT KNnMeHToB ByaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — vms BUpTYyasibHON 6eCnNpOBOAHON CEeTYH;

TpaHcuposames SSID — npw ycTaHOBNEHHOM doniare BK/IIOYEHO BellaHue B acpup SSID, nHave —
BbIK/THOYEHO;

Pexxum Band Steer — npun ycTaHOBNEHHOM (hriare akTMBHO NPUOPUTETHOE NOAK/IOYEHME KneHTa K S Ty
cetn. Ans paboTtbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom paanonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexunm Band Steer,

VLAN Trunk — npu ycTaHOBNeHHOM chriare aboHeHTY nepefaeTcsa TermpoBaHHbIi Tpaduk;

General Mode — npu ycTaHOBMIEHHOM (priare paspeluaercs nepegadya HeTErMpoBaHHOIo Tpagnka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKIoueHHOM pexume VLAN Trunk);

46



PykoBoacTBo no akcnayatauum WOP-2L

General VLAN ID — c yka3aHHoro VLAN ID 6yaeT cHumarbcs MeTka 1 Tpadpumk atoro VLAN npoinget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

M3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;

lModdepxka 802.11k/v — BkNOUMTbL Nnoaaepxky ctaHaaptoB 802.11k/v Ha BUPTyaibHO TOUYKE AOCTYNa,;
Pennukayusi Multicast — npn yctaHoBneHHoM chniare Multicast-Tpacdmk B CTOpOHY KNMEHTOB 6yaeT
npeobpasoBbiBaTbCcA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 Mogudmkauuis;
lMpuopumem — BbIGOP cnocoba npuoputusaummn. OnpenenseT nose, Ha OCHOBaHUM KOTOPOro Tpadiuk,
nepeparowmiica B pagno nHtepderic byaet pacnpegensatbcs no odepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yaeTt aHanuaunpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npu ycTaHOBNeHHOM chnare pyHKUNS OTKNI0YeHUA kameHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPoOUCXOoAnT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YyPOBEHb cu2Hasa». ecnv «MuHuMasibHbIl
YpoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHu, No NCTeYEHNN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

MakcumasibHoe Ko/lu4ecmso K/IUeHmMos — MakCUMasibHO AOMYyCTUMOE YMC/I0 NOAK/H0HYaEMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

MFP — 3awmta management-kagpoB (4oCTynHO npu pexummax 6esonacHoctn WPA2 u WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IHYEHO):

* Omk/iro4eHo — 3aWmMTa management KagpoB OTK/THOYEHS,;

+ OnyuoHa/lbHO — 3almTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* BksioyeHO — 3amTa BKIKYEHa, K/IMEHTbI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

Pexxum 6e3ornacHocmu — pexumM 6e30nacHOCTU JocTyna K 6ecnpoBOAHON CETU:

* BbIK/IlO4EHO — He UCMNOJ/b30BaTh WKdpoBaHue 418 nepefayn AaHHbIX. Touka AOCTynHa Ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTpoka:

+ Koy WPA — knto4/naposib, Heobxoanmblii oN18 NOAKIYEHUS K BUPTYaUlbHON TOUKe
Joctyna. [yivHa kntoya coctasnser ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [115 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsd RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:
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RADIUS

Domen enterprise.service.root

IP-appec RADIUS cepsepa 192.168.0.1

MNopT RADIUS cepsepa 1812

Mapone RADIUS cepgepa »s=== =

Mcnons308aTh akkayHTHHN Yepes RADIUS

Vicnonk308aTh Apyre HACTPORKM ANA akkayHTUHra

IP-anpec RADIUS cepeepa AnA akkayHTUH 192 168.0.1

MopT RADIUS cepsepa AnA akkayHTUHra 1813

Mapons RADIUS cepBepa ONA aKKaYHTMHMA | seees @

Mepuoguyeckan oTnpaBka akKkayHTUHra

WMHTEpBan oTNpaBkM akkayHTUHA 60

JloMeH — [oMeH nosb3oBartens;
IP-adpec RADIUS-cepsepa — aapec RADIUS-cepBepa;
NMopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIl MICNOAb3yeTCs AN ayTEHTUUKALUN 1
asTopusauuu;
Maposib RADIUS-cepsepa — naponb Ana RADIUS-cepBepa, UcnosibayemMoro Ans ayteHtudumkaumm n
asTopusauuu;
WUcrnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNnpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepeep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, Ncnonb3yemoro ass
aKKayHTUHra;
*+ lNaposb RADIUS-cepsepa 0s151 akkayHmuHa2a — naponb as1s RADIUS-cepBepa, ncnonb3yemoro ass
aKkayHTUHra.
NMopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA 6yAeT NCnosb30BaH A48 coopa akkayHTUHIa
Ha RADIUS-cepBepe.
lMepuoduyveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKY0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas O0TNpaBkn COOOLLEHNA MOXHO B none «/iHTepBan
OTMpPaBKM akKayHTUHIa».
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ﬂopTaanaﬂ aBTopu3aUunA
BKniouuTh v
HaseaHWe BHPTyansHore noprana default
Anpec AnA nepeHanpaenesus hitp://192.168.0.1:8080/eltex_portal/
RADIUS
VCNonb30BaTE AKKaYHTHHT Yepes RADIUS e
Jomen root
IP-agpec RADIUS cepsepa ANA akkayHTWUHA 192.168.0.1
MopT RADIUS cepsepa ANA aKkayHTUHa 1813
Mapone RADIUS cepeepa ANA aKKAYHTHHTA | sesess ®
Mepuouyeckan OTNPaBKa aKKayHTHHIA 4
WHTepsan oTNpaBKKM aKKayHTUHa 600
OrpaHu4eHns CKopocTH
BKniouuTh rd
VAP Limit Down 0 KOUT/C
VAP Limit Up 0 KOUT/C
STA Limit Down 0 KOuT/C
STA Limit Up 0 KOUT/C
+ [pHMEHHTL X OTMeHa

[MNopTanbHaa aBTopmU3aLIn

Mpu pexnmax 6eszonacHocTn: BoikiodeHo, WPA, WPA2, WPA/WPA2 Ha VAP pfocTtynHa HacTpoiika nopTasibHOM
aBTopM3aunn.

Bksrouums — nNpyu yCTaHOB/IEHHOM dhniare aBTopu3aums nosb3oBaresieil B cetu 6yaeT npon3BoanTbCs
nocpeAcTBOM BUPTYaslbHOro nopTana;

HassaHue supmyasibHo20 rnopmasa — UMsi BUPTyasibHOTO NopTasna, Ha KoTopblii ByAeT nepeHanpaBieH
no/sib30BaTeslb NPV NOAKIHOUYEHNM K CETH;

Adpec 07151 nepeHarnpagsieHus — aipec BHELLHEro BUPTYanibHOTo NopTana, Ha KoTopblli 6yaeT
nepeHanpas/ieH Nonb3oBaTesb NPU NOAK/YEHUN K CETU.

RADIUS

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCS
coobleHns «Accounting» Ha RADIUS-cepBep;

JomeH — fOMeH nosb3oBarens;

IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;

Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAeT ncnosb3oBaH As1s cbopa akkayHTUHra
Ha RADIUS-cepsepe;

lMaposnb RADIUS-cepsepa 07151 akkayHmuHzaa — naponb ansa RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra,;

lMepuoduyeckas omnpaska akkayHmuHa2a — BK/TOUYNUTb NepUoaNYECcKyo OTNpaBky CO0OLLEHUI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBaUT OTNPaBKM COOBLLIEHNIA MOXHO B Nose «HTepBan
OTMPaBKM akKayHTUHIa».
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OrpaHunyeHve cKkopocTu

*+ lNokaszame — aKTMBUPOBATL M0Jie HACTPOEK;

+ VAP Limit Down — orpaHuyeHne NponyckHO CNOCOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHu4eHue npornyckHo CNOCOOGHOCTU B HaMpaB/ieHUM OT TOYKM AOCTyna A0
K/TMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHue nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAeTCst HacTpoiika cnuckoB MAC-aapecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMNTYKM AOCTYNA, pa3peLleHo UK 3anpeLLeHo NoakIyaTbes K gaHHol VAP.

KoHTtpone goctyna no MAC
BKrnio4eHo

MonuTHka 3anpeTHTe v

Cnucok MAC-agpecoe

+ [puMeHnTL X OTmena

* Bk/1o4eHO — npu ycTaHOBMIEHHOM (hriare 6yaeT pabotaTtb BblbpaHHas NoAnTKa AOCTyna,;
* [MNonumuka — nonuTrka gocrtyna. Bo3amoxHble 3Ha4YeHns:
+ 3anpemums — K gaHHoi VAP GyaeT 3anpeLleHo nogknoyarbes kameHtam, MAC-agpeca KoTopbIx
cofepxartcs B cnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLleHo Nnogknvarbes ToNbKo TeM kaneHtam, MAC-
ajZipeca KoTopbIX cogepxarcs B cnucke. Bcem octasibHbIM AOCTYN OGyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-agpecoB KNMEHTOB, KOTOPbIM paspeLueH uan 3anpeweH AocTyn K
naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.

[nsi Toro YTo6bI 106aBUTL AAPEC B CNUCOK, HAXKMUTE KHOMKY n 1 B nosiBMBLLEMCS nose BeeanTe MAC-

x o
aapec. YTob6bl yaanmTb aapec 13 Crmcka, HOKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnun Bo3HUKIa He06X0AMMOCTb A06aBUTL B cnMcok MAC-afpec KIMEHTa, KOTOPbIA B AaHHbIA MOMEHT

NOAK/MOYEH K 6Aa30BOI CTAHLMKN, HAXKMWUTE B KOHLLE CTPOKM KHOMKY 1 BblGepUTE HYXHbIA afpec U3 CNncka,
OH aBTOMaTM4yeckn fJo6aBMTCA B Norne.

Mo ymonuaHuto B cnincke otobpaxaercs Ao 10 agpecos. [ Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXKMUTE KHOMKY «lokazaTb BCE».

10 EO:D9:E3:VABECO - *

MokasaTtb BCE

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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4.7 MeHw «<WDS»

B meHto «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbIX MOCTOB Mexay WOP-2L.

© Mpu koHdUrypuposaHu WDS-coeHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coegunHATbeA No WDS, B HacTpolikax pagmonHTepdieinca 6b11m BbiIopaHbl OANHAKOBbINA KaHan u
LUIMPpUHA KaHana.

4.7.1 NopgmeHo «WDS»

\TE WOP-2L

MoHuTopuHr Radio VAR WDS CeTeBble HACTPOHKM Brewmnne cepaucel Cucrema - BbIXO[,

WDS > 241y 51Ty
BHITIOYEHD
PexM GE30NaCHOCTH WPA2 v
Kniow WPA ®

MAC-aapec pagnonrTepdeica E4:5AD4.E2ZATFO
WHTepdeiicel WDS

WHTepdeic BcTpeyHei MAC-agpec KaHaneHan ckopocTe Nnepegayn

wian0-wds0

Auto v

wiang-wds1 Auto v

wianQ-wds2

Auto v

wian0-wds3 Auto v

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/1l04EHO — NPW YCTAHOB/IEHHOM (o/1are pexumm 6ecnpoBOAHOI0 MOCTa BK/IIOUEH, MHAYe — BbIK/OYEH;

* Pexum 6e3onacHocmu — pexunm 6e3onacHocTy gocTyna K 6ecnpoBogHOl ceTu:
* BbIK/IlO4UMb — HE WUCMO/b30BaTh WNdPOoBaHNe AN nepefayn gaHHbIX;
+ WPA, WPA2 — cnocob wmndpoBaHus, npu Bblbope KOTOpOro 6yaeT foCTynHa creayrowas
HacTpoiika:

* Koy WPA — kntoy/naposb, HE06X0AMMbIN 415 NOAKIYEHMS K BCTPEYHOW TOUKe AocTyna.

[nvHa knoyva coctasnseT ot 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro yCTponcTea;

* MlHmepgpetic — BbI6OP 1 BKNtoYeHne WDS-uHTepdieiica, Ha KOTOpom GyAeT NOCTPOEH 6eCnpoBOAHONA

MOCT;

* BcmpeuHbil MAC-adpec — MAC-agpec paavonHTepdieica BCTPEUHOIO YyCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;

+ KaHasibHasi ckopocmb repedaqu — (OUKCMPOBaHHaA CKOPOCTb 6eCnpoBOAHON Nepesayn AaHHbIX,

onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. Ana kaxaoro nHtepcpeica Bbibrpaetcs

VHAMBUAYASTBHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.8 MeHto «CeTeBble HACTPOMKM»

4.8.1 MoamMeHo «CuctemMHasa KoHdurypaums»

LTEX  woP-2L

MOHUTOPUHT Radio VAP WDS CeTeBblE HACTPOHKA BHELHWE CEPBUCHI CHcTema - (BbixXoA,

CHCTEMHARA KOHHIypaLma » Wz xocTa WOP-2L
foctyn recrpa@U4eckni JoMeH root
VLAN ynpasneHua Forwarding v
VLANID
Mpotokon Static v
Cratnueckui IP 192.168.1.10
CeTeBan Macka 2552552550
LWnio3
MepBKyHBIn DNS

BTOpMuHbIA DNS

+ MMpuMennTL X OTmena

* MImMsi xocma — ceTeBoe UMS YCTPOWCTBA, 3a4aeTcs CTPoka 1—63 CMMBOJIOB: NTAaTUHCKME 3ar1aBHbIe U1
CTPOYHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aedrc He MOXET ObiTb NOC/IEAHUM CYUMBOJIOM B UMEHN);

+ leocpachuyeckuli 0oMeH — AOMEH y3na AepesBa YCTPOUCTB cucTeMbl ynpasrieHus EMS, B KoTopom
pacnonaraeTcs Touka 4OCTyna;

* VLAN ynpas/neHus:

* Bbik/moyeHo — VLAN ynpasneHnsi He UCnosb3yeTcs;

+ Terminating — pexwm, npu kotopom VLAN ynpasneHus TEpMUHUPYETCS HA ToUke AocTyna (B 3TOM
c/y4yae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paanonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke gocTtyna WDS, naHHbili pexxum VLAN ynpaeneHus HeoCTyneH ans
BblGOpa);

* Forwarding — pexwum, npy kotopoMm VLAN ynpasneHus nepefaertcs Takxe B paavonHtepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — npeHtudpmkarop VLAN, ncnonb3yemslin Ans 4ocTyna K yCTPOWUCTBY, NPUHUMAET 3HavyeHns 1-
4094;

* [Mpomokos — BbIGOP NPOTOKONA, MO KOTOPOMY ByAeT ocyLlecTBAATLCA nogxntoyeHne no Ethernet-
NHTepdpeicy yCTPOICTBA K CETU NpefocTaB/IeHns ycayr nposaligepa:

* DHCP — pexum paboTbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, Wwnio3 no
YMOJTHaHWIO 1 apyrve napamMmeTpbl, Heobxoanmble a5 pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexum paboTbl, Npn KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdeic HazHavarTcs ctatmyecku. Mpu Belbope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CeAyoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdelica ycTpoiicTBa B CETM NpoBangepa;
+ Cemesasi Macka — MacKa BHELUHel noaceTw,
* Lmo3 — afpec, Ha KOTOPbIA OTNPaB/IAeTCA NakeT, ec/v A/19 HEro He HalileH MapLipyT B
Tabnvue mapLpyTusaumm.
* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHaualTca aBTomarmyecku no npotokony DHCP, 3aaaiite nx Bpy4Hyo.

[N BCTYNNEeHWs B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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4.8.2 TlogmeHto «[ocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,
Telnet, SSH, NETCONF n SNMP.

=(TEX WOP-2L

Radio VAP WDS CeTesse HaCTPOMM BHellHKe cepancel Cucrema

CHCTEMHAR KOHDUrypaLms
Hoctyn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopT 443
Telnet 4
SSH =i
NETCONF s
SNMP o
Mapons Ha YTEHHE public
MNapons Ha 2anKce private
AJpec anA npuéma
Tpanoe v
Alpec AnA npuéma
Tpanos v2
AJpec ana npuéma
coofLeHui Inform

CHCTEMHOR UMA WOP-2L
YCTPOWCTBA

KoHTakTHaRA Contact
MHDOpMaUWA
NpoW3BOOUTENA

Mapene & Tpanax trap

« [nA BkNOYEeHUs gocTyna K yCTporcTBy yepes web-nHtepdperic no npotokony HTTP yctaHoBuTe chnar
Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomMeHsTb HTTP-nopT (no ymonuyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BK/TIOUNTENLHO;

+ [nA BkNOYeHUsA AocTyna K ycTpoiicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotm «WEB-HTTPS». B nosiBMBLLEMCSI OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuanmio 443). inanasoH AonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBIEHHOIO MO YMOMYaHWIO, C
1025 no 65535 BKOUMTENBHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He Jo/kHbI UMETb O1HAKOBOE 3HAYEHME.
+ [ina BKKOYEHMA foCTyna K ycTpoicTBy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnety,

« [nsa BkNroYeHus aocTyna K ycTpolicTBy yepe3 SSH yctaHoBuTe chnar HanpoTus «SSH»;
« [nsa BknoveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpotme «NETCONF».
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MporpammHoe o6ecneveHne WOP-2L no3BonsieT M3MeHATb KOH(UIypauuio YyCTpoNCTBa, NPOBOAUTL
MOHUTOPWHI COCTOSIHWUSA 6a30BOI CTaHUMM U €€ AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT [JOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

+ [Maposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparios v1 — IP-agpec nnn goMeHHoe nMs NpuemHnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 051 npuéma mparios v2 — IP-agpec nnn goOMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Ao0pec 0515 npuéma coobwjeHul Inform — IP-agpec nnn foMeHHOe UMS NpUeMHMKa coobLeHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopmaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

* Maposib 8 mparnax — Naposb, Cogepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWHI NapamMeTPOB TOUKM AOCTYyNa W NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TOUYKOW A0CTYN3,;
* eltexLtd.1.127.5 — kOHpUryprpoBaHme TOUKM AoCcTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHTtuncpmkatop npeanpuatns «/ITEKC».
Mogpo6Hoe onucaHue OID WOP-2L goctynHo no cnegytowei cebinike: Onncanne 01D Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.9 MeHo «BHellHMe cepBUCHI»

4.9.1 TlogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

eTeEX

Radio VAP

WOP-2L

MOHWTOPUHT WDS CeTeBble HACTPORKKH BHelHWe CEepBUChI Cucrema (Bbix0n,

BHIHO4UTE

Ws://192.168.1.1:8090/apb/broadcast

MopTansHan asTopu3aLus >

ANpec cepeuca APB

* Brksmoyumb — Npy yCTaHOBNEHHOM dhnare Touka 6yaeT nogknoyarbcs kK cepsucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», o1a o6ecneyeHns nopTasibHOro pOyMmnHra K/imeHToB.

+ Adpec cepsuca APB — agpec cepsuca APB ansi nogaepXxkn poymmnHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».

4.9.2 MopmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUS U HACTPOKM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yercsa 418 onTuMmsaumm pagmo-pecypcos (Radio Resource Management) u
aBTOMATU4ecKol HacTpoikn 6ecloBHoro poymudra 802.11 k/r.

cTEX

Radio VAP

MOHWUTOPHHT

MopTantHan asTopu3almna

AlrTune »

WOP-2L

WDsS CeTeBble HACTPOMKH

BrNHO4NTE

Adpec cepsuca AirTune

CucteMa - (Bblx0a)

BHELLH1E CEPBUCHI

Ww5./192.168.1.1:8099/apb/rrm

* Bks1o4umb — Npun yCcTaHOBNEHHOM (hriare Touka Oyaert nogknoyarses K cepucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», ona obecneyeHms yHkumii Radio Resource
Management n/wnun poymunra 802.11 k/r.

+ Aodpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmo.

[ns BCTynneHust B Culy HOBOW KOHUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 191 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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410 MeHw «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

4.10.1 NopgmeHo «O6HOBNEHME MO ycTpoicTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=LTEX  wop-2L

IMOHMTOPKUHT Radio VAP WDs CeTeBbie HaCTPOHKM BrellHue cepeuck Cucrema - (BbIXOA)

OBHosnetue MO ycTpoiicTea AxTHEHaA BepcuA N0
PesepeHan sepcua MO + Cpenars aKTMBHOM
Kondurypauma
AxmyaneHas eepcus 10 docmynHa no adpecy: hitp:#eltex-co. ru/support/downioads/
Mepesarpyska
Oann o0HOBNEHKA MO Brifiepute dain | @ain He BuiGpax
Napont

Hypran

Narta u BpemA

+ AkmusHasi sepcusi 10 — Bepcus NPorpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHONO Ha YCTPONCTBE,
paboTaloLlias B aHHbI MOMEHT;
* Pe3sepsHas sepcusi [10 — Bepcus NporpaMMHOro obecrneyeHuns, ycTaHOB/IEHHOIO Ha YCTPOMCTBE, Ha
KOTOPYI MOXHO nepekntounTbes 6e3 3arpysku taina MNo;
+ Cdeslamb akmusHoU — KHOMKa, N0O3BO/IAOLWANA caenatb pe3epBHyo Bepcuto MO akTMBHOMN, ANs
3TOro noTpebyeTcsa nepesarpyska ycTpoinctea. AKTBHas Bepcus MO B 3TOM criyvae CTaHeT
pe3epBHOIA.

OG6HoBMEHME NPOrpaMmMHOro obecnevyeHms

3arpy3ute chaiin MO c caiita hitp://eltex-co.ru/support/downloads/, Bbibpas WOP-2L B cnucke o6opyaoBaHus,
N coXpaHuTe ero Ha KomnbloTepe. Mocne aToro HaxXMmnTe KHomnky «Bblibepume ¢halisi» B none Padn
06HOoB/1eHUs 10 n ykaxxuTe nyTb K dhaiiny MO B chopmare .tar.gz.

[na 3anycka npouecca 06HOBNEHUA HEOOXOANUMO HaXaTb KHOMKY «3anycmums 06Hos/1eHue. MNpouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLIE), NOC/e Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He otkniovaiite nuTaHMe YCTPOIICTBA M He BLINO/HANTE ero nepesarpy3ky B npoLecce 06HOBNEHMUS
no.
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4.10.2 MogmeHto «KoHdurypaumsa»

B noameHo «KoHpurypaumsi» BbINOMHAETCA COXPaHEHNE 1 0OHOBNIEHME TeKyLeli KOHUrypaumu.

-LTEX  woP-2L

MOHUTOPHHT Radio VAP WDS CeTeBbie HacTpoEM BHeluHue cepBuch Cuctema - (BbIXOM)

OfHoBNeHKe MO ycTpoicTea Mony4uTs apxue r* Crauats
KOHDMIYPaLMK C yCTpoiicTBa
KoHdurypauma »
3arpysuTh apxue BuiOepuTe pain | ®ain He sbidpaH
Mepesarpyska KOH(UIYPaLMAn Ha
YCTPOWHCTBO
Mapons

COpoc Ha 33aB0ACkNE ¥| CoxpaHuTb NapameTpsl A0CTyNa

YKypHan .
e w

[ara u spems

[NonyyeHne KoHUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(IUTYpaLMO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayamb».

O6HoBMNEHME KOHdIMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha JIoKaJ/lbHOM KOMMbloTepe dainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3azpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHNS KOH(IUIypauum yCTPpoMNCTBa HaXXMUTE
KHOMNKY «Bbl6epume ¢halis», ykaxkuTe dhaiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3agpy3ums ¢palisn».
3arpyxeHHas KOH(Urypaumsa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTBMpoBaH dinar «CoxpaHuTb NapameTpbl 4OCTyNay, To 6yAyT COXpaHeHbl Te napaMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MopgmeHio «MNepe3arpy3ka»

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

WELTEX  woP-2L

MOHMTOPUHI Radio WAP WDS CeTeBble HacTpoiiku BHeLUHME CepBUCE Cuctema - (BBIXOM)

OOHoBneHue MO ycTpoiicTea lepesarpyska yeTpoicTea

KoHdpurypauma

Mepesarpyska >

Maponk

HypHan

Harta n epema

4.10.4 MopmeHto «MNaposnb»

Mpw BXoae Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb no ymonyaHuio: password) MMeeT NoJHbIA focTyn
K YCTPOIACTBY: UTEHME W 3annCb NtOGLIX HACTPOEK, NOJHbIA MOHUTOPWHI COCTOSIHUSA YCTPOICTBA.

[N cMeHbl Naponsi BBeAMTe HOBbIV Naposib cHavasa B nose «Maposby, 3aTeM B none «MoaTeepxaeHne
napossi» N HAXKMUTE KHOMKY «MPUMEHUTbY» AN1S1 COXPAHEHWUS HOBOTO Naponsi.

VELTEX  woP-2L

MOHHMTOPUHT Radio VAP WDS CeTestle HaCTPOIKK BhelwHne cepauck Cucrema - (Bbixon)
Ofnoenetme MO ycTpoiAcTEa Mapone @
KoHdurypauus MogTBep:#aeH1e napona @

lNepesarpyska
+ TIPUMEHHTL X OTMeHa
Mapons »

HypHan

NaTa u Bpema
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4.10.5 MopmeHo «KypHan»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HAaCTPOIKM BbiIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

=(TEX  woP-2L

MOHWUTOPMHT Radio VAP WDS CeTegkle HAaCTpOIk1 BHeLHME CEpBHCE Cucrema - (BbIXOD)

OGHoBREHMe MO ycTpoiicTaa PeikuM Cepsep W dain

KoHurypauma Anpec Syslog-cepeepa syslog.server

o

Mepesarpyska MopT Syslog-cepeepa 4

Maponb Pasmep daiina, kb 1000
JKypHan >

+ [pUMEHHTL X OTmeHa
Nata u Bpems

+ Pexum — pexum paboTbl Syslog-areHTa:
* Jloka/ibHbIU ¢hali/l — HhopMaUms XXypHasia COXpaHAeTCs B IOKa/IbHOM doaitnie n AoCTynHa B
web-nHTepdelice yctpolictea Ha Bknagke «MoHnTopuHr/XKypHasn cobbITuiny,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHsieTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn goMmeHHoe ums Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT ANns BXoAsAWwmx coobuieHunii Syslog-cepeepa (no ymonyanuto 514,
[l0NyCTUMble 3HaYeHust 1-65535);

* Pasmep ¢palina, Kb — makcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

59



PykoBoacTBo no akcnayatauum WOP-2L

4.10.6 MopgmeHio «[ata n Bpems»

B nogMeHto «[lata 1 Bpemsi» MOXHO HACTPOWTb BPEMS BPYUHYH MM C MOMOLLIbIO NPOTOKO/1A CUHXPOHU3ALMUN
BpemeHn (NTP).

4.10.6.1 BpyuyHyto

=LTEX  woP-2L

MOHWTOPUHT Rad

o

VAP WDS CeTeBkle HACTpOIikY BHelwHue cepenck Cuctema - (BbIXOO)

OGHoBNeHue MO yeTpoiicTsa PeruM & Bpy4Hyio NTP cepeep
KoHgmrypaus [lara v BpeMA yCTpoHCTEa 27.01.2020 07:49:18 | # PegaxtvpoBats
Yacosoit nosc Mockea, Poccua v
Mepesarpyska
BKMHOYUTE NEPEXO] HA v
Mapore NETHEE BPEMA
JKypHan Mepexoa Ha NeTHee BpeMa (He ebiGpaHo) (He eblOparo) (He enibpatio) (B - |
ypHar

Nata u Bpems Mepexo Ha 3UMHEE BPeMa (He 85ifpaHo) (H& as16paro) (4e esifparo) B -

CABHI BPEMEHM (MUH.) 50

+ [PHMEHHTE ® OTMeHa

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnn TpebyeTca
KOppeKUns, HXXMUTE KHOMKY «Pedakmuposamby;
+ [ama, spems — 3afiaiiTe TEKYLLYIO AaTy U BPEMS U HAXXMUTE KHOMKY « Tekywas 0ama u spemsi»
[Ns ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rnosic — nNo3BOMIAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM FOPOAOM B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3a,aHHbIV NepUOL BPEMEHN:
* [Nepexod Ha /ilemHee BpeMsi — [ieHb 1 BpeMs, Korga 6yeT BbINOHATLCA NePexos, Ha leTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS, Koraa 6yAeT BbINOMHATLCA NEPeEXos Ha 3VMHee
BpewmS;
+ CoBue BpemeHU (MUH.) — Nepuno BPEMEHN B MUHYTAX, Ha KOTOPLIA BbINOHAETCSA CABUT
BpemeHU. MoXeT npuHMMarth 3HadeHue oT 0 4o 720 MuH.
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4.10.6.2 NTP-cepsep
= TEX WOP-2L

MOHHTOPHHT Radio VAP WDS CeTeBbIe HACTPOIKY BHELWHKWE CEpEMCE CucTema - (BbIXOD)

OBHoBneHKe MO ycTpoilcTea Peium BpyuHyl @ NTP cepsep

ara u Bpema yCTPOACTEa 27.01.2020 07:49:47
KoHdmrypayma A PEMA yCTP ! s !
NTP cepsep pool.ntp.org v
MNepesarpyska
YacoBoii NoAC Mocksa, Poccua v
Naponk
« BRMIOYMTE NEPEXO] HA e
ypHan neTHeS BpeMA
q pexof THE MA (He 8b10paHo) (He 8b16paHo) (1 16paHo -
[lata v Bpems Mepexof Ha NETHEE BPEM! (He eb10paHo) (He 85106paHo) (He ebibpano) |8
Mepexon Ha 3UMHEE BPEMA (He 6bi0paxa) (He 6bi0paHo) (He goibparo) B -

CABMr BpEMEHM (MHH.) 60

+ [IpUMEHUTL X OTmena

+ [lama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHU. Bo3MOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLENO CMUCKa,;
+ Yacosol rnosic — no3BONSAET YCTAHOBUTb YaCOBO MOSC B COOTBETCTBUMN C GAVKAALLUM FOPOLAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/rouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexos Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepUOL BPEMEHN:
+ [Nepexod Ha 1emHee BpeMsi — AeHb U BpeMs, Koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
BpewmS;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPEMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3MMHee
BpewmS;
+ CoOBue BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTax, Ha KOTOPbI BbINOMHAETCS CABUT
BpemeHU. MoXeT npuHmMMmarth 3HadeHue oT 0 4o 720 MuH.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHNUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLumm ycTpoiicTBa, HaxkMITe codeTaHue knasuil (B aHrnuiickoin packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymonyaHuto yctpoiictBo WOP-2L HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnu 3Toro He npom3oLwuno,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-2L: 192.168.1.10, macka nogcett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# br0

WOP-2L(config):/interface/br0# common

WOP-2L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-2L)
WOP-2L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka rnogcetu)
WOP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec DNS-cepsepa Neol)
WOP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec DNS-cepsepa No2)
WOP-2L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexxuma paboTtsl ¢ DHCP Ha Static-IP)
WOP-2L(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-2L
WOP-2L
WOP-2L
WOP-2L

config):/interface/br0/commont# exit

config):/interface/broO# exit

config):/interface# exit

config):/# route

WOP-2L(config):/route# add default (rne default — HassaHve mapLupyTa)

WOP-2L(config):/routet# default

WOP-2L(config):/route/default# destination X.X.X.X (e X.X.X.X — I[P-agpec cetv uiv y3/1a HasHaueHus, 419
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-2L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HazHauyeHus, 419 MmapLupyTa rno
ymo4aHumo — 0.0.0.0)

WOP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec wnto3a)
WOP-2L(config):/route/default# save (coxpaHeHve HacTpoek)

—_~ o~~~ —~ —

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni protocol dhcp
config):/interface/br0/common# save (coxpaHeHVe HacTpPOoek)

—~ o~~~ —~ —~
—_ = = =

© Hauunnas ¢ Bepcum MO 2.2.0 eCTb BO3MOXHOCTb 3aaaBats MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

© Pasvep MTU ans bridge gomkeH 6biTb He 60/1bLLE, YeM HaMMeHbLIni pasmep MTU Ha uHTepdelicax,
KOTOpble Haxo4ATcs B 3TOM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# br0

WOP-2L (config):/interface/br0# common

WOP-2L(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6aiiTax. Bo3MOxHbIe 3Ha4YeHns: 1-
2490)

WOP-2L (config):/interface/br0/commont# save (CoxpaHeHue HacTpoek)

5.2.1 HacTpoiika ceTeBbIx MapaMeTpoB C NOMOLLbIO YTUIUTLI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-2L (root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-2L (root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LU/03)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-2L (root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rzge X — VLAN ID, ncnosns3syemslii 415 AOCTYNa K yCTPOWCTBY,
BO3MOXHbIE 3HaUeHus: 1-4094; X.X.X.X — cTarnyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — LiH3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnoss3syemslii 415 JOCTyNa K yCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)
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3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-2L(root):/# save (coxpaHeHne HacTpoek)

5.2.2 HacTpolika ceTeBbix napameTpoB IPv6

© Mo ymonuaHnio JOCTYN K YCTPOICTBY MO NPOTOKOY IPV6 Ha TOUKe A0CTyna OTK/IOUEH.

Bk/iloueHve AocTyna K yCTPoCcTBY No NpoToKosy IPvé

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
DHCP)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHNe f0OCTyNa K YCTPOUCTBY M0
npoTokony IPv6. 1ns BbikatoueHns BeeauTe false)

WOP-2L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipvé# protocol dhcp (nonyueHve cetesbix IPv6 napameTpos rno

—~ o~~~ o~ —~
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HaCTpOVIKa cTaTnyecKux ceteBbIiX NapameTpoB IPv6 TOUkU gocTtyna

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# br0

WOP-2L(config):/interface/br0# common

WOP-2L(config):/interface/br0/commont ipv6

WOP-2L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXKXXXK:XXXX XXX XXXXXXXX — cTaTudecknia IPve-agpec ycTpoictea WOP-2L)
WOP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npecpuke cratnyeckoro IPv6-
agpeca. lNMpuHnmaet 3HavyeHne ot 0 4o 128. Mo ymonyaHuio — 64)
WOP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykazsiBaercs |Pv6-
npedmkc, Hanpumep 3211:0:0:1234::/64)

WOP-2L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX: XXXX: XXXX:XXXX:XXXX/Y
(rae XXXXXXXX:XXXXXXXXXXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Nel ¢ npednkcom)
WOP-2L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX: XXXX: XXXX:XXXX:XXXX/Y
(rae XXXXXXXX:XXXXXXXXXXXXXXXXXXXX:XXXX/Y — IPve-agpec dns-cepBepa No2 ¢ npednkcom)
WOP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHNE 1CNO/Ib30BaHNSA CTATUYECKNX
ceTeBbIX IPv6 napameTpoB. [1ns nonyyeHns ceteBbix IPv6 napameTpos no DHCP BeeanTte dhep)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHVe JOCTYNa K YCTPOWCTBY M0
npotokony IPv6. 15 BblktoueHns seeaute false)

WOP-2L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

AHa/I0rM4YHO OrpaHNYeHnto AocTyna K yCTPOCTBY NO NPOTOKO/y Telnet MOXHO OrpaHNYnUTbL BO3MOXHOCTb
NOAK/IYEHMSA K YCTPOKCTBY No ero IPve-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 6 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_open' (M3MeHeHVe nmeHu SSID)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexvm wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHOWN TOYKM LOCTYMA)
config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

AAAAAAAAAAAA
o ==
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5.3.2 Hactpolika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan1-va0

WOP-2L(config):/interface/wlanl-va0# vap

WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_Wpa2' (M3meHeHve nmeHu SSID)
WOP-2L(config):/interface/wlanl-va0/vap# ap-security

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LundpposaHms — WPA/WPA2)

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He06XoANMbINA
ONS NOAKNHYEHUS K BUPTYaslbHOM ToYke AocTyna. [/iMHa Katoya Ao/HkKHa CocTaBnAaTh OT 8 A0 63
CUMBOJIOB)

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

):/
WOP-2L(config):/interface/wlanl-va0/vap# exit
WOP-2L(config):/interface/wlan1l-va0# common
WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKM A0OCTYNa)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_enterprise' (n3meHeHne nmeHn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# ap-security
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wmndposaHns — WPA/
WPA2-Enterprise)

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — [lomeH nosiL3osaresns)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTopbIii
NCNONb3YETCH ANA ayTEHTU(UKALUN 1 aBTOpU3aLmMm, N0 yMOYaHUIo: 1812)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — napons ans RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBky COOBOLLLEHNI
«Accounting» Ha RADIUS-cepBep, no ymonyaHuio: false)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (re secret — Naposb a15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHNE NEPUOANYECKON OTNPaBKN
coobueHui «Accounting» Ha RADIUS-cepBep, No ymon4danuio: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKM [0OCTYNa)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—~ o~~~ —~ —~
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)

config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)

config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-2L' (n3veHeHve nveHn SSID)

config):/interface/wlanl-va0/vap# captive-portal

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://

<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name

default (ykasatb nmsa noptasia, no ymondaxuio: default)

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# enabled true

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit
(
(

AAAAAAAAAAAA
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WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (r/e root — fjl0MeH nosib30BarTesns)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBKkN COOBLLLEHNI
«Accounting» Ha RADIUS-cepBep, No ymonyaHuio: false)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X. X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposnb 715 RADIUS-
cepBepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHNE NEPUOANYECKON OTNPaBKN
coobueHui «Accounting» Ha RADIUS-cepBep, No ymon4danuio: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/it0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— = = =

—_ ===
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5.3.5 [JononHuTesnbHble HacTpoliku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WOP-2L (config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/1t0ueHne pexxuma Band Steer. 114
oTK/o4eHns Beeaunte false)

BkntoueHue VLAN trunk Ha VAP

WOP-2L (config):/interface/wlanl-va0O/vap# vlan-trunk true (BxitoueHne VLAN Trunk Ha VAP. /151 OTK/THOUEHNS
BeeauTe false)

BknroueHune General VLAN Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-mode true (sxtoueHne General VLAN Ha SSID. [11
OTK/Io4YeHNs BBeauTe false)
WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WOP-2L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan13 nprnoputeta 13 nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUio: true. B 3TOM cnyyae aHannsnpyetcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-2L(config):/interface/wlanl-va0/vap# mfp required (Bk/1104/TH 3aLLMTY management-KapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KITMEeHTbl 6e3 MFP He cmoryT
noAkounTbCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepkku MFP MoryT nogkitoumTbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WOP-2L (config):/interface/wlanl-va0/vap/radius# tls-enable true (ncrnons3oBare TLS npu asTopusauun. [Ana
oTKNtoveHus seeaute false)
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BknroyeHue cKkpbiToro SSID

WOP-2L (config):/interface/wlanl-va0O/vap# hidden true (BktoueHvie ckpbITOro SSID. /15 OTKHYEeHNS
BeeauTe false)

Bk/iloueHve U30nsLumn KIIMEHTOB Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHVIe V30NALMY TpadUKa Mexay
KnneHTamu B npegenax ogHol VAP. ina otknoueHns seeaue false)

OrpaHu4yeHue KonmyecTea KJIMeHTOB Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# sta-limit X (rge X — mMakcumasibHO A0nyCTUMOe YMC/I0
NOAK/IYAEMbIX K BUPTYasIbHOW CETU K/IMEHTOB)

BktovyeHue pennukaymum MynbTUKacToBOro TpachKa Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/1t0ueHne penvkauumn myIsTMKacToBoro
Tpadomka Ha VAP. nsa oTkntoveHns seeaute false)

BknroueHue Minimal Signal U Roaming Signal

WOP-2L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1t04eHVE CMO/L30BAHNISA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus Beegute false)

WOP-2L(config):/interface/wlanl-va0/vap# min-signal X (rae X — noporosoe 3HaveHve RSSI, npy A0CTVKEHNN
KOTOPOro Touka byaeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NpUHMMAaTh 3Ha4yeHus ot -100 4o -1)
WOP-2L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — neprog BpemeHu B cekyHaax, no
NCTEYEHNM KOTOPOrO NPUHUMAETCS peLleHne 06 OTKIHYEHUN KIMEHTCKOrO 060pya0BaHus OT
BUPTYasIbHOW CETHN)

WOP-2L(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3Ha4deHne RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
foctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal = -75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknioueHue nepepayum aboHeHTCKOro Tpacmka BHe GRE-TyHHens

WOP-2L(config):/interface/wlanl-va0/vap# local-switching true (Bx/1t0ueHvie nepegayy aboHEHTCKOro
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. 10 yMOIYaHUIO BbIK/THOYEHO)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rae X — makcrmasnibHas CKopocTb
B KbuTt/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHvie weinepa. 515
oTKNtoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (CoxpaHeH1e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-tx

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKOpOCTb
B KbuTt/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/itoueHvie weinepa. 715
oTKNtoYeHns seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-txi exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — makcr/masnibHas CKOpocTb
B Kbut/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHve weiinepa. 115
oTKNoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-per-vap-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — makcvmvasisHas CKOpoCTb
B Kbut/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bi/1t0ueHne welinepa. 15
oTKNtoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-2L (config):/interface/wlanl-va0/vap# acl

WOP-2L (config):/interface/wlanl-va0/vap/acl# mac

WOP-2L (config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb A0CTYN. ANa yaaneHus agpeca us
cnucka ucnosnbayiite komaHay del)

WOP-2L (config):/interface/wlanl-va0O/vap/acl/mac# exit

WOP-2L (config):/interface/wlanl-va0O/vap/acl# policy allow (BLI6Op nonmnTukmy. Bo3mMoxHbIe 3HAYEeHUS:
allow — paspeLuaTb NOAKNOYEHNE TONBKO TEM KaneHTam, MAC-aapeca KOTOpbIX COAEePXaTCcs B CMMCKE;
deny — 3anpeuwjarb Nogk/toueHme knneHtTam, MAC-agpeca KOTopbIX CoAepXarcs B CNMCke. 3HavyeHne no
ymonyaHuio: deny)

WOP-2L (config):/interface/wlanl-va0O/vap/acl# enable true (BktoueHve KOHTpoNA goctyna no MAC. ns
oTKNtoveHns seeaute false)

HacTtpoiika 6/10KMpoOBKM NOAKIO4MEHUA NONb30BaTtenel, nogmeHaowmnx MAC-agpec yctTpoiictea
nNpPoBOAHON ceTun

B cnyyae ecnv Heo6xo4umo no TpeboBaHMsAM 6e30MacHOCTY peain3oBaTh 3alunTy OT NOAKNHOUEHW
nonb3oBatenei ayonvpyowmx MAC-agpec NpoOBOAHOrO yCTpoKicTBa (w3, MK 1 npoyee), To HEO6X0ANMO
BOcCnonb3oBaTtbcs HacTpolikoi fdb-filtering, koTopasi UMeeT cneayoLme pexmmMbl paboThbl:

on-connect — pexxvum 6/10KMpyeT BCe NONbITKA NOAK/IHYEHNS YCTPOICTB Yepe3 Wi-Fi, B cnyyae ecnv MAC-
aZpec yxe nsyyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexvm oTKNOYaET NOAKNIOYEHHOrO KNneHTta no Wi-Fl, B cnyyae ecnv ero MAC-agpec ctan
n3y4yeH Ha Ethernet-nopTy TOukM AoCTyna (pexmm NoMoraeT ounLaTb CTapyto 3anncb O K/IMEHTE Mpu
pOyMUHre);

full — pexum coBmeLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYeHNne HOBOro
nosnb3oBartesia no Wi-Fi, a Takke OTK/Il0HaeT paHee NoAKII0YEHHOro B cyyae coBnageHuns ero MAC-
agpeca ¢ ycTpoincTBom 3a Ethernet-uHtepdelicom.

© nNpu BbicTaBneHnn pexumos full 1 on-connect POyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
Xofie paboTbl Bce broadcast-nakeTbl OT KMEHTA NONAAAT HA OCTa/IbHbIE TOUKW AOCTYNa CETH, U
ero MAC n3yyaertcsl Ha BCex Toukax A0oCTyna CETW, NO3TOMY NPU POYMUHIE K/IMEHTA, B C/lyYae ec/im
ero MAC-aipec HaxoauTcs B cnucke Ha Ethernet-nopTy, nepenoak/oyeHe MOXET NPOVUCXOANTb
LANUTENBHOE BPEMS.

WOP-2L (config):/interface/wlanl-va0/vap# fdb-filtering

WOP-2L (config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bk/1toueHne yHKLUOHaA. [
oTkntoveHns seegute false. 3HaueHne no ymonyaHuio: false)

WOP-2L (config):/interface/wlanl-va0/vap/fdb-filtering #mode full (8b160p pexnma paboTkl. 3HaveHve rno
ymosnyaHuio: by-eth-event)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2-Personal 1 WPA2-Enterprise.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) » TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHvika/IbHbIA K4 A/15 AAHHO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH go/mxeH coBnagarb Ha
BCTpeYHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH1Ka/IbHbIA
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T/11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config# enabled true (Bk/t0ueHVe paboThl TOUKM JOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKa/IbHbLINA KNHOY A/15 AHHOTO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarb Ha
BCTPEYHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-aspec VAP
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbINA
KMoY BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config# enabled true (Bk/t0UeHVe paboThl TOUKM JOCTYNA MO
npoTokosny 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINgPpOBaHHbIE). EC/IM Ha ToUKe JocTyna HacTpoeHa pa6ota no npotokosy 802.11k, To, Npy NOAKUYEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (1.1
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WOP-2Lx(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r/e 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHne paboThl TOYKN
[ocTyna no npotokosy 802.11k)

WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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5.4 HacTtpoiikn Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYI U CMEHUTb MOLLHOCTb, UCNO/b3YyinTe criefytolime KoMaHapl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan0

WOP-2L(config):/interface/wlan0# wlan

WOP-2L(config):/interface/wlan0/wlan# radio

WOP-2L(config):/interface/wlan0/wlan/radio#channel X (rze X — HOMep cTaTtnyeckoro kaHasia, Ha KOTOPOM
6yaeT pabotarb TOUKa)

WOP-2L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne aBToBLIOOPA KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WOP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHVE CMO/IL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-2L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wupuHa kaHasna. lNapameTp Moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-2L(config):/interface/wlan0/wlan/radio# tx-power X (r1e X — ypoBeHb MOLHOCTL B ABM. [NapameTtp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 11-16 abm; ang Radio 2: 11-19 abm)
WOP-2L(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144,149,153, 157, 161.

5.4.1 [ononHutenbHble HacTpolikn Radio

HacTpoiika orpaHU4eHHOro CNncKa KaHasi0B

WOP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/it0ueHne ncnosnb3o0BaHns
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. 1S BbikNoueHusi BBeanTe false)
WOP-2L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagmonHTepdeiic)
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N3meHeHne OCHOBHOIO KaHasna

WOP-2L (config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMAaTb
3HayeHue: lower, upper. Mo ymonyaHuto: a4nda Radio 1: lower; and Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WOP-2L(config):/interface/wlan0/wlan/radio# sgi true (Bk/104uEHVIE NCNONB30BAHNA YKOPOYEHHOTO
3alUTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC, BMecTo 800 He. [insa oTktoveHus seeaute false)

BkntoueHune STBC

WOP-2L(config):/interface/wlan0/wlan/radio# stbc true (Bx/1t04eHne MeToAa NPOCTPAHCTBEHHO-BPEMEHHOIO
6/7104HOr0 KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTW Nepeaayn gaHHbIX. Ans
oTK/Io4YeHns BeeauTe false)

BkntoueHue arperauum

WOP-2L(config):/interface/wlan0/wlan/radio# aggregation true (sx/1toueHne arperaumy Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeamMoy bl

WOP-2L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/104EHVIE NCMONB30BAHMSA KOPOTKOM
npeamoysbl naketa. [Ana otkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-2L(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxki WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-2L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxvim pabotsl mexadusmva DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaHn3M BbIK/IOUYEH, DFS-kaHabl 4OCTYMNHbI AN Bbloopa; auto
— MexaHu3M Bk/toYeH; disabled — mexaHU3M BbikOYeH, DFS-kaHas bl HeOCTYMNHbI A1 BbI6opa)

BknroueHue pexuma aBTOMAaTUUYECKOW CMEHbI LWNPUHDbI KaHana

WOP-2L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t0UeHNE pexMa aBTOMaTUYECKON CMEHbI
LUMPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM paanoadoupe. s oTknoueHnsi Beeaute false)
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BkntoueHue welinepa Broadcast/Multicast

WOP-2L (config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rze X — orpaHuyeHvie nepegaun
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENLHOIO Tpadnka B nak/c)

BknitoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-2L(config):/interface/wlan0/wlan/radio# qos

WOP-2L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHVIE NCNONL30BAHNSA YHKLNN,
obecneunBaroLLMx kKa4yecTBo 06¢cnyxmBaHuA (Quality of Service). Ans oTkntoueHns seeguTe false)
WOP-2L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS Touk/ A0CTyna,
Tpadhvk nepegaeTcs OT TOUYKM A0CTyNa K KNINEHTY)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpolika napameTpos QoS /15
HM3KOMPUOPUTETHON 0Yepesm C BbICOKOM NPONYCKHOM CNOCOBHOCTLIO (NproputeThbl 802.1p: csl, ¢s2))
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHua kaapos
(bpeimoB) faHHbIX, n3mMepsiemMoe B coTax. [prHuMaeT 3HavyeHns 1-255)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haua/ibHOe 3HaYeHne BpemMeHn
oXugaHus nepes NOBTOPHOW OTNPABKON Kaapa, 3afaeTcs B MUnancekyHaax. lNpuHumaet 3Hadenms: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbILaTh 3HaYeHne cwMax)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumasibHOe 3HavyeHne
BPEMEHM OXUaaHNs nepes NOBTOPHOWN OTNPABKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHMe cwMax 0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — uHtepean BpemeHu, B
MUIMCEKYHAAX, KOraa KnmeHTckasd WME-CTaHuma MMeET npasa UHULMMPOBATb Nepegady AaHHbIX Mo
6ecnpoBoAHON cpeje K ToUke AocTyna. MakcumasibHOe 3HaYeHne 65535 MUAINCEKYHA)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-2L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUMN KIMeHTa,
Tpadhvk nepeaaeTcs OT CTaHUMM KMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4/1a ouepegeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovyepegn bk.
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5.5 Hactpoiika DHCP onuumn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HadyeHme onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan0 (HacTpolika 6yaet nponsBoguTbes Ansd Radio 2.4 'Tu. Ecnn Heobxogmmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WOP-2L (config):/interface/wlan0# common

WOP-2L (config):/interface/wlan0/common# dhcp-snooping

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

—_—
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (11 custom
— 3aMeHa cogepxummoro CID Ha 3HauyeHne, ykazaHHoe B napameTpe dhcp-option-82-custom-

CID. MapameTp MOXET NpuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY NOAK/HOYEH
KNueHT. Mo ymonyaHuo: APMAC-SSID)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (r/e custom
— 3amMeHa cofgepumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXET npuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-agpec
KNMeHTcKoro yctporictea. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXxmmoro RID Ha IOMeH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HavyeHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATb RID Ha 3HaveHre no
ymoyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetca B RID u CID. radius — B kauecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasaennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)
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5.6 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIE KaHas 1
LWMpUHa KaHana. bonee Nnogpo6Hyo MHopMaLMo O HACTPOKe paguonHTepdgeinca Yyepes KOMaHaHYy
CTPOKY MOXHO y3HaTb B pasgesie «Hactpoiiku Radio».

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# wlan1-wds0 (Bbi60p Hka WDS. BO3MOXHble 3HauveHnsa asis Radio 2.4 ITL;:
wlan0-wds0 - wlan0-wds3); ans Radio 5 I'Tu;: wlan1-wds0 - wlanl-wds3)

WOP-2L (config):/interface/wlan1l-wds0# wds

WOP-2L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepdeiica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HAaTb €C/IM BBECTM Ha BCTPEYHON TOUKE A0CTyna koMaHay
monitoring radio-interface)

WOP-2L (config):/interface/wlan1l-wds0/wds# exit

WOP-2L (config):/interface/wlan1l-wds0# common

WOP-2L (config):/interface/wlan1l-wdsO/common# enabled true (BktoueHve nuHka WDS. [118 OTK/IH04eHUA
BeeguTe false)

WOP-2L (config):/interface/wlan1l-wds0/common# exit

WOP-2L (config):/interface/wlanl-wdsO# exit

WOP-2L(config):/interface# wlanl (npv HacTpoike WDS Ha Radio 2.4 [T, BBeanTe wlan0)

WOP-2L (config):/interface/wlanl# wlan

WOP-2L (config):/interface/wlanl/wlan# wds

WOP-2L (config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexnma 6esonacHocTy WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 naponsi)

WOP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Maposib, He0OXOAUMBIN [/15
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-2L (config):/interface/wlanl/wlan/wds# enabled true (sx/itoueHne WDS. [517 oTkntoveHus seeaute false)
WOP-2L (config):/interface/wlanl/wlan/wds# save

—_— e~~~ —

HacTpoiika BCTPeUYHO TOYKU AOoCTyna BbINOMHAETCA aHA/IOTMYHO.
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5.7 CucTeMHble HaCTPOIiKK

5.7.1 O6HoeneHue MO ycTponcTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-2L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue chaiina NO> (nprmvep:
firmware upload tftp 192.168.1.15 WOP-2L-2.3.2_build_X.tar.gz)
WOP-2L (root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-2L(root):/# firmware upload http <URL ansa ckaumBaHus pavina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-2L-2.3.2_build_X.tar.gz)
WOP-2L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-2L(root):/# firmware switch

5.7.2 ¥YnpaBneHue KoHUrypaumeri ycTpoiictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-2L (root):/# manage-config reset-to-default

C6pocC KOHhUrypauymm ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WOP-2L (root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiictea Ha TFTP-cepBep

WOP-2L (root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprvep: manage-config download
tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-2L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue chaiina
KOHdurypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2L(root):/# manage-config apply (npvveHeHve KoHurypaumm Ha TO4Ky A0CTyna)
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5.7.3 TMepesarpyska ycTpoiicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-2L(root):/# reboot

5.7.4 HacTtpolika pexnma ayTeHTugumkalmm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yyetHoii 3anucu admin

WOP-2L(root):/# configure

WOP-2L (config):/# authentication

WOP-2L(config):/authentication# admin-password <HOBbIA naponb ANsA yyeTHoI 3anucu admin> (0T 1 /10
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WOP-2L (config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-2L(root):/# configure

WOP-2L(config):/# authentication

WOP-2L(config):/authentication# user

WOP-2L(config):/authentication/user# add userX (rae userX — ¥Msi HOBOVM Y4eTHOWN 3anvcu. [1ns yaaneHmns
ncnonb3ynte komaHay del)

WOP-2L(config):/authentication/user# userX

WOP-2L(config):/authentication/user/userX# login userX (rae userX — ¥Msl HOBOV YYETHOWN 3anvcu)
WOP-2L(config):/authentication/user/userX# password <[laponb Ans yyeTHoW 3anucu userX> (0T 1 /10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WOP-2L(config):/authentication/user/userX# role admin (nosib30BaTesiio BbIAAKTCA NpaBa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWUTOPWHT)

WOP-2L(config):/authentication/user/userX# save
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-2L
WOP-2L

root):/# configure

config):/# authentication

WOP-2L(config):/authentication# radius

WOP-2L (config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-2L(config):/authentication/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOPbIA UCMNO/bL3YEeTCs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WOP-2L (config):/authentication/radius# auth-password secret (rze secret — kitou 4519 RADIUS-cepBepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-2L (config):/authentication/radius# exit

WOP-2L (config):/authentication# radius-auth true (Bk/1oueHne pexurmva ayTeHTudrkaum Yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WOP-2L (config):/authentication# save

—_— e~~~ —

© Mpu ayteHTudmkauyum yepes RADIUS-cepBep HEO6X0ANMO 0653aTeNIbHO CO3AaTh JIOKa/bHYIO YUETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no SI0KasibHOM
YYETHOI 3anuncu.

5.7.5 HacTtpoiika gaTbl U BpeMeHM

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
30HbI)

WOP-2L (config):/date-time/common# save (COxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1l0UeHNe pexxumva paboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemMeHHO

o~ o~~~ o~ o~~~ —~
—_— = ==
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5.7.6 [ononHuTesibHble HACTPOMKN CUCTEMbI

BkntoueHue rno6asibHOW n3onaumm

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# global-station-isolation true (Bx/it0ueHve r106as1bHON N30M1AUMs Tpadmka Mexay
KNueHTamu pasHbix VAP 1 pasHbIX pagmonHTepdieincos. Ans oTkiodeHns seeguTe false)
WOP-2Lconfig):/system# save (coxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WOP-2L(root):/# configure

WOP-2L (config):/# system

WOP-2L(config):/system# hostname WOP-2L_room2 (e WOP-2L_room2 — HOBOE 1MS YCTPOACTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK geduc «-» (aedunc He MOXET ObITb MNOC/IEAHNM CUMBO/IOM B UMeHW). Mo ymonyaHuio: WOP-2L)
WOP-2L (config):/system# save (coxpaHeHVe HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# ap-location ap.test.root (i/e ap.test.root — foMeH y3na gepesa yCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. Mo ymonyaHuio: root)
WOP-2L(config):/system# save (CoxpaHeHVe HacTpoek)

N3meHeHue Radius NAS-ID

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rje Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WOP-2L(config):/system# save (coxpaHeHVe HacTpoek)
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HacTpoliika LLDP

WOP-2L(root):/# configure

WOP-2L (config):/# ldp

WOP-2L (config):/lldp# enabled true (BkntoueHve coyHkumoHana LLDP. s BbiknoveHus seegute false. o
YMO/IHaHUIO: true)

WOP-2L(config):/lldp# tx-interval 60 (M3meHeHne nepuoga otnpasku LLDP-coo6LeHuii. Mo ymonyaHuto: 30)
WOP-2L(config):/lldp# system-name WOP-2L_reserv (re WOP-2L_reserv — HOBOe nms ycTpoicTaa. o
ymMon4aHuo: WOP-2L)

WOP-2L (config):/|ldp# save (cOoxpaHeHne HacTpoek)

—_

5.8 HacTtpoiika cepsuca APB

Cepsuc APB ucnonb3ayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy ToYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-2L(root):/# configure

WOP-2L(config):/# captive-portal

WOP-2L(config):/captive-portal# apbd

WOP-2L(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-2L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHvie cepeuca APB. [1115 OTK/IOUEHNSA BBEANTE
false)

WOP-2L(config):captive-portal/apbd# save
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5.9 MoOHUTOPUHT

5.9.1 Wi-Fi knneHntnbl

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napameTtp N>,

rae <mac-afjpec KAvMeHTa 1> ... <mac-afipec KineHTa N> — mac-afpeca K/IMEHTCKUX YCTPOIACTB,

NOAK/TIOYEHHbIX K TOYKe gocTyna. [nsa Toro, 4Tobbl BbIBECTU MHDOPMALMIO N0 BCEM K/IMEHTaM BBeauTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOK)yKa3HBaDTCﬂﬂapaMeprIMOHMTOpMHELHGO6XOAMMbE
[0/151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE /11 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAKMIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HaXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WOP-2L (root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all
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[na nonyyeHna cnncka napaMmeTpoB MOHUTOPUHIa nocse filter HaxxvuTe KnaBuly Tab.

WOP-2L (root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count

WOP-2L (root):/# monitoring associated-clients

index | ©

interface | wlano-vao
state | ASSOC AUTH_SUCCESS
hw-addr | 26:af:0a:30:ef:29
ssid | !!!DOC_test
ip-addr | 169.254.68.250
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 76

tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2
rx-rate | MCS7 NO SGI 65
rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©
wireless-mode | n
perftest-capable | false
link-capacity | ©

link-quality | ©
link-quality-common | ©
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
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actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©

Rate Transmitted Received

Total Packets: 2 176

TX success: 100

Total Bytes: 173 8877

Data Packets: 0 31

Data Bytes: 0 4488

Mgmt Packets: 2 145

Mgmt Bytes: 173 127

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdme 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBoA UH(hOpMaLUN MO KOHKPETHOMY/KOHKPETHbIM KIMEHTY/K/IMeHTam

WOP-2L (root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (€CTb BO3MOXHOCThL YKa3aTb HECKOJSIbKO
mac-afpecos, Harnprvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 160.24.80.90

hostname | HUAWEI_P46_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 60:01:12
multicast-groups-count | ©

wireless-mode | ac

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 312 483
TX success: 100
Total Bytes: 112678 55795
Data Packets: 308 295
Data Bytes: 104438 43445
Mgmt Packets: 4 188
Mgmt Bytes: 232 240
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Rate Transmitted Received

ofdmé 21 | 6% 103 | 21%
ofdm24 0 | 0% 105 | 21%
mcs7 15 | 4% 0 | 0%
mcs12 41 | 13% 0 | 0%
mcs13 43 | 13% 0 | 0%
mcs14 0 | 0% 4 | 0%
mcsl1l5 192 | 61% 270 | 56%

Multicast groups: none

dunbTpaums napaMeTpoB MOHUTOPUHIA

WOP-2L (root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYEHHOIO KOIMYeCcTBa NapaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/IMEHTY. ECTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 10.24.80.58
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:07:57

WOP-2L (root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OrPaHNY€HHOro Ko/iMyecTBa napameTpoB MOHUTOPUHIA MO BCEM K/IMEHTaMm)

hw-addr | 32:5b:60:62:€0:a4
rssi-1 | -24

rssi-2 | -24

wireless-mode | n

interface | wlanl-va0@

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -38

rssi-2 | -53

wireless-mode | ac

interface | wlanl-va2
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5.9.2 WDS

Ana moHuTopuHra WDS-coeMHeHnin Ncnosb3yeTcs KoMmaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-afpec BCTPEYHON TOUKU
poctyna N> filter <napametp 1> ... <napameTp N>,

rae <mac-afjpec BCTPEYHON TOUKM AoCTyna 1> ... <mac-afipec BCTPEYHOI ToUkM focTyna N> — mac-agpeca
BCTPEYHbIX TOYEK AOCTYNa, C KOTOPbIMU NOCTPOEHbI WDS-MOCTbI. [1/151 TOro, YUTOObI BbIBECTU MH(DOPMALMIO
Mo BCEM BCTPEYHbIM TOUKaM BBeAMTE BMECTO <mac-afpeca BCTPeYHOI Touku goctyna> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WOP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WOP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, I/IH(bOpMaLWIVI no BCeM BCTPEYHbIM TOYKaM goctyna

WOP-2L (root):/# monitoring wds-entries (/111 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | woP-2L
perftest-capable | false
snr-rssi-capable | false
I
I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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ofdmé
ofdms54
nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups: none

index
interface
state

hw-addr
ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2
wds-interface
tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

Received

7%

1

wlanl

WIFI_WDS
e8:28:cl:da:cbh:80
10.24.80.40
WOP-2L

false

false

false

10

0

0

0

=75

=70

40

39

wlanl-wds2

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:07:15

0

ac

1.2.5 build X
WOP-2L

false

false

90 (not changed)
100 (not changed)
100

© © 0o o U o

12

~N DDA N0 O 0O O
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Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbiBopg, I/IH(bOpMaLWIVI no Op.HOI7I NN HECKOJTbKUM BCTPEYHbIM TOYKaM AocTtyna

WOP-2L (root):/# monitoring wds-entries €8:28:¢c1:d1:43:15 (eCTb BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-
aZpecos, Harpvmvep, monitoring wds-entries €8:28:c1:d1:43:15 e8:28:c1:da:cb:80)

link-capacity
link-quality

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | woP-2L
perftest-capable | false
snr-rssi-capable | false
I
I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |

90 (not changed)
100 (not changed)
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Mgmt Bytes: | 268 | 444 |

ofdmé | | 13% 12
ofdm54 | | 1%
nss2-mcso | | 7%
nss2-mcsl | | 7%
nss2-mcs2 | | 7%
nss2-mcs3 | | 7%

I I

I I

I I

I I

I I

nss2-mcs4 7%
nss2-mcs5 7%
nss2-mcs6 7%
nss2-mcs7 16%
nss2-mcs8 15%

~N DDA N0 O 0O O

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WOP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYE€HHOro KoMnMyecTBa napaMeTpoB MOHUTOPUHIA N0 ONpeaesieHHOoM Touke aocTyna.
ECcTb BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZipecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WOP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ, OrpaHM4YeHHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM

aoctyna)
hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

wds-interface wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl
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5.9.3 WNHopmaumsa 06 ycTpoincTee

WOP-2L (root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WOP-2L

2.3.2 build X

2.3.2 build X

2.1.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu-average 6.70
is-default-config false
board-type WOP-2L
hw-platform WOP-2L

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false

5.9.4 WHdopmauusa o ceptudmkarax

WOP-2L(root):/# monitoring certificate

ott:

status: present

url: https://192.168.1.100:8043
wlc:

status: present

url: https://192.168.1.1:8044
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5.9.5 CerteBas nHpopmaums

WOP-2L (root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:ixX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WOP-2L (root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-2L (root):/# monitoring arp

# IP MAC

0] 10.24.80.65 14:dd:a9:el:xx:xx
1 10.24.80.98 18:c0:4d:dd:xx:xx
2 10.24.80.1 e0:d9:e3:e8:xx:xXx

WOP-2L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 10.24.80.1 0.0.0.0 uG bro
10.24.80.0 0.0.0.0 255.255.255.0 u bro

WOP-2L(root):/# monitoring lldp
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WOP-2L (root) : /# monitoring 1lldp
Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3:eb:66:80 gil/0/16 120

5.9.6 BbecnpoBogHble MHTepdIENChI

WOP-2L(root):/# monitoring radio-interface

name | wlanoe
status | on

band | 2.4 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 34%
thermal | 24

mode | b/g/n
name | wlanl
status | on

band | 5 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 23%
thermal | 25

mode | a/n/ac
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5.9.7 XXypHasn cobbITuii

WOP-2L (root):/# monitoring events

Jan 23 00:00:07 WOP-2L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-2L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WOP-2L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WOP-2L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WOP-2L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:
6B ssid: '"WOP-2L_2.4GHz' int0

5.9.8 CkaHupoBaHue achmpa

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WOP-2L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth,
MHz

I111Esh_testl1l1l1 AP wpa CC:9D:A2:C7:A2:E0 1 -39 20
EltexWiFi AP off EOQ:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sdd1 AP wpa E8:28:C1l:FC:D6:40 1 =77 20
WLC AP off EOQ:D9:E3:49:79:01 1 =77 20
Rostelecom AP of f E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EOQ:D9:E3:73:06:F2 6 -79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EQ:D9:E3:73:06:F3 6 -80 20
i-cis-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20
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5.9.9 CnekTpoaHasM3aTop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepdpeiica Ha false. NMocne nonyyeHns pesynbTaTtoB paboTbl CNEKTPOaHaIN3aTOpa, BEPHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».
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WOP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%
2| 40%
3] 14%
4] 10%
5| 36%
6| 60%
7| 40%
8| 8%
9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44|  10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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6 CnncokK naMmeHeHun

Bepcusa gokymeHTa

Bepcua 1.7

Bepcua 1.6

Bepcua 1.5

Bepcusa 1.4

Jarta Bbinycka

12.2023

09.2023

04.2023

03.2023

PykoBoacTBo no akcnayatauum WOP-2L

CopepXaHne N3MEeHEHNIA

CuHxpoHu3aums ¢ sepcueii MO 2.3.2
[ob6aBneHo:

* 5.9.4 NHpopmaums o ceptTudmkarax

N3MeHeHo:

+ 4.4.8 NogmeHto «MHdopMauusa 06 ycTpoiicTee

+ 4.6.2 NogmeHo «<VAP»

+ 5.3 HacTpoiika BupTyanbHbIX Touek goctyna Wi-
i (VAP)

.1 Hactpoiika VAP 6e3 lwumgpoBaHus

.2 HacTtpoiika VAP ¢ pexumom 6e3onacHocTu
A-Personal

.3 HaCTpovn(a VAP c Enterprise- aBTopm3au,|/|eV|
A4 HaCTpOMKa VAP ¢ nopTasibHOi

opusaumen

.5 flononHnTeNbHbIE HacTpoiikn VAP
HacTpoliku Radio

.1 JononHuTenbHble HacTpoliku Radio
HacTtpoliika WDS

.3 VIHghopmaums 06 ycTpoicTee

.6 becnpoBogHble NHTEpPEliChI

soom
Twwgww

B

oo gol
\OkOO'\-b-bOO

CuHxpoHusaums ¢ Bepcueii MO 2.2.0
[Jo6aBneHo:

* 4.9.2 NogmeHto «AirTune»

MN3MeHeHo:

+ 4.4.4 TogmeHo «CkaHupoBaHue adpupa»

+ 4.5.3 NogmeHo «onoHNTENBHO»

+ 4.6.2 NogmeHo «VAP»

+ 5.2 HacTpoiika ceTeBbIX NapameTpoB

+ 5.3.5 JononHutenbHble HacTpoikn VAP

+ 5.7.6 lononHuTeNbHbIE HACTPOWNKN CUCTEMBI
+ 5.7.8 MOHUTOPUHT

CuHxpoHusauus ¢ sepcuein MO 1.7.0

Vi3meHeHo:

+ 5.3 CuCTEMHbIE HACTPOWKM
CwuHxpoHusaums ¢ Bepcueii MO 1.6.2
[obaBneHo:

+ 5.5 Hactpoiika DHCP onuwnn 82

MN3MeHeHo:

+ 6.5 MeHto «Radio»
+ 5.6.2 NogmeHo «<VAP»
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PykoBoacTBo no akcnayatauum WOP-2L

Bepcus gokymeHTa Jarta Bbinycka CopaepxxaHne UsmeHeHui
Bepcua 1.3 06.2022 CuHxpoHusaums ¢ Bepcueii MO 1.2.5
Mi3meHeHo:
+ 2.3 TexHnyeckne napameTpbl yCTpoiicTBa
+ 5.8.2 NogmeHto «JocTyn»
Bepcus 1.2 01.2022 CuHXpoHu3aums ¢ sepcuein MO 1.2.2
[ob6aBneHo:

5.4.2 NMogmeHo «WDS»

.7 MeHo «WDS»

.2.1 HacTpolika ceTeBbIX NapamMeTPOB C
OMOLLbI0 YTUINTBLI Set-management-vlan-mode
2 HacTpolika ceTeBbix napameTpos IPv6
Hactpoiika WDS

5 [lononHuTeNbHbIE HACTPOIKM CUCTEMBbI

2

7

2
.5
.6
.8.2 WDS

.8.7 CkaHupoBaHue athmpa

5
6
n
6
6
6
6
6

Mi3meHeHo:
+ 2.2 XapakTepucTuka ycTpoicTea
+ 5.6.1 NogmeHo «CyMMapHO»
+ 5.6.2 NogmeHo «<VAP»
+ 6.3.5 JononHuTenbHble HacTpoikn VAP
+ 6.8.1 Wi-Fi knueHTbI
+ 6.8.3 NHhopmauusa 06 ycTpoiicTee

Bepcusa 1.1 06.2020 CuHxpoHusaums ¢ sepcueid 1.1.0

Bepcusa 1.0 03.2020 MepBas nybnvkaums

Bepcusa nporpaMmHoro obecneyeHuns 2.3.2
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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