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ECCM.PykoBoACTBO Nosib30Bartens.

ECCM (ELTEX Cloud Configuration Manager) — 310 o61a4Has cuctema ynpas/ieH/s CETEBbLIM
obopyfoBaH/eM. Ynpas/ieHne CUCTEMOM OCYLLECTB/ISETCA C NOMOLLbIO Be6-MHTepheiica, KOTopbIit
npefocTaBnseT yao6Hble MHCTPYMEHTbI 411 HACTPOIKM CUCTEMbI U CETEBOI0 060PYA0BaHUA NOA HYXAbI
nonb3osarens. [laHHoe pyKOBOACTBO COAEPXMUT OnucaHne nHTepdeica nosb3oBartesis 1 OCHOBHbIX NPYEMOB
paboTbl C HUM.

1 [ocTyn K Nonb3oBaTeNbCkomy nHTepdelicy
[Ns noaknoyeHns K uHTepdeiicy nosb3oBaresisi OTKpoiiTe Gpay3ep 1 B aApeCcHoii CTpoke BBeauTe:

http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnonb3oaHum HTTPS),
rne <ECCM_ADDRESS> — aapec cepsepa ECCM B Balueli ceT (370 MOXET 6bIThb IP-agpec nnm foMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHuLa ¢ oOpPMOii aBTOpPU3aLN:

ECCM.PASSPORT

NoruH

Mapone

Boiitun

BBeauTe /10rMH eccm 1 Naposib eccm B COOTBETCTBYHOLLME NOMS U HAXMUTE KHOMKY "BoiiTn".



ECCM.PyKkoBOACTBO Mo/b30Baress.

2 OCHOBHbIE 3M1IEMEHTLI NHTEpdielica

Monb3oBaTenbLCKWii MHTepgoeiic NnpeacTaBnseT cob6oii 0AHOCTPaHNYHOE BEG-NPUNIOXEHNE, KOTOPOE COCTOUT 13
HECKOJIbKUX OCHOBHbIX YacTeli:

EccmE. E.
HELTEX 2 N e 3 4D

CBOZHEA MHDOPMaLMA MepcoHanbHas uHpopmaums KaHanbl yBegomneHui

oua
Mpo6nembl Ecem Ecem Ecem HeT fOCTYNHBIX KaHanoB YBEAOMNEHHIA.

Kaptel ceTn
Email

ecem@eccm.ru

CeTb

136 2 b

no
Howmep Tenedoria

LWaénoHs!

Yacoaoli nonc
WHWumManuaauma ycTpoicTs uTC

3agaun
flanik

Co6biTuA Pyccknit

» @ O & F

YBegomneHus Norwn
eccm

@

Tpanb!

. Tun awcayita
HacTpoiiku EGCM

o

Pons.
SuperAdmin

/' Pepakuposats

MokasaTk AOCTYNHbIE MPUBMNETMH

Mpynnsi

« eccm

<« CBepHYTb NaHenb

MaHenb HaBuraumm nNo pasgenam;

CenekTop Bblbopa A3blka UHTEpPJIECa;

CefeHuns 06 y4eTHO 3anucK 1 cebisika Ha MepcoHasibHy0 CTpaHuLy nonb3oBartens;

KHonka a1 Bbixoga u3 cuctemsol. MNMpu HaxaTum Ha Hee ceccus 6yaeT pa3opBaHa;

Pabouas o6nacTb. B 3aBYCMOCTM OT BbIGPAHHOTO pa3gena 34eck 6yayT npeacTas/ieHbl pas/iyHble
BUOKETDI

KHonka cBopauvBaHusl naHenun Haesurauum (41s paclumpeHunst paboueii o6nactu).

aprpOd =

o



ECCM.PykoBoACTBO nosb3osaresns.PaboTa ¢ Tabniuamm

2.1 Pab6ota c Tabnuuamm

2.1.1 ®unbTpbl TAGANL,

KOMMOHEHT chu/bTpa NO3BOMSIET OCYLLECTBNATL MMOKYH0 paboTy ¢ Tabnmuamim, otobpaxas AaHHbIe,
oToGpaHHbIe Mo onpeaeneHHoMyY, yCTaHOB/IEHHOMY Mo/b30BaTenieM, ycioBuio. Ansa go6asneHns ounsTpos

—_

HaKMUTE Ha KHOMKY ~+ :

D D CepuiHLIN HOMep P-anpec Wmn xocTa MAC-agpec Cepua Mogent Bepcua N0 O6cnymvBanHe ocTynHocT lpynna NpoGnembl
(0)

O 115  NPO1000622 100.110.0.127  es-1000 a8:f9:4b:0a:50:3b  ESR-1000 ESR-1000 1.116build1  Bimouero SSH eccm/Tpynna 1 0

O 107 NPIFO00942 100.110.1.130  ECCM-WLC-30 68:13:e27e:93b6  WLC-30 WLC-30 1.19.1build 10 Brioueo ecom/Ipynna 1 0

0 106  VIF005002 100.110.1.123  ECCMSSMG-1016M  e0:d9e3df:88:3d  SMG-1016 SMG-1016M  3.20.54865  Briosero ecom/pynna 1 0

[0 104 ES87085387 1001101126 ECCM_MES2428  cc:9d:a2be66:40  MEST4xx/MES24xx/MES3708  MES2428 AC  10.3.2 RD BKOUEHO ecem/Ipynna 1 2

O 101 MEI0000104 100.110.1.128  ECCM_ME5200 e45addde1580  ME5200 MES5200 3.6.0.90T BKI04eHO ecem/Tpynna 1 1

O 100  NP15011091 1001101122 ECCM-ESR-200 cc:9da270:afd8  ESR-100/200 ESR-200 1.184build 1 Bkioueno ecom/Ipynna 1 0

3NeMEHTOB Ha CTPaHMLe 157'
—

Mocne HaXKaTus Ha KHOMKY =~ OTKpPOEeTCst OKHO "®UNbLTPbI', KOTOPOE COAEPXUT:

oo o

PUNLTPLI CoxpakeHHble GUnbTpbl

#  Cepus
Onepaun 3uauenne

Copepxut h X

“ IP-agpec

Onepaums 3Havenne

Copepmut

v HWmaxocta
v MAC-appec
~ CepuitHblil HoMep

~ 06cnyxueaHue

3aKpbITe MpumennTs

1. CenekTtop "CoxpaHeHHble uNLTPbI" CO CMMCKOM COXPAHEHHbIX MOMb30BATENbCKUX (DULTPOB;

2. VIHAMKaTOp HeCcoXpaHEeHHbIX N3MEHeHNIA " — O0ToGpaxaeTcsl B C/lyyae, eC/im B paHee COXPaHEHHbIN
hunnbTP, UM KOTOPOro oTpaxaeTcs B none "CoxpaHeHHble OUIbTPbI”, Obl/I BHECEHbI N3MEHEHMS;
Pasgen ¢ kapToukamu ouIbTPOB, AOCTYMHbIX 47151 HACTPOMKMY;

KHonka "3akpbITb" AN51 3aKpbITUA OKHA UNLTPOB 6€3 BHECEHMS U3MEHEHWI U NPUMEHEHUS (OUNLTPOB;
KHonka "CoxpaHuTb" ansa coxpaHeHus dmnbtpa. Nocne coxpaHeHns unestp 6yaet AocTyneH ans
BblGopa B cenekTope "CoxpaHeHHble unbTpbI”,

6. KHonka "MpumeHnTb" ANnsa npuMeHeHns ounbsTpa K Tabnumue 6e3 ero coxpaHeHus.

arw®



ECCM.PykoBoAcTBO nonb3oBatens.PaboTta c Tabnuuamm

2.1.1.1 Hacmpolika cpusibmpa

®duUNbTPbLI NpeacTaBneHbl B OkHE "®uUnbTpbl” B BUAE KapToUvek, UAbTPYOLWNX AaHHbIE NO ONpeaeneHHoMY
nosto TabAnLpbl:

“  Cepus

Onepayus

Copepwut - 3HaueHne x

“  |P-appec

Onepauus

Copepwut - 3HauyeHue b 4

~ Wmsaxocta
v MAC-appec

v CepuiHbIA HoMep

Kaxkgas kapToyka ColepXuT Ha3BaHve Nnoss, No KOTopoMy 6yAeT BbiNofHEHA (PUNLTPALVS, Y NapaMeTpbl:
1. Onepauusi — BbiNagatoLLmMii CMMCOK onepauuii, AOCTYMHbIX 4151 AaHHOT0 Tuna unLTPa;
2. 3HadeHue — nose A1 BBoJA 3anpoca. [aHHoe Nnosne MOXEeT ObITb NPeAcTaB/eHo B BUAE OAHOMO MUK
X
HECKO/TbKNX 3/1IEMEHTOB hunbTpaumn. AN yaaneHust AaHHbIX cnpaBa nosiBAseTcs NukTorpamma ;

JlocTynHble onepauuy OT/IMYatoTCs B 3aBUCUMOCTU OT [laHHbIX, yKa3aHHbIX B NOJe:

Copepxumoe Mpumep JocTynHble onepauyuu

CTtpoka IP-appec Copepxut/He copepxut, PaBeH/He paBeH

Yucno ID, Pasvep PaBeH/He paseH, Bonblue yem/MeHbLUe
yem

Bpewms [ata cosgaHns PaBeH/He paBeH, Bosnblue yem/MeHbLue
yem

Cnucok Heckonbko IP-agpecos yepes 3andartyto Bkitovaet aniemeHTbl/He BkovaeT

ANNEMEHThI



ECCM.PykoBoAcTBO nonb3oBatens.PaboTta c Tabnuuamm

[N HeKoTopbIX PUNLTPOB AOCTYNHO aBTOAOMNOSIHEHME NPU HAXATUM Ha Nosie BBOAA:

+ WmMaxocTta
+ MAC-agpec

~ CepuitHbii HOMep

A CTaTyc 06CnyXMBaHWA

Onepaumn uauerme
Pagex - [ X

BknoyeHo

+ Mogenb

OTKNYeHO
+~ Bepcuallo

HekoppeKTHas Mogenb
~ [Mpo6nembl

e

Mpv BBOAE HECKOMbKNX 3HAUYeHWli B Nnose BBOAA ouibTpaums 6yaeT NpomMcxoanTb No cnucky. PasaeneHune

3/1eMEHTOB Cnucka npovcxoguT HaxkaTuem knasmwn ENTER, BBogom npo6ena wnv cumsona ', "

~ Cepuﬂo

Onepauna Snausme

BitouaeT anemenTl ¥ [ ESR-1200 ESR-1700 | l X

B uncnoBbix counstpax "CkopocTs" (Bkiagka "MiHTepdeiichbl” Ha cTpaHuue ycTpolicTea) 1 "Pasmep” (pasgen
"MO") gocTyneH BbIGOP eanHULL U3MEPEHMS:

“ CKopocTb

Onepaus 3nauenme

Pasen i 10 X
b/s

Mb/s

- Gb/s
1e0/0/8 R ur DOWN

~ OnucaHne

Mocne ycTaHOBKM KpUTEPUEB, NO KOTOPbIM HEOOX0AMMO OTCOM/ILTPOBATL TabnuLy, (PUNALTP MOXHO COXPaHWUTb C
MOMOLLbIO KHOMKM "COXPaHUTbL" MM NPUMEHUTL ero K Tabnmue 6e3 coXpaHeHUs C MOMOLLLbIO KHOMKM
"MpUMeHNTL".

2.1.1.2 TlpumeHeHue busibmpa
[ns npyumeHeHns unbTpa K Tabnmue HaxXMuTe Ha KHOMKY "MpuMeHnTL" B OkHe "Punibtpbl”.

Mocne NpUMeHeHUst PUNBTPbI 0TOGPAXAOTCA B BUAE KHOMOK ObICTPOV huabTpaLmm, KOTopble No YMOYaHMIO
[OCTYNHbI ANs1 B3aMMOAENCTBUS (BK/IIOUEHNE/OTK/IOUEHME/yAa/1IeHNEe COOTBETCTBYHOLLETO (IULTPA). Ecnn
(pMNLTP aKTUBEH, LIBET KHOMKM CUHWUIA, €C/TN HEAKTUBEH — CEPbIi. [Na OTKUEHUS hubTpa HaXKMUTE Ha
CUHIO0 (aKTVBHYH) KHOMKY 6bICTPOI (OUbTPaumK, AN BKIKOUYEHNS — Ha cepyto (HEaKTUBHYIO):

=R

+ ESR-1200 +172.24.0.1
[
O ID F:.'I IP-an

(0)

Ansa yaaneHusi punstpa HXXKMUTE Ha KPECTMK Ha KHOMKe 6bICTPOl (onnbTpaLum uim Ha COOTBETCTBYHOLLWIA
3/1EMEHT ya/IeHns B KapTouke hubTPoB.
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ECCM.PyKoBOACTBO Mosib3oBatens.Pa6oTa ¢ Tabnmuamu

2.1.1.3 CoxpaHeHue ¢husibmpa

[na coxpaHeHns hunsTpa HacTpoliTe HEOOXOAUMbIE KPUTEPUN (DUILTPaLMUM Tabnumupbl B OKHe "dunstpbl”
HaxxmuTe KHonky "CoxpaHuTb". [locne yero BBeaute HasBaHue dusibTpa B OkHe "Co3aatb UAbTP" U HaXMnTe
kHonky "Co3gatb".

Cospatb GunbTp

Haasanwe *

duneTp no IP 172.24.0.1

3aKpbITh Coszpate

CoxpaHeHHble hunsTpbl 6yayT OTOGpaxaTbcs B cnuncke. 15 npocMoTpa Ciucka HaXXMUTE Ha CeslekTop
"CoxpaHeHHble hnbTPbI" B NPaBOM BEPXHEM YI/y OKHa "®unsTpbl”.

S eSS

OuUnbTpbI Bes GpunbTpoB he

. GubTp N0 IP 172.24.0.1 ]

’T‘

~ Cepusa

dunbTp no cepun ESR-1000 [}

'T‘

Onepauws

Copepkut b 3HaveHne x

=1

IeHo

[=1

~  IP-appec IeHO

=

Onepauma IeHO

Copepmut - 3HaueHne x

IeHO

[=]

+ Wms xocTa
112 cTpanuue 1

+ MAC-appec

+ CepuiiHbin Homep

3aKpbITh CoxpaHuTb MpumeHnTL

© OuNLTPBI YHUKASbHBI A1 KXKA0M Tab/MLbl U NPU COXPaHEHWN He ByayT OTOBPaKaTbLCS B CMUCKE
thunbTpoB Apyrvx TabanL, CUCTEMbI.

[lnsa Toro 4To6bl NPYMEHUTL COXPaHEHHbIN UNLTP, BbibepuTe ero u3 cnuncka "CoxpaHeHHble uIbTPbI', nocne
yero ybeauTecs, 4TO B KapToukax (PUALTPOB ykasaHbl Hy)XHble BaM napamMeTpbl (unbTpaummn Tabnuubl, u
HaXXmMuTe KHONKY "MpumeHnTb".
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ECCM.PykoBoACTBO nosb3osaresns.PaboTa ¢ Tabniuamm

[na pegakTpoBaHMs CoXpaHeHHOro ounsTpa BbibepuTe ero B cnucke "CoxpaHeHHble UILTPbI" U BHECUTE
N3MEHeHNs B ero napameTpsbl. [1oc/ie BHECEHNUSI U3MEHeHWIi crieBa 0T Ha3BaHWs PUNbLTPA NOSABUTCS UKOHKA

, KOTOpas CUTHaJIN3NPYET O TOM, YTO B (*)I/Iflepe NPUCYTCTBYHOT HECOXPAaHEHHbIE N3MEHEHUA.

CoxXpaHeHHble GUnsTpEIl

GunbTp no IP 172.24... ~

EcTb HECOXPAHEHHBIE W3MEHEHHWA

HaxmuTe kHonky "CoxpaHuTb". OTKPOEeTCS OKHO pefakTupoBaHus dunbTpa. Ecnm Heobxoanmo co3aatb HOBbIN
UNbTP, U3MEHNTE MMA PUNLTPA U HAXXMKUTE KHOMKY "CoxpaHnTb". Ecnun Tpebyetcs coxpaHUTb N3MEHEHMUS B
Tekylem hunbTpe, HaXMUTE KHOMNKY "CoxpaHuTb" 6e3 nameHeHus Ha3BaHus unbTpa.

© Bui6epuTe B cenektope "CoxpaHeHHble PUNLTPbI" NyHKT "Be3 punsTpoB” B criyyae, ecim Heo6XxoaMMo
HaCTPOWUTb HOBbIN UALTP C HyNS, 63 UCNOIb30BaHUSA KPUTEPUEB (PUNBLTPALMM COXPAHEHHbIX
JoMNLTPOB.

[LNs yaaneHus CoxpaHeHHoro tunbTpa packpoiite cnncok "CoxpaHeHHble cnnbTpbl’ n Haxmute kHonky B
PacnosioXeHHY PSAOM C Ha3BaHNeM unsTpa.

2.1.2 dwunsTpauus no gate v BpeMeHu

[lnsi OCHOBHBIX XypHanoB. ("Mpo6nemsl’, "CobbiTus", "3agaun’, "YBegomnenus" n "Tpanbl") n rpacgukos
AOCTynHa chubTpaums no gare u BpeMeHMu.

HacTtpoiika BpeMeHHOro ananasoHa BbIGOPKN JaHHbIX OCYLLLECTB/IAETCS Yepes naHelb B MPaBoOM BEPXHEM Yy
Tabnmupl/rpaduka.

[
AELTEX R 2

B3 CsogHan unbopmauus L - I Q@ Texyupiit gewe ) 5m ~
A Mpo6nembl
@ Cuctemubie  MonbsosaTensckne  Bnpoyecce  Osugauve  C owmbkoit
[ Kaprbicetn
D cratye Tan Onucanme AsTop Hara cosganma Jara sanyexa Hava sasepwerna Nor Nosapam
@ Cem
| no 595 @ MonyuuTs KoHdurypaumio YctpoiicTeo: "WLC-30: 100.110.1.130" System 2024-02-07 09:45:42 2024-02-07 09:45:52 2024-02-07 09:45:55 OTKpLITH Nor
\ LWabnoHbl 594 @ Mony4nTs KOHDUrypaLMio i "MES2424P rev.C1 AC: 100.110.1.129" System 2024-02-07 09:45:42 2024-02-07 09:45:52 2024-02-07 09:45:55 OTKpbITL Nor
£ Mruumanuaauna yeTpoiicTs 593 ©® MonyuuTe KoHPUrypaLmio YcTpoiicTeo: "MES5316A: 100.110.1.127" System  2024-02-07 09:45:42 2024-02-07 09:45:52 2024-02-07 09:45:57 OTKpBITL Nlor
B 3zpauw . . ,
592 ® MonyunTs KoHGurypaumo Y "MES2428 AC: 100.110.1.126" System 2024-02-07 09:45:42 2024-02-07 09:46:02 2024-02-07 09:46:02 OTKpBITS nor
E CobbiTnst
591 @ MonyunTs KoHdurypaumio ¥ i "MES2124M AC: 100.110.1.124" System 2024-02-07 09:45:42 2024-02-07 09:46:02 2024-02-07 09:46:19 OTKpbITH Nor
A VYeepomnenus
N 590 @ Mony4nTL KOHPUIypaLnIe A "MES2124M AC: 100.110.1.121". System 2024-02-07 09:45:42 2024-02-07 09:45:52 2024-02-07 09:46:20 OTKpLITL Nor
© Tpanb
o oH ) 589 ©® MonyunTe KoHpUrypaLuo YeTpoiicTeo: "ESR-200: 100.110.1.122" System  2024-02-07 09:45:42 2024-02-07 09:46:02 2024-02-07 09:46:06 OTKpeITh nor
acTpoitkm
588 @ MonyuuTs KoHGurypaumio YctpoiicTeo: "MES2324B AC: 100.110.1.125" System 2024-02-07 09:45:42 2024-02-07 09:45:52 2024-02-07 09:46:04 OTKpLITH Nor
587 @ Mony4nTs KOHBUrypaLnio YcTpoicTso: "MES200: 100.110.1.128" System 2024-02-07 09:45:42 2024-02-07 09:46:02 2024-02-07 09:46:06 OTKpbLITL Nor
586 © MonyunTs MO YeTpoiicTeo: "WLC-30: 100.110.1.130" System  2024-02-07 09:45:42 2024-02-07 09:46:02 2024-02-07 09:46:05 OTKpEITL nor
3remMeHToR Ha CTpaHuLe 10 ¥ 1-10 13 180 > ol

Ha naHenu oto6pakeHbl creayowye a/ieMeHTbI:

1. KHOnka HacTpolikn BpEMEHHOro AnanasoHa BblIGOPKM AaHHbIX Tabnumubl/rpadmka;
2. KHorka o6HoBNeHus Tabnuupbl/rpaduka;
3. KHorika Bblbopa UHTepBasia 06HOBEHUS Tabnuubl/rpadmka.
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BQEMGHHOH avianasoH BbI60pKI/I OaHHbIX

ECCM.PykoBoAcTBO nonb3oBatens.PaboTta c Tabnuuamm

Mo3BoNseT yCTaHOBUTb AManas3oH BpeMEHM, B KOTOPOM HaXOAATCA MHTepecylolwme gaHHble. Mo ymonyaHuio
ycTaHosneH ananasoH ¢ 00:00 Tekyuwiero gHa. 18 Bblbopa Aatbl 1 BpeMeHU NpesyCMOTPEHDI

COOTBETCTBYHOLLME UHCTPYMEHTbI:

Py4HOii AManasoH BpemMeHn

BeibpaTe pary *

2023-01-16 ®m 10 &2 51
J

BuiGpats AaTy *

2023-01-16 m 16y 51

[] YcTaHoBuTb Bpems “[lo” ceituac

MpumenuTE

06lyKe BpeMeHHbIe LHana3oHbl

MocnegHue 5 MUHYT
MocnegHue 15 MUHYT
MocnenHue 30 MUHYT
Mocneguwi yac
Mocnegume 3 yaca
Mocneguue 6 yacos
Mocnegume 12 yacos
Mocneguue 24 yaca
Mocnenuue 2 aua
Mocneguue 7 aHei

Mocnenuue 30 aHeit

® MocnegHue 6 Yacoe
[pyrue puanasoHbl
Tekywmit feHb
Buepa
MNpownan Hepena
MNpownbii Mecsay,
3Ta Hegena

JTOT MecAay,

Q

VHTepBan 06HOBNEHUA

Mo3BOMSET YCTAHOBUTbL BPEMEHHOWN MHTEPBa/1 aBTOMAaTU4eCKOro 06HOBNEHNS laHHbIX B Tabnuue/rpaduke.

@ Texywui aeHb

—  5m

ol 15m

b.:55 OTKpbI
b:55 OTkpbl
b:57 O1kpbl
02 OTKPbleme

Q 5m ~
He 06HOBNATL
5s

10s

30s

1m

30m

2.1.3 ®unbTp NOSIHOTEKCTOBOrO Noucka

B cucteme Takke focTyneH ounbTp NOIHOTEKCTOBOrO Noucka no BceM nonsim. HaliT ero MoXHo B pasgenax

"CeTb’, "KapTbl cetn" n apyrmux pasgenax.

Ansa domnsTpaumm ycTpoicTB No KYEBOMY C/10BY BBEAMTE LWAG/IOH A/151 MOUCKA B MOJe BBOAA B BEPXHEM

npasoM Yy cTpaHuubl 1 Haxxmute ENTER:

Ty

oo+

D CepuitHbiit HoMep IP-agpec Vs xocTa MAC-agpec Cepun

a 100 NP15011091

100.110.1.122 ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-100/200

Mogens Bepena M0

ESR-200

1.184 build 1

ObenywuBatme

BknioyeHo

AocTyArocTs

[ Q esr200

xlo

Tpynna Npotnemsi

eccm/lpynna 1 0

aHuye 25 -

Mouck ByaeT OoCyLLeCTBAATLCA NO BCEM MONSAM Tab/uvLbl yCTPONCTB. N5 OTMEHbI (OUNLTPaLMM OYUCTUTE Noe
BBOAA (MOXHO cenaTb 3TO HaXaTUeM Ha KPecTuK cnpasa) 1 HaxmuTe knasuwy ENTER.

@ ®UnLTP NOHOTEKCTOBOIO MOUCKA COracyeTcs C 3apaHee YCTaHOBMEHHbLIMW (uIbTpamy TabuLl,.
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ECCM.PykoBoAcTBO nonb3oBatens.PaboTta c Tabnuuamm

2.1.4 HacTtpoiika oTo6paxaemblX KOSTOHOK

[ns 6onblUMHCTBA TAbNUL, CUCTEMbI AOCTYNHA HACTPOLKa OTOBpaxKaeMbIX KOJTOHOK.

[na OTKpbITUSE MEHIO HACTPOIKM OTOBPaXKaeMbIX KOSTOHOK HY)XHO HaXaTb Ha KHOMKY s Ha naHesnu
ynpaeneHusa Tabnuueii. ByaeT oTKpbITO COOTBETCTBYIOLLEE MEHHO:

OTo6pa)kaeMble KONIOHKH

B Hassanme
@

o

Cratyc

<]

Tun

< |

Onuncanue

O

ABTOp

<]

Nata rnanauua

B OoTKpbIBLLEMCA MEHIO:

1. C nomoLbio hriaros BbiIbepuTe KOJTOHKN A1 OTOOPaXKeHUs;
2. YctaHOBUTE NOPALOK 0TO6PAXKEHUS BbIGPaHHBIX KOMTOHOK C MOMOLLbI0 drag-and-drop KOMNOHEHTOB:
i
HaKMUTE Ha UKOHKY ** psagoM ¢ Heo6XoAMMbIM MOSIEM JIEBOW KHOMKOM MbILLV W, yAEPXMBas ee,
nepemMecTuTe MoJie Ha HYXXHYH0 NO3ULMIO;

3. Haxmute KHOMKY nNpnmeHeHuna N3MEHEHWI UK KHOMKY 3aKpbITUA AN14 BbiXo4a N3 MEHIKO 6€e3 N3MEHEHWIA.

& Ecnv He BbiGpaHa HM ofiHA KOMIOHKA AJ1s1 0TOBpaXeHNs, KHomka "TpuMeHnTL" ByaeT 3a6/10KMpoBaHa.

2.1.5 3kcnoprt Tabnuy,

[na 6onbluMHCTBA TabNUL, CMCTEMbI AOCTYNHA (PYHKLMA IKcnopTa Tabnmubl.

& Tlepes 3KCnopTom Tab/nLbl PEKOMEHAYETCSt HACTPOUTL NarvHaLMi, 0TO6paXaeMble KOMTOHKY,
dnnbTpaumio N COPTUPOBKY Tabnunubl, Tak Kak aKCnopT Tabnuubl 6y4eT OCyLecTBIEH B COOTBETCTBUM C
BMAUMOI 0611acTblo.

[nsa akcnopTa Tabnmubl HOXMUTE Ha KHOMKY * janavenu ynpasneHns Tabnuueii. NMocne atoro Bugnmas
o6nacTtb Tabnuupbl byaeT coxpaHeHa B COOTBETCTBYIOLLYHO ANPEKTOPUIO daiiioBoii cuctemsl B hopmarte CSV-
Ghaina.
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ECCM.PykoBoAcCTBO nosib3oBaTesns.llepcoHasibHasa cTpaHuLa

3 OnucaHune nHTepcheinca

3.1 TllepcoHanbHas cTpaHuya

Pasgen ¢ nHdopmaumeii 0 Nosib30BaTe/IbCKOM akkayHTe 1 TEKYLLMMU HACTPOKaMm NoMb30BaTeTbCKUX
KaHa10B yBeOM/IEHWIA. [1na nepexofa B pasfes HaxM1Te Ha MS Nonb30BaTe s B NPaBOM BEPXHEM YIy.

EccmE. E.

! -
.—ie LTGX u SuperAdmin 3
S CaosHan uHbopmMaLms MepcoHanbHas uHbopMauus Kananbl ygepomneHuit
THo
A Npoénemsi Ecom Ecom Ecem
) B E-mail E-mail OTnpaBuTL TecToBOE Cooblienne
Kaptbl ceTn
I] P Email
@ cem eccm@ecem.ru 1 < Telegram ~ ChatID OTnpaBwTs TecToBoE CooBluEHMe
&/ no
Howmep Tenedora
9, WaBnousi
Hacoaoi noc
ﬂ WHuumanmsalna ycTpoicTe uTe
E 3apaumn
Sabiic
E CobbiTHs Pycexuit
A Yeepomnenns orw
ecom
@ Tpanbi
° Hactpoikn EEC;‘Am

Pons
SuperAdmin

/' Pepaktnposats

MoxasaTb OCTYNHbIE NPUBMNETHH

Tpynnbi

« eccm / Tpynna2
- eccm/ Mpynna 1

& CBepHyTb naHenb

3.1.1 MNepcoHanbHaa nHpopmaLmsa

Ha Bugxete "MepcoHanbHasa nHdpopmaums” otobpaxaercsa nHgpopmaumus 0 nonb3osarene, Takas kak: P10,
NOIVH, ponb nonb3oBartens, Tun akkayHta (ECCM nnu LDAP), agpec 3/1eKTPOHHOI NoYTbl, HOMepP TenedoHa,
4acoBOI NOSAC, B KOTOPOM HaxoA4MTCA NO/b30BaTeslb, A3bIK, FPYMMbl, B KOTOPbIX COCTOUT NOMb30BaTe b, U
[OCTYMNHbIE eMy NpuBUIEruu.

KHonka "PegakTnpoBatb’, pacnosiokeHHas Ha BUOKeTe, N03BONSIET BHECTU U3MEHEHMS B YYETHYIO 3anucb
nonb3oBaTens.
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ECCM.PykoBoZacTBO nosb3osarenis.llepcoHasibHas cTpaHuLa

3.1.1.1 PedakmuposaHue rnepcoHa/ibHoli UHhopmMayuu

Mpun HaxkaTum Ha KHOMKY "PepakTupoBatb” 6yAeT OTKPbITO OKHO "PefakTupoBaTh Nosb3oBaTens’, B KOTOPOM

MOXHO U3MEHUTbL YacCTb NapamMeTpoB yquH0|7| 3anncun nonb3oBaresid U CMEHUTb NapO/ib, I/ICI'IOI'Ib3yeMbIVI Aand

BXO04a B CUCTEMY.

Pep,aKTupoaaTb nonb3oepaTend
Damunua * OTuecTBO
Eccm| Eccm
Wms * E-mail *
Eccm eccm(@eccm.ru
HoBblit naponb I'Io,qra»?p,.:l,re HOEbIW Naponk
Or
Aablk *
PyccKmit - Homep TenedoHa
Yacoeon noAc *
uTtc
OTMEHNTB CoxpaHuTb

OkHO "PepakTnpoBatb nosib3oBatens” CoaepXuT:

1. MapameTpbl y4eTHol 3anucu nonb3oBatesis (06s3aTesnbHble Nos 0TMeYeHbl 3HaKoM "*"):

damunus, Nmsa, OT4eCTBO — HEOOXOAMMbI AN15 AEHTUMKaUUN YenoBeka, KOTOPoMy
NPUHALNEXMUT YYeTHasA 3anuch;

E-mail — agpec anekTpoHHOI NOYTbI NONb30BaTENS,;

HoBbIli naponsb, MogTeepanTe HOBLIV Naposib — HOBbIV Naposb A4S aBTopu3aumm B CUCTEME;

A3blK — NnapameTp onpeaensieT A3blK MHTepdeiica cuctemsl. [na BbiGopa AOCTYNHbI ABa A3blKa:

PYCCKWUIA 1 @aHTNTUIACKNIA,
Homep TenedoHa — Homep TenedoHa nosb3oBaress;
UYacoBoli Nosic — 4acoBOW NOSIC, B KOTOPOM Haxo4mMTCs Nosib30BaTeslb.

2. KHonka "CoxpaHuTb" on1s COXpaHeHUst BHECEHHbIX U3MEHEHWI;
3. KHonka "OTmMeHuTb" Ans copoca BHECEHHbIX U3MEHEHUIA 1 3aKPbITUSA OKHa pefakTMpoBaHUs
Nnosib30BaTe/IbCKON NHGopMaLn.
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3.1.2 KaHasibl yBeOMIEHUIA

[V

ECCM.PykoBoACTBO nosib3osartens.CeogHas nHopmaLus

Ha BugxeTe "KaHanbl yBeOM/IEHUIA" OTOGpaXKatoTCS HACTPONKM NOSb30BaTE/IbCKUX KaHA/10B YBEA0OMIEHNIA.

M Email

Kananel yBefoMneHuit

ﬂ Telegram

0TnpaBuTL TeCTOBOE cooblueHne

0TnpaBuTEL TECTOBOE CoObLIEHUE

BUIXET COAEPXUT CreAyHoLIMe SNEMEHTbI:

1. Mepekntoyatenn akTuBauum/aeakTmBaLmmn KaHasos,;

2. Mone "Chat ID" — Homep telegram-uaTa/kaHana, Kyaa Hy>XHO OTNPaBIATb YBEAOM/EHNUS;
3. Mone "E-mail" — agpec anekTpPoHHOI NOYTbI, KyAa HY>XHO OTNPaB/ATb YBEAOM/IEHUS,
4. KHomnkn "OTnpaBuUTb TECTOBOE COO6LLEHME" — A/151 OTNPABKN TECTOBOIO COOOLLEHNS HA YKa3aHHbIi

MoYTOBLIN agpec unu telegram-yat/kaHan;
KHonka "CoxpaHuTb" 4151 NPUMEHEHWS HACTPOEK MOJ1Ib30BaTE/IbCKMX KaHAS0B;
KHonka "C6pocuTtb" ana copoca 3Ha4eHuii Ao npeablayLiero CoOXpaHéHHOro COCTOSIHUS.

oo

& [1ns HacTPOIKK NoMb30BaTENIbCKMX KAHA/IOB YBEAOM/IEHNI HEO6X0AMMO aKTMBUPOBaTb
COOTBETCTBYHOLLME CUCTEMHBIE KaHaslbl yBeIOM/IeHUIA BO BKNadke "HacTpoiikn" — "YBegomnenus".

& [na nonyyeHus Chat ID o6paTtuTech k ouumanbHoi gokymeHTaummn Telegram:

https://core.telegram.org/bots

3.2 CsopgHasa nHdpopmauus

B naHHOM pasgene npefocTaB/ieH UHTepdoeiic Ana NpocMoTpa Aall6opaoB CUCTEMbI U YNPABIEHNS UMW,

EccmE. E.

-~
SuperAdmin

CBoaHasn nHhopmauma h o -+ Cospare

Mpo6nemsi
Hassanwe

Kaprbl ceTh

QO EccMm

CeTb

no

A1 enp

LWa6nokb!

Onucarme

Habpantoe

Snewesos wa crparmue 10 v 1-1m31

Bo Bknagke otobpaxaroTcs:

1. KHonka akcnopTa coaepXumoro Tabnuupl B CSV-goaiin;

2. KHOMKK co3gaHus/peaakTnpoBaHmns/yaaneHuns gawoopaa;

3. Tabnuua gawbopaoB CUCTEMBI.
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3.2.1 [aw6opapl

ECCM.PykoBoACTBO nosib3osartens.CeogHas nHopmaLus

Mpun HaxkaTMn Ha HasBaHve fgawbopga B Tabnuue fawbopaos OTKPOeTCs BblopaHHbIn gawoéops. Obnactb
Jalbopaa pasaensercs Ha naHenb ynpasnexus (1) n o6nacTtb BUAXETOB (2):

ECCM loBaBuTb BUAKET { 30s ~
i CuéTumk npobnem i Mpo6nembl £
Agapus Tpesora Kpumwieckoe Ot D Nara cozpannus BawwocTs  IP-agpec Hassamue npaeuna Onucarme Mogreepxpeno 3akpeiTo
1 2 O 2024-02-03 YeTpoiicTBo HeaocTynHo no npotokeny  MMoteps aoctyna no SNMP; HopmanuayeTcs He
3 16:34:36 A 100.110.1.126 SNMP ABTOMaTU4YeCcKu MOATBEPKAEHO OTkpeiTo
n Omnapxa
2024-02-03 YetpoiicTeo HepocTynHo no npotokeny  Moteps aoctyna no TCP/ICMP; HopmanusyeTca He
O 0 O 2 16:34:36 d 100.110.1.126 TCP/ICMP ABTOMaTU4ECKU MOATBEPKAEHO OTkpsiTo =
BReMeHTOB Ha CTPaHHLE 5 - 1-3u33
i CobbITuA i CobbiTna :
10 D [laa cosganmn BaxwocTs IP ycrpoicrea VcTousmk faukoix  Hassauue npaewna
B 4sapun
5 2024-02-03 16:34:34 A 100.110.1.126 Mertpuka MES14xx/24xx/34xx/37xx HepocTyneH no SNMP
B @ Tpeeors
- () Kpnmuveckoe 4 2024-02-03 16:34:34 e 100.110.1.126 MeTpuka MES14xx/24xx/34xx/37XX He0CTYNeH no TCP
0 ., Ownbxa -
2024-02-03
BReMeHTOB Ha CTPaHHLE 5 - 1-5u36 > >l
i CocTosiHMe YCTPONCTB i HepocTynHble ycTpoicTBa
[yT— 2o [} 1P-agpec Vms xocTa Hepoctyno ¢ Bpews npocTon
s 1o 104 100.110.1.126 ECCM_MES2428 20240203 16:34:28 [
) He obenyxmaaeTea 0.0%
|ox 75.0%
3neMenTOE Ha CTpaHNLE 5 - 1-1us1
ECCM [l06aBUTL BUAKET & 30s ~

C nomoLLbio NaHenn ynpaBneHust AalbopaoM BO3MOXHO:

1. OTMeTUTb AalGopq Kak n3bpaHHbIii (Mnn yépatb 13 36paHHbIX);

2. [1o6aBUTb BUOXKET;

3. CoxpaHuTb n3MeHeHus galbopaa (KHormka CTaHOBUTCS aKTUBHOW, €C/IN €CTb HECOXPAHEHHbIE
N3MEHEHUS);

O6HOBUTL gall6opa;

3agatb nepuog 06HOBNEHUS AaHHbIX;

o s

6. PefaKTMpoBaTb UK YAIUTb 4AlL6OPS, (C NOMOLLbIO KHOMKM ).

N 30s ~ :
G »

/" PepaktvpoBsatb

B VYoamwms
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ECCM.PykoBoACTBO nonb3oBatenia.CeBogHasa nHopmMaLms

3.2.2 Bugxetsl
CyulecTBylowmne BUAXETbI 0OTOOGpaxatoTca B 061acTn BUAXETOB gawbopaa. MeHo BuakeTa fOCTYMHO Npu

HaXXaTuu Ha KHOMKY : B BEPXHEM NpPaBOM YI/ly BUAXKeTa:

i CocTosiHMe yCTpOMUCTB E%
06HOBHTL

. Hepc

Npot

N Q

OTKpBITE

He ol

B o«

&

HacTpoiiku

Yaanute

MeHlo Bua)eTa No3BossAeT:

1. OBHOBUTL AaHHblE BUOXKETA,;

2. OTKpbITb BUAKET B HOBOW BK1AJKE;

3. OTKpbITb (hOpMy pefakTMpoBaHNA BULKETS,;
4. YpanuTb BUOXKET.

Mpwv co3aaHun/peaakTMpoBaHn BUIKETa OTKPOETCS COOTBETCTBYHOLAA hopma:

Do6aeuTb BUAXET

WmA BuaxeTa THn BuaXeTa *
CoCTOAHWe YCTPOACTE x  CocToAHWe YCTPOHCTE -

C npoGnemamn He ofenyxuBaeTca Hepoctynko Bcero

=l
@

3 2 g 21

&3 rpynna°

Onepauus

PaseH ~ s eccm @

OTMeHUTL Cosparb

dopmMa co3aaHns/peakTUPOBaHUS COAEPXUT CNeayoLne 3/IeMEHTbI:

Mone Ha3BaHWs BUOXKETA;

MeHto Bbli6opa Tna BuaykeTta (4OCTYMNHO TOIbKO NPV cO34aHnm);
OKHO npegBapuTeNbHOIO NPOCMOTPE;

OkKHO BbIGOpa NpeacTas/IeHuns;

Bknagka HacTporikn ounstpauny;

KHONKM coxpaHeHnsi/0OTMeHbI U3MEHEHWIA.

ocouprwN =

[ns nepemMelLeHns BUIpKeTa HE06X0AMMO 3aKaTh UKOHKY ** B BEPXHEM /IEBOM YI/y BUIKETA /IEBOM KHOMKOM
MbILLW 1, YAEPXMBas €€, NEPEMECTUTb BUIKET. 151 USMEHEHUSI pa3Mepa BUAKETA HEOOX0AMMO 3aXaTb
HWKHWIA NpaBblil Yron BUAXKEeTa /IEBOI KHOMKOW MbILLN U PacTAHYTb BUIKET A0 HEOBXOAMMbIX pa3MepOB.

[nsa coxpaHeHVs N3MEHEHWI BUIPKETOB HEOOXOANMO HaxKaTb KHOMKY "COXpaHUTL" Ha NaHenn ynpasnieHns
fawbopaa.
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ECCM.PykoBoacTBO nosb3osatens.lpobnemsi
3.3 Tlpob6nemsbl
Pa3gen npegHasHayveH o OTO6pa)KeHI/IF| NHpopmaymm o npo6ne|v|ax Ha y3/1ax CeTu.

& TMoapo6HOCTM 0 NpUHLMNAax 06HapyXeHusi Npo6siemM B CUCTEME M HACTPOIiKe NpaBus ONncaHbl B
pasgene "MpaBuna reHepauun npodnem”.

” . EccmE. E.

Q—ie LTex u SuperAdmin (=
S CeoaHas vHGopMaumMa I T 3 © Texywwii e~ ) 5m v
A Tpoénembi

@ 3aKpbITo OTKpBITO MoaTeepxaeHo He nogTeepHaeHo
[J Kaproicetn
D [Dara co3gakun Bawwocts  IP-agpec Hassanwe npasina Onwcanme NonTeepwaeno 3akpoito
@ cem ©
m no a s 20240203 16:35:11 A 100.110.1.121 YcTpoiicTBO HeaOCTYNHO No NpoToKony SNMP MoTepsa gocTyna no SNMP; HopManuayeTcA aBTOMaTU4ecKn He noaTsepkaexo OTKpBITO

N, Wabnokbi [ 2024-02-03 16:34:36 A 1001101126  Yerpojictso o SNMP Moteps focTynia no SNMP; HopmanusyeTcs asToMaTHUECKM He nopTeepxaeso  OTKpsiTo
€} Viuumanusausa yoTporicTe O 2 2024-02-03 16:34:36 o 100.110.1.126  Ycrpolictso HepocTynHo no npotokony TCP/ICMP Motepst focTyna no TCP/ICMP; HopManusyeTes asToMaTHecku He nopTsepiaedo  OTkpbiTo
E 3agaun N

O 1 202402-03 16:33:26 A 100.110.1.121 YcTpoiicTBO HeaoCTYNHO No NpoTokony SNMP MoTepsa aocTyna no SNMP; HOpManusyeTcA aBTOMaTU4ECKN He noaTeepkaeHo 3aKpbiTo
E CobbITus
Bnementos va ciparmue 10 v 1-4usd
A Ysenomnenns
@ Tpans!
@ Hactpoiiku

Bo Bknaake oTo6paxaroTcs CriefyoLime SNeMEHThI:

1. KHOnkn comnbTpaumm, HaCTPOMKM 0ToBpakaeMbIX KOMTIOHOK Tabnumubl 1 akcnopTa Tabnuubl B CSV-thaiin;

2. KHorKa 3akpbITusi npobnem;

3. KHormka noaTBepXaeHms npobnem;

4. KHONKM HaCcTpOIKM BPEMEHHOrO Anana3oHa BbIGOPKM faHHbIX, 0GHOBNEHMSA 1 HACTPOIKN MHTepBasia
O0OHOBNEHUA AaHHbIX TabNULbI;

5. KHonku 6bIicTpoli dounbTpauymm no cratycy npoénemsl (OTKpbITo/3akpbiTo/MoaTBEPXAEHO/He
NOATBEPXAEHO);

6. Tabnuua c nHdpopmaumeli o npobnemax.

Tabnmua cocTouT 13 cneayoLmx noneii:

* ID — yHUKanbHbIA HOMep NPo6IeMbI;

+ [ara co3gaHus — gata n Bpemsi co3gaHus npobnems,

+ BaXHOCTb — YpOBEHb BaXXHOCTY (severity) npo6nemsi;

+ IP-agpec — IP-agpec ycTpoiicTBa, Ha KOTOPOM ObIN0 3aperncTpupoBaHa Npoobaema;

* Ha3aHue npaBuna — Ha3BaHWe npasuia reHepauuy npobnem, no KOTopomy Oblsia cosgaHa npobnema;
+ OnucaHve — onucaHne npasuna reHepauun npobnem, no Kotopomy Gblsia co3gaHa npobnema;

+ MopTBEepXaeH0/3akpbITo — hriarn ctaryca npobnemsl.

[Nsi 3aKpbITUS NPOGMIEM BPYUHYIO BbIGEPUTE MX C NMOMOLLIbIO (D/TAr0B U HAXMUTE KHOMKY 3aKpbITVs Npo6/iem
().

[Ons noaTBepxXaeHnsi Npo6/ieMbl BbIGEPUTE UX C NOMOLLBI0 (D/1AroB U HXKMIUTE KHOMKY NOATBEPXKAEHNS
npo6nem (3).

Mpn HaxKaTMK Ha CCbINKY U3 KOMOHKM "IP-agpec” 6yaeTt oTKpbiTa BKnagka "lNpobrembl" COOTBETCTBYHOLLETO
yCTpoOlicTBa.

Mpn HaXKaTMK Ha CCbINKY U3 KOMTOHKM "Ha3BaHue npaBuna’ 6yaeT oTkpbiTa BkNagka "lNpasuia reHepaumm
npo6nem" ¢ UILTPOM MO COOTBETCTBYIOLLLEMY NPaBUITY.
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4 Kaptbl cetn

B naHHOM pasgerne cogepXxuTca nHgopmMauums o kaptax cetu. Kapta cetn — 310 10rmko-rpadomko-
cxemarmyeckoe npeacras/ieHne B3anMogencTBmA CeTeBbIX YCTPONCTB. JaHHbIi pa3aesn no3BonseT
onpefensaTb CBA3b YCTPONCTB B pamMKax OA4HOW rpynnbl U OCYLLECTBAATb MOHUTOPUHT AOCTYNHOCTN YCTPONCTB
Ha kapTe.

EccmE. E.
u -

SuperAdmin

B3 Ceopwas undopmaums = § 2 + Cospats
A Npobnembl
D Hazeanne rpynna
IJ Kaproicetu ()
@ Cets 2 map_with_testDevices eccm
 no o 1 map-1 eccm /Ipynna 2
9, Labnombl newmentos wa crpawnie 10 v 1-2u32
ﬂ WHuumanuaaums ycTpoincTs
E 3apaun
B Cobbitus
A Ysegomnenns
@ Tpanbl
£ Hactpoiiku

B pasgene oTo6paxalTcs UHCTPYMEHTbI A5 ypaBneHus kaptamu cetu (1) n CnucoK A0CTYMNHbIX KapT (2):

1. VIHCTPYMEHTbI yNpaBieHUs KapTamu:
+ KHoMKa chunbTpauun — punbtpaumnsa kKapTbl MO KAKOMY-TM60 NPU3HaKy;,
+ KHOMKa 06HOBNEHUs1 — 0GHOB/EHME Tabnuubl C KapTamu;
+ KHonka akcrnopTa — 3KCMopT coaepxunmoro Tabnuupl B oopmare CSV-thaiina;
+ KHonka "Yganutb" — yaaneHue BblOpaHHOM KapTbl U3 CMNCKa,;
+ KHonka "Co3pgaTtb" — co3gaHvne HOBOW KapTbl CETH;
2. Cnncok KapT, AOCTYMHbIX B CUCTEME:
+ HasBaHne — ums kapTbl;
+ [pynna — yCTPOICTBa, KOTOPbIE AOCTYMNHbI 418 UCNO/b30BaHMA Ha KapTe.
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4.1 TpocMOoTp KapTbl CETK

[nsi npocMoTpa KapTbl CETU K/IMKHWUTE Ha ee Ha3BaHWe B CMCKe. Ha cTpaHuLe KapTbl 0TOGpaKatoTCs KHOMKa
pefakTypoBaHus KapThbl (1), nose No/IHOTEKCTOBOroO nowucka (2) n cama kapta cetu (3):

EccmE.E.
[(TIg
SuperAdmin

m ap-1 #' Pepaktnposars Q

®

esr-20

aiti0n
ICMP  SNMP  SSH

@ e

esr-10

—— esi-1700
ICMP SNMP  SSH

ICMP SNMP SSH

[

alal

esr-1000

esr-100

— ICMP  SNMP  SSH
ICMP  SNMP  SSH

KapTta cetTn coCcTouT U3 cneayloLmnx a/1IeMeHTOB:

1. ¥Y3en cetn — oToGpaXxaeT YCTPOMCTBO CETU M €50 CTaTyC B CUCTEME;

NHchopmauumsa 06 ycTpoiicTBe — oTo6paxaeT UMsi yCTpolicTea (B Ka4ecTBe UMEHW YCTpoicTBa
ncnonb3yetcsa ero hostname) n MHYOpPMaLUIo 0 ero crtatycax fOCTYNHOCTW (CETEBOWN, MOHUTOPUHTA,
ynpasneHus);

. CBA3b Mexay y3namy — oTobpaxaeT CBA3b MeXy ceTeBbIMU YCTPOCTBaMM A/18 NpeAcTaBneHns

Tononoruy cetn (Ha cBA3M NognucaHbl MHTepdercbl YCTPOCTB, Yepes KOTOPbIE OHW COeVHEHbI APYT C
APyrom).

\

Nt —

esr-100

esr-1000

ICMP  SNMP  SSH
ICMP  SNMP  SSH

© Mpu KMKe N0 UMEHM YCTPOICTBA Bbl ByeTe NepeHanpasieHbl Ha cTpaHuLy "Hhopmalms 06
yCcTporcTBe" BblIOpaHHOro BaMu yCTpOKCTBa.

© Mpu HaBefEeHNY MbILLW HAa MKOHKY YCTPOCTBA By4eT nokas3aHa noApo6Has MH(opMaLs O JaHHOM

YCTPOICTBE: cepuitHbIi Homep, IP-aapec, MAC-agpec, Moaesb, MMsi XocTa U BpeMsi NocneaHen
NPOBEPKMN AOCTYMHOCTMU.
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ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

Hwxe npeactasneHbl yC/10BHbIE 0603HaveHnst 1 onucaHme CTaTryCoB Yy3/10B CETU!

YcnoBHOe 0603HauYeHune

LiBeT y3na

CuHuin

Cepblii

TéMHO-cepblii

KpacHbiii

OpaHxeBblii

YcTpoiicTBO

MapLupyTtusatop ESR

KommyTtatop MES

SMG-ycTpoiicTBo

MapupyTtusatop ME

Ctek kommyTaropos MES

KoHTponnep 6ecnposogHoro goctyna WLC

HeunsBecTHoOe yCTPOIACTBO

Oo6nako/ceTb

OnucaHue ctatyca
YCTPOIACTBO AOCTYMHO ANsi paboThbl B cucteme
YCTPOICTBO eLué He CUHXPOHN3UPOBaHO

YCTpoiAicTBO He o6cnyxunBaeTcsi (3a6/10KMPOBaHO B CUCTEME)

YCTpOWCTBO HEAOCTYMNHO

Ha ycTpolicTBe 06Hapy»XeHbl Npo6/eMbl
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ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

3.4.2 Towuck Ha KapTe ceTn

Ha cTpaHuue KapTbl AOCTYNeH NOSIHOTEKCTOBbIV NOUCK. MOMCK OCYLLECTBNSETCA MO C/eayoWwmmM atpubytam
ycTpoicTs: hostname, cepuiiHblii Homep, IP-agpec, MAC-agpec, Mogenb ycTpoiicTea. 15 noncka ycTpoicTB
BBeAuTe WabnoH 415 Novcka B Nosie BBOAA B BEPXHEM NPaBoM Yr/y cTpaHuubl 1 Haxmute ENTER. Ecnu
OyAeT HaigeHo coBnageHune no wabnoHy, yCTPoOMNCTBO OyAeT BblAENEHO XENTbIM LiBETOM:

2 Penaktuposatb Q. esr-100 X
esr-20 1101
gilior g
ICMP SNMP SSH
giinA
gitioiz
esr-10 esr-1700
[CMIEgSNMESEESSH ICMP SNMP SSH
gitio2 it
12
gitini g
4« b
+
gz aitin T
esr-1000
esr-100
ICMP SNMP  SSH
ICMP SNMP SSH

[na oTMeHbI noncka ouncTuTe nosie BBoga 1 Haxmute knasuwy ENTER.
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4.3 Co3gaHuve KapThbl

[ns co3gaHnsa HOBOM KapTbl CETU HaxXMUTe KHoMKy "Co3aatk” B pasgerne "Kaptbl ceTn”. OTKpoeTcs pefaktop
KapTbl CETU.

3.4.4 PepaxkTnpoBaHue KapTbl

[Nsi peflakTpPoBaHUSA KapTbl CETY BbiGEpUTE KapTy B pasaene "KapTbl ceTu', nepeiignTe Ha CTpaHuLy
MPOCMOTpPa KapTbl M HAXXMUTE KHOTKY "PeflakTpoBaTh". OTKPOETCS pefaKkTop KapTbl CETK:

EccmE.E.

AELTEX g

Hasgakme * Tpynna *

CBopHan uHbopmaLua
test eccm h¢ CoxpaHnTs BepHyTbes

Mpo6nems!

Kaprbl ceTn =
P + [lo6aBuTb ycTpoiicTea @ [l06aBuTb 06nako W YaanuTs Y Cospatb noAkapty 0

CeTb

16 2 b

no

AnemMeHTbl ynpaB/eHnsi peiakTopoM KapTbl CETU:

1. HasBaHue — nms co3gaBaemoli KapTbl CeTy;

2. Tpynna — rpynna ycTpOICTB, AOCTYMNHbIX A5 UCNOMb30BaHKs B pefakTope (MOXHO 3a4aThb TO/IbKO Npu
CO34aHNM HOBO KapTbl);

3. [Jo6aBuTb YCTPONCTBA — KHOMKA, OTKPbIBaOLLAsA CIMCOK YCTPONCTB U3 BblIOpaHHO rpynnbl 415

[06aBnieHns nx Ha KapTy;

[o06aBnTb 0651aK0 — KHOMKa Ansa gobasneHns obnaka Ha KapTy,

Ypanutb — KHOMKa ANs yaasieHns BbIopaHHOro yCTPOMCTBA C KapTbl

Co3pgatb nogkapTy — KHOMKa AJ/19 NPUBA3KN NOAKAPTbI K 0OBbEKTY;

CoxpaHnTb — KHOMKa 419 COXpaHeHWs AaHHbIX KapTbl CETY;

BepHyTbCsi — KHOMKa AN Bo3BpaTa K CNMcKy KapT ceTu (6e3 CoXpaHeHNs 3MEHeHNIi/co3aaHNs HOBOI

KapTbl).

©No G A
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3.4.4.1 [obasneHue ycmpolicms

ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

[na no6aBneHns ycTpoicTBa HaXXMUTE Ha KHOMKY "[06aBnTb YCTPOCTBA" B pefakTope KapTbl CETU.
OTKpOeTCA OKHO Bbl6Opa yCcTpoincTBa. BbIGOP YCTPOMCTBA OCYLLECTBNAETCA HaxkKaTMeM Ha cpnar B
COOTBETCTBYIOLLEN CTPOKE.

Bbi6paTk ycTpoiicTBa

CepuitHbIi HoMep

[0 ES32020002
O ES32020001
TEST_SERIAL_123
TEST_SERIAL_123

TEST_SERIAL_123

IP-apipec

172.24.0.11

172.24.0.10

172.24.09

172.24.0.8

172.24.0.7

HmA xocTa

mes-2324b

mes-2324b

esr-1700

esr-1000

esr-100

MAC-agpec

aabb:cc:24:02:00

aa:bb:cc:24:01:00

aabb:cc:31:11:01

aabb:cc:31:00:01

aabb:cc:01:02:01

OTMeHHTL

Mopenb

MES2324B AC

MES2324B AC

ESR-1700

ESR-1000

ESR-100

SNEMEHTOB Ha CTPaHULE 5

BbibpaTb

Bepcua MO

1.1.1R1

11.1R1

1.10.x build 77

1.10.x build 77

1.10.x build 77

QfcnysuBaHHE

BknroueHo

BkntoyeHo

BkntoyeHo

BkntoyeHo

BrntoyeHo

b 16-20 M3 22

=
S
£
3
£
o
&
o]
g

SNMP | SSH

CMP SSH
CMP
CcMP SSH
SSH

1< <

) o S =
=
o

- I

>l

N —

KHonka counbTpaumm 1 KHomka 06HOBMEHNS aHHbIX TabNULbI;
. Tabnuua ycTpoiiCcTB, B KOTOPOIi 0OTOBpaXKarTCs AaHHble O COCTOSIHUM YCTPOIACTB, BXOAALLMX B

BblGpaHHyto rpynny. OCHOBHbIMMW ABASKOTCA CNeayrLmne KONOHKN:
+ IP-agpec — IP-agpec ycTpoiicTBa,;
+ O6CcnyXnBaHne — ctatyc 06CyXnBaHus yCTporicTea B cucteme. ECniv B KO/TIOHKe OTo6paxKaeTcs

cTaTyc 'BK/1l04EHO', TO YCTPOCTBO NOMHOCTHLIO 06GCNYXMBAETCSt cucTeMoli (onpoc AOCTYNHOCTY,
METPVKM, pe3epBHOE KoNMpoBaHue KoHgUrypauum, ynpasnieHme). B apyrmx cnyyasx qyHKLUm

06CNYXXMBaHUSA MOTYT ObITb MPUOCTAHOB/IEHbI;

+ [JocTynHOCTb — cTaTyc AOCTYNHOCTU ycTpoicTea no npotokosiam TCP/ICMP, SNMP, SSH;

3. VIHCTpyMeHTbI ynpaBneHuns:
* BbibpaTb — f06aBUTb BblIGpaHHOE YCTPOWCTBO Ha KapTy;

* OTMEHUTb — 3aKpbITb OKHO BbIOOPA YCTPOWCTB.

Mocne go6aBneHyst yCTpoiicTBa U3 CrMcka y3en yCTpoiicTBa 0To6pasnTcst Ha kapTe. [Mpy NOMOLLM MbILIK ero

MOXHO NnepeTawuTb B ApYroe MecTo.
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3.4.4.2 [obasneHue obnaka

ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

O6nako Ha KapTe ceTu NCNosb3yeTcs 4719 0603HAaYEHNs CTbiKa C APYrMM NpoBaiifepoM, HEU3BECTHbIM
CErMeHTOM CETU UK AN Nepexoja Ha APYryo KapTy Npy NOMOLLM NPUBSA3KM K HEMY nogkapTbl. s
fobaBneHns obnaka Heo6Xo0AMMO B peakTope CEeTU HaxKaTb Ha KHOMKY "[o6aBuTb 061ako" 1 ykasatb ero
Ha3BaHue ( 4ONO/THUTENIBHO MOXHO yKasaTb TeniechoH, eciv 061aKo UCNOMb3yeTcs A1 0603HAYEHNS CThbIKa C

npoBaiiaepom):

3.4.4.3 [obasneHue css3u

Do6aBuTb o6nako

OTMEHUTE

OobaenTb

esr-10

i

gil

Test_zone

iz

esr-20

[na no6aBneHus cBA3N MeXay y3namm Heob6xoanumo, UTobbl Ha KapTe 6b110 2 YyCTpoicTBa u 6onee. Hasegute
KypCOp MbILLIM Ha NepBbIi y3en ycTpoiicTea:

<+ [o6aeuTk ycTpoiicTBa

o

ECCM-ESR-200

b [o6aenTL 06nako

ECCM_MES2124M_hub

LLleNkHMTe NeBOoit KHOMKOW MbILLIV Ha NOSIBUBLLYHOCS Ha Y3/1e TOUKY U, YAepPX1Bas Mblllb, NepeHecuTe eé Ha

BTOpPOI y3en ycTpoiicTea:

+ [o6aBuTh| CepiHbii Homep: ES1D000356 nako

IP-agpec: 100.110.1.121
MAC-appec: a8:f9:4b:8¢:53:¢0
Mopmene: MES2124M AC

Wma xocTa: ECCM_MES2124M_hub

MocneaxnAs nposepka AOCTYNHOCTH:
SNMP - 2023-09-26 13:22:41

SSH - 2023-09-26 10:53:55

ICMP - 2023-09-26 13:22:41

ECCM-ESR-200

O——C

ECCM_MESZ124M_hub
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

Mocne 3Toro OTKPOETCA OKHO BblGopa MHTEPECOB NOAKIOYEHUS, e HEOOX0AMMO BblGpaTb MHTEPAENICHI,
yepes KOTopble YCTPONCTBA B3aUMOLENCTBYIOT:

Bbi6paTh MHTepdeickl NOAKIOUEHNA

Bbi6epuTe uHTepdeiic Ha ycTpoiicTee 100.110.1.122:

LocTynHbie WHTepfenrchl yana

gigabitethernet 1/0/1 -

Bbi6epuTe uHTepdeiic Ha ycTporcTee 100.110.1.121:

gi1/0/2
gi1/0/3
gi1/0/4

gi1/0/5

gi1/0/6

© Mpu ycnosusx, uTo y A0GABMEHHBIX B paMKax OfHOM rpynnbl YCTPOWCTE BK/toYeH LLDP n cepBucsl
ECCM ycnenu onpocutb gaHHble ycTpoictea no SNMP-LLDP, cBsi3n mexay yCcTpoiicTBaMu Ha KapTe
OyayT OTpMCcOBaHbl aBTOMaTUYECKN BMECTE C BbIOOPOM NMHTEPMECOB ANS CBA3N.

3.4.4.4 Cos0aHue rnookapmel

MoaKapTbl UCNONb3YHTCS A1 Nepexofa Mex/y KapTamu ceTeli B cucTeme npu MOHUTOpUHTe. [N co3aaHust
noJiKapThbl B PEAAKTOPE KapT BbiGepnTE 06BEKT UM HECKO/IbKO 0GBEKTOB, HAXKMUTE KHOMKY "Co3aaTh" 1
BbiGEpUTE KapTy, Ha KOTOPYH BYAeT CCbinaTbCs nogxkapTa:

Jo6aBuTb NogKapTy

BbiGepuTe KapTY, Ha KOTOPYKD CCINAETCA NOAKapTa

all_network_map -

OTMEHUTBb Co3pate

all_network_map

esr-1000
0i1/01

iz
/oA

11072
o esr-20

esr-1700
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ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

3.4.4.5 YoaneHue asieMeHmMos

[ns ynaneHusi aneMeHToB (Y3/bl, CBA3W, NOAKAPThI U [p.) B PEaKTOpe KapT BbI6EPUTE UX U HAXKMUTE KHOMKY
"Ypanutb":

~+ [NobaBuTb ycTpoiRcTBa b NobasuTs o6nako i' Ynailm; * Coapatk nogxapTy

¥ARnHTE BLIGPEHHEIE SNEMEHTEI C KapTbl

inet

ainon

gil0e
Io1
esr-100

esr-1000

MoaTBepauTe AeiicTBUE yaaneHus:

Yoanute aneMeHTl C KapTel CeTH

bByaet ypaneHo:
YcTpoicTe: 1
Ceaazeii: 1

O6nakos: 1

Her Na
=

© Npu yganeHun nogkapTbl GyayT yAaneHbl BCe 06bEKTBI, K KOTOPbIM OHa NpUBsi3aHa.
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3.5 Cetb

B naHHOM pasgene npeactaBneHa nHpopMaumsa 06 ycTpoiicTBax M afAMUHUCTPATUBHBIX Tpynnax CUCTEMbI.

ECCM.PykoBogcTBO nosb3osarens.CeTb

Pa3pnen no3eonset fo6aBnsaTb, yaaisTh, Nepemellarb YCTPOoCTBa 1 rpynnbl B CUCTEME, & Takke NPov3BOAUTb
rpynnoBble onepawummn cpasy 4151 HECKO/IbKUX YCTPONCTB.

AELTEX

Mpo6nembl
Kaptbl cetn
Cetb

no

Wa6noHbi

3apaun
CoBbITna
YBepomnenusa

Tpanb!

g c» 00,360

HacTpoiiku

& CBepHyTb NaHenb

CBo/HaA UHbOpMaLMA

WHuynannsayms ycTpoieTs

a- |+

Q Mowmek.

L. ECCM

AW Cvomps

v &= Kemeposo

— & MES2424P rev.C1 AC_1

— & ME5200.100.110.1.12¢

— & MES5316A_100.110.1.

— & MES2428 AC_100.110.

— W SMG-1016M_100.110.1

— & ESR-200_100.110.1.12%

— & MES2124M AC_100.11

r B Hosocubupek

I~y &= 3-9ynuua Ctpoutent
& MES2324BAC_172.
& MES2324B AC_172.
& MES2324B AC_172.
& ESR-1700_172.24.0.
& ESR-1000_172.24.0.
& ESR-100_172.24.0.7
& ESR-20_172.24.0.6
& ESR-10_172.24.0.5

L» B3 ipfabric

&« CBepHyTb MaHenb

u
TI!I'

O

0 00 O0OO0OO0OO OO0 Do o

CWIE - I S

D

134

133

132

131

130

129

128

127

126

125

Cepwitheii HoMep

ES9C100022

ES9C100002

ES9C100011

ES9C100007

ES9C100008

ES9C100021

ES9C100101

ES9C100012

ES9C100005

ES9C100006

1P-agpec

17224.0.163

172.24.0.162

172.24.0.161

172.24.0.160

172.24.0.159

172.24.0.158

172.24.0.157

172.24.0.156

172.24.0.155

17224.0.154

+ fobasuTs yeTpoiicrea

Mmaxocta

spine_22

leaf_2

spine_11

leaf 7

leaf_8

spine_21

super_spine_101

spine_12

leaf_5

leaf_6

MAC-apec

aabbicc:00:22:00

aabbicc:00:02:00

aabbicc:00:11:00

aabbicc:00:07:00

aabbcc:00:08:00

aabbicc:00:21:00

aabbrcc:01:01:00

aabbicc:00:12:00

aabbicc:00:05:00

aabbicc:00:06:00

Cepun

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

Mogens

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

Bepcua MO

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

1T1AR1

O6enyxusatme

=]
=

Bkniouero

Bkniovero MP

=

Bkniovero P

=

Bkniovero P

=

Bkniovero P

Bkniovero ICMP | SNMP
Bkniovero MP | SNMP

i

=

ii

Bkniovero P
Bkniovero MP

Bkniovero

BNEMEHTOS Ha CTpaHNUE 10

EccmE. E.

u -
SuperAdmin

Q, Haittn yetpoitcTso.

¥
H
H

p [swe |

SNMP

SNMP

SNMP

SNMP

SNMP

SNMP

Tpynna

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

SSH eccm/../sandbox

1-104329

=]

MpoGinemsi

CtpaHunua "CeTb" nornyecku pasgeneHa Ha ase obnactu: aepeBo 06bekToB (1) M cTpaHuLa akTUBHOTO
o6bekTa (2), BblAeNeHHOIo B EPEBE.

@ Mpu nepexope Ha cTpaHuLy "CeTb" NaHe b [MaBHOro MeHID CBOPaYMBaeTCs aBTOMATUYECKU /1S
yBenuyeHus paboyei obnactu.

3.5.1 [OepeBo 06bHEKTOB

[epeBo 06bEKTOB NpeacTaBnsAeT cobol CTPYKTYPUPOBaHHbIV CMUCOK 06beKTOB cucTeMbl. O6bekTamm
CMCTEMbI BbICTYNatT aAMUHUCTPATMUBHbIE TPYNMbl K CETEBbLIE YCTPOWCTBA, pacnonaratoLLmecs B rpynnax.

3.5.1.1 TllaHenb ynpassieHusi

MaHenb ynpaBneHns BKIOYAeT B Ce6S CeyoLnii oyHKLMOHAT:

* CO3[aH1e HOBbIX rpPynmn B CUCTEME, NEPEUMEHOBaHEe, NepeMeLLeHe 1 yaaneHue rpynm;
+ [o6aBneHve YCTPOICTB B rpynnbl, NepeMeLleHre YCTPOCTB U3 OfHOI rpynnbl B Apyryto, yaaneHne

YCTPOIACTB;

+ co3gaHue, nepemelleHne n yaganeHue IP-pabpuk, nHmumannsaunio ycTponcTs IP-pabpuku;
* MOMCK 0ObEKTOB B AEPEBE MO Ha3BaHWI, cepuinHomy Homepy, IP-agpecy, MAC-agpecy, mogenu.

30




LoOoNo~wN =

ECCM.PykoBogcTBO nosb3osarens.CeTb

o8- |+

Q, Mowck...

L. ECCM

r Ml Cubups

v &= Kemeposo

— &» MES2424P rev.C1 AC_100.110.1.129
— & ME5200_100.110.1.128

— &» MES5316A_100.110.1.127

— & MES2428 AC_100.110.1.126
— W& SMG-1016M_100.110.1.123
— & ESR-200_100.110.1.122

— & MES2124M AC_100.110.1.121
L+ BB HosocwGupck

|—v &= 3-1 ynuua CtpouTeneil

— & MES2324B AC_172.24.0.12
& MES2324B AC_172.24.0.11
— &» MES2324B AC_172.24.0.10
— & ESR-1700_172.24.0.9

— & ESR-1000_172.24.0.8

— & ESR-100_172.24.0.7

— & ESR-20_172.24.06

— & ESR-10_172.24.05

L—» Ef ipfabric

« CBepHyTb NaHenb

KHonka 06HOBEHNS AaHHbIX AepeBa 06HLEKTOB;

KHorka g/1a Bbibopa nHTepsasia aBTOOOHOB/IEHNA AAHHBIX B AEPEBE;
KHorka no6asneHnss 06bLEKTOB B ePEBO;

KHorka pefaktmpoBaHusa 06bLEKTOB AepeBa;

KHonka nepemMelleHnss 06bEKTOB AepeBa 13 O4HOM rpynnbl B APYTYHO;
KHorka yganeHns o6bekrta n3 gepesa;

CT1poka novicka 06bLEKTOB B [iePEBE;

JepeBo 06LEKTOB;

KHorka cBopayvBaHusi/pa3sopayviBaHns NaHenu gepesa 00 bEKTOB.

Mpy He06X0AUMOCTY NaHeNb AepeBa 0O6BbEKTOB MOXHO CBEPHYTb HAXaTeM Ha KHOMKY "CBEepHYTb

naHenb" (9).

UT06bI 0TOOPa3nTbL NaHesib 3aHOBO, HAXKMUTE Ha KHOMKY "Pa3BepHyTb NaHesb"

» " *
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ECCM.PykoBogcTBO nosb3osarens.CeTb

3.5.1.1.1 HacTpoiika aBTOO6HOB/IEHUSA

Mo ymonyaHuto nHopmMaLums B fepeBe 06bEKTOB 0GHOB/ISIETCA aBTOMATUYECKM pa3 B 1 MUHYTY. Mpw
HeobXoANMOCTN AEPEBO MOXHO OGHOBUTL BPYUHYHO, HaXKaB Ha KHOMKy "O6HOBUTL AEPEBO".

[ns nameHeHns cTaHA4apTHOIO MHTEpBasia aBTOOBHOBIEHMSA HAXXMUTE Ha KHOMKY "VIHTepBan 06HOBNEHMS",
pacnonoXeHHyto cnpasa oT KHONKM "O6HOBUTL AepeBO”. B OTKPbIBLUEMCS MEHI0 BbliGepuTe HOBbIV MHTEPBa
06HOBNEeHUA. Ecnn Heo6xoaMmMo OTKUNTL aBTOOOHOBNEHNE, BbiGepuTe "He 06HOBIATL".

- |+
LR Y
Q | He cbHOBNATE
30s
5
[3
T 5m
10 Prev.CTAC
m 100.110.1.1
15m A_100.110.
S— 1 0 0] |
Ecnun aBTOOBHOBNEHME BK/IKOUEHO:
.-
1 | - =+
cly

OGHOBKTE AENERD
ABTOOGHORNEHHE: PA3 B 1 MUHYTY

* Ha KHomnke "O6HOBWTbL [1ePEBO" OTOOPAXAETCS YCTAHOB/IEHHbI MHTEPBAsT aBTOOGHOB/EHNS,
* KHOMKM 0GHOB/IEHMSI U BbiGOpa MHTepBasia oOkpalleHbl B CUHIA LBET.

Ecnn aBTOOGHOBNEHME BbIK/THOUYEHO:

-+

(EHOEUTL AEPERED

ABTOOBHOBNEHWE: BRIKIOYEHD

* Ha kHomnke "O6HOBUTbL AepeBo" oTobpaxaetcs "off",
* KHOMKWN 0GHOB/EHMSA 1 BbibOpa MHTepBasia OKpalleHbl B Cepblii LiBET.
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3.5.1.2 Tunbl o6beKkmos

ECCM.PykoBoacTBO nosb3oBarens.Cetb

B aepeBe 06bEKTOB NpeAcTaB/eHbl ABa Tuna 06bEKTOB: rpynmbl U YCTPOUCTBA.

3.5.1.2.1 Tpynnbl

MW EccM

» 2= Ipynna 1

» &= Ipynna2

L. Ipynna 3
[ rpynna 4

OG6bEKT Ipynnbl B IepPEBE COCTOUT 13 HECKOMBKUX YacTeli:

1.
2.
3.

4.

B cucteme ecTb yeTblpe Tuna rpynn:

CTpenka s packpbITUsi/cCBOpaYMBaHus rpynnbi;
MkoHKa rpynnbl, onpeaensiollas ee TUn;
MHAyKaTop Ha MKOHKE Tpynnbl, KOTOPbINA YKa3blBaeT HA COCTOSIHME YCTPOICTB B camoii rpynne unm

YCTPOICTB ee noArpynm;
HassaHwe rpynnbl.

MKoHKa Tun rpynnbl

B
[0

Ea

MNycTana rpynna

pynna c rpynnamm

Mpynna c
ycTpoiicTBamMm

IP-chabpuka

OonucaHuve

Fpynna, B KOTOPYHO eLE He Ao6aBNeHbl YCTPOWCTBA UIX Apyrve rpynmbl

Mpynna, B KOTOPYIO fA06aBMEHbI ApYrve rpynnbl

Mpynna, B KOTOPY0 f406aB/IEHbI YCTPOCTBA UM FPYNNa, B KOTOPOIA
CYLLECTBYIOT NMPUBA3KM 418 UHULMANN3ALMN YCTPOCTB

lpynna co cneunasnbHbiM dyHKUMOHaoMm IP-habpuk

NHAMKaTOp Ha UKOHKE rpynnbl MOKa3bIBAET CTaTyC YCTPOWCTB B AAHHOI rpynne uan yCTPoCTB ee nogrpynn:

NHpnkaTop

OrtcyTtcTByeT

3eneHblit

OpaHxeBblii

KpacHblii

OonucaHue

B rpynne v ee nogrpynnax HeT yCTPOcTB

B rpynne oTCyTCTBYHOT HEOCTYMHbIE YCTPOICTBA 1 YCTPOICTBA C NpobnemMamu

B rpynne ecTb HEIOCTYMHbIE YCTPOICTBA M YCTPOICTBA C NpoGiemamMm

MonoBuHa nnun 6os1ee NOMOBUHBLI YCTPOICTB rPyNMbl C Npo6aemamm uam
He[oCTYMHbI
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ECCM.PyKoBO/CTBO nosib3oBatesis.CeTb

UT06bI NONYUYNTH MHGPOPMALIMIO O TWME FPYNMbl, & TAKKE O KOJIMYECTBE YCTPOWCTB B Fpynne 1 Ux cTaTyce,
HaBeAuTe Kypcop Ha NKOHKY:

KopHesan rpynna

, Bcero ycTpoitets: 8
YcTpoicTBa ¢ npobnemamu: 1
HepoctynHo ycTpoicTe: 1

3.5.1.2.2 YcTtpoiictea

v E pynna 1

— & WLC-30.100.110.1.130

— = ME5200.100.110.1.128

- @ MES2428 AC_100.110.1.126
— & SMG-1016M_100.110.1.123
— & ESR-200_100.110.1.122

— &Y MES2124M AC_100.110.1.121
— GENERIC_100.110.1.80
@ ESR-1000_100.110.1.73

OO6bEKT YCTPOICTBA B IepeBe COCTOUT U3 HECKOJTbKMX YacTeil:

1. VIKOHKa yCTpOICTBa, Onpeaensiowas ero Tun n COCTosHUE;
2. HasBaHue ycTpoiicTBa, KOTOpOoe COCTOUT 13 MOAesNn YCTpoiicTBa 1 ero IP-agpeca.

MKoHka ycTpoiicTBa B fepeBe 06bEKTOB 3aBUCUT OT ero Tuna:

NkoHka YcTtpoiictBO

MapupyTtunsarop ESR

KommyTatop MES

SMG-ycTpoiicTBO

MapupyTtusatop ME

Crtek kommyTaTopos MES

W Oee € ¢

KoHTponnep 6ecnposogHoro goctyna WLC

£
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MKkoHka YcTtpoiictBO

-

LIBEeT MKOHKN yCTpOI7ICTBa YKa3bIlBa€eT Ha ero COCToAHue:

HeunsBecTHoe ycTpoiictBo (GENERIC)

LiBeT MKOHKU OnucaHue
¢ o CuHuid YCTPOIACTBO AOCTYMNHO 151 pa6boThbl B CUCTEME
Cepblii YCTPOIACTBO €LLE HE CUHXPOHU3VPOBAHO

e TE&MHO-Cepblii  YCTPOIACTBO He 06C/yXmMBaeTCs (3a6/10KMPOBAHO B CUCTEME)
@ KpacHbiii YCTPOWCTBO HEAOCTYMHO

¢ 3 Opatxesblil Ha ycTpoiicTBe 06HapyXeHbl NPoGIeMbI

HaBeamTe Kypcop Ha MKOHKY YCTPOICTBA, YTO6bl MOCMOTPETL KpaTKyto MHG)opMaLmMio 06 YCTPOIICTBE, a Takke
y3HaTb BPeMsi MOC/IefiHE NPOBEPKU Ero CTaTyCOB AOCTYMNHOCTY:

|_ @»MESZ428 AC_100.110.1.126

Ivi ghedd 100.110.1.123
CepuitHblid Homep: ES87085387
IP-appec: 100.110.1.126 0.110.1.122
MAC-agpec: cc:9d:a2:be:66:40

Mopgenb: MES2428 AC
Wma xocTa: ECCM_MES2428 AC_100.110.1.121

00.110.1.80

I'Iocne,qmm npoBepKa AOCTYNHOCTK!
SSH - 2024-02-03 16:34:33

TCP - 2024-02-03 17:55:32 00.110.1.73
SNMP - 2024-02-03 17:55:32
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3.5.1.3 YnpasneHue o6bekmamu

3.5.1.3.1 Co3sgaHue rpynn

[nsa Toro 4To6bI CO34aTh HOBYHO rpynmny, BbibepuTe B AepeBe 06bEKTOB HEOOXOAMMYIO POAUTENBLCKYIO rpynny v
HaXXKMUTe KHOMKY "[06aBUTb 0OO6BLEKT". B OTKPbIBLUEMCS MEHIO KHOMKM BblbepuTe NyHKT "[06aBuTb rpynmny".

+b-

[Job6aeuTe rpynny

& Cospgatb rpynny MoXHo B kopHeBoWi rpynne ECCM, nycToii rpynne wam B rpynne, Kotopasi COAEPXNUT
rpynnbi.

OTkpoeTcsa okHO "Co3gatb rpynny”. 3anonHuTe none "HassaHue rpynmnbl” 1 BbiIGepUTE TUN HOBOW rPynnbl B
cooTBeTcTBYOWEM nose. Mpu Bbi6ope Tuna rpynnsl "IP-thabpuka” oTKpoeTca macTtep HacTponky thabpukm.

Co3patb rpynny

{asBaHmne rpynnil *

Ural Myctasa rpynna

IP-dpabpwuka

OTMeHUTb Co3paTtb

3.5.1.3.2 [ob6aBneHve ycTponcTB

B aepeBe 06bEKTOB BblibepuTE rpynmny, B KOTOPYHO HEOBXOA4MMO A06aBUTbL HOBOE YCTPOMCTBO.

& [106aBNTb YCTPOICTBO MOXHO B MYCTYH rPynny uUav B rpynmny ¢ yCTPOMNCTBaMu.

[o6aBbTe yCTPOMCTBO B rpynny OAHMM U3 CNeaytoLmx cnoco6os:

* Haxmute kHOnkKy "[06aBuTb 06BLEKT" B NaHeNn gepeBa 00bEKTOB 1 B OTKPbIBLUEMCS MEHIO KHOMKM
BblGepuTe NyHKT "[o6aBuTb ycTpoiicTea'.

* nu HaxxmuTe KHONKY "[06aBnTb YCTPOKCTBA" B NaHenu ynpasneHus Tabnvubl yCTPONCTB, BbIGpaHHO
rpynmbl.
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OTKpoeTCA OKHO "[J06aBWTb yCTpocTBa":

[ob6aBuTb ycTpoicTBa

Pyd4Hoe fobaBnexne O6HapymxeHHe

@ « Y106kl J06EBMTL OJHO YETPOICTBO - BCTaBbTe IP-agpec B none IP.
* YT06bI JOGABUTD HECKONbKO YCTPOWCTE 3@ OAMH pas - BCTaBbTe CMMCOK |P-apecoB, pasaeneHHbix NpoGenom, B none IP.

<+ [o6aeuTe

IP-appec Mopent (Kon-Bo NUueH3uA) Cratyc [encTeHe

192.168.0.1 ESR-10 0K

192.168.0.2 ESR-10 0K

OTMEHUTL LobaBuTb

AnemeHTbI HTepdelica:

o w s

IP-agpec — none gnsa ykasaHus IP-agpeca HOBOro yCTPOWCTBa;
Mogenb (Kon-Bo /IMUEH3NiA) — Ha3BaHue Mogenun. B ckobkax ykasaHo KOMMYeCcTBO YCTPOCTB, KOTOpoe
MOXHO [06aBUTb COr/TaCHO YCTAHOB/IEHHOWN NNLLEH3U;
Cratyc — pesynbrar NpoBepKN BBEAEHHbIX AaHHbIX. BO3MOXHbIE CTaTyCbl:
+ OK — npoBepka npoLuia ycnewHo, yCTPOCTBO MOXHO A06aBUTbL B CUCTEMY;
+ HeBanugHbiin IP — agpec He npoluen Baingalmio: hopmar HEKOPPEKTEH UK eCTb NINLIHKE
CYMBO/bI;
* HeT nuueH3nn — AOCTUTHYT NIMMUT KOSIMYecTBa YCTPOUCTB AAaHHON MOAeNn B NINLEH3NN;
+ CyLlecTBYyeT — B CUCTEME WU/ B CMIUCKE YCTPOMCTB Ha Ao6aB/ieHne yxe ecTb YCTPOUCTBO C
yKa3aHHbIM |IP-agpecowm;
KHonka ans yaaneHus ycTpoincTsa U3 Crnmncka,;
KHonka ana nobaBneHns fONo/THUTENBHOTO YCTPOWCTBA B CNUCOK;
KHoMKu ynpasneHus:
* OTMEHUTb — 3aKpPbITb OKHO 6e3 COXpaHeHus;
+ [lo6aBnTb — A06aBUTb BCE YCTPOICTBA, Npoluealune Bannaauuno (Mmetowpme ctatyc "OK"). He
npoLuealive Banngaumto ycTpoictea 6yayT NpourHoprpoBaHsbl.
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3.5.1.3.2.1 PyuyHoe pobasneHve

Bo Bknagke "PyyHoe fo6aBneHne" MOXHO BpyUHYHo A06aBUTbL HOBbIE YCTPOICTBa B cuctemy. Beeaunte IP-
afpec 1 Mofenb YCTPOCTBa B COOTBETCTBYOLWME NonsA. Cuctema npomsBeseT NpoBepKY BBEAEHHbIX AaHHbIX
1 B none "Ctatyc" oTo6pasuT, BO3MOXHO 11 A06aBUTb YCTPOIACTBO B cuctemy (ctatyc == OK) unm ectb kakme-
60 owmn6KM (HanpuMep, HEKOPPEKTHLIN IP-aapec, Hannume ycTpoiicTBa ¢ Takum xe IP-agpecom nnu
HeA0CTaToK NNLEH3NI ANa BbIGPaHHO Mogenn). Ecnv napameTpbl BBEAEHLI KOPPEKTHO, B HKHEN YacTu OkHa
CTaHeT akTUBHOW KHOMNKa "[,06aBuTh". Haxxmute ee ans gobasneHus.

© B none "IP-afpec” MOXHO BCTaBUTL CNMCOK IP-apecos, pasgeneHHbix npobenamu. SToT CNUCoK byaeT
06paboTaH B MHTEepelice 1 pasaeneH NOCTPOYHO Ha OTAeNbHble YCTpolicTBa. Mpu aToM Kakaomy |P-
agpecy 6yaet coOOTBETCTBOBATb MOAE/b YCTPOMCTBA.

3.5.1.3.2.2 OG6HapyxeHune

Bo Bknaake "OGHapyXeHMe" MOXHO BbINO/IHATbL aBTOMaTM4Yeckoe AobaBeHme 06HapyXEHHbIX YCTPOCTB Mo
N3BECTHOMY AManasoHy.

[obaeuTb yCTpoiicTBa

yHOe obaBneHme O6HapymeHue

BepeuA SNMP * TMopT SNMP * TaliMayT 06HAPYKEHUA YCTPORCTB, MC * Communities *

[JwanasoH * va2Cc > 161 1000 public

Bo Bknagke AOCTynHbI crieaytoLime nons:

1. Ouana3oH — none And ykasaHusa gnanasoHa agpecos. [logaepxmnBaeT BBOL, B pa3NNYHbIX hopmarax.
Mpumepbl:
+ 10.25.96.1-90
+ 10.25.96.1-10.25.96.90
+ 10.25.96.1/24

& V13 ykazaHHoro B nose gnanasoHa 6yaet 06paboTaHo orpaHnYeHHoe KONMYecTBo
YCTPOIACTB, N0 YMO/IHaHWUIO IMMUT BbICTaB/IEH Ha 256 YCTPOICTB.

N

Bepcus SNMP — BbinagatoLimii CNMCOK C BO3MOXHOCTLHO Bbibopa Bepcun npotokona. MNoaaepxmnsarorcs
npotokonbl V1, V2C, V3;

Mopt SNMP — no ymonyaHuio ncnosb3yetca 161, HO MOXHO yKasaTb MHOE 3HaYEeHUE;

TalimayT 06Hapy>XeHUs yCTPOIACTB, MC — TalimayT Ha 06HapyXXeHue YCTPOICTB;

Communities — naponb ans goctyna K SNMP;

Mounck — KHoMKa /151 BbINOSIHEHWSA 3anpoca noncka ycTponcTs nocse 3anosiHeHns opMbl.

ok w
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B pe3ynbrarte novcka 6yayT HaliieHbl YCTPOCTBa, KOTOPble MOXHO A06aBUTbL B ECCM.

[No6aeuTb ycTpoicTRa

PyuHoe gobaBnenme O6HapyxeHune

vanas Bepcus SNA Mopt SMA TaimayT 06HAPYKEHUA YCTPORCTE, MC munit I
100.128.0.0/24 vaec - 161 1000 public Momek

= BoibpaTb Bce (Bcero HaigeHo 250)

ESR-1500 - HaigeHo yeTpoicTe 250, sapeaepBUpoBaHO NUUEH3niA 244, nocTynHo nuueHsnin 9999

-] IP-appec Mogens NpowssonuTens CepuiHbIR HoMep MAC-appec Bepcwsa N0 Craryc
100.128.0.1 ESR-1500 Eltex TEST_SERIAL_123 aabb:ce:01:11:11 1.6.2build 13 CywectsyeT
100.128.0.2 ESR-1500 Eltex TEST_SERIAL_123 aabb:cc:01:11:11 1.6.2 build 13 0K
a 100.128.0.3 ESR-1500 Eltex TEST_SERIAL_123 aabb:cc:01:11:11 1.6.2build 13 OK
100.128.0.4 ESR-1500 Eltex TEST_SERIAL_123 aabb:ce:01:11:11 1.6.2build 13 OK
O 100.128.0.5 ESR-1500 Eltex TEST_SERIAL_123 aabb:cc:01:11:11 1.6.2build 13 OK
O 100.128.0.6 ESR-1500 Eltex TEST_SERIAL_123 aabb:cc:01:11:11 1.6.2 build 13 0K
a 100.128.0.7 ESR-1500 Eltex TEST_SERIAL_123 aabb:ce:01:11:11 1.6.2build 13 OK
m 100.128.0.8 ESR-1500 Eltex TEST_SERIAL_123 aabb:ce:01:11:11 1.6.2build 13 OK -

OTMeHUTL No6aBuTb

Pe3ynbTaThl Noucka 0ToGpaxaroTcsl B Tabnuue co CneayoLmMm NonsMu:

IP-appec — IP-agpec HOBOro ycTpoiicTBa.
Mogenb — Ha3BaHWe Mogesu.
MpowussoguTenb — hupmMa-npon3BoAnNTESb YCTPOMCTBA.
CepuiiHblil HOMEpP — CepuiiHbIi HOMep YCTPONCTBa.
MAC-agpec — MAC-agpec ycTpolicTBa.
Bepcus MO — Bepcus MO, ycTaHOBNEHHASA HA YCTPOICTBE.
Crartyc — cTtatyc yctpoiictBa B cucteme ECCM.
+ OK — yCTpOIACTBO MOXET ObITb A06GABNEHO B CUCTEMY.
+ CyuecTByeT — YCTPOWCTBO C TakMMm IP-afpecom yxe NpucyTcTByeT B CUCTEME.
* HeTt nnueH3nun — AOCTUTHYT JIMMUT KONIMYecTBa YCTPOUCTB AaHHOW MOAe/N B JINLEH3NN.

C pesynsratamy nomcka MOXHO BbINONHUTL C/efyloline onepaunu:

BpyuHyto BbIGpaTh OTAENbHbIE YCTpoiicTBa AN fo6aBneHns (1). HekoTopble yCTpoiicTBa MOryT 6biTh
HeAOCTYMHbI ANA BbiGOpa No NpuyMHaM, oTpaxkeHHbIM B nosne "Crartyc” (2);

Bbi6paTb rpynny yCTPOCTB onpeaenéHHoi Moaenu, oTMeTuB ee Lenmkom (3);

Bbi6paTb Bce 06Hapy»eHHble ycTpolicTea (4).

Mocne 3aBepLUEHUst BbIGopa YCTPONCTB HAXMUTE KHOMKY "[o6aButs" (5).
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3.5.1.3.3 PepakTupoBaHne 06beKTOB
UT0o6bI NepemMeHoBaTh rpynny, Bbibepute ee B AepeBe 0O0BbEKTOB M HAXXMUTE KHOMKY "PefakTmpoBaTb

»
o6vexkt" # B OTKPbIBLUEMCS1 OKHE BBEAUTE HOBOE Ha3BaHMe rpynnbl U HaXxXMUTe "CoxpaHuTb":

PepakTupoBatb rpynny

WIMA rpynnbl *

new_name X

OTMeHUTB CoxpaHuTb

& [ns pefakTpoBaHUst HEAOCTYMHbI YCTPOCTBA, rpynnbl Tuna "IP-gpabpuka” u kopHesas rpynna ECCM.

3.5.1.3.4 TlepemelleHne 06bEKTOB

UT06bI NEpeEMECTMTb 0OBLEKT U3 OAHO rPyNMbl B APYryo, BbIbepuTe €ro B AEPEBE N HAXKMUTE KHOMKY

"MepemecTnTb 06BLEKT" n B oTKpbIBLLEMCA OKHE BblGepuTe rpynny, B KOTOPYI He06X0AMMO NepeMecTuTb
00BbEKT, N HaXXMUTe "BblbpaTthb":

MepemecTuTb rpynny

ECCM > sibir > NSK

HaBuraynsa

MMA rpynnsi

OTMeHNTL BbibpaTtb

& Henb3s nepemellaTtb YCTPOCTBA M rpynnbl B rpynnbl Tuna "IP-chabpuka”.
Henb3s nepemeluats rpynnbl B rpynrbl ¢ YCTPOWCTBaAMU.
Henb3s nepemeluaTb YCTPOWCTBa B rpynnbl C rpynnamun 1 kopHesyto rpynny ECCM.
Henb3sa nepemellarb ycTpoinctea 13 IP-habpukn.

3.5.1.3.5 YpaneHue o6bLEKTOB

UT0o6bI YAaINTb 0GBLEKT, BbIGEPUTE EM0 B AEPEBE M HAXXKMUTE KHOMKY "YAanuTb 06beKT" L OTKpbIBLUEMCS
OKHe noATBepAauTe AeicTeue.

& Henb3s ynpanuTb KopHesyto rpynny ECCM u IP-cpabpuky ¢ ycTpoicTeamu.
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3.5.1.3.6 Towuck o6bLEKTOB B Aepese
Haiitn 06bekT B ilepeBe MOXHO M0 CriefyoLyM napameTpam:

* HasBaHvie rpynmbl,

+ IP-agpec ycTpoiicTsa,

* MAC-agpec ycTpoiicTBa,

* MofAesib YCTPOWCTBA,

* CEepUiHbIA HOMep YCTPOICTBa,

* Has3BaHue ycTpoiicTea B fiepese (B hopmate "mMoaens_IP-agpec”).

BBeanTe B CTPOKY NOUCKa U3BECTHbIE BaM [aHHble 06beKTa U HaxXmMnTe Knasuily ENTER. lNo 3aBeplieHnin
npouecca noncka 6y,u,eT OTOﬁpa)KeHO OKHO C pesy/ibrataMu:

Q esr X

eccm/lTpynna 1/ESR-200_100.110.1.122
eccm/Tpynna 1/ESR-1000_100.110.1.73

ObbexToB HaWaeHo: 2 3aKpbITh

UToObI I'Ieper/lTVI K NCKOMOMY O6'b€KTy, HaXKMUTE /1EBOIH KHOMKOW MbILLIM MO pe3ynbrarty Nnoncka.

UYT06bI 3aKPbITh OKHO, HAXKMUTE Ha KHOMKY "3aKpbITb", PACMNOMOXEHHYO B NPABOM HVKHEM YTy OKHa, Un
OYMCTUTE CTPOKY NMOUCKA HaXKaTUEM Ha KPECTUK.

3.5.2 YnpaBneHue ycTpoincTeamm

Moa HaBMraLWOHHOM LENOYKOM HAaXOASATCS KHOMKM A1 yrnpaBneHus Tabavuein n ycTpoiicTtBaMn B Hell:

Ty

KHonka donnbTpaunm gaHHbix Tabnuupi;

KHonka 06HOBAEHNST AaHHbIX TabuLbl;

KHomMkKa HacTporiku oTobpaXkaeMbIxX KOJTIOHOK Tabnuupl;
KHonka akcnopta Tabnuubl B CSV-thaiin,

apwd =

WM B rpynny ¢ ycTpoicTBamu;

o

Ha KHOMKY OTKPbIBAETCS CMUCOK AECTBUWIA, KOTOPbIE MOXHO BbINOMHWUTL Haf, YCTPONCTBaMU:
a. O6HOBUTbL — OGHOB/IEHNE YCTPOCTBA,;
b. KoHchurypuposaTb — KOHUryprpoBaHue yCTpOICTBa;
c. Mepesarpy3nTb — nepesarpyska yCTPOICTBa;
d. Pa36noknposartb — pa3b/10KMpoBKa yCTPONCTBa,;
e. 3abnokmposaTb — 6/I0KMPOBKA YCTPOICTBY,

7. MepemecTuTb — NnepemeLLeHne ycTpoincTea. KHornka CTaHOBUTCSA akTUBHON NpK BbIGOpe YCTPOWCTB B

Tabnuue;
8. CpaBHUTb — CpaBHEHME KOH(UrypaLmin yCTPOCTB Apyr C ApYroMm;
9. Ypanutb — yaanieHve ycTpoicTa. KHoNKa CTaHOBUTCS akTUBHOWM Npuv BblIGOpe YCTPONCTB B Tabnvue;
10. CTpoka noucka ycTponcTs B Tabnmue;

11. KHOMKa AN OTKPbITUS KPATKOro pyKOBOACTBA MO NMOUCKY YCTPOIACTB B TabnuLe.

KHorka "BbINnosiHuTL". KHOMKa CTaHOBUTCS akTVBHOW Npu BbiGOpe YCTPONCTB B Tabnumue. MNpu Haxkatum

KHonka go6asnieHns yCTpoCTB B rpynny. YCTPOUCTBa MOTyT 6bITb f06aB/1€HbI TONILKO B MYCTYHO rpynmny
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CepuitHblil Homep IP-agpec WmA xocta MAC-appec Cepua Mopene Bepcua MO 0bcnyxueaxue [AoCTyNHOCTE Tpynna MNpoGneme:

ESCD000137 100.110.0.253  Filimonov_MES-2424P cc:9d:a2:5e:97:80  MES2424 MES2424P AC  10.3.3R3 Brntoyero ICMP | SNMP JSRE eccm/Tpynna 1 0

NP01000056 100.110.1.73 F.E.esr-VRRP-Master a8:f9:4braa:04:60 ESR-1000 ESR-1000 1.11.6 build 1 BrntoyeHo eccm/Tpynna 1 0

NP1F000942 100.110.1.130  ECCM-WLC-30 68:13:2:7e:93:b6  WLC-30 WLC-30 1.19.1build 10 Bkniouero CMP | SNMP | SSH eccm/Tpynna 1 0

VITF005002 100.110.1.123  ECCM-SMG-1016M e0:d9:e3:d:88:3d  SMG-1016 SMG-1016M 3.20.5.4865 Brntoyero CMP | SNMP | SSH eccm/Tpynna 1 0

o =] S
=
=
»
=
=
o

I I g
]
s

ES87085387 100.110.1.126  ECCM_MES2428 cc:9d:a2be:66:40  MEST4xx/MES24xx/MES3708 MES2428 AC 10.3.2R0 BknioyeHo TCP SNMP SSH eccm/Mpynna 1 2

ME10000704 100.110.1.128  ECCM_MES5200 e4:5a:d4:de15:80  MES5200 MES5200 3.6.0.90T BknioueHo CMP ESINIVIEE SSH eccm/pynna 1 1

s =
=
-
‘ I I
3

NP15011091 100110.1.122  ECCM-ESR-200 cc:9d:a2:70:af.d8  ESR-100/200 ESR-200 1.18.4 build 1 Brniouero SNMP | SSH eccm/Mpynna 1 0

3nemeHTOB Ha cTpanuue 100

B Tabnuue c yctpoictBamu oTobpakaeTcs criegytowas MHopmauus:

ID — nopsiLKOBbLI HOMEpP YCTPOCTBA B CMCTEME YrpaB/ieHns, puceBanBaeTcs npu obasneHum
ycTpoicTsa B cuctemy. Hymepaumsa HaumHaeTcs co 100, Kaxkablil HOMepP YHUKasIeH U HEe MOXET ObITb
MCMNOMb30BaH NMOBTOPHO;

CepuiitHblili HOMep — KOMBUHaumsa undp 1 Byks, KOTopas cunTbiBaeTcs ¢ ycTporictea no SNMP n
XpaHuTca B 6a3e faHHbIX;

IP-agpec — yHuKanbHblIl IP-agpec ycTpoicTBa B CeTH ynpasneHus ycTpoiicteamu. OTobpaxaeTcs B
BU/E CCbI/IKM, MO KOTOPOI MOXHO NEepPerTn Ha CTpaHuLy yrnpasneHus yCTPOCTBOM,;

msa xocta — umsi xocta (hostname), cuntbiBaeTcs ¢ yctpoiictea no SNMP 1 xpaHuTcsi B 6a3e AaHHbIX;
MAC-agpec — MAC-agpec ycTpoiicTsa, cumTbiBaeTcs ¢ yctpoictea no SNMP 1 xpaHuTca B 6a3e
[aHHbIX;

Cepus — Ha3BaHWe MOAeNbHOro paaa, cunTbiBaeTcs ¢ yctporictea no SNMP v xpaHutcs B 6a3e faHHbIX;
Mopenb — Ha3BaHue Mofenu, cunTbiBaeTcs ¢ yctpoictea no SNMP 1 xpaHuTCcA B 6a3e AaHHbIX;
Bepcua MO — Homep Bepcum MO, ycTaHOBNEHHONW Ha ycTpoicTBe. CuntbiBaeTcs ¢ ycTporictea no SNMP
N XpaHutcs B 6a3e JaHHbIX;

O6cnyxumBaHue — cratyc 06CnyXnBaHUa yCTPOKCTBa B cuctemMe. Eciiv ycTpocTBO MMeeT cTaTtyc
"BK/1HOYEHO", OHO MOTHOCTLIO 0BCYXMBAETCS CUCTEMOI (ONPOC [OCTYNHOCTY, METPUKH, PE3EPBHOE
KOMMpOBaHWe KOHMrypaumm, ynpaeneHne). B apyrnx cnydasx qyHKUMM 06CnyXmBaHns MoryT GbiTb
NPUOCTAHOB/IEHbI;

JocTynHoCTb — cTaTyc AOCTYNHOCTK ycTpoicTBa no npotokonam TCP/ICMP, SNMP, SSH;

Mpynna — rpynna, K KOTOPO OTHOCUTCH YCTPONCTBO;

Mpo6nembl — KONNYECTBO NPO6/IEM HA YCTPOMCTBE.

3.5.2.1 [obasneHue ycmpolicms

Mpouecc gobasneHns yCTPOMCTB B rpynny Nogpo6HO onncaH B pasaene "[epeso o6bekToB" — "[lobaBreHne
yCTPONCTB".
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3.5.2.2 OG6HosneHue epynrbl ycmpolcms

NHTepdelic npegHasHayveH 418 co3haHuns 3agay Ha 06HOB/IEHUE TPYNIbl YCTPONCTB, KOTOPblE MOTYT ObITb
BbINO/IHEHbI M0 38laHHOMY pacnucaHuio.

Y106l 06HOBUTL rPYNMNy YCTPOMCTB, NepeianTte K rpynne yepes AepeBo 06bLEKTOB, B Tabnmue ¢ ycTpoiicTBamm
¢ nomolibto chnaros (1) BbibepuTe YCTPOICTBA, KOTOPbIE HEOGXOANMO 0GHOBUTb, U HAXKMUTE KHOMKY
"BbINONHUTL" (2). B OTKPbLIBLLUEMCS MEHIO BbIGEpUTE MyHKT "O6HOBUTL" (3). Ha prCyHKe Hike nprBeaeH
npumep:

T O 2 + Lo6aBuTL yeTpokcTea 9% B - —Mep b !ﬂCpaaumb B Yaamute Q 0
CepuitHbIA HoMep IP-agpec iys ] O6HoBuTL - w Mogens Bepeus M0 ObcywuBaHme JlocTynHocTs Tpynna MpoGnemst
2
KoHgurypuposaTs
NP15011091 100.110.1.122  ECC .\ purypup 0:af:.d8 ESR-100/200 ESR-200 1.18.4 build 1 BrnoueHo ICMP | SNMP eccm/Tpynna 1 0
Y MNepesarpysuts
NP01000622 100.110.0.127  esr- G i Py 2:50:3b ESR-1000 ESR-1000 1.11.6 build 1 BrnovyeHo ICMP | SNMP eccm/Tpynna 1 0
Pasbnoknposarb
O ME10000104 100.110.1.128  ECC @ P e:15:80 MES200 MES5200 3.6.0.90T Brnioyerio [V SNMP eccm/Tpynna 1 1
ﬂ 3abnoknposare
O ES87085387 100.110.1.126  ECC €:66:40 MES14xx/MES24xx/MES3708 MES2428 AC  10.3.2R0 Bkniouero TCP SNMP SSH eccm/Tpynna 1 2
O VITF005002 100.110.1.123  ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4865 BroueHo ICMP | SNMP eccm/Tpynna 1 0
O NP1F000942 100.110.1.130  ECCM-WLC-30 68:13:e2:7e:93:b6 WLC-30 WLC-30 1.19.1build 10 Bkniouero ICMP | SNMP eccm/Tpynna 1 0
OMEMeHTOR Ha cTpaHuLe 100 v -6

3anycTutca mactep HacTpoliku. Huke npuBefeHO onvcaHve waroB macrepa.
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3.5.2.2.1 Bbi6op NO

& Ecnun Ha cepepe oTcyTcTBYET MO A1 YacTy BblIGPaHHbIX YCTPOCTB UM BblGpPaHHbIE YCTPOCTBA He
NoALEPXMBAIOT (PYHKLMOHaN 0GHOBNEHUS, Nepes, warom "Boibop MO" 6yayT BbiBEAEHDI
COOTBETCTBYHOLUME NPeAynpexaeHus. Takne ycTpoiicTea 6yayT 0To6paxkeHbl B CUCKe "VICK/OYEHHbIE".

Ha gaHHOM wware Heob6xoaumo BbiGpaTh M0, kKoTopoe ByAeT 3arpy>XeHo Ha BblbpaHHble paHee yCcTpoicTea aAns
cepuia:

o Bbi6op MO e Mapamepbl 381241 e MDUMEHTE
Cepua Bepcua MO gna oBHoBNEHHA
ESR-100/200 (1) Bei6epute ®aiin MO
ESR-1x (1) BuiGepure ®aiin M0
INEMEHTOB Ha CTpaHuLe 10 -

OTMeHUTB

HaxmunTte Ha KHoMKy "Bbi6epute daiin MNO".

OTKpoeTcA AnasioroBoe OKHO, rae Heobxoammo Bblbpatk MO. AkTyasibHoe MO 6yaeT 0TMeYeHO MKOHKOW v/
(2). Bbibepute MO (1) n HaxXMUTe KHOMKY "BbiopaTtb” (3):

Bri6patk 10 pnA 06HoBNEHMA ycTpoilcTE cepun ESR-1x
Haaeanue aiina Bepcua MO Onucanne Pazmep BepcuA 3arpysumka Bepcua 3arpyaunka x-loader Nara AKTYanbHoCTb
O esr1x-1.20.4-build6.firmware 1.20.4 build 6 73MB 2024-02-06 14:16:52 v
O esr1x-1.18.3-build2.firmware 1.18.3 build 2 72.5MB 2024-02-06 14:14:11
SnemeHTOB Ha cTpaHuue 10 - -2u32
OTMEHUTL
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OTKpOETCs NpeXHee AMasioroBoe OKHO, TAe B KaX/0i CTPOKe psfioM C cepueli byaeT oToGpaxaTbes
nHchopmaums o Bepcum MO, koTopas 6yaeT yCTaHOB/IEHA Ha YCTPOICTBO B pe3ysibTaTte 0GHOB/IEHUS:

o Bbi6op MO e Mapamepbl 3aaa4u o MpUMEHUTL
Cepua Bepcua N0 AnA 06HOBNEHHA

ESR-100/200 (1) B 1178buid2

ESR-1x (1) B 1204buids

OTMEHUTL Janee

MpyY HEO6XOAMMOCTI MOXHO 3aMEHUTb (haiil 4151 0OGHOBNEHUS: HAXKMUTE Ha KHOMKY . psigom ¢ Bepcueid MO
1 NOBTOpPUTE Npoueaypy Bbibopa halina Anst 06HOBNEHUS.

[ns nepexofa K cnegyowemy wary mactepa HacTpoku HaxxMuTe KHonky “danee”.
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3.5.2.2.2 TapameTpbl 3a4a4u

Ha gaHHOM wware MOXHO HaCTPOUTb BPEMSA Hayasla 1 3aBepLUeHs BbINOMIHEHUA 3a4a4n, cTpaTternio eé
BbINOJIHEHMA W ONLUMn 06HOBIEHNs MO:

o Bei6op MO e Napamepb! zafauu ° MpUMEHUTD

Pacnucanue:

[J HauaTb B 6AMKaALLEe BPeMA

20240205 m 17 39

He zanyckaTb HOBble NOA33a4Ml NOCME YKA3aHHOMO BPEMEHIW

2024-02-05 [a] 17 39

CrpaTtervsa:

® NapannensHo

(O Nocnenosatenbko

Oonuum:
CpnenaTb akTMBHbIM 10

MepesarpyauTk ycTpoicTBO

Hazag  [anee

Mpepnaraemsble napameTpbl:

1. PacnucaHue:

* Hauatb B 6nmxaiillee BpeMsi — NocTaBuTb 3aZla4n B o4epe/b NIaHnpoBLLMKa cpasy nocse nux
co3faHusA. Hayano BbINONHEHUA 38,241 Ha 06HOB/IeHNe ByaeT 3aBUCETb OT 3arpy>XXeHHOCTU
nnaHuposLLmKa. CHATME 3Toro hniara NO3BOMAET YCTAHOBUTL HAYa10 OKHa NPOoBeAEHNs onepauuu
06HOB/IEHUS;

* He 3anyckarb HOBble NoA3azayun nocsie yKkasaHHOro BpeMeHn — Nno3BOJIAET OrpaHNyYnTb OKHO
npoBefeHns onepaumm o6HOBEHNS, 3anpeLLas 3anyck AoNno/HUTENbHbIX 3a4ady. [Npy aTom
BbINO/IHEHHbIE Onepauny He ByLyT OTMEHEHbI, HO YCTPOICTBA, /19 KOTOPbIX 06HOBNEHME HE 6bl10
3anyLleHo, ocTaHyTcs 6e3 06HOBNEHWS.

Mpw OTKIOYEHHON onummn "HavaTb B 6nmnxkalillee Bpemsa” 1 BK/IOUYEHHON onummn "He 3anyckartb
HOBble noA3afayn nocse ykasaHHOro BpeMeHn" oTobpaxatoTcs NHCTPYMEHTbI Bbibopa AaTbl 1
BpeMeH/ Havana 1 3aBepLieHns 0OHOB/EHUS:

[] HayaTb B 6nuxadllee Bpema

[Nara, yyyy-MM-dd *

20230116 = 20 20

He 3anyckaTb HOBble Nofg3ajayun Nocne yKasaHHOro BpeMeHH

Nara, yyyy-MM-dd *

2023-01-17 ™| 16 10
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2. Crparerus:
+ MapannensHo — oAHOBPEMEHHbIN 3amnyck npoLecca 06HOBNEHNSA HA BCEX YCTPOWCTBAaxX U3 CNNCKa,;
+ [ocnepoBaresibHO — NpoLecc 06HOBNEHMSA OyAeT 3anycKkaTbCs nocnefoBaTes/ibHO Ha YCTPOMCTBax
13 cnucka. Mpu BbIGOpe faHHON cTpaTernn CTaHOBUTCA AOCTYNEH ANS Bbl6opa NyHKT:
+ [NpepBaTb BbINO/IHEHWE, €CM NoA3aJa4a 3aBepLleHa ¢ ownbkaMm — Npy BbICTaB/IEHHOM
chnare, B cnyyae, eciv 06HOB/IEHME OAHOrO YCTPOMCTBA M3 CNMCKA 3aBepLUUIOCH C
OLLMGKOM, 3afia4a Ha rpynnoBoe 06HOB/IEHNE NPePBETCA U OCTa/IbHblE YCTPOCTBA
0OHOB/NEHbI HE ByAyT.
3. Onuuu:
+ Cpenatb akTvBHbIM MO — ycTaHOBUTbL 3arpy)xaemoe Ha ycTpoiicTBo MO kak akTueHoe (MO,
KOTOpOe GYAEeT NCNOMb30BaTbCS YCTPOCTBOM NOC/E Nepe3arpysku).
+ MNepe3arpy3ntb YyCTPOINCTBO — Nepe3arpy3nTb YCTPOMCTBO cpasy xe nocne 3arpysku MNO. Ecnu
napameTp HeakTMBEH, TO nepesarpysky yCTponcTea Heo6xo4MMo 6yaeT BbINOMHUTD
CaMOCTOSATE/TbHO.

3.5.2.2.3 TNpumeHnTb

Ha pgaHHOM Liare Ha akpaHe OTO6pa)KaIOTCFI BCE paHee yKa3aHHble NapaMeTpbl:

o Bbi60p M0 o Tapamepl 334344 e TPUMEHNTL
—Pestome

MO ana: ESR-100/200: Eltex 1.17.8 build 2

MO ana: ESR-1x: Eltex 1.20.4 build 6

[ata: HauaTb B GnxKanllee Bpema

Crparerus: [apannensHo

KonuvecTso ycTpoicTs: 2

CpenaTe akTuBHbiM M0: la

Mepesarpy3uTeb ycTpoiicTBo: [Ja

Cepuitkbiii HoMep P-agpec Mms xocta MAC-aapec Cepua Mogent Bepewa MO OgenymuBatme DoctynHecTe pynna

NPD5004783 100.110.0.130 ESR10-TST a8:f9:4b:ac:67:96 ESR-1x ESR-10 1.23.x build 109 Brnto4eHo ICMP | SNMP eccm /group_for_eccm_stand

NP15011091 100.110.1.122 ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-100/200 ESR-200 1.18.4 build 1 BrmoueHo ICMP | SNMP ecem /group_for_eccm_stand

awiue 10 v

HaxmuTe kHonky "MpumeHnTs". Byaet co3aaHa 3adava, BbiNO/IHEHNE KOTOPOI HAYHETCS! B yKa3aHHOe BpeMsi.

47



ECCM.PykoBogcTBO nosb3osarens.CeTb

3.5.2.3 KoHgpuaypuposaHue 2pyrrbl ycmpolcms

NHTepdpelic npefHa3HayveH Ana co3faHus 3a4a4 Ha KOHUryprpoBaHue rpynrbl YyCTPOCTB, KOTOpble MOTyT
ObITb BbIMO/IHEHbI N0 33JaHHOMY PaCMUCaHUI.

YT06bI OCYLLECTBUTL KOHUTYPUpPOBaHKE rpynbl YCTPOCTB, Nepengute K rpynne yepes AepeBo 06bLEKTOB, B
Tabnmue ¢ ycTpoiicTBaMm ¢ noMoLLbio doniaroB (1) BbIGEpUTE YCTPOICTBA, KOTOPblE HEOBXOAUMO HACTPOUTb, 1
HaXKMUTE KHOMKY "BbINofHNTL" (2). B OTKpbIBLUEMCSI MEHIO BblbepuTe NyHKT "KoHdurypuposats” (3).

Ha prcyHke HWXe nprBeAeH npumep:

EWINE « N & + Hotau yetpoiictea B ] - —Tlep o WJCpamuvme [ Ymamume Q Q
= CepHitHbIA HOMep IP-agpec Wms m OGHosuTe Cepua 1 Mopenn Bepcua M0 ObcnywusaHie JlocTynHOCTh pynna MpoGnembl
@
Koudurypuposats KongurypHposars yeTpoficTas
NP15011091 100.110.1.122  ECC .\ barypup *J ESR-200 1.18.4 build 1 Bkniouero ICMP | SNMP eccm/Ipynna 1 0
Y Tepesarpysuts
NP01000622 100.110.0.127  esr- G P P 2:50:3b ESR-1000 ESR-1000 1.17.6 build 1 Bkniouero ICMP | SNMP eccm/Ipynna 1 0
Pasénokuposath
O ME10000104 100.110.1.128  ECC @ P e1580  MES200 ME5200 3.6.0.90T Bkmiovero [Vl SNMP ecem/Tpynna 1 1
ﬂ 3abnoknposare
O ES87085387 100.110.1.126  ECC e:66:40  MES14xx/MES24xx/MES3708 MES2428 AC  10.3.2R0 BknioveHo TCP SNMP  SSH ecem/Tpynna 1 2
O VITF005002 100.110.1.123  ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4865 Bkniouero ICMP | SNMP eccm/Ipynna 1 0
O NP1F000942 100.110.1.130  ECCM-WLC-30 68:13:€2:7e:93:b6  WLC-30 WLC-30 1.19.1build 10 BxniouerHo ICMP | SNMP eccm/Ipynna 1 0

SnemenTos Ha cTpakmue 100

3anycTutca mactep HacTpoliku. Huke npuBefeHO onvcaHve waroB macrepa.

48



3.5.2.3.1 Bblbop wabnoHa

ECCM.PykoBoacTBO nosb3oBarens.Cetb

Mpu HaXxaTMn Ha KHOMNKY "KoHurypupoBatb" OTKPOETCA OKHO rpynnoBOro KOHUrypmpoBsaHus. Ha nepsom
Lware HeobxoAMMO BbIGpaTb HYXHbIA WA6G0H KOHbUrypaumn.

B neBoii YacT okHa pacnonoxeHa Tabnuua CyLlecTByoLWmX B cucteMe WwabnoHos (1), B paBoii yacTu
0TOBPAXEHO COAEPXKMMOE BbIGPAHHOTO Wab/oHa (2). Ecnv B BbIGPAHHOM LIAG/10He NPUCYTCTBYHOT CO3AaHHblIe
nosib3oBaTenieM nepeMeHHble (Hanpumep, NnepeMeHHble syslog_max_files U syslog_file_sizeB
NpYBEAEHHOM HUXE NPUMEpPE), TO B ANa/IOTOBOM OKHE OTKPbIBAETCSI BTOPOIA LIar Mactepa A/1si HacTpoliku
nepemMeHHbIX WwabnoHa ("3anosHeHe nepeMeHHbIX").

SnemenToB HacTpanMue 5 1-2u32

o Boi6op wabnoHa e 3ano/HeHue NepeMeHHbIX
®= Q9
D HasBaHue AsTop  OGHOBNEHO Cospano
@ 2 test eccm  2023-05-2415:25:42 2023-05-24 15:20:13
o 1 Set SNMP com... eccm  2023-05-2411:53:18 2023-05-24 11:53:18

e YcTaHoBKa pacnucaHna o MpumernTs

syslog max-files {{ syslog _max_files }}
syslog file-size {{ syslog file size }}
syslog cli-commands

syslog sequence-numbers

syslog file tmpsys:syslog/default info
syslog file flash:syslog/esr-12v crit
logging login on-failure

logging aaa configuration

logging userinfo

logging service start-stop

(SR RN T RSV

=

OTMeHUTL Manee

Ecnu B Wab/ioHe HeT No/ib30BaTe/lbCKMX NEPEMEHHbIX, TO LAl HACTPOVKM NepeMeHHbIX LaboHa 6yAeT CKpbIT,
11 BTOPbIM LUAroM ByfeT War YCTaHOBKY pacnmcaHmns.

© Co3paath HOBbIV WAGMOH A/15 YCTPOCTB, & TaKKe OTPeAakTUPOBaTh UM YAaIUTL UMEILLMECS

LWab0HbI MOXHO Ha cTpaHuue "LLabnoHb!".
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3.5.2.3.2 3anosniHeHune nepemMeHHbIX

Ha ware 3anonHeHns nepeMeHHbIX OTKPoeTCcs DOpMa, B KOTOPOI HEOBXOAMMO yKa3aTb 3HaYeHne A1 Kakaol
HaliileHHoli B LWab/oHe Nonb30BaTebCKoi nepemeHHoii (1, 3). Takke A5 NepeMeHHON MOXHO BblGpaTh TUN
(2, 4) STATIC nnn SEQUENCE. Mo ymonuaHuto ans Bcex nepeMeHHbIxX ykasaH Tun STATIC.

o BbiGop wabnoxa o 3anonHeHue NepemMeHHbIX o YcTaHoBKa pacnucanun o MpumeHuTb

La6now

syslog max-files {{ syslog max_files }}
syslog file-size {{ syslog_file size }}
syslog cli-commands

syslog seguence-numbers

syslog file tmpsys:syslog/default info
syslog file flash:syslog/esr-12v crit
logging leogin on-failure

logging aaa configuration

logging userinfo

logging service start-stop

syslog_max_files

3HaueHue nepeMeHHoR * STATIC 7

syslog_file_size

3HaveHne nepeMeHHoil * STATIC -

DWW R Wk

=

Hasapn

Koraa Bce nepemeHHble GyayT 3ano/iHeHbl, CTAHET akTBHA BkNadka "PeHaep” (5), npy nepexoie Ha KoTopyto
MOXHO YBU/IETb PEHAEP KOHhUrypaLmn no 3aJaHHoMy LWabioHy A1l NepBOro YCTPoiicTBa B BbIGOPKE.
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3.5.2.3.3 YcrtaHOBKa pacnucaHus

Ha AJaHHOM Lare MOXXHO HaCTpOouUTb BpeMA Havdasia U 3aBepLUeHNA BbINMO/THEHNA 3aayn.

[J Hauatb B 6nuxaiiliee BpeMs

Lat y-MM-dd

2023-01-17 ] 11 : 40

D He ganyckaTb HOBbIE NOA3a/aum Noc/e ykasaHHoro BpeMeHMN

Crpaterus :
(O NapannentHo
(® MocneposatenbHo

D MNpepeaThb BLINCNHEHWE, BCNTVM NOJ3aa4Ya 3aBeplleHa C owMBKamm

Hazap Janee

° Bbibop wabnoxa ° 3anonHeHHe NEPEMEHHBIX o YcTaHoBKa pacnucaHua o MpumernTs

MpepnaraemMbie onuun:

1. HauyaTb B 6mxalillee Bpems — NOCTaBWTb 3a[a4uv B o4epeb NaHNpOBLLMKa cpaldy Nnocsie co3gaHns.
Hauano BbinosiHeHns 6yaeT 3aBUCETb OT 3arpy>XeHHOCTU NAaHMpoBLymKa. CHATME 3Toro donara
NO3BO/ISIET YCTAHOBUTbL HAYas10 OKHa NPOBEAEHUS onepaunmn KOHPUIypupoBaHus;

2. He 3anyckaTb HOBble N0oA3aga4vm Nocsie ykasaHHOro BpeMeHU — No3BOMSET OrPaHNUNTb OKHO
npoBeAeHns onepaymm KOHOUrypupoBaHus, 3anpeLas 3anyck 4onofIHUTENbHbIX 3agad. MNpu aTom
BbINOJ/IHEHHbIE Onepauun He ByayT OTMEHEHbI, HO YCTPOICTBA, A1 KOTOPbIX KOH(MUIypupoBaHue He
6b1/10 3anyLWeHO, OCTaHyTCA 6€3 HaCTPOWKY;

3. Crparerus:

+ MapannensHoO — 0AHOBPEMEHHBIN 3anyck npouecca KOH(UIypMpoBaHUsi Ha BCEX YCTPOCTBaxX U3

CNucka;

+ [ocnepoBaresibHO — NPoLLEeCcC KOHUIYpMpoBaHUa ByaeT 3anyckarbCs nocnefoBaTe/ibHO Ha
yCTpOWCTBax M3 cnucka. MNpu BbIGoOpe AaHHOM cTpaTternn CTaHOBUTCA AOCTYNeH ANns Bblibopa
MYHKT:

* MNpepBaTb BbINOMHEHWE, EC/IM NOA33a4a4a 3aBeplueHa C owmbKamMm — Npu BbICTABIEHHOM
dhnare, B cnyyae, eciv KOHPUrypmpoBaHue 04HOro YCTPOCTBa U3 CNCKa 3aBepLUnIoCh ¢
OLWKMOKOIA, 3a4a4a Ha rpynnoBoe KOHUIyprpoBaHe NPEPBETCS U OCTa/lbHble YCTPONCTBA
HaCTPOEHbI He ByayT.
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Ha gaHHOM Lware Ha aKpaHe 0TOGpaXatoTCsl BCe paHee ykasaHHble napaMeTpbl pacnucaHus, BbIbpaHHbIl
LWabnoH 1 CNNCOK YCTPOICTB.

° Buibop wabnexa

Peaiom
La6nok: test

Jara: 2023-09-26 13:41:00
Crpaterws: [ocnegoBaTensHo

KonuyecTBo ycTpoiieTs: 2

1P-appec Wms xoeTa MAC-agpec

SMEMEHTOB Ka CTPaHMLE 5 1-2u32

100.128.0.1 esr-1500 aabbicc:01:11:11

100.110.1122  ECCM-ESR-200  cc:9d:a2:70:af:d8

Mopens

ESR-1500

ESR-200

o 3anonHeHne NepemeHHbIX

N W W N e

@

LWa6noH Pengep

syslog max-files {{ syslog max files }}
syslog file-size {{ syslog file size }}
syslog cli-commands

syslog sequence-numbers

syslog file tmpsys:syslog/default info
syslog file flash:syslog/esr-12v crit
logging login on-failure

logging aaa configuretion

logging userinfo

logging service start-stop

° YcTaHoBka pacnucanna

0 MpumennTL

N —

Pe3toMe napaMeTpoB MO HACTPOEHHO 3ajaye;
Cnncok BblGpaHHbIX 47181 KOHPUIYPUPOBaHKSA YCTPOICTB. KNIMK NO yCTPOIACTBY B Tab/MLe OTKPOET BO

Bknagke "PeHaep” (4) BapvaHT KOHUrypawmm, KoTopblid 6yAeT NPUMEHEH K JaHHOMY YCTPOIACTBY;

TeKcT WwabnoHa;

W

Bknagka ¢ peHgepom KoHdurypauumn BbiIopaHHOro ycTpoincTea no 3agaHHOMY LLaGIoHY.
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3.5.2.4 Tlepe3azpy3ska epynbl ycmpolicms

NHTepdpelic npefHa3HayveH ANa co3faHus 3ajay Ha nepesarpysky rpynmbl YCTPOWCTB, KOTOPbIE MOTYT ObITb
BbINO/IHEHbI MO 3aaHHOMY PacnucaHuio.

YT0o6bI Nepesarpy3nTb rpynny yCTPOMCTB, NepenguTe K rpynne yepes AepeBo 06beKToB, B Tabnuue ¢
ycTpoiicTBamu ¢ nomolbto dpnaros (1) BbibepuTe YCTPOICTBA, KOTOPbIE HEOGXOAMMO Nepe3arpy3uTb, 1
HaXKMUTE KHOMKY "BbINoNHUTL" (2). B OTKpbIBLIEMCSI MeHH0 BblbepuTte NyHKT "Mepesarpy3nTs” (3).

Ha prcyHke HWXe nprBeAeH npumep:

T O 2 + Lo6aBuTL yeTpokcTea 9% B - —Mep UTh !ﬂCpaaumb B Yaamute Q 0
CepuitHbIA Homep P-afpec Wms m O6HoBuT Cepua T Mopgens Bepcua M0 0BcnymuBaHKe JlocTynHOCTh pynna MNpoGnembi
2
KoHgurypuposaTs
NP15011091 100.110.1.122  ECC .\ purypup 0:af:d8 ESR-100/200 ESR-200 1.18.4 build 1 BrnoueHo ICMP | SNMP eccm/Tpynna 1 0
™ epesarpysuts MepesarpyswTs yeTpoiicTaa
NP01000622 100.110.0.127  esry @ Mepesarpy W = ESR-1000 111.6build T Bkniowero ICMP | SNMP ecem/Tpynna 1 0
PasbnokupoBathb
O ME10000104 100.110.1.128  ECC @ P e:15:80 MES200 MES5200 3.6.0.90T Brnioyerio ICMP NI eccm/Tpynna 1 1
ﬂ 3abnoknposare
O ES87085387 100.110.1.126  ECC €:66:40 MES14xx/MES24xx/MES3708 MES2428 AC  10.3.2R0 Bkniouero TCP SNMP SSH eccm/Tpynna 1 2
O VITF005002 100.110.1.123  ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4865 BroueHo ICMP | SNMP eccm/Tpynna 1 0
O NP1F000942 100.110.1.130  ECCM-WLC-30 68:13:e2:7e:93:b6 WLC-30 WLC-30 1.19.1build 10 Bkniouero ICMP | SNMP eccm/Tpynna 1 0
OMEMeHTOR Ha cTpaHuLe 100 v -6

3.5.2.4.1 YcTtaHOBKa pacnucaHus

Ha faHHOM Luare MOXHO HacTPOUTbL BPEMST Hauasa U 3aBepLUEHMS BbINOMHEHNUS 3aau4u:

MepezarpysuTb YCTPOICTRA

Pacnucaxne:

[0 HauaTb B 6nUXKaiillee BpeMA

Oara, yyyy-MM-dd *

2024-02-05 ] 11 .49

D He 3anyckaTb HOBble Nofi3aflayy Nocne yKkasaHHoro BpeMeHU

Crparerus:

(O Napannensko
(® Mocnepoeatentho

[J Npepeats BbINoNHEHWe, €CNW NOA3a/1adYa 3aBeplleHa ¢ olMBKaMu

3aKpbITb MpuMeHUTL

Mpegnaraemble onuum:

1. HauaTb B 6/mxaiillee Bpemsi — NOCTaBUTb 3a@a4u B ouepeb NAaHMPOBLLMKA Cpa3y noc/se nx
co3faHusi. Hayano BbINONHEHNUS ByeT 3aBUCETh OT 3arpy>KEHHOCTY NIaHNPOBLLIMKA. CHATME 3TOro
chnara no3BonsieT yCTaHOBUTL BPEMSI HaYasia OkHa NPOBEAEHNS onepauumn nepesarpysku;

2. He 3anyckaTb HOBble NoA3ajaqn Noc/ie ykasaHHOro BPEMEHWN — OrPaHUUYNTL OKHO NPOBeAeHMs
onepauun nepesarpyskv 1 3anpeTuTb 3amnyck AoNOMHUTENbHBIX 3a4a4. [py 3TOM BbINOMHEHHbIE
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onepauum He 6yayT OTMEHEHbI, HO YCTPOINCTBA, ANs1 KOTOPbIX Nepesarpyska He 6blia 3anyLleHa,
oCTaHyTCA 6e3 nepesarpysku;
3. Crparerus:
+ MapannensHo — 0AHOBPEMEHHbI 3amnyckK npoLecca nepesarpysku Ha BCex YyCTponcTBax us
CrNCKa;
+ [NocnepoBaresibHO — nNepesarpyska yCTponcTB 6yAeT NpoBOAUTLCA NocsiefoBartenibHo. Mpu
BblGOpE AaHHON cTpaTerMm CTaHOBMTCA AOCTYNEH A1 Bblbopa MyHKT:
+ lMpepBaTb BbINOMHEHNE, €C/MX NoA3afada 3aBepLleHa ¢ onbKaMy — Npu BbICTaB/IEHHOM
chnare, B cnyyae, ecnv nepesarpyska 04HOro yCTponcTea U3 cnucka 3aBepLumsiach ¢
OLWMOKOIA, 3a4a4a Ha rpynnoByo nepesarpysky NpepBeTcs N OCTa/lbHbIe YCTPOICTBa
nepesarpy>eHbl He 6yayT.

V)

Mpw OTKAOYEHHON onumii "HavaTb B 6nvkaliluee Bpems" 1 BK/IOYEHHON onummn "He 3anyckatb HOBble
nog3agayv nocne ykasaHHoro BpeMeHn" oTobpaxatoTcs MHCTPYMEHTbI Bbibopa AaTbl U BpEMEHM Havana u
3aBepLUeHNs nepesarpys3ku:

[] HayaTb B 6nuxadllee Bpema

Dara, yyyy-MM-dd *

20230116 = 20 20

He 3anyckaTb HOBbIe NoA3aAayu Nocne yKasaHHOro BpeMeHn

Dara, yyyy-Mi-dd *
202301117 &= 16 10
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3.5.2.5 CpasHeHue KoHghucypayul ycmpolicms

[nsi cpaBHeHUst KOHUrypaLmii yCTPOICTB BbIGEPUTE OAHO WM HECKO/IbKO YCTPOICTB € noMolLLbto doniaros (1),
a 3aTeM HaxmuTe KHonky "CpaBHUTL" (2):

EEWIE - T 3 + [lo6aBuTk yeTpoiicTBa - Mep -i’ Ypanuts Q, Haittu ycTpoiicTBO. (2]
CepuitHbIA HoMep IP-agpec Wms xocTa MAC-anpec Cepua T Mogenb Bepcwa M0 OBcnyxuBaHue pynna NpoGnembl
NP15011091 100.110.1.122  ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-100/200 ESR-200 1.18.4 build 1 Bkmiouero ecem/Tpynna 1 0
NP01000622 100.110.0.127  esr-1000 aB:f9:4b:aa:50:3b ESR-1000 ESR-1000 1.11.6 build 1 Bkmiovero ecem/Tpynna 1 0
ME10000104 100.110.1.128  ECCM_ME5200 ed:5a:ddde15:80  MES200 ME5200 3.6.0.90T Binioyero eccm/Tpynna 1 1
ES87085387 100.110.1.126  ECCM_MES2428 cc:9d:a2be:66:40  MES14xx/MES24xx/MES3708 MES2428 AC  10.3.2R0 BknioveHo ecem/Tpynna 1 2
VITF005002 100.110.1.123  ECCM-SMG-1016M  e0:d9:¢3:df:88:3d ~ SMG-1016 SMG-1016M  3.20.5.4865 BknioueHo ecem/Ipynna 1 0
NP1F000942 100.110.1.130  ECCM-WLC-30 68:13:e2:7e:93:b6  WLC-30 WLC-30 1.19.1build 10 BknoueHo ecem/Tpynna 1 0

BnemexTos Ha cTpakkue 100 v 1-6us6 1< < > 2l

OTKpOeTCsi MoAa/IbHOE OKHO CO cpaBHeHneM Running-koHgurypauuii ("AKTUBHBIX") BbIGPaHHbLIX YCTPOWCTB
(ecnu Running-koHurypaums ycTpoiicTea He Gblsia 06HapYXeHa, To nosie 6yaeT NycTbiM).

OKHO CpaBHEHUSI KOHUIypauwii apyr ¢ gpyrom. CoaepXuT criefytowme afieMeHTbl:

1. VIHCTpyMeHTbI Ans Bbl6opa YCTPONCTB 1 UX KOHhurypauui;
2. [Be obnactu ons 0To6pakeHnst BbIGpaHHbIX KOH(UTypaLmii;
3. KHOMkM onsi nepemeLLeHns Mexay U3MeHeHUsiMU.

CpaBHUTbL KOHGUrypaLun

Jakperts
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3.5.2.5.1 BbI6Op ycTpoicTBa 1 KOHGIUrypauum

ECCM.PykoBogcTBO nosb3osarens.CeTb

B BepxHeli 4acTn MoAaIbHOTO OKHa MOXHO BbiGpaThb YCTpoiicTBo (1) 1 ero koHgurypauuto (2):

ESR-1500: 100.128.1.2 »*

RUNNING: 2023-01-17 11:43:52 4"

Mocne Knuka Ha KHOMKY HanpoTuB IP-aapeca ycTpoiictea (1) OTKpbIBAETCS MOAA/ILHOE OKHO BbiGopa

YCTPONCTB:

Bbi6paTh ycTpoiicTBa

CepHAHbIA HoMep IP-agpec WMA xocTa

VI1F005002 100.110.1.123 ECCM-SMG-1016M
O ES8B000023 100.110.1.127 ECCM_MES5316A
O ES87085387 100.110.1.126 ECCM_MES2428
O ES32023387 100.110.1.125 ECCM_MES2324B
O ES1D000845 100.110.1.124 ECCM_MES2124M

MAC-appec Megens
e0:d9:e3:df:88:3d SMG-1016M
e0:d9:e3:26:d7:00 MES5316A
cci9d:az:be:66:40 MES2428 AC
e4:5a:d4:86:08:80 MES2324B AC
a8:f9:4b:8c:ce:00 MES2124M AC
OTMeHNTL Boibpate

Bepcua MO OfenyKuBaHue MocTynHocTb

32054865  BrwoueHo

6.5.0R3 Brnioyero

10.3.2R1 BrntoyeHo

4.0.19R3 Brntoueo

1.1.4813 BkntoyeHo
SnemenTos Ha cTpanmue 5 ¥ 1-5u38 > >

Mocne Kuka Ha KHOMKY HanpoTyB AaTbl CO3AaHusl KoHdurypauum (2) oTKpbiBaeTcsl MoZlasibHOe OKHO BbiGopa

KOHpurypaumia:

Bei6paTb KOHpUrypayuo

EW]

Tun [ara coafjaHua
O YepHoBui 2023-09-26 12:04:13
O AKTyanbHan 2023-09-26 10:54:29

AsTop Onucanue
eccm YepHoBUK-1
System Configuration fetched by task id 71
3NeMEeHTOB Ha CTpaHuue 10 A 1-2muz2
OTMeHNTB BbiGpaTe
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3.5.2.6 TlepemeweHue ycmpolicms

ECCM.PykoBogcTBO nosb3osarens.CeTb

[ns nepemeLlleHns yCTpoicTBa U3 OAHON rpynnbl B ApYryto BbIbepute 04HO UM HECKOSIbKO YCTPONCTB C
nomoubto cpnaros (1), a 3aTem HaxmuTe KHomky "MepemecTuts” (2):

TF
B

|
@

[< < |

O O o o

S ot
CepuitHbIA HOMED
NP15011091
NP01000622
ME10000104
ES87085387
VITF005002

NP1F000942

+ [o6aBuTk yeTpoHcTBa 9{ Bbinonuute « —sepemecTuTL !ﬂCpaaumb
IP-appec Wms xocTa MAC-anpec Cepua 1
100.110.1.122  ECCM-ESR-200 cc:9d:a2:70:af:d8 ESR-100/200
100.110.0.127  esr-1000 a8:f9:4b:aa:50:3b ESR-1000
100.110.1.128  ECCM_ME5200 ed:5a:d4.de15:80  MES200
100.110.1.126  ECCM_MES2428 cc:9d:a2be:66:40  MEST4xx/MES24xx/MES3708
100.110.1.123  ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016

100.110.1.130

ECCM-WLC-30 68:13:€2:7e:93:b6  WLC-30

B Yranute

Mopens
ESR-200
ESR-1000
ME5200
MES2428 AC
SMG-1016M

WLC-30

Bepeua MO

1.18.4 build 1

1.17.6 build 1

3.6.0.90T

10.3.2R0

3.20.5.4865

1.19.1 build 10

0BcnymuBaHKe JlocTynkocTs

Biiovero SNMP
BknioueHo SSH

SnemenTos Ha cTpakmue 100

‘ I

Mpynna

eccm/Tpynna 1

eccm/Tpynna 1

eccm/Tpynna 1

eccm/Tpynna 1

eccm/Tpynna 1

eccm/pynna 1

e

MpoGnembl

OTKpoeTcs OKHO "lMepemMecTuTb yCTpocTBa". BblbepuTe rpynny, B KOTOpyt 6yayT nepemMelleHbl YCTPONCTBa, 1
HaXXKMUTE KHOMKY "BblopaTtb":

MNepemecTuThb ycTpoiicTea

ECCM > pynna 2

HaBurauua

Wma rpynnb

[mrmbS

3NeMeHTOB Ha cTpaduue 10

OTMeHHTB

- 1-1uz21

3.5.3 CrtpaHuua ycTpoiicTea

NHTepdeiic ans paboTbl C OTAENbHbIMY yCTpoiicTBaMu. [ AOCTyna K MHTepdoeiicy BbiGepUTe YCTPOWCTBO B

[lepeBe 06LEKTOB MV HAXXMUTE Ha CTPOKY C MMEHEM YCTPOICTBA B TabNMLE YCTPOICTB rpynnbl.

Huxe nprBeeHo onucaHne pas3fenoB MEHI0 CTPaHNLbl YyCTPOCTBA.
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3.5.4 WNHdopmaums

B gaHHOM pasgene oTobpaxalTca MHBEHTapHble AaHHble 06 YCTPOICTBE:

ECCM.PykoBogcTBO nosb3osarens.CeTb

[

EccmE. E.

SuperAdmin

« CBepHyTb NaHenb

« CBepHyTb NaHenb

Napamerpoi

ESR-200: 100.110.1.122

Onwcakme

KOHTaKTbl aMuHMCTpaTOpa

Annaparian sepua

MecTononoxeHHe yeTpORCTES

Bpems Robamners

Eltex ESR-200 Service Router 1.18. build 1 (date 13/06/2023
time 14:21:38)

Wi

2024-02-28 11:17:42

[usep siox [ FREe 40.0%

5% Ceopwas wudopMauna o D i GG () Crmxponuanposats |+ @ Nepesarpyaurs [ Yaaur> | 3abnowmposars
IEEEERE &
A TNpobnemb MOHUTOPUHT
Q Mowmck
O Kaproi cem )
BKenoprApoBaTs I
L- £com MeTpuan & swenopT CPU utilization
@ cen 8 cusups
i Tpansi -
K Cepuitbii Howep NP15011091
& no &= Ieneposo CPU utiization 5 sec CPU utilization 1 min CPU utilization 5 min
wes2eeprevetAC IO |
Mogens ESR200
A, Wasnons MES200_100.110.1.128 %
MES5316A_100.110.1.127
Coboiia
©  Wwmanusayns yerpolicts MES2428 AC_100.110.1.12€ IPTs 100.110.1.122 23
SMG-1016M_100.110.1.123
- R w ECCM-ESR200
B sepew ESR-200_100.110.1.122 A ecE 2%
MES2124M AC_100.110.1.1: -
B cosbimun BT R MpousEoaHTEN: Eftex 1%
» B Hosocubupcx
A Yoepomnenus .
. MAC-agpec cc:9d:a270:afd8 o
© Tpanui
Ynpanete Cranyc obcnyxusatun BinioveHo
¢ Hactpoiikn 13:00 1315 13:30 13:45
Kordurypaunu Bepcua M0 1.18.4 build 1 . .
Core0 core 1 core2 Core3
Cepsucer Bepoun sarpysuuka
Ynpagnenne No Bpems padorbi 6 days, 19:56:25.71 o
RAM utilization: Medule 1

Ha cTpaHuue A0oCTynHbI creayoLye a/1ieMeHTbI:

1. 3aronoBOK — COAEPXNUT Ha3BaHWe ycTpoicTea 1 ero IP-agpec;
2. Crarycbl 4OCTYMHOCTN — CTaTyCbl AOCTYMHOCTW YCTPONCTBA C BO3MOXHOCTbIO X PYYHOro OOHOB/IEHNS;
3. MeHlo ycTpoincTBa;

4. MaHenb ¢ aneMeHTamu yrnpas/fieHns yCTPOCTBOM:

+ KHonka "CHXpoHM3npoBaTb" — KHOMKa COCTOMT U3 ABYX YacTeil:

* NPN HaOXaThn Ha JIeBYHO HaCTb KHOIMKN

* Npn HaXXatunn Ha npaByr YaCTb KHOIMKN

BCE MHopmaLmm 06 YyCTPOICTBE;

{QCHHKDOHH&HDOBaTb

-

co3paeTcs 3aja4a Ha 06HOBEHNE

OTKPbIBAETCS CENIEKTOP, B KOTOPOM MOXHO

BblGpaTh Kakyt MMEHHO MHpopMaLUmo 06 YCTPOoIiCcTBE HEOOXOANMO 06HOBUTL. [ BbiGOpa

[LOCTYTHbI:

+ Obuwasn nHdopmaums;

* LLDP;

* NHTepdeiicsl;
+ KoHopurypauus;

+ Crartycebl;

+ MNo.

+ KHonka "Web-koHdpurypatop" (Tonbko ansa SMG);

+ KHorka "lMepe3arpy3nTb";
* KHonka "Yganutb",
+ KHonka "3abnokuposarb";
5. Tabnuua MHBEHTapHbIX AaHHbIX YCTPOWCTBA M KHOMKa "dKCnopTMpoBaTh";
6. Mpadmkn ¢ OCHOBHbIMY NoKa3aTeNnamu yCTpoiicTBa (3arpyska npoweccopa, UCrnosib3oBaHne namsTu).
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ECCM.PykoBoacTBO nosb3osarens.Cetb

3.5.5 MoHuTOpUHr

3.5.5.1 Mempuku

OTOoGpaxeHVe METPUK AaHHbIX yCTpoiicTBa. Ha cTpaHuue oTo6paxkaeTtcst Tabnuua metpuk (1) v donnsTp no
Ha3BaHNAM MeTpuK (2):

Hipopmatyan ESR-200: 100.11 0;11 122 o
[1ome Tsnme [ssi] & )

| - (] W Ynanurs ) 3a6nokuposars

MonnTopuHr »

2

MeTpuicn
Tpans! 1
3apauun
CobbiTusa
NpoGnemsi
Wutepdeics
SLA

Ynpaeneuwe »~

KoHpurypaumu

Cepaucst

‘Ynpaenenue 10

MapameTpbl

=

MO/HbBIA CANCOK METPUK COBMPaEMbIX AaHHbIX 3aBUCUT OT KOHKPETHOrO YCTPOCTBA M €ro KOHUrypauui,
Hanpumep OT KO/IMYeCTBa MMEILLMXCH NPOLECCOPHbIX AA4EP WU CKOHUTYPUPOBaHHbIX CyLLHOCTeN. Takke
A5 BCEX YCTPOICTB OCYLECTBASETCA MOHUTOPUHI 0OLLMX METPUK, Hanpumep A0CTynHocTb no ICMP.
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ECCM.PykoBoacTBO nosb3osarens.Cetb

Mpun HaXaT Ha Ha3BaHWE METPUKM OTKPOETCS €€ rpadovik:

Wepopuas ESR-200: 100.110.1.122 o

‘ ~ [c] W Ynanuts ) 3a6nokuposats

eI

Tpanet

SLA

MOHUTOPHHI Ll
Rt fomn e

1

MeTpuku

3apauu

CobbiTua

Mpo6neme!

WHTepdercsl

Ynpasnenne

KoHpurypauuu

Cepeucol

‘Ynpasnexue N0

NapameTpbl

b

Ha cTpaHuue rpadinka oTobpaxeHo:

Mpaduk;

KHorka Bblbopa AnanasoHa BpeMeHw, 0Tob6paxaemoro Ha rpadvike (M. pasgen "dunstpalys no gare u
BpemeHn");

KHornka o6HOBNeHNUs rpaduka;

VHTepBas 06HOBEHUA rpadinka,;

KHonka Bo3Bparta K Tabnvue MeTpuiK.

MK

Bits per second

“IAADAANNAANASAAAAA VAN A

10 kb

18:00 21:00 06 desp. 03:.00 06:00 09:00 12:00 15:00
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B o6nacTtu oTob6paxeHuns rpaguka OCTYMNHbI 3N1IEMEHTbI:

ECCM.PykoBoacTBO nosb3oBarens.Cetb

1. BpemeHHas LwKana ¢ NpeBblo rpaduka, KoTopasi NO3BONSET yYKa3aTb KOHKPETHbIN Anana3oH BpeMeHU
[U151 OTOGPAXEHWST laHHbIX 13 BbIGOPKU, NMOMYYEHHO ¢ cepBepa;
NHTepakTMBHas nereHa, No3BossioLLas BKIYaTb U OTK/OYaTb OTAe/bHbIE JIMHWAN FPadUKOB;

2.
3. KHonka coxpaHeHus rpadmka Ha MK;
4. KHoMnka oTMeHbl MacliTabupoBaHus rpadmka.

Mpadmk MOXHO MacluTabypoBaTh Kak C MOMOLLbI BPEMEHHOI LKasbl Hag, rpadduKoMm, Tak U ¢ MOMOLLbHO

Bbl4eNeHNs1 MbilLbIO Tpebyemoli obnacTu.

3.5.5.2 Tparnbi

Pasgen npegHasHayeH a1a otobpaxeHus nHgopmarmn o SNMP-Tpanax, nosly4eHHbIX 0T YCTPOUCTBA.

® [ns peructpauum Tpanos B cUCTEME HEOBXOAMMO HACTPOUTL MPUEMHUK Tpanos (CM. pasaen
"NocTyn").

WHpopmauua

MonuTopuur

Metpuiu

Tpane!

3apauu

CobeiTnsa

Mpo6nemb!

nrepdeiice!

SLA

Ynpasneune

KoHgurypauuu

Cepsicel

Ynpasnenue N0

Napawmerpsl

"3

ESR-20: 172.24.0.6
ERETIETIN

"
TI'L

*

Rara nonyuetn

2024-02-05 10:45:23

2024-02-05 10:43:28

2024-02-05 10:40:19

2024-02-0510:39:13

2024-02-05 10:36:40

2024-02-05 10:35:32

2024-02-05 10:33:44

2024-02-05 10:30:27

2024-02-05 10:28:45

2024-02-05 10:26:16

Bepcns SNMP

v2e

v2c

v2C

vac

v2e

vac

vac

v2e

v2c

v2C

(5) Crxpossuposars

oo

1.3.6.14.1.9.9.41.2.0.1

(S Nepesarpysure [ Yaanute g 3a6nokwposats

(O Mocneprme 7 prelt () 5m ~

nerated)

1.3.6.1.4.1.9.9.41.2.0.1

1.3.6.1.4.1.9.9.41.2.0.1

nerated)

1.3.6.14.1.9.9.41.2.0.1

nerated)

1.3.6.1.4.1.9.9.41.2.0.1

nerated)

1.3.6.1.4.1.9.9.41.2.0.1

nerated)

1.3.6.1.4.1.9.9.41.2.0.1

nerated)

1.3.6.14.1.9.9.41.2.0.1

nerated)

1.3.6.1.4.1.9.9.41.2.0.1

1.3.6.1.4.1.9.9.41.2.0.1

nerated)

WHTepdheiic pasgena aHanornyeH nHTepgency cTpanulpl "Tpans".
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3.5.5.3 3adayu

ECCM.PykoBogcTBO nosb3osarens.CeTb

Pasnen npegHasHaveH 415 oTobpaxeHns nHdpopmaumm o 3agadax a1 BbIopaHHOro yCTpolicTaa.

WHbopmauua ESR-200:100.110.1.122
Q
MoHmTOpMHT ~
MeTpuku = * g
Toanui () Cucremmsie  Monbsosatensckwe B rnpouecce  Owuganme
3apaun D Crarye  Tun
ColbiTna 827 @ 06HOBUTE BCIO MHQOPMaLMIO 06 yeTpolicTee
Mpo6nembl 826 @ 06HOBUTL OBLLYH MHPOPMALMIO 06 yCTpoACTBE
Wurepdeiics: 820 ©  Monyus kowdurypaumio
SLA 812 ®  nonywm o
Ynpasnenue ~ 799 ©  nonywme o
KoHdurypauwn 798 @ MonyunTs KoHUrypaLuo
Cepeuchb! 788 @ Mony4nTe KoHGUrypaumio
Ynpagneune M0 780 ©  nonywme o
MapameTpbl 767 @ Monyuuts MO
766 @ MonyunTe KOHGUrypaumo
"=

C owmbKoi

Onucanue

YeTpo#cTso: "ESR-200: 100.110.1.122"

Yetpo#etso: "ESR-200: 100.110.1.122"

YcTpoiictso: "ESR-200: 100.110.1.122"

YeTpo#cTso: "ESR-200: 100.110.1.122"

Yetpo#etso: "ESR-200: 100.110.1.122"

YcTpoiictso: "ESR-200: 100.110.1.122"

YeTpo#cTso: "ESR-200: 100.110.1.122"

Yetpo#etso: "ESR-200: 100.110.1.122"

YcTpoiictso: "ESR-200: 100.110.1.122"

YeTpo#cTso: "ESR-200: 100.110.1.122"

AeTop

eccm

ecom

System

System

System

System

System

System

System

System

() Cunxponmauposars | ~

[ata coapanma

2024-02-0510:41:15

2024-02-05 10:41:07

2024-02-0510:23:41

2024-02-0510:23:41

2024-02-0509:23:43

2024-02-0509:23:43

2024-02-05 08:23:44

2024-02-05 08:23:44

2024-02-0507:23:40

2024-02-0507:23:40

[ara 3anycka

2024-02-0510:41:15

2024-02-0510:41:12

2024-02-05 10:24:01

2024-02-0510:23:51

2024-02-05 09:24:03

2024-02-05 09:23:53

2024-02-05 08:24:04

2024-02-0508:23:54

2024-02-05 07:24:00

2024-02-05 07:23:50

0B Ha ¢

@ Mepesarpyas

(© Nocnepne 7 pueit

[ara 3asepwenin

2024-02-0510:41:12

2024-02-05 10:24:05

2024-02-0510:23:55

2024-02-0509:24:06

2024-02-0509:23:56

2024-02-0508:24:.08

2024-02-0508:23:58

2024-02-0507:24:04

2024-02-0507:23:54

& Yaanms

OTKpbITL NOT

Orwperts nor

OTKpbLITL Nor

OTKpbITL NOT

Orwperts nor

OTKpbLITL Nor

OTKpbITL NOT

Orwperts nor

OTKpbLITL Nor

{8 3a6nokuposats

¢ 5m ~

Nopaagaun

MokazaTe

NHTepdelic pasgena aHanormyeH nHtepdency ctpaduupl "3aaaqmn”. Mo ymonyaHuio Ans 4aHHOro pasgena
yCTaHOB/EH (OW/LTP MO BbIGPAHHOMY YCTPOIACTBY.

3.5.5.4 Cobbimusi

Pasgen npegHasHayeH Ans 0TO6paeHnss MHGPOPMAaLIMM O COBbITUSIX, BO3HUKLLNX HA YCTPOWNCTBE.

WHdpopmaums
MoHUTOPHHT A
MeTprin B
Tpansi L]
3afauu 343
CobbiTna 342
Mpo6nemet 339
WuTepdeics! 338
SLA 285
Ynpaenenuve 2 284
Kowdurypaumn 283
Cepaucs! 282
Ynpasnenne N0 237
Mapamerpsi 236
"

b o

ESR-200:100.110.1.122
o

Jlaa coapakua

2024-02-05 07:00:23

2024-02-05 07:00:23

2024-02-05 07:00:14

2024-02-05 07:00:14

2024-02-05 03:1

033

2024-02-05 03:10:33

2024-02-05 03:1

2024-02-05 03:1

0:23

0:23

2024-02-04 20:20:28

2024-02-04 20:20:28

BamHocTs

B

> P e b P e c b

() Cuuxponmamposars | ~

VICTOUHMK faHHEIX

Merpuka
Merpika

Merpuka

Merpaca

Merpaca

Merpika

Ha3gamme npaguna

ESR noctynen no ICMP

ESR pocrynen no ICMP

ESR uepocrynen o ICMP

ESR HenocTyneH no ICMP

ESR pocrynen no ICMP

ESR gocTynen no ICMP

ESR HenocTyneH no ICMP

ESR wenoctynen no ICMP

ESR gocTynen no ICMP

ESR noctynen no ICMP

BeMEHTOR Ha CTD:

(S NepesarpyanTs

( Mocneatne 7 aneit

W Yaanue

) 3a6nokuposars

§ 5m ~

WHTepdheiic pasgena aHanornvyeH nHtepdeincy ctpaHuupbl ‘Cobbitvsa”. Mo ymonyaHuio Ans 4aHHoro pasgena
yCTaHOBMEH (OU/LTP MO BbIGpaHHOMY YCTPOMCTBY.
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ECCM.PykoBogcTBO nosb3osarens.CeTb

3.5.5.5 Tpobnembi

Pa3nen npegHasHaueH asi 0To6paxeHns nHopmaumm o NPo6/iemMax, BO3HUKLLIMX Ha YCTPOCTBE.

Visgopmais ESR-200:100.110.1.122 Q}wapwwaupoaarb - (S Nepesarpyauts W Yaanute ﬁ 3abnokuposartk:
&
MoHuTOpPHHT ~
P = o ot © Nocnenwme 7 aneii ) 5Sm ~
Toans: @ 3akpsito  Otkpeito  Momrepkpedo  He noareepwaeno
3apaum g Rara cospanna BaxwocTs Hassanme npasina Onucanve Moprsepxeno 3axpoiTo
(0)
CobbiTa o 7 2024-02-05 07:00:15 ﬁ YertpoitcTBo HegocTynHO No npotokony TCP/ICMP Moteps goctyna no TCP/ICMP; HopmanuayeTcs aBToMaT4ecku He noaTeepaeHo 3akpeITO
Mpobnembi O 143 2024-02-05 03:10:25 a YeTpolicTBO HeAOCTYNHO No NpoTokony TCP/ICMP NoTeps gocTyna no TCP/ICMP; HOPManuayeTca aBTOMaTUYECKM He noaTBepkaeHO 3aKpbITO
Wutepdeiics! [0 120  2024-02:0420:20:19 [C] YeTpoiicTso HeocTynHo no npotokony TCP/ICMP Moteps octyna no TCP/ICMP; HopmanusyeTcs aBToMaThyeCKkH He nogTeepxaeHo 3akpsiTo
SLA o s 2024-02-04 18:59:59 ﬂ YeTpoiicTBo HeAOCTYNHO No npotokony TCP/ICMP Moteps aoctyna no TCP/ICMP; HopmanuayeTcs aBToMaTn4ecku He noaTsepaeHO 3akpbiTo
Ynpasnenue ~ o 7 2024-02-04 07:10:12 <] YeTpoiicTBo HeaocTynHo no npotokony TCP/ICMP Moteps foctynia no TCP/ICMP; HopmanuayeTcs aBToMaThseckn He noaTeepaeHo 3akpsiTo
Kowdurypaumm O s 2024-02-04 03:19:57 a YeTpoiicTBo HeAOCTYNHO No npotokony TCP/ICMP Moteps aoctyna no TCP/ICMP; HopmanuayeTcs aBToMaTn4ecku He noaTsepaeHO 3akpbiTo
Cepeicti o 47 2024-02-04 02:49:57 (5] YeTpoiicTBo HeocTynHo no npotokony. TCP/ICMP Moteps gocTyna no TCP/ICMP; HopManusyeTcs asTomaThseckm He noaTeepaeHo SakpbiTo
Ynpasnenue N0 o 42 2024-02-04 01:50:27 A YetpoiicTBo HeAOCTYNHO No npotokony SNMP Noteps goctyna no SNMP; HopmanuayeTcs aBTOMaTHYECKH He noaTeepaeHo 3akpeITO
MapameTpul a 2 2024-02-03 22:10:16 a YeTpolicTBO HeAOCTYNHO No NpoTokony TCP/ICMP NoTeps gocTyna no TCP/ICMP; HOPManuayeTca aBTOMaTUYECKM He noaTBepkaeHO 3aKpbITO
0o 25 2024-02-03 22:00:36 A YeTpoiicTBo HegocTynHo mo npotokony SNMP Moteps gocTyna no SNMP, HopManusyeTcs aBTOMaTHECKH He nogTeepxaeHo 3akpsiTo
SnemenToe Ha cTpanMe 10 v -10ma1 > ol
=

VHTepdoeiic pasgena aHanornyeH nHTepdency ctpannupl ‘Mpobremvs!”.

3.5.5.6 ViHmepqgbelicnl

B Tabnuue otobpaxatotcsa nHTepdelickl, 06HapyXeHHbIe Ha YCTPOCTBE C MOMOLLbI0 onpoca no SNMP.
O6HoBNeHME nHgopmaLmmn 06 nHTepdelicax BbINOHAETCA CUCTEMOIN NepPUoaNYeckn, UHTEpBasT 0GHOBNIEHUS
HacTpamBaeTcs B pasgene "Hactpoiikn — MoHUTOpuHT". Takke MOXHO 3anyCTUTb 0GHOB/IEHNE BPYUHYIHO, C
NMOMOLLbHO KHOMKK "CUHXPOHU3MpPOBaTh", B KOTOPOW BbiGpaTh "NIHTepdeiics!”.

VisgopmaLts ESR-20:172.24.0.6 Q)wapnwaupoaarb - (S Nepesarpyauts W Yaanute ﬁ 3abnokuposate
[icwe [swoee [s57] &
MoHuTopuHr ~
MeTpuku EN
Tpansi Hassanne Onucanne Admin Status Oper Status Ckopocts
3apaum gigabitethernet 1/0/1 up up 1Gb/s
CobbiTisa itethernet 1/0/2 up up 16b/s
Mpobnems! gigabitethernet 1/0/3 up up 1Gb/s
utepdeiics! gigabitethernet 1/0/4 up up 16b/s
SLA gigabitethernet 1/0/5 up up 1Gb/s
Ynpasnexue ~ gigabitethernet 1/0/6 up up 16b/s
KoHurypaunn gigabitethernet 1/0/7 up up 1Gb/s
Cepsuco! gigabitethernet 1/0/8 EKSPD_PRIMARY_ID_410%0 up up 16b/s
Ynpaenexue MO gigabitethernet 1/0/9 up upP 16b/s
Mapamerper ethd up up 10 Gbfs
bridge 10 LAN up up TKkb/s
bridge 30 Voice up uP 1kbfs
loopback 1 Network_Management up up Tkb/s
"
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Tabnuua cofepxuT creayrowive nons:

HasBaHune — Ha3BaHWe nHTepdelica Ha YCTPOICTBE;

ECCM.PykoBoacTBO nosb3oBarens.Cetb

OnucaHune — onucaHne MHTepdeiica, nponMcaHHoe Ha ycTpoiicTe (description);
Admin Status — ctatyc uHTepdelica, HacTpoeHHbIi B KoH(Mrypaumm (enable/disable);
Oper Status — chakTnyeckuin ctatyc nHtepdperica: ectb /M JIMHK, NOAKOYEH NN Kabenb;
CKOpOCTb — pexuM, B KOTOPOM paboTaeT uHTepdpelic (He hakTnyeckas CKOpoCTb).

Mpw KKKe Ha Ha3BaHWe UHTepdelica OTKPbIBAETCS ANaNOroBOe OKHO C NOAPOGHOW MHhopMaLwmeii o
COCTOSIHUM MHTepdheiica 1 rpadmkamm no nepegaHHoMy/nNpUHATOMY Tpaduky, naketam 1 oLnbKam.

gigabitethernet 1/0/1

Haseanue

Onucanue

Admin Status

Oper Status

CkopocTe

Index

MAC

Bpemsa o6HapymeHus

YTepaH

Alias

gigabitethernet 1/0/1

UPLink

up

up

1Gb/s

1

a8:f9:4bac:67:97

2023-01-16 16:49:37

No

gigabitethernet 1/0/1

Interface gigabitethernet 1/0/1: Network traffic (bytes)

3kBPS
2kBPS
1kBPS

0BPS

Jan 16 12:00
" Interface Qutgoing Traffic Bps

Interface Incoming Traffic Bps

Interface gigabitethernet 1/0/1: Unicast traffic (packets)

Interface gigabitethernet 1/0/1: Non-unicast traffic (packets)

Interface gigabitethernet 1/0/1: Errors

3aKpbITh
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3.5.5.7 SLA
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B pasgene otobpaxatoTcs pesynbrarbl BbiNnofHeHMA SLA-TecToB Ha ycTpoicTBax ESR. TecTbl MOryT BKIOUATb
Habop n3MepeHuit, Kaxaoe N3 KOTOPbIX 0TOOPaXaeTcs Kak OTAe/IbHasA CCbl/Ka, MPU K/TMKE Ha KOTOPYHo
OTKpbIBaeTCs rpadink ¢ pesysbrataMmu 3Toro nsmepeHuns. O6HoBeHe nHopmaumm 06 SLA BbInosHAETCA
CUCTEMOI NepUoANYECKN, HTEPBa/T 0OHOBNEHNS HacTpanBaeTcs B pasgene "Hactpoiikn — MoHUTOPUHT".

Wudopmalua

MonuTopuHr

Merpuks

Tpansi

3apaum

Cobbitia

Mpo6neme!

WnTepdeics

SLA

Ynpasnenne

Kondurypauyun

CepBHcbl

Ynpasnenne N0

MapameTpbl

ESR-200: 100.110.1.122

Ciowe [ suwe 55 )

TecT 1

Duplicate Packets Test

(¥) Cuxponnauposars | ~

TecT 2

Lost Packets Forward Test Lost Packets Reverse Test Duplicate Packets Test Lost Packets Forward Test

Two Way Delay Max Test

(& NepeaarpyanTe.

i Yaanure ﬂ 3abnokupoBarte

Lost Packets Reverse Test

One Way Jitter Forward Max Test ~ Two Way Delay Min Test Two Way Delay Max Test One Way Jitter Forward Max Test

Two Way Jitter Min Test

Two Way Delay Min Test

Lost Packets Test One Way Delay Forward Avg Test Two Way Jitter Min Test Lost Packets Test

One Way Jitter Reverse Max Test

One Way Delay Forward Avg Test

Out Of Sequence Forward Two Way Delay Avg Test One Way Jitter Reverse Max Test ~ Qut Of Sequence Forward

One Way_ Jitter Reverse Avg Test

Two Way Delay Avg Test

Out Of Sequence Reverse One Way Delay Forward Max Test One Way_Jitter Reverse Avg Test Out Of Sequence Reverse

One Way Delay Forward Min Test

One Way Delay Forward Max Test

One Way Delay Reverse Avg Test ~ Transmitted Packets Test One Way Delay Forward Min Test ~ One Way Delay Reverse Avg Test

Two Way Jitter Max Test

ransmitted Packets Test

One Way Delay Reverse Max Test ~ One Way Jitter Reverse Min Test Two Way Jitter Max Test One Way Delay Reverse Max Test

One Way Delay Reverse Min Test

One Way Jitter Reverse Min Test

One Way Jitter Forward Min Test ~ Two Way Jitter Avg Test One Way Delay Reverse Min Test ~ One Way Jitter Forward Min Test

One Way Jitter Forward Avg Test

Two Way Jitter Avg Test

One Way Jitter Forward Avg Test

TecT #1: Two Way Delay Min Test

40000
—@ o
30000 Q
20000
10000
0

16:00 16:30 17:00 17:30

" Two Way Delay Min Test

3aKpbITh
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3.5.6 CtpykTypa
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& 4T06bI pazgen "CtpykTypa" oTobpaxasics B Be6-HTepdelice, ycTpoiCcTBO A0/MKHO paboTaTh B
pexume cteka (AOCTYNHO TOMbKO A1 KommyTaTopoB MES). PexumM paboTbl yCTPOICTB B CTEKE
onpenenseTca CUCTEMOI aBTOMaTnYecky Npyv 06HOBNEHUM ObLLEel MHChopMaLun O HEM.

3.5.6.1 Cmek

B pasgene oTobpaxaeTcsi COCTaB CTeka yCTpoiicTBa.

Wndopmaums

MoHUTOPUHT

MeTpuku

Tpanbi

3apauwm

CobbITns

MpoGnaemel

WHTepdencobl

CTpykTypa

Crek

Ynpaenexue

Jinuenaun

MapameTpb!

KoHdurypauuu

Ynpasnexue N0

MES2324B AC [4] : 172.24.0.12

Q
s
Ponb
BACKUP
MASTER

SLAVE

SLAVE

Ha3gaHue

MES2324B 28-port 1G/10G Managed Switch

MES2324B 28-port 1G/10G Managed Switch

MES2324B 28-port 1G/10G Managed Switch

MES2324B 28-port 1G/10G Managed Switch

(¥)Cuuxpoumsuposate |~

CepHitHbIA HoMep
ES32020013
ES32020003
ES32020023

ES32020033

(& NepesarpysuTs W Ynanuts

BpemA paboTol
147581800
147591800
147571800

147561800

ﬁ 3a6noKupoBaTh

up
up
up

up

B Ta6n|/|u,e npeactTas/ieHbl c/iegyrowne nons:

* Ponb — po/ib 1oHUTA B CTEKE;

* HasBaHue — mogenb YCTPONCTBa;
+ CepuiiHbIli HOMEp;
* Bpewms pabortbi;

+ Craryc — craryc loHuTa.

& CrekmpoBaHHble yCTPOCTBa TPEBYIOT HA/IMUMS IMLEH3NM Ha KaXblli OHUT B CTeKe. B cnyyae ecniu

NMLEH3UIN HeAOCTaTOUHO, ycTpolicTBO nepeBoanTcs B ctatyc "NO_LICENSE" n BbiBognTCS 113

o6cnyxuBaHusa (NpekpawaeTcs c60p METPUK 1 HE CO3AAOTCH 3afaun Ha KOH(UTYPUPOBaHME).

66



ECCM.PykoBoacTBO nosb3oBarens.Cetb

3.5.7 ¥YnpaBneHue

3.5.7.1 KoHopuaypayuu

VHTepdoeiic ansa ynpaeneHns KoHurypaumamm ycTponcTsa.

© Ycrpoiictea SMG He nmetoT BKNaakm "KoHdurypaummn'. 3ToT TUn yCTPOCTB HAacTpanBaeTCsl C
nomMolLLbio web-koHdurypatopa. KHomka ans nepexoga B web-koHgmrypatop oto6paxkeHa Ha

CTpaHuLEe TaKoro yCTpoiicTBa:

SMG-1016M: 100.110.1.123
N

Q') CHHXPOHW3UPOBaTh - (o) Web—xugwrypamp @ MepesarpysuTs i Ynanuts ﬂ 3abnokupoBaThb

Mepexon e Web-«oudnrypatop yoTpoicrea

Mpouecc KoHurypmposaHusa otnimyaeTca ana ycrpoincts ESR/ME n MES. Yctpolictea ESR n ME npumeHsitoT
WM OTKNOHSAOT KOHUrypaumio uenmkom, B To BpeMs kak MES npumeHsitoT oTaenbHble nsmeHeHns cpasy. B
CBS13U C 3TM, Npu paboTte ¢ ESR/ME co3gatoTcs "uepHOBUKN KOHUrypaumn', coaepxalime nosHyro
KOHoUrypaumo ycTpoicTBa, a ansa MES ncnonb3yoTcs "Makpochl', cogepxalime Tobko Heobxoanmble
N3MEHEHNS.

Vgopmauns ESR-200: 100.110.1.122 (») Crixporusuposats |+ (RNepesarpyauts [ YaanuTs ) 3a6nokuposare
o
MOHUTOPHHI ~
MeTpuku = & + Cosgars uepHoBUK = MonyuuTs KoudurypaLmio /" Pepakuposare ¥ Ckavats
Tpan 1 #!/usr/bin/clish ~
[0  Axryanshas 2024-02-03 16:33:57 System Configuration fetched by task id & 2 1s.a
3 .18,
3apaun 4 #13/06/2023
a Tun [iaTa coagaHmA AeTop Onucanme 5  #14:21:38
CobbiTnst ) 6 hostname ECCM-ESR-208
7
peEieEs AR R ecch 8 object-group service ob service
Mpo6nembi 9 description "desc"
SnewenTos Ha cTpakye 500 v 1-1m31 e port-range 22-24
Wutepdeiics! _ 11 port-range 80-81
12 exit
13
SLA 14 object-group network ob_net
15 description "desc"
Vnpasnenme o 16 ip address-range 106.110.1.121-160.110.1.128
17 ip address-range 106.114.1.121-160.114.1.128
18 ip prefix 100.120.8.6/23
Kondwurypaunn 19 ip prefix 100.121.06.6/23
20 exit
21 object-group network test profile
Cepaice! 22 ip prefix 100.110.1.6/24
23 exit
Ynpasneuue M0 24
25 object-group address-port ob_addr_port
26 description "desc"
MNapameTpi 27 address-port pair 10.10.10.10:22
28 address-port pair 16.10.10.10:23
29 exit
30
31  object-group application ob app
32 description "desc"
33 application warcraft3
34 application world-of-warcraft
35 application xbox
36 application battlefield
37 application half-life2
38 exit
39
" 40 ip vrf vrf 1

AnemeHTbI MHTEphElica:

1. Bnok doyHKUWiA 1:

+ Co3pgartb 4epHOBKK/Co34aTb Makpoc — co3faTb HOBYH MYCTYI0 KOHGIUIypaLuio;

* Ypanutb — yaanutb KOHpurypaumtio;

+ [onyunTb KOHUrypaumo — nosy4mTb TEKYLLYIO KOHGhUrypauumio ¢ ycTpoiictBa. Ecnmn oHa He 6yaeT
COBMaaath C NocneaHeli Nosly4eHHo ¢ ycTpoiicTBa KoHdurypaumeii (koHdmrypaumsi ¢ TUnom
"AKTyanibHan"), oHa ByfeT coxpaHeHa B CUCTEME Kak HOBasi KOHUrypauus;

+ CpaBHeHMe — NepenTu K CpaBHEHNIO ABYX BbIOPaHHbIX KOHGUrypauuin. 4nsa nepexoga Tpebyetcs
BbIGpaTh (OTMETUTb rasioukamm) ABe KOHUrypaumm n3 Cnmcka;

2. Bnok doyHKunin 2:

+ PefakTnpoBaTb — OTKPbITb peAakTop KoHdurypauuu,

+ CkayaTb — Nosly4ynTb BbIOPAHHYHO KOHhMIypauumo B BUae TEKCTOBOrO goaina;

* MpyMeHuTb/3anyck — NPUMEHNUTb BblOpaHHY KOHGUIypaLmuio Ha YCTPOCTBO;

3. KHonku gnsa dmnsTpaynmn n o6HOBNEHNST TabnuLbl KOHUIypaLuii;
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4. Tabnuua KoHdUrypawlmin — oTobpaxaeT CNNCOK MMEILLMXCA KOHUrypauuii Ans yCTponcTBa;
5. TpeBblo KOHUrypauum — naHenb 415 0TO6paxXeHns BbIGpaHHOW KOHdUrypaumn. Beibop KoOHurypaumm
AN NPOCMOTPa MPOU3BOANTCA HaXaTUeM Ha CTPOKY KOHurypaumu.

Tunbl KOHUrYpaLii

AKTyanbHasi — nocseaHss nosyyeHHas ¢ ycTpoiicTBa KoHgurypaums. Bcerga oto6paxaeTtcsl NepBoii B CrMCKe.
UepHoBMK/Makpoc — KOHdUrypaums, NoarotToBieHHas A0 3arpy3ky Ha yCTPOICTBO.

Pe3epBHas konunst — pesepBHas Konusa KoHUrypaumm ¢ ycTporicTea nepeg npuMeHeHneM HOBOM
KoHGourypauun. B cnyyae cMeHbl TekyLwen KoHUrypaumm Ha HOBYHO el HazHavaeTcs Tvn "Pe3epBHas konus',
a HoBol — "AkTyasibHas".

Pepnaktop koHdwUrypatmm

Mo3BonisieT co3aath konuto ("HepHoBuK"/"Makpoc") TekyLLei Bepcmn KoHdurypauuu. Mpu 3ToM cyLiecTBytoLas
KOHpurypaums octaHeTcsa B 6a3e fAaHHbIX U MU3MEHEHa He OyAeT, 0OCTaBNsAsi BO3MOXHOCTb BEPHYTHCS K HEWA.

Pe,anTupoaaTb YEpPHOBUK

OnucaHue

Synchronized configuration

#!/usr/bin/clish

#21

#1.15.2

#09/09/2022

#11:23:47

hostname ECCM-ESR-208-1

@O U AW N

9 interface gigabitethernet 1/0/1
10 1ldp transmit

11 1ldp receive

12 exit

13  interface gigabitethernet 1/6/1.1080
ik description "to MES2124M (to 166.116.1.121)"
15 ip firewall disable

16 ip address 100.110.1.122/23
17 exit

18 interface gigabitethernet 1/0/2
19 1ldp transmit

20 1ldp receive

21 exit

22  interface gigabitethernet 1/0/3
23 1ldp transmit

24 1ldp receive

s exit

26  interface gigabitethernet 1/0/4
27 1ldp transmit

28 1ldp receive

29 exit

30 interface gigabitethernet 1/0/5
31 1ldp transmit

OTMEHHTB CoxpanuTtb CoxpaHuTb U MPUMEHHTB

Ha chopme AoCTynHbI cneayowme a/ieMeHTbl:

1. OnncaHne — KOMMEHTapWii K KOHGUIypaLmm, ykasbiBaeTcs Npy co3aaHny HoBoW KoHdmrypauwmu. Mocne
3TOr0 U3MEHUTL ONUCaHNE HEMb3S;
2. O6nacTb pefakTMpoBaHus — TEKCTOBbI pefakTop, NO3BO/ISALWMIA paboTaTk ¢ 60/1bWKM 06bEMOM
MHhopMaLmMmn 1 06ecneumBatoLLMii NOACBETKY CUHTAKCKUCA Y BHECEHHbIX U3MEHEHMWIA;
3. KHOMKM ynpaeneHus:
+ OTMEHMUTb — 3aKPbITb OKHO 63 COXpaHeHWs;
+ CoxpaHUTb — COXPaHWUTb U3MEHEHUS], CO3[1aB HOBYH KOHpUrypaLuo/Makpoc ¢ TUNOM
"UepHoBuK'/"Makpoc”;
+ CoxpaHuTb 1 MpUMeHUTb/CoxXpaHnTb U 3anyCTUTb — COXPaHUTb HOBYHO KOHCOMIypaLmio Kak
YEPHOBMK/MaKpOC 1 cpasy e NonbITaTbCs NPUMEHNUTL €€ Ha YCTPOICTBO.
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PepakTop npegocTtaBnsieT UHCTPYMEHTbI 47151 NOMCKa Mo BCeil KoHdmrypaummn. s Toro 4toobbl
BOCMOJ/1Ib30BaTbCA NONCKOM, YCTAHOBUTE KYypPCOp B obnacTtb penakTtnposaHnsAa N HAOXKMUTE CoYeTaHe KaBuLl
Ctrl+F:

W NV E W N

iy
@

#!/usr/bin/clish . - _
B ;llfirewall \a Abl ,*|10f5 b = x
#18 | T

#1.11.x

#14/09/2020

#18:04:47

hostname esr1@-0TT-SDD2

ip firewall sessions classification enable
ip firewall sessions allow-unknown
object-group service telnet

3.5.7.2 Cepsucsbi

a

®

CTtpaHnuua "CepBucbl” gocTynHa TonbKO Ans mapwpyTtnsatopoB ESR ¢ Bepcuein MO 1.18.3 build 1 n
HoBee n koHTponnepoB WLC ¢ Bepcuein MO 1.19.x build 1 n HoBee.

B Bepcun ECCM 1.12 ¢ nOMOLLbI cTpaHuLbl "CepBuChI” MOXHO HACTPOUTL TOIbKO NapameTpbl
mexceTeBoro akpaHa (firewall) n agpecaumto Ha nHTepdeiicax. MprMep HACTPOVKN MEXCETEBOTO
akpaHa (firewall) n agpecauumn Ha nHTepcheiicax ¢ NOMOLLbI MHCTPYMEHTOB 06BEKTHOTO
KOHGUrypnpoBaHns npeacTasneH B "IHCTPYKLMM MO BbICOKOYPOBHEBOMY KOHburypuposaHuio firewall".

Ha cTpaHuue goctyneH nHtepeiic 06bEKTHOrO KOHhUrypmpoBaHus yCTPonCTBa.

O6BbEKTHOE KOH(hUryprpoBaHne — NpeacTaBieHNe 1 ynpas/eHne KoHGUrypaumeii ycTpoiicTea kak
HabopPOM CTPYKTYPMPOBaHHbIX 06BEKTOB U B3aUMOCBA3EW MEXAY HUMY, B MPOTUBOBEC TEKCTOBOMY
KOHChUIypMpOBaHUto, MPY KOTOPOM CUCTEMA YNPAaB/IEHUS HE aHA/TM3MPYET CTPYKTYPY KOHMrypaumm
YCTPOICTBA 1 MaHUMYNUPYET TONIbKO TEKCTOM, MPeAcTaBeHHbIM Habopom CLI-komaHz.

NHTepdoelic npegocTaBnseT yHKUMOHaN 4151 KOH(hUrypmpoBaHns yCTpoCcTBa Yepes npefcTaBneHne ero
KOHGoUrypauuu B Buae "pesnsunn’.

PeBu3nsa — npeacTtasneHne KoHurypaumm ycTpoincTea B 06bEKTHOM BuAE. PeBn3nsa MOXET ObIiThb
co3gaHa 13 TEKCTOBOWN KOHIUrypaumm yCTpoicTBa ¢ nomoLLbio data-mogenu, co3gaHHoim
nosb3oBartesnieM Ha cepsepe. M3meHeHns peBu3nii xpaHsatcs B ECCM n npegctaBnsoT co60i UCToputo
N3MEHEeHNs KOHJUrypaLmm ycTpoicTB.

PeBun3na MOXeT MMeTb OAUH U3 cnegywuinx ctatycos:

AkTtyanbHas/RUNNING — peBu3ns oTpaxaeT TekyLLyt KOH(UrypaLmio yCTPOnCTBa;
YepHoBuk/DRAFT — yepHOBWK KOHUrypauuu, npeactaBnsaoLwmii coboi oTpeaakTupoBaHHY KONUK
Kakoi-imbo peBm3nn, KoTopas eLLé He NpYMeHeHa Ha YCTPOMCTBO;

& B cucTemMe MOXET CyLLECTBOBATb TO/ILKO OAVH 3K3EMMNNAP peBu3nmn Tuna "YepHoBuk/DRAFT".
Ecnu B cucteme cywectyet peususa Tuna "YepHosuk/DRAFT", To coxpaHeHvne nameHeHuii ans
[Apyroro Tuna pesu3nmn 6yaeT 3anpeLueHo.

B npouecce/PROCESSING — uepHOBUK, HaxoasLmiics B npoLecce NpUMEHEHNs Ha yCTPoicTBo (noka B
ncTopun NpucyTCTByeT peBusns B ctatyce 'B npouecce/PROCESSING", 3anpelueHo noboe
pefakTMpoBaHue KOH(Urypaumum 1 co3gaHne HoBbIX PEBU3NIA);

MpumeHeHo/APPLIED — peBu3us, koTopas paHee nmena ctatyc "AktyanbHass/RUNNING',
HeyaauHo/FAILED — peBun3us, npuMeHeHne KOTOPOii 3aBepLLN/IOCH C OLLUNGKOM.
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3.5.7.2.1 ¥YnpaBneHve peBu3namm

© /[1ns nonyyeHns akTyasibHOM peBu3nmn HE0BX0AMMO 3aryCTUTL 3a4ady Ha NoslydeHne KoHUrypawumum Bo
BK1aake "YnpasneHue" - "KoHdurypaumm' nam ¢ noMoLbio KHOMKN "CUHXPOHM3NPOBaTh" Ha NaHenn
ynpaBeHnsi yCTPOIACTBOM.

Vipopmaums ESR-200:100.110.1.122 () cne —
pouMauposats | w (S Mepesarpyauts B Ynamurs ) 3a6noxuposars
e T 391

MoHwTOpUHT ~

A e Vurepdeiics! 30w GesonacHocTu Mpodunu Mpasuna VRF

MeTpukn

Tpane:

repbe P-agpe ncarue P a6 v 3oua GesonacHocTH Mexcerenoi B
3apaun Hassatme nTepdeiica IP-anpe Onncatme emmm paborbl VRF 3oua GesonacHocTy e Brmosen

=0

CobbiTHA gigabitethernet 1/0/1 UPLINK_to_MES2124M routerport ON ON

Mpo6nemst gigabitethernet 1/0/1.200 routerport ON ON
Wutepgeiicel gigabitethernet 1/0/1.200.300 test123 routerport ON ON
SLA gigabitethernet 1/0/1.1000 100.110.1.122/23 to_MES2124M_(t0_100.110.1.121) routerport OFF ON

Ynpaenenue A gigabitethernet 1/0/2 Idk routerport zone2 ON ON

KoHdwrypauwn gigabitethernet 1/0/3 testl routerport zonel ON ON
Cepsucs! gigabitethernet 1/0/4 1234567890~ 1 @#8%*8*()_+-={}{]<=,|/dffg routerport vrf_1 zone3_vrf ON ON
‘Ynpasnexne N0 gigabitethernet 1/0/5 test switchport (po1) ON ON
MapameTtpb! gigabitethernet 1/0/6 desc switchport switchport zonel ON ON
gigabitethemet 1/0/7 DHCP with ip dhcp routerport OFF OFF
gigabitethernet 1/0/8 with ip addresses routerport OFF ON

bridge 1 s bridge-1 (+ ip addresses) zone2 ON oN

0O 0o0obo0Obo0oo0OoDbooooaDo

bridge 2 DHCP bridge-2 (+ ip dhcp) wif_1 ON OFF

. ST DIV Coxpauns  CépocuTs @ Moxasats namenenns

Ha cTpaHuLe AOCTYMHbI cneayoLlime af1eMeHTbl YNpaB/IeHus:

1. KHonka Bbi6opa peBun3unuy;

2. MaHenb Ans HaBUrauum No nogpasgenam;

3. MaHenb npumeHeHns/coxpaHeHns/copoca N3MeHeHNiA;

4. KHonka anst oTo6paxeHnst TEKYLLMX N3MEHEHWI OTHOCUTENbHO akTyaslbHOW KOHQIUIypauun.

Ha HxHel naHenu ynpasneHus (3) pacnonoxeHbl CneayroLme KHOmMKu:

+ KHonka "CoxpaHuTb 1 NPUMEHNTL" — NpefHa3HadYeHa [nsi COXpaHeHUs peBu3nn B 6ase AaHHbIX U
3anycka 3afjayv Ha NpUMEHEHNe MoAeNM KOH(IUIypauum Ha yCcTpoiicTBO. Bnoknpyetcs, ecnv BbiGpaHa
peBu3us Tuna "RUNNING" n HeT nameHeHuii unu pesmauns tuna "B npouecce/PROCESSING";

+ KHonka "CoxpaHuTb" — npeAHa3HaveHa ans coxpaHeHus peBr3nmn B 6a3e aaHHbIX. BnokupyeTcs, ecnu
HeT n3meHeHuii. CoxpaHeHve peBusmnn co3aaet yepHoBuk (draft) data-mogenu. Mocne coxpaHeHus
peBusnn byaet aBTomaTuyeckn BolopaHa DRAFT-peBusns. bnokupyertcs, eCrim HET U3MEHEHWUI Unn
BblOpaHa peBusns Tuna "B npouecce/PROCESSING',

+ KHonka "CépocuTth" — npegHasHadeHa Ansi oTkaTa M3MeHeHWUn 1 BO3BpalleHNs PEBM3UN B
nepBoHavYasibHOe COCTosAHME. BNOKMpYyeTCs, ecrin HET N3MEHEHWI UK BbiGpaHa peBunsns Tuna "B
npouecce/PROCESSING",

+ KHonka "lMoka3aTtb n3ameHeHns" — npegHasHadyeHa An1si 0TobpaxeHus natya KoHuMrypawun, KoTopblit
6yneT npumeHeH oTHocuTenbHO RUNNING-KoHpurypauun. Bnoknpyetcs, ecnmn BelbpaHa pesun3us Tuna
"RUNNING" 1 HeT nameHeHuii nnu pesnsms tuna "B npouecce/PROCESSING".

® Ecnu BbibpaHa pesu3mns co cratycom "YepHosuk/DRAFT", "MpumereHo/APPLIED" unu "HeyaauHo/
FAILED", To kHoMKKM "CoxpaHums U npumeHuUms" n "lrNokazame uaMeHeHusl" He 6yayT 3a6N0KNPOBaHbI.
3T0 caenaHo Ans NpMMEHEHNs BbIGpaHHOI Moaenu KoHdurypaumm 6e3 BHECEHNSI U3BMEHEHWIA.
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[N pefakTpoBaHus akTyaslbHOV MOAEN KOHpMIypaLummn HOXMUTE Ha KHOMKY Bblibopa pesumann (1),
BblGepuTe pesmsunto Tuna "AktyanibHass/RUNNING" n BHecuTe Heobxoaumble N3MeEHEHUS. /151 OTMEHbI
M3MEHEHUIA HXXMUTE Ha KHOMKY "C6pocums” Ha NaHenn ynpasneHuns pesusuneii (3): Mogens KoHUrypaumm
BEPHETCSA K NepBOHa4Ya/ibHOMY BUAYy.

[ns npocmoTpa nartya KoHhurypauum HaXmMUTe Ha KHoMKy "Mokazame usmeHeHusi" (4): otobpasntcs
MoflanibHOe OKHO ¢ HabopoM CLI-komaHg, KoTopble GyAyT NPUMEHEHbI HA YCTPOIACTBE.

[Nsi NpYMEHEeHNA N3MEHEHWIT HAXXMUTE Ha KHOMKY "CoxpaHume U MpuUMeHUms" Ha NaHenn ynpasneHns
peBu3smeli (3): ByaeT coxpaHeHa HoBasl PEBU3NA 1 3amnyCTUTCA COOTBETCTBYHOLLAS 3a4a4a Ha NPYMEHEHNe
KoHGurypauun. CoxpaHeHHas pesnsnsi nonyunt ctatyc "B npouecce/PROCESSING" oo 3aBepLueHus 3agaun.

[N coxpaHeHWs U3MEHEHWI HaXXMUTE Ha KHOMKY "CoxpaHume" Ha NaHenu ynpaeneHus pesusueii (3): byaet
co3gaHa 1 aBToMaTtuyecky BoibpaHa pesusns Tuna "HepHoBuk/DRAFT" (ecnu peBuans tuna "HepHoBuMK/
DRAFT" y)e cyLecTBYeT, TO NOSABUTCS yYBeAOM/IEHNE 06 OLINGKE).

AHaANOTNYHBIMU AeCTBUSAMIN MOXHO OTPEAAKTUPOBAaTh /I6Y0 APYrylo PEBU3MIO U3 CrMCKA.

[MpoCMOTp cnucka peBun3uii

s npocmoTpa cnucka peBunsnii Nnn BbiGopa PEBU3NM YCTPOACTBA HAXXMIUTE Ha KHOMKY Bblibopa peusun (1):
OTKPOETCA [MasoroBOe OKHO CO CMCKOM PEBU3WIA:

CnucoK peBu3uit

® MNokaszaTe W Ypanute

Craryc Onucanne [Mata cospanns Dara npumerenna AgsTop ID 3apaun
@ Draft #5 2023-09-27 13:29:41 2023-09-27 13:30:20 eccm 31

Draft #7 2023-09-27 13:30:41 eccm

Draft #5 2023-09-27 13:28:32 eccm 30
Change made by task id 21 2023-09-27 11:51:45 2023-09-27 11:51:45 eccm 21

Draft #4 2023-09-27 11:49:40 eccm 20

[ORNORNORNORNONNG)

© ® ©® ®

Remote change 2023-09-27 10:48:53 2023-09-27 10:48:53 System 18

3NemeHToR Ha CTpakMLe 25 ¥

3aKpbiTh Beibpate

B gmanoroBom okHe cnucka peBVI3VIVI AOCTynHbI criegyloune 3/ieMeHThI:

1. KHomnka oTo6paxeHns nsMeHeHuli BbiIGpaHHOW peBr3uu;

2. KHonka yganeHus pesusunu;

3. Tabnuua peBun3nii yCTPOCTBE,

4. KHorKa 3aKpbITUsi A1anoroBoro okHa (6e3 Bbibopa peBusnn);
5. KHorika Bbi6opa peBun3nu.

B Tabnuue peBusuii (3) oTo6paxeHsbl cneaytoLiye noss:

+ Cratyc — cTatyc pesusumn. CtaTyc 0To6paxaeTcs C COOTBETCTBYHOLLEN NKOHKON 1 Ay6mpyeTca TeKCTOM
Npv HaBEAEHUWN yKa3aTeniemM MbILLN HA UKOHKY;

+ OnucaHne — onucaHne peBn3nuy;

+ [lata co3gaHua — gata v Bpemsi cCo3gaHus pesusunuy;

+ [laTa NnpuMeHeHns1 — aarta 1 Bpemsi Co34aHnsa 3a4aun Ha npumeHeHne (06HOBNEHME) PEBU3NK;

+ ABTOp — UMS NO/Ib30BaTE/sA, CO34aBLLIEr0 PEBU3NIO;

+ ID 3agaun — Homep 3ajaun Ha NpumeHeHve (06GHOBNEHUE) PEBU3NN. MPK HAXATM Ha CCbISIKY OTKPOETCS
BK1aaka "MOHUTOPUHT - 3agaun” ¢ ouLTPOM N0 COOTBETCTBYIOLWLEN 3a4au4e.
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UTO6bI NPUMEHUTb UM OTPEAAKTUPOBATL PEBU3NIO, BbIGEPUTE €€ 13 CMINCKA U HAXKMUTE Ha KHOTKY Bbli6opa
pesusnn (5).

UTo6bl YAanuTb PEBU3MIO, BbIGEPUTE PEBU3MIO CTATYCOM M3 CMCKA U HAXXMUTE Ha KHOMKY yAasieHns peBU3UN.
® MOXHO yAanuTh To/IbKO PEBU3MIO CO CTaTyCOM "YepHOBUK'.

[1pocmOoTp Narya KoHUrypaumm

© nNary koHgurypauum — Habop CLI-komaHg, reHepupyemblii ECCM ans npuBefeHns KOHGUrypawmm
YCTPOMNCTBA K COCTOSAHMIO, ONNCAHHOMY B LIeN1IEBOW PEBU3UN.

YTo6bI NPOCMOTPETL NaTy KOHUrypaLmu, Bbibepute peBN3NI0 N3 CNNCKA U HOKMUTE Ha KHOMKY 0TOBpaXeHus
M3MeHeHUIA BbIGpaHHOW peBnanm (1): ByaeT 0To6pakeHO MoAasIbHOe OKHO ¢ Habopom CLI-komaHg aToro nartya:

N3meHeHusn

1  interface gigabitethernet 1/0/1.200
2 no description

3 no security-zone

4 no bridge-group
5
6
7
8

no ip address all

no ip address dhcp

no ip firewall disable
no ip vrf forwarding

9 no shutdown

10 exit

11 interface gigabitethernet 1/0/1.200
12 description "test"

13 exit

14  bridge 6

15 no description

16 no security-zone

17 no ip address all

18 no ip address dhcp

19 no ip vrf forwarding
20 no ip firewall disable
21 no enable

22 exit

23 bridge 6

24 security-zone zone2

25 exit

3aKpbITb
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[pUMeHeHNEe peBn3nn
PeBu3ns KOHMrypaumm NPUMEHSIETCS Ha YCTPOCTBO CriefyoWwmum 06pasom:

1.

2.

Monb3oBaresnb BbIONPaET PEBU3NIO A4/18 Aas/IbHENLEro pefakTMpoBaHusa 1 BHOCUT COOTBETCTBYHOLLME
N3MEHEeHNs;

Mpu HaXxaTMn Ha KHOMKY "CoxpaHuTb 1 NPUMEHUTL" PEBU3NS MEHSIET CBOW cTaTyc Ha "B npouecce/
PROCESSING", co3gaeTcs 3agada Ha NpMMeHeHne Moaenu KoHdurypaumu.

& Tloka peBusms Haxoautcs B cTaTyce "B npouecce/PROCESSING" onepauun no coxpaHeHuo/
NPUMEHEHWNIO PEBU3UN BYAYT HEAOCTYMHbI.

Mo OKOHYaHWM 3a4a4n Ha NPUMEHEHNE MOAENW KOH(IUTYpaLnn:

Ecnn 3apaya 3aBepLumiach ycrnewHo, To HoBas PeBU3NA N3MEHSIET CBOI cTaTyc Ha "AkTyasbHas/
RUNNING", a ctapas — Ha "lNpumeHeHo/APPLIED",

Ecnu 3agava 3aBepLuniacb HeycrnewHo, To HoBast peBM3ns M3MEHSET CBOM cTaTyc Ha "HeygayHo/
FAILED", a ctapas pesu3us octaetcs B ctartyce "AktyasibHass/RUNNING".

a.

b.

3.5.7.2.2 Banmpgauua mogenun koHdurypaumm

Mpwv NonbITKe BHECEHUSI U3MEHEHUIA B MOAE/Nb CUCTEMA YNpaBNEHUs NPOBEPSIET KOPPEKTHOCTb PEBU3NN U,
€Cc/n napameTpbl He COOTBETCTBYET NpaBuiamM Bannaauum, OTKIOHSIET COXpPaHeHne/NpUMEHEHNE TaKo
PEeBM3UM Ha YCTPOICTBO. B Nonsx, KOTOpble He NPOLLIM BanuaaLuio, 0TOGpaXatoTcs COOTBETCTBYHOLLME

OLNOKN:

& [1ns Bcex TekcToBbIX nonei Beoga ("HassaHue", "OnucaHune” v T. f.) 3anpeLLeHo UCrosb30BaTh
CVIMBO/1bl, OT/INYHbIE OT NaTUHULbI, LGP 1 cneunasibHbIX CUMBO/IOB:

PepakTuporaTth UHTEpeiic

13BaHHE MHTepdenca

InUcaHue

1234567890~ 1@#3%8*()_+={}{]<>,.|/dffg

. BKNOUMTb MexceTeBOM 3KpaH
. BKNOUNATL MHTepdeic

Bkntouuts DHCP
IP-agpeca + [o6asutb

OTMeHNTE

R IO s IR EF I AVAS I

ECCM.PykoBoacTBO nosb3oBarens.Cetb
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3.5.7.2.3 WNHTepdpeiicol

Bo Bknaike npeacTaB/ieHbl 3N1eMeHTbl ypaBeHust nHTepdpeiicamm ycTpoiicTea.

® Cwucrema noagepxrBaeT 06beKTHOE KOH(IMIYPUPOBaHME ClIeyHOLLUX TUMOB MHTEPGIEICOB:
+ GigabitEthernet-untepgeiice;
+ TenGigabitEthernet-untepdgeiicei;
+ TwentyFiveGigabitEthernet-nHtepdeiicsi;
+ FortyGigabitEthernet-untepdeiicei;
* sub-uHTepdeiicsl;
* Q-in-Q-nHTepdoeiicsl;
+ bridge-uHtepdeiicoi
+ port-channel-uHtepceiicsol.

ESR-200: 100.110.1.122 QDCMprowaupoaaTb - (S Nepe3arpyanTs B Yoamuts B 3abnokuposarhb
&
%{L}JSIJN\II‘EJIGZT 13:38:21 WuTepdeiich 3oHbl 6esonacHocTy Mpodunn MpaBuna VRF

O HasHaumnTb 30Hy 6e3onacHocTH Q
F Haaeanmne uHTepgenca IP-appec OnucaHue Pexm paboTsl VRF 30Ha Ge3onacHoCTH Me;’ff;;isw Binouen
1)

[0 gigabitethernet 1/0/1 UPLINK_to_MES2124M routerport OFF ON

gigabitethernet 1/0/1.200 routerport ON ON

[0 gigabitethernet 1/0/1.200.300 test routerport ON ON

[0 dgigabitethernet 1/0/1.1000 100.110.1.122/23 to_MES2124M_(t0_100.110.1.121) routerport OFF ON

[0 dgigabitethernet 1/0/2 Idk routerport zonel ON ON

[0 dgigabitethernet 1/0/3 test1 routerport zonel ON ON

[0 dgigabitethernet 1/0/4 1234567890~ @#3%"&*()_+-={}{l<>.|/dffg routerport vrf_1 zone3_vrf ON ON

[0 dgigabitethernet 1/0/5 test switchport (po1) ON ON

[0 dgigabitethernet 1/0/6 desc switchport switchport ON ON

[0 dgigabitethernet 1/0/7 DHCP with ip dhep routerport OFF OFF

[0 dgigabitethernet 1/0/8 with ip addresses routerport OFF ON

[ bridge1 1% 13 ::% :II 1%2 bridge-1 (+ ip addresses) zone2 ON ON

Bo Bknajke AOCTYNHbI CriefytoLmne 3N1eMeHTbI:

1. KHomka rpynnoBoro HazHa4eHust 30Hbl 6e30MacHoCTY;
2. Mone noucka no nHTepdericam;
3. Tabnuua nHTepdencos.

© B tabnuue nHTepdelicos B KonoHkKe "IP-afpec” 0To6paxeHb! TOMLKO NepBble ABa ajpeca
nHTepdeiica. UtTobbl NPOCMOTPETL BECh NEpPeYeHb HACTPOEHHbIX afIPECOB, HYXXHO K/TMKHYTb Ha UKOHKY

B Tabnuue nHTepgeiicos (3) oTobpaxeHbl cneayoLme nons:

+ HasBaHvie nHTepdeiica;

+ IP-agpec;
+ OnucaHue;
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Pexum paboThbl;
VREF;
30Ha 6e3onacHocCTy;

ECCM.PykoBoacTBO nosb3oBarens.Cetb

MeXXceTeBoit akpaH — dofiar BK/IIOUEHWsl Ha HTepdelice MeXCeTeBOro aKpaHa;
BkntoueH — chnar BK/IUEHUS HTepdieiica.

[N Ha3HaYeHUs 30HbI 6e30MACHOCTY CPasy Ha HECKO/IbKO MHTEPECOB BbIGEPUTE COOTBETCTBYIOLLME
MHTepdoelickl B Tab/ULLE Y HXXMUTE KHOMKY rPYNMoBOro HasHaveHuns 30Hbl 6e3onacHocTy (1): oTkpoeTtcs
[NasioroBoe OKHO, e HeO6X0AVMMO BblOpaTh HYXXHYHO 30HY:

Ha3HayuTb 30Hy 6e30MacHOCTH

3oHa He30NacHOCTH
zonel
WuTepdeiickl

« gigabitethernet 1/0/3 3oka yxe
« gigabitethernet 1/0/2 zoxa v

OTMEHNTBL HasHauutb

® Ecnu Ha nHTepdeiice yxe HasHayeHa 30Ha 6e30MacHOCTH, TO 6yAeT 0TO6PaXKEHO COOTBETCTBYIOLLEE

npeaynpexaeHve.

[N peaakTpoBaHns HTepdierica HaXXMMUTE Ha COOTBETCTBYIOLLYIO CTPOKY B Tab/mLe NHTepgeincos:
OTKPOETCS AMasioroBOe OKHO criefytolLero Buaa:

Onwcaxwne

bridge-1 (+ ip addresses)

PepaktupoBaTb MHTepdeiic

Ha3asanue nkTepdeica

3oHa Ge30NacHOCTH

zone2

VRF

vrf_1

|P-agpeca
IP-aapec

12.12.12.11/24

@ BrioUNTE MeXCeTeBO 3KpaH
# Brnounts uHTepheiic

B Bkniounts DHCP

-+ Oo6aeuTs

IP-aapec

13.13.13.13/24

OTMEHHTH CoxpaHuTe

B AnanoroBoM okHe pefakTMpoBaHUst nHTepdieiica 4OCTYNHbI CEAYHOLWNE 3NEMEHTbI:
1.

2.
3.
4

Mone Ha3BaHMs HTepdielica (3a610KNPOBaHO NPU peAakTUPOBaHUN);

Mone onucaHns HTepgenca;

Mone Ha3HayeHus 30HbI 6e30MacHOCTY;

Mone HazHaueHua VRF;
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Mepekntoyatesib BKIYEHUS/BbIK/TOYEHUS MEXCETEBOIO aKpaHa Ha HTepdeiice;
MepekntoyaTesib BKIYEHUS/BbIKTHOYEHUSA NHTepPdelica,;
Mepekntoyatens BkKNOUeHUs/oTkAoveHns DHCP-knneHTa;
Bnok HacTpoiikn cTaTnyeckoi IP-agpecaunm:
+ KHonka po6asneHuns IP-agpeca;
+ lNone BBOAa IP-agpecs;
+ KHonka ypaneHus IP-agpeca;
KHOMKM OTMEHbI/NIOATBEPXAEHNA.

Bnok HacTpoliku ctatnyeckol IP-agpecaunun ckpbIT, ecnmn akTneuposaH dnar "Bknounts DHCP".

3anpeLleHo pefakTupoBaTtb UHTepdielickl B pexxume "switchport”. cknioueHvne — nHtepdpeiics,
KOTOpble MMerT NpuBsA3Ky K port-channel: ans Taknx nHtepdelicoB paspelleHa HacTpoiika VRF.

3.5.7.2.4 30Hbl 6€30NacHOCTH

Ha Bknaake npeacTaB/ieHbl 3/1eMeHTbI YNpaB/ieHns 30HaMn 6e30MacHOCTM YCTPOCTBa.

O

S

0O OO 0O o0 oo o o o o

ESR-200: 100.110.1.122
o

RUNNING o

(»)CMprowsnpoBaTb - @ Mepesarpysuts 'i' Ypanuts ﬂ 3abnokupoBatb

-+ Coszpatb Q

Haseanne Onucaqne VRF

zonel test

zone2 test_zone

zone3_vrf test_zone vrf_1

zoned_vrf test_zone vrf_1

vl

v2

v3

viv

vav

v33

v3v3

Bo Bkaake AOCTYNHbI Criefytolme 3N1eMeHTbI:

1.

2.
3.
4

KHorka co3aaHnsi 30Hbl 6e30MacHOCTY;
KHonka yaaneHusi 30H 6e30MacHoOCTY;
Mone novicka no 3oHam 6e30MacHoOCTY;

. Tabnuua 30H 6e30MacHOCTML.
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B Tabnuue 30H 6e3onacHocTy (4) oToGpakeHbl cneaytoLlue nons:

+ HasBaHMue,
* OnucaHue;
* VRF — oTo6paxaeTt npuBs3Ky 30HblI 6e30nacHOCTU K ak3emnaspy VRF ycTpolicTea.

[nsi co3paHust 30HbI 6e30MacHOCTM HAXKMITE Ha KHOMKY Co3/aHusi 30Hbl 6e3onacHocTy (1): oTKpoeTcs
ANaN0roBOe OKHO ClieAytoLLEero BUaa:

Cozpatk 30Hy 6e30nacHoOCTH

Hasgamme *

new_zone

Onucakue

new_description

VRF
vrf_1 -

OTMeHNTL Coapate

B okHe co3aaHnsi 30Hbl 6e30MacHOCTY AOCTYMHbI CleAyoLWne 3/IEMEHTbI:

1. Mone Ha3BaHUsi 30HbI 6e30NMACHOCTU (3a610KMPOBAHO NPU peaakTpoBaHumn). O6si3aTesibHoe Nose,
AO/MKHO GbITb YHMKa/IbHBIM 1 HAUMHATLCSA C NaTUHCKMX BYKB (A-Z,a-z). MoXeT cogepxaTtb Lydpbl 1

cumBonbl ', '-'. HasBaHua a, al, all, any, self 3ape3epBupOBaHbl;
2. Mone onuncaHns 30HbI 6e30nacHOCTK. None AO/MKHO coaepXaTb TONbKO STAaTUHCKME BYKBbI, Lndpbl 1
crneyc1MMBO/bI;

3. MNone Bbi6opa VRF,;
4. KHONKM OTMEeHbI/NoATBEPXAEHUS.

[nsi pefakTpoBaHUs 30HbI 6€30MacHOCTM HAXXMIKTE Ha COOTBETCTBYHOLLYHO CTPOKY B Tab/mLe 30H
6e30MacHOCTM: OTKPOETCS ANaIoroBOe OKHO.

[nsa yaaneHus ogHoM UM HeCKObKUX 30H 6€30MacHOCTY BblAeIMTe X B TabNNLE N HXKMUTE KHOMKY
yAaneHusi 30H 6e3onacHocTy (2): OTKPOETCS AMasIoroBoe OKHO NOATBEPXKAEHUS YAaNEeHUs 30H:

MopTBepauTe felcTeue

Bbl JeiCTBUTENBHO XOTUTE YAaNUTh BbiEpaHHbIe 30Hbl 6e30MacHoCTH?
Bbi6paHHble 30HbI 6830MacHOCTH UCNONb3YIOTCA B MHTepdeicax unu
npasunax.

MNokasaTb NOAPOBHOCTH W

Het Ha
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Mpu HaXxaTMn Ha KHONMKY "MNoka3aTtb NoApO6HOCTU" OTKPOETCHA CMMCOK MHTepdIelicoB 1 nap 30H 6e30nacHOCTY, B
KOTOPbIX NCNONb3YITCA YAaNAeMble 30Hbl:

MNMopgTBepauTe peilcTene

Bbl AeHCTEBUTENbHO XOTUTE YAaN1Thb Bbl6paHHble 30HbI 6230NacHOCTH?
Bbi6paHHble 30Hbl 6e30MacHOCTU UCNOMb3YHOTCA B UHTepdencax unu
npaeunax.

CkpeITh NogpobHocTH A~

WenonbsyoTeA B :

WuTepdeiicol: MpaBuna:

e gigabitethernet 1/0/2 e ¢zonel -> zone2»

 gigabitethernet 1/0/3 e «Zone2 -> zonel»

« gigabitethernet 1/0/6 « «zonel -> any»

 bridge 1 « «zone3_vrf -> zoned_vrf»

« gigahitethernet 1/0/4 s «zoned_vrf -> zone3_vrf»
s «zone3_vrf -> zone3_vrf»
o «zoned_vrf -> zoned _vrf»
Het Na

[nsa ynaneHns BblOpaHHbIX 30H 6€30NACHOCTN HAXMUTE Ha KHOMKY "[a": cuctema nposanuanpyet
KOPPEKTHOCTb M3MEHEHWIA 1, eC/IN HET OLLIMGOK Baivaaumm, 3adpnukcmpyeT Kx.

3.5.7.2.5 Mpodhnnu

Bo Bknaake npeAcTaBneHbl 31IeMEHTbI yripaBeHnst npodunasiMm 6e30nacHoCTy yCTpocTBa.

ESR-200:100.110.1.122 Cr}CmnxpnkmshpoaaTh - (S Nepeaarpyauts B Yaanuts ﬂ 3abnokupoBatb
&
BNty 133821 WHTepderice 3oHbl GesonacHocTH I NEEETE e
=+ Cospatb Q

D Ha3spauue Tvlnnpncpwm Onucanue Oetanu

(0)

O ob_net Cetb desc :gg::g;‘:i 138113”;: a

(] ob_service Cepsuc EEE ig :‘\S

] ob.addr port Aapec/lopr desc 01010102

m] disf Aapec/Topt

a sdfsdf Anpec/TMopt

O bevb Appec/Topt

O sdf Appec/Topt

O ds Anpec/Topt

a dfds Anpec/Mopt

a efds Anpec/TMopt

O rsdf Appec/Topt

O sdfe Appec/Topt
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Bo Bkaake AOCTYNHbI Criefytolme 3N1eMEHTbI:

1.
2.
3.
4.

KHonka cozgaHusa npounsa 6e3onacHoCcTy;
KHonka ypaneHus npodunsa 6e3onacHoCcTy;
Mone novcka no npodunsam 6e3onacHoOCTy;
Tabnuua npodunnein 6e3onacHoOCTU.

B Tabnuue npodomneli 6esonacHocTy (4) oTo6pakeHbl crieaytolme nosns:

* HasaHue;
+ Tvn npochuns;

®

OonucaHue;
Jetann — otob6paxaeT napamMeTpbl Npodnnsg 6e3onacHoOCTU.

B Tabnuue npoduneii B konoxke "fetanun" oTo6paxeHbl TO/LKO NepBble ABa napaMeTpa npodusis.

UTo6bI NPOCMOTPETL BECh NEPEUYEHb NAPAMETPOB, HYXXHO K/TMKHYTb HA UKOHKY

[ns co3gaHusi npodouis 6e30MacHOCTI HAXMUTE Ha KHOMKY co3aaHus npodouns (1): OTKpoeTcsl AnasioroBoe
OKHO C/ieaytoLLEero BUaa:

CozpaTtb npoduns

Haasauue *

new_object_group_name

OnucaHue

new_object_group_description

Tun npodmna
Appec/Mopt -

Appec/MNopT + [obaeuTs

IP-agpec TCP/UPD-nopT

10.10.10.10 22 X

OTMEHUTL Co3paTtb

B AvianoroBoM okHe co3gaHusi npodhuns 6e30nacHOCTU AOCTYMHbI C/IeAYIOLLME 3/IEMEHTbI:

1.

Mone Ha3BaHus Npodonis 6esonacHOCTU (3a6/10KMPOBAHO NPY peaakTMpoBaHun). O6s3aTensHoe none.
[LO/MKHO BbITb YHMKA/IbHLIM M HAUMHATLCS C NaTUHCKMX BYKB (A-Z, a-z). MOXeT coaepxaTb Ludpbl 1
cumBonbl '_','-'. HazBaHua a, al, all, any 3ape3epBupOBaHbl;
Mone onncaHnsa Nnpodunnia 6e3onacHOCTU. [LO/MKHO coaepaTb TO/IbKO NaTuHCKne GyKBbl, LMddpbI 1
cneucmMMBO/bI;
Mone Tnna npoduna 6e3onacHOCTU. JOCTYMNHbIe 3HAYEHUS:

« Agpec/lopT — agpec v NOPT UCTOYHMKA UM HA3HAYEHMS;

* MpunoxeHne — cogepxmmoe Tpadgmka no DPI (DPI - Deep Packet Inspection);

+ CeTb — CeTb MM AManas3oH apecoB UCTOYHUKA UM HAa3HAYEHNS;

+ CepBuC — NOPT UCTOYHMKA NN HA3HAYEHUS,
BNoK HacTpoikM napameTpoB Tvna NPoguNs:

+ KHonka go6aBnieHns HOBOro napameTpa;

+ Monsa BBOAA 3HAYEHUI NapaMeTpa,;

+ KHonka yganeHus napameTpa;
KHOMKN OTMeHbI/NoATBEPXAEHNS.
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Ons pepgakTvpoBaHust npodinst 6e30MaCHOCTM HXKMUTE HA COOTBETCTBYHOLLYIO CTPOKY B Tabnmue npoduneli
6€30MacHOCTM: OTKPOETCA AMAsIOrOBOE OKHO PEAAKTUPOBAHMS NPodhuss.

[ns yaaneHusi o4HOro Un HeCKOsIbKUX Npodusieit 6e30nacHOCTU BbIAENNTE X B TABANLE N HAXKMUTE KHOMKY
yaaneHus npodunein 6e3onacHoCTU — OTKPOETCA AMasIOrOBOE OKHO NOATBEPXAEHUS yaaNeHns npodumneii:

MoaTeeppuTe AeicTBUE

Bbl AeACTEUTENEHO XOTUTE YAANUTb BblEpaHHble Npodunun? 3Tu
npodunu UCNoNbL3YIOTEA B Napax 30H 6e30NacHOCTU

MNokasaTb NnogpobHocTH W

Het Oa

MpKn HaXkaTMK Ha KHOMKY "lMoka3aTb NoAPO6GHOCTN" OTKPOETCS CNUCOK Nap 30H 6e30MacHOCTY, B KOTOPbIX
NCMosb3yTCs yaansieMble Npodunu:

MNMoagTBepauTe geilcTeune

Bb! JeiCTBMTENbHO XOTWUTE YAanWThk BbibpaHHble npodunmn? 3tk
npodunKn UCNonbayoTcA B Napax 30H 6e30MacHOCTH

CKpPbITb NOAPOBHOCTH A
Mcnonb3ywTcA B :

Mapbl 30H 6e3onacHOCTH:

s ¢zonel -> zoneZs»
e «Zone2 -> zonel»

Het Oa

ANnsi ynaneHus BbIGpaHHbIX Npodoneit 6e30NacHOCTU HAXMUTE Ha KHOMKy "[a": cuctema nposanuampyer
KOPPEKTHOCTb U3MEHEHWIA 1, EC/TN HET OLLMBOK BaiMaaLmm, 3addukcupyeT mx.
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3.5.7.2.6 TMpasuna

Bo Bknaake npefcTaBnieHbl MHCTPYMEHTbI A1 yNpaB/ieHnst Habopamu NpaBu/i MeX30HOBOTO B3aMMOAENCTBUS
(napamu 30H 6e30MacHOCTM) YCTPOICTBA.

3.5.7.2.6.1 ¥YnpaBneHue napamu 30H 6e30nacHOCTH

ESR-200: 100.110.1.122
&

(r)CMprOHM:mpOBaTb - @ MepesarpysuTe 'i' Ypanute ﬁ 3abnokuposaTb

+ Cospate Q

<>

[0  napa 3o GesonackocTn Onucakue

zonel -> zone2 zonel->zone2 v

zone2 -> zonel zone2->zonel v

zone3_vrf -> zoned_vrf zone3->zone4 v

zoned_vrf -> zone3_vrf zoned->zone3 v

any -> self any->self v

zonel -> any v

zone3_vrf -> zone3_vrf v

zoned_vrf -> zone4_vrf v

O O O o o o o o

Bo Bknagke oTo6paxeHbl C/IeAyoLIME 3NIEMEHTbI:

1. KHonka co3gaHus napbl 30H 6€30MacHOCTY;

2. KHomMka pefaktMpoBaHus napbl 30H 6€30MnacHOCTY;

3. KHonka yganeHus nap 30H 6e3onacHocTy;

4. Mone noucka no napam 30H 6e30NacHOCTK;

5. Tabnuua nap 30H 6e30MacHOCTU:
+ KHonka cBopauvBaHusi/pa3BopadvBaHnst COAEPXMMOro BCex nap 30H 6e30nacHocCTy;
+ KHonka cBopauvBaHusi/pa3BopadvBaHns COAEPXXMMOro napbl 30H 6€30MacHOCTM.

B Tabnuue nap 3oH 6e3onacHocTy (5) oTobpakeHbl crieaytoLime nons:

+ Mapa 30H 6e30nacHOCTN — OTOOPaKaET 30HY-UCTOUHWK U 30HY-NOsTyYaTens;
+ OnuncaHve.
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[nsi co3gaHust napbl 30H 6€30MacHOCTM HAXXMITE Ha KHOMKY co3aHusi napbl 30H (1): OTKpoeTcs AnasioroBoe

OKHO:

CozpaThk napy 30H 6€30MacHOCTU

McTounmk * Haanauenue *

zone2 - < zone3_vrf -

OnucaHue

description|

OTMEHUTE Coapgatb

B AnanoroBomM okHe co3faaHus napbl 30H 6€30MacHOCTU AOCTYMNHbI CeayoWwme 3/1eMeHTbI:

4.
5.

Mone "VicTouHKK" — 30Ha 6e30nacHOCTM ncxoasiero Tpaduka (3ab1oK1MpoBaHo Npu peaakTUpoBaHnm);
Mone "Ha3HaueHne" — 30Ha 6e30MacHOCTU BXoAsLLLero Tpadguka (3a610KMpoBaHo Npy peaakTUpoBaHnn);
KHomnka nepecTaHoBKM MecTaMu 3Ha4eHuin noneii "ctouHnk" n "HasHaueHne" (3a6/10KMpoBaHo npw
penakTMpoBaHum);

Mone "OnucaHne" — onucaHne co3aaBaemMoil Napbl 30H;

KHOMKN OTMEeHbI/NOATBEPXKAEHMS.

[N peaakTpoBaHus CyLLeCTBYOLLIEH Napbl Bblaenute eé B Tabnmue nap 30H ¥ HOKMUTE KHOMKY
pefakTMpoBaHUsi Napbl 30H 6e30MacHOCTMW: OTKPOETCS ANANIOrOBOe OKHO PeaKTUPOBaHNSA Napbl 30H.

[na yapaneHus oqHON M HECKOMbKMX Nap 30H 6€30MacHOCTY BblAeNnTe KX B Tabnuue n HaxkMmuTe KHOMKY
yAasieHnst nap 30H 6e30MacHoOCTy.
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[1pocmMoTp npasun 6e30nacHoCTH
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Mpu HaXaTUM Ha CTPOKY TabnuLbl Nap 30H 6e30MacHOCTM packpoeTcsl Tabnunua NpaBu MeX30HOBOO
B3auMogelicTBus (Tabnuua npaeuia napbl 30H 6e30MacHOCTH):

ESR-200: 100.110.1.122
&
RUNNING o
2023-09-27 13:38:21 T T
<+ Cospate
D ﬂapa 30H De3onacHoCTH
(0
[0 zonel->zone2
- Cospatb
|:| Homep [OedcTeune TNorupoeaxue Cratyc
(0)
o 1 PazpewnTs OFF ON
o 1m0 OTKnoHUTe OFF ON
$# 0O 3anpetut  OFF ON
O 3o 3anpetuts  OFF ON
O % Paspewnts OFF ON
[0  zone2->zonel
O  zone3_vrf->zoned vrf

Q)Cnuxpnwaupoaarn

30Hbl 6e30MacHOCTH

Onucanue

zonel->zone2

CooTeercTna
Mpodwmnk IP-agpecos nonyyarens = ob_net
Mpoguns TCP/UDP-nopTos nony4atens = ob_service

Wmsa npotokona = ICMP
MapameTpsbl ICMP = (option: host-isolated)

Wmsa npotokona = ICMP
MapameTpobl ICMP = (Tun: 5, koa: any)

Wmsa npotokona = ICMP
MapameTpsb! ICMP = (Tun: 3, kop: 8)

Mpodmnb npunoxernii = ob_app
ID npoTokona = 0x11

zone2->zone

zone3->zone4

Mpogunu

- (& Nepesarpysnts

MpaBuna

i Yaanute ﬂ 3abnokuposarb

VRF

Onucanne

tcp, dst-addr+p, src-addr+p

matchlcmp_icmp_host-isolated

matchlemp_icmp_5

matchlcmp_icmp_3/8

udp(hex), app

<

B packpbiBllelics TabnuniLe AOCTYMHbI:

1. KHomka co3fgaHusi npaBusia napbl 30H 6€30MNacHOCTY;

2. KHOMKM BK/OYEHUSI/BbIK/THOUYEHMS NpaBua Napbl 30H 6e30MacHOCTY;

3. KHonka yaaneHusi npaeuna napbl 30H 6e30MacHOCTY;
4. Tab6nuua npaswa Napbl 30H 6€30MacHOCTM.

B Tabnuue npasun 6e3onacHocTy (4) oTo6paxeHsl crneayoLwme noss:

* Howmep;

+ [eiicTtBKeE;

* JloruposaHue;
+ Craryc;

+ CoOTBETCTBUS;
* OnucaHune.

® B Tabnuue npaswn B KoMoHKe "CoOTBETCTBUA" 0TOGPaKeHb! TOMLKO NepBble ABa COOTBETCTBUSA. UTO6bI

NMPOCMOTPETb BECb NepeyeHb COOTBETCTBUIA, KITMKHUTE Ha UKOHKY

@ TMpwn HaBegeHNM yKa3aTesleM MbILLIM Ha COOTBETCTBME ByeT 0TO6paxeHa NofAckaska C
cooTBeTcTBYytoLLel emy CLI-komaHaoi ycTpoicTsa.
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Co3gaHve npasunia 6e30nacHoCTH

[nsa co3gaHus npaswia napbl 30H 6e30MaCHOCTN HAXXMUTE KHOMKY co3faHust npasuna (1): oTKpoeTcs
ANanoroBoe OKHO:

CoszpaTh NpaBMao napbl 30H 6€30MacHOCTH

Homep * [eAcTBHE

50 PaspewmnTb = [ Noruposanne _ M BKMOYNTL Npasuno

OnwcaHue

CoOOTBETCTBUA + [Oobasuts

T¥N COOTBETCTBHA MpoTokon *

Wmsa npoTokona *+ = TCP - X

OTMeHWTL Cospatk

B Ananorosom OkHe co3gaHusa npasuia napbl 30H 6e30nacHoOCTH OOCTYNHbI cneaywuwine 3NemMeHTbl:

Mone Homepa co3gaBaemoro npaswnsa, 0bycnasnvBatoLLLEro NOPALOK ero NPoOBEPKY;
Mone pencTemA Hag NakeToM Npu COOTBETCTBUU MpaBusy;
dnar akTmBauum 10rMpoBaHnsa ceccuis;
Mepeknoyaresnb BKNIOYEHWS/BbIK/TIOYEHNS NpaBuia,;
Mone onucaHuAa npaBuna,
Bnok HacTpoiiku COOTBETCTBUIA NpaBuna:
+ KHorka no6asfieHns HOBOro COOTBETCTBUS;
+ [Nons BBOAA 3HAYEHUN COOTBETCTBUS;
* KHonka yganeHus COOTBETCTBUS,
7. KHOMKW OTMEHbI/NOATBEPXKAEHMS.

ocouprwN =

[N peaakTpoBaHus npasuia napbl 30H 6e30MacHOCTM HaXKMUTE Ha COOTBETCTBYIOLLLYHO CTPOKY B Tabnuue
npaBw/l; OTKPOETCS ANasiorOBOE OKHO pefakTUpoBaHUsS npasuna.

® [Ona usmeHeHns HoMepa npaswia yepes TabnuLy NPaBul HKMUTE NIEBOI KHOMKOM MbILLK HA MKOHKY

LL]
** 1, yoepxmeas ee, nepemMectute npaBnsio Ha HY>XHYHO NMo3nyno B Ta6n|/|u,e.

[NnA ynaneHusa ogHOro Uam HeCKosbKMUX npaswua napbl 30H 6e30MnacHoCTK BblAENNTE NX B Ta6ﬂVILl,e N HaOXMUTE
KHOMKY yaasieHnA npasui napbl 30H 6e30nacHOCTW.
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Bo Bkaake npeacTaB/ieHbl 31eMeHTbl ynpasneHus aksemnnsapamu VRF (VRF — Virtual Routing and

Forwarding) yctpolicTea.

ESR-200: 100.110.1.122
&

DRAFT Wutepdeiics|

+ Cospatb
O HasBaHue
(0)
O vrf_1
O vrf_all
O vl
O v2

CoxpaHuTb U MpUMeHnTL

30Hbl 6€30NaCHOCTH

(») Cumxponmsuposars

Mpodunu

Onucanune

vrf_for_test

- @ MepesarpysuTts i Ypanuts a 3abnoknpoBsars

MNpaeuna VRF

(& MokaszaTb U3MeHeHna

Bo Bknajke AOCTYNHbI CriefytoLmne 3N1eMeHTbI:

1. KHonka co3sgaHusa VRF;
2. KHonka ypaneHus VRF;
3. Mone noucka no VRF;
4. Ta6bnuua VRF.

B Ta6nuue VRF (4) oTo6paxeHb! cieaytoLime nons:

+ HasBaHue,;
+ OnucaHune.

Ans cozgaHust HoBoro VRF HaxkmuTe Ha kHorKy co3aaHus VRF (1): oTKpoeTcsl 41MasioroBoe OKHO:

Cospatb VRF

HaapaHue *

new_VRF

Onucanue
new description|

OTMeHUTL

Cozgatb
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B gmanorosom okHe co3gaHus VRF oTo6paxeHbl criefytolme afnemMeHThbl:

1. Mone Ha3BaHusi VRF (3a6n0oknpoBaHo Npu pefaktnpoBaHunm). O6sizatenibHoe none. LomkHO GbiTb
YHUKasIbHbIM. [0Ne AO/MKHO HauMHATLCS € NaTUHCKUX BykB (A-Z,a-z) 1 MOXET coaepXaTb LUmdpbl v
cumBonbl '_','-'. ImeHa a, al, all, any, self 3ape3epBMpOBaHblI

2. Mone onucaHnsa VRF. MNone Jo/mkHO cogepaTb TONbKO NaTUHCKMe B6YKBbI, LMdIpbI U CNELCMMBONbI;

3. KHOMKu 0TMeHbI/NoATBEPXAEHNS.

[na pepaktnposaHns VRF HaXxMyTe Ha COOTBETCTBYIOLLLYIO CTPOKY B Tabnuue VRF: oTkpoeTtcs avanorosoe
OKHO pefakTnpoBaHusa VRF.

[na ypanenua ogHoro unu Heckonbknx VRF BbigennTe nx B Tabnvue v HaxxmuTe KHoNky yaaneHus VRF:
OTKPOETCH ANasIOroBOE OKHO noaTteepxaeHus yaanenms VRF:

lNMoaTeeppuTte geiicTBue

Bbl eACTBMTENBHO XOTUTE YAANUTb BbibpaHHble VRF? 3Tu VRF
MCNonNb3yloTcA B MHTepdeicax nau 3oHax 6e30MacHoCTy

MokasaTe NOAPOBHOCTH v

Het Oa

Mpn HaXkaTMK Ha KHOMKY "lMoka3aTb NoAPOGHOCTN" OTKPOETCS CNUCOK MHTepdhelicoB 1 Nap 30H 6e30nacHoOCTy, B
KOTOPbIX UCNOJb3YTCA yaansemMble ak3emnnsapbl VRF:

MogTBEpAMTE AeiicTBUE

Bb! JeACTBUTENBHO XOTUTE YAaNUTb BbibpaHHble VRF? 3Tu VRF
WCMONb3YHTCA B MHTepbercax MK 30Hax 6e3onacHOCTK

CKpbITe NogpobHocTH A
WcnonbayoTcA B -

MNapbi 30H 6e3onNacHOCTH: WuTepdelichbl:

» «zone3_vrfx» « «gigabitethernet 1/0/4»
» «zoned_vrfy « «bridge 2»
» «bridge 3»
Het Ja

[nsa yaaneHns Bbl6paHHbIX 3k3eMnasapoB VRF Haxmute Ha kHonky "[Aa': cuctema nposanngupyet
KOPPEKTHOCTb U3MEHEHWIA 1, ECNIN HET OWMOOK Basiaaumm, 3aomkcmpyeT mx.

3.5.7.3 JluyeHsuu

NHTepdpeiic ana ynpaeneHust NULEH3UAMY, 3arpyXaeMbIM1 Ha YyCTPOACTBa.

® Bknagka goCTyMHa A1 CRefyoLmnx cepum ycTpoincTs: MES23xx, MES33xx, MES35xx, MES36xX,
MES53xx, MES53xxA, MES5400.
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b+

Vugopmayms “I';I 0.1.127 (%) CumxpoHmsmposate |+ (S Nepesarpyauts W Yranute 8 3a6nokuposars
(=R
MOHUTOPHHI - N
MeTpuky = Q2
Tpans Haseanne QyHKUMOHANBHOCTE Ha ycTpoiicTee B chcTeme
(©
3apaun ES8B000023.license EVPN v
CobbiTus (m} ES8B000023.lic BGP v
Mpo6nems! 3newmerTos Ha cTparmue 10 v 1-2u32
HnTepdeiice!
Ynpaenexune ~
Kondurypauun
Jnuensun

Ynpasnenue N0

MNapameTpbl

Bo Bknagke AOCTYMNHbI cneayowme 3/1eMeHTbl:

1.
2.

4.
5,

KHonka domnsTpaumm Tabnuubl;

KHonka 06HOBAEHUST TabNuLbl;

KHonka akcnopTa Tabnuupl;

KHoMKa ycTaHOBKM NNLEH3NI HA YCTPOICTBO;
Tabnmua NUUEH3Nn Ha YCTPOCTBO.

N5 yCTaHOBKM NIMLIEH3MM HA YCTPOIACTBO BblbepUTe haiin MMLEH3UM ¢ NOMOLLbIO dnaroB (1) 1 HaxmmTe
KHOMNKy "YcTaHoBUTL" (2):

Napamerpsi

ieepienad MES5316A:100.110.1.127 () Cmuxpounauposats | »  (JMepesarpyanre [ Yaenwrs [ 3abnokuposars
o

MoHunTopHHT »
= O 2 + YcTaHoBuTE

MeTpuku

Tpans: -] Hassamwe DyhiypoHansHoCTS Ha yerpoiictae B cucteme
(1)

3anaum ES8B000023 license EVPN v

CoBbITHs a ES8B000023.lic BGP v

MpoGnemsl we 10 -

WuTepdeiicsl

Ynpaenenve A

KoHurypaumu

Tuiyensuu

Ynpaenenne N0
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3.5.7.4 YnpasneHue IO
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WuTepdcbeiic ans ynpasnexus MO Ha ycTpolicTeBe. B Tabnvue otobpaxaercsa cnmcok MO, nmetowerocs Ha
YCTPOWCTBeE, CTaTyC €ro akTMBHOCTW, BEPCUA 1 AaTa 3arpy3ku:

Whdopmaliua ESR-200: 100.110.1.122
&

MoHUTOPUHP &3
* & 06HoBuTL 10 Q Mepexniounts M0
MeTpukun
Tpanbi O6pa3 Craryc Bepcws MO
3apaumn 1 HeaxTusHo 1.18.3 build 2
CobeiTia 2 AKTHBHO 1.18.4 build 1
Mpo6nemsl
Wutepdeiicel
SLA
YnpaBneuue b
Kondurypaumn
CepBuchbl

Ynpasnenue N0

MapameTpel

() Curxponusmposats

JData sarpyskn
2023-04-1321:37:10

2023-06-13 21:21:38

- @ﬂepeaarpyamb i Ypanute a:iafmoknpnaan:

O 30s ~

AKTWBHO NOCNe Nepe3arpyaku

Bo Bknaake [OCTYMHbI C/IEAYHOLIME SNEMEHTbI:

1. KHOMKa HacTPOKN 0TOGPaXKeHUsI KOJTOHOK Tab/uLibI;

KHonka obHoBneHus MNo;

KHonka nepekntoyeHns aktneHoro obpasa MNo;

2
3.
4. KHonka 06HOBMEHUsI TabNuLbl;
5

. KHOMKa HacTpoiikm nHTepBana 06HOBEHNS Tabnuubl;
6. Tabnuua 3arpy>eHHbIX Ha yCTPONCcTBO 06pa3os. MO.

Ta6nuua 3arpyxeHHoro MO coCToUT K3 CreayoLLmMX NONeii:

+ Obpas — Homep obpasa MO Ha yCTPOICTBE;

+ Crtatyc — 06pa3 MO, aKTVBHbIA B aHHbIA MOMEHT BPEMEHM;
+ Bepcus MO — Bepcus MO, ycTaHOBNEHHAsA Ha YCTPOICTBE;

+ [ata 3arpy3ku — gara v Bpems 3arpy3ku MO Ha yCTpOICTBO;
« AKTMBHO nocne nepesarpysku — obpas O, koTopblii nepeiiaéT B cTatyc aktmeHoro MO npu cnegytoulei

nepesarpyske ycTpoiicTa.
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3.5.7.4.1 O6HoBneHue MO

YTo6b1 06HOBUTHL MO Ha yCTpONCTBE, HAXMUTE KHOMNKY "O6HOBUTL 0", 3anycTuTcs Mactep HacTPOVKW.
OnwucaHune WwaroB Mmactepa npuBeaeHoO HUXe.

3.5.7.4.1.1 Bbi6op NO

Ha nepBom Lare mactepa BblGepute HyxHoe MO 13 cnucka (1) M HaXMUTE Ha KHoMKy "3arpy3utb” (2) n
3arpysute HoBoe [10O.

o Bri6op NO e [Napamepe! 3afayn e MpumeHuThL

3arpysuts

Ha3aeaHue panna BepeuA M0 BepcHA 3arpyaumka BepcuA 3arpyaunka x-loader Onmcanue AKTYanbHoCTb

@)

test_fw_esr100_2 1.17.8 build 2 test_fw_esr100_2 v

@)

test_fw_esr100_3 1.18.8 build 3 test_fw_esr100_3

O

test_fw_esr100_1 1.16.8 build 1 test_fw_esr100_1

OTMeHHT

Mpwn HaxkaTMK KHONKK "3arpy3nTb” oTKpoeTcsa hopma aobasneHms Hosoro 0.
[N nepexofia Ha cneayoLmnii liar HaXMUTe kKHomnky "Janee"(3)

3.5.7.4.1.2 TMapameTpsbl 3aga4um

Ha gaHHOM Lwiare HyXHO BblbpaTb NapameTpbl 06HOBNeHUs MO:

o BeiGop MO 9 MNapamepsbl 3agaun e MpUMEHUTB

onuun:
Chenatb akTiBHbIM 10

Mepe3arpyauTb YCTPOWRCTBO

Hasap [Nanee

MapameTpbl 3agaun o6HoBNeHUs MNO:

1. CaenaTb akTMBHbIM MO — yCcTaHOBUTb 3arpy)aemoe Ha ycTpoiicTBo MO Kak akTuBHoe (byaeT
CNOMb30BaTbCS YCTPOCTBOM MOC/E nepesarpysku).

2. Mepesarpy3nTb YCTPOMCTBO — nepesarpy3nTb YCTPOMCTBO cpasy Xe nocne 3arpysku MNoO. Ecnn
napameTp HeakTUBEH, TO Nepe3arpy3ky ycTpoinctesa Heobxoanmo 6yaeT BbINOHUTbL CAMOCTOSATENbHO.
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3.5.7.4.1.3 TpyvMeHUTb

Ha fgaHHOM Liare Ha akpaHe OTO6pa)KaIOTCFI BCE paHee yKasaHHble NapaMeTpbl:

o BeiGop 10 o MNapamepbl 3aaa4m e MpumMeHnTE

Pesiome

MO ana ESR-200: 1.17.8 build 2
Cpenatb akTuBHeIM M0: [1a

Mepesarpy3uTh ycTpoiicTeo: [la

Hasap MpUMeEHHTB

MpoBepbTe NPaBUNLHOCTL NapamMeTpoB. Eciv HEO6XOAMMO BHECTM U3MEHEHWS, HXXMUTE KHOMNKY "Hasag" n
BEPHUTECH K Luary, napaMeTpbl KOTOPOro HEOGXOAMMO CKOPPEKTMPOBaTb. Ecnin Bce napameTpbl Gbian yka3aHbl
BEPHO, HAXXMUTE KHOMKY "MpumeHnTL". ByaeT co3gaHa 3agada Ha o6HoBneHue MO ycTpOICTBa, BbINO/THEHME
KOTOPOIi HAUHETCS B 6nuxaliillee Bpemsi.

3.5.7.4.2 TMepekntodeHne MNO

UT0o6bl NepekntounTb MO Ha yCTPoNCTBE, HAXXMUTE KHOMKY "MepekntounTs MO". OTKpoeTcs AnanoroBoe OkHo, B
KOTOPOM yKa3aHbl TekyLan aktmHas Bepcus MO ycTpoiictea 1 Bepcus MO, Ha KoTopyto 6yaeT OCyLLeCTB/1EHO
nepeknoyeHve.

Mpu akTrBaumn dpnara "Mepesarpy3unTb YCTPOICTBO" Nepesarpy3ka 6yaeT BbiNo/iHeHa cpasy nocne
3aBepLUeHNs nepekoyeHmnst obpasa MO. Ecnu donar HeakTBEH, onepaLmio No nepesarpyske ycTpoicTea
HEeo6X0AMMO ByAIET BbINOMHUTL CAMOCTOSATENBHO.

[ns co3gaHus 3agaqv Ha nepekndeHre MO HaxXMUTEe KHOMKY "Tepeknounts".

Mepeknounts MO

MepexntoynTb ¢ 1.18.4 build 1 Ha 1.18.3 build 2 ?

[ MepesarpysnTb YCTPOMUCTEO

OTMEHHTL MepeknounTh
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3.5.8 TMNapameTpsbl

HacTpoiika napameTpoB A0CTyna K yCTPOICTBY. Hanpumep, AN NPUMEHEHNS KOHApUrypawum nim
nepesarpysku.

Mo ymonuaHuio 4s1s A0oCTyna K YyCTPOCTBY BbibpaHO Hac/iefoBaHune rnobasbHbix (4151 BCe CUCTEMbI)
napameTpoB AOCTYNa, KOTOpble MOXHO M3MeHUTb B pasgene "Hactpoikn” — "[ocTyn". YTo6bl HACTPOUTL
NHAMBMAYasIbHbIE NapameTpbl 4OCTyna K YCTPOWCTBY, Bbloepute pexum "Onpeaenntb” B Hy)XKHOM 6/10Kke
HacTpoek goctyna. B pexume "Onpegenvts”’ cuctema Ucnosb3yeT napameTpbl BbIGpaHHOro 6/10ka HacTpoek
[l0CTyna Ha CTpaHuLe BMECTO rN106abHbIX.

NHdopmauma ESR-200: 100.110.1.122
o

MonuTopUHr -~
MeTpuku SSH &, Onpepgenute & HacnepoeaHo
Tpansi MopT
3apaum
CobbITuA

SNMP R, Onpenenuts | § Hacnefosato

Mpo6nembi

NETWORK &, Onpenenuts & HacnegosaHo
WHTepdeicol

SLA cP ~ 22
YnpaeneHue A
C6pocuTh
Kondurypaumu

CepBuchl

Ynpasnenue N0

MapameTpbi

Bnoku HacTpoek JocTyna:

SSH — noruH, naposnb 1 NopT ANst 4OCTyna K ycTpoiicTBy no SSH (aocTyn Heo6xoaum A1 ynpasneHus
YCTPOICTBaMM 1 NosTyYeHnst KoHdUrypauum);

VRF — ucnonb3yeTca Ana onpegeneHus Mmaplupyta ot ycTpoiictBa o ECCM (nogaepXxuaetcs ToNbKo
anst ME);

SNMP — HacTpoiiku SNMP (V1, V2C, V3) ana npoBepku A0CTYNHOCTW YCTPOICTBA NO 3TOMY NPOTOKO/Y U
AN NOSTyYeHNs METPUK C YCTPOICTBa;

NETWORK — HacTpoliku onpegeneHns ceTeBoil 4OCTYNHOCTN yCTPoCTBa. MNpoBepka MOXeT
BbINOMHATLCSI N0 NpoTokony ICMP (ping) nnu yctaHoskoli TCP-coeanHeHus (6onee 6bICTPbIA CNocoob).
Bo BTOpOM cryyae HeO6X0AMMO yKas3aTb, HA Kakoi NopT 6yAeT ycTaHaB/IMBaTbCA COEAVHEHNE;
WEB-KoHthurypatop — ncnosnb3yeTca 418 onpefeneHns NpoTokona nepejayn gaHHbIX 41 nepexoia B
BE6-UHTephelic HEKOTOPbIX Cepuii YyCTPOICTB (Tonbko anst SMG).

Mocne BbINOMHEHNS HACTPOEK HAXXMUTE KHOMKY "MPUMEHUTL" B HUXKHE YacTu cTpaHuLbl. Ans
BOCCTaHOB/IEHVMS MOC/IEAHNX COXPAHEHHbIX MapaMeTpoB HaxmuTe "CopocUuTh".
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3.6 IP-thabpukn

IP-chabpmrka — KOHLENLMSA NOCTPOEHMUSI CETU C HECKONIbKUMI YPOBHSIMU B3aMMOCBSI3U C Lie/bH YNPOLLEHUS
apPXUTEKTYPbI CETU U COKPALLEHUSI PACCTOSHUSI MEXAY KOHEUYHBIMU TOUKaMM 06paboTKM AaHHbIX. KoHuenums
nofpasymeBaeT pasfesnieHne ceTv Ha ABe TONOMOrnu:

1. OnopHas ceTb (underlay) — domanyeckas cetb, cocTosiiasi U3 Habopa yCTPOICTB, HaCTO COGPaHHbIX B
apxuTekTypy Leaf-Spine. Undrelay-ceTb 06ecneuvnBaeT HafeXHbli TPAHCNOPT HA OCHOBE
MapLUPYTU3NPYEMOI CETU, HO HE peasin3yeT HUKaKMX CETEBbIX MOMUTUK UK CEPBUCOB.

2. JNlornyeckas Tonosorus (overlay) — normyeckasi CeTb, UCNOJb3YHOLLAS TEXHOIOTMI MHKANCYNSLmM
Tpaduka ans peanmsauum paboTbl CEPBUCOB Y NOIUTUK CETN.

[ns peanusaunn atoit koHuenuu B ECCM pa3paboTaHbl UHCTPYMEHTbI, MO3BO/IAIOLLIME 0OHAPYXUTb
YCTpPOMCTBA 1 NOATOTOBUTL UX A5 paboTbl B cocTaBe habpuku.

& |P-habpuika npeacTaBnsieT coboit eanHyto CTPYKTYpY. Bce KoHdurypaumm n HacTpoiikin YCTPOIACTB,
BXO4ALLNX B ee COCTaB, A0/MKHbI ObITb OnpeaeneHHbIM 06pa3om corsiacoBaHsbl. Moatomy ons
YCTPOIACTB, BXoAsALWMX B IP-0abpurKy HeAOCTYMHbI onepauun KOHpUrypnpoBaHusi 1 0GHOBNEHUS U3
Tabnuubl YCTPOICTB. Bce 3TO BbINONHAETCA Yepes nHTepdeiic paboTsl ¢ IP-chabpukoii.

Ha cxeme Huxe npeacTtaBneH npumep apxuTektypsbl Leaf-Spine:

& &

POD1 { { é POD2 .

Superspine

0
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3.6.1 CosgaHue IP-chabpuriku

B cTpykType cuctemsl IP-chabpuka npeactaBnsieT coboii rpynny cnewmasbHoro T1na, no3ToMy co3faHue
thabpuKkmn Cxoxe C co3haHneM rpynmbl.

B nepeBe 06bEKTOB NepeiamTe Ha KOpHEBYIO rpynny, rpynny ¢ rpynnamMu uav nycTyto rpynny u HaxmuTe
KHOMNKY "[,06aBUTb OO6BEKT". B OTKPbIBLUEMCSA MEHIO KHOMKM BblbepuTe NyHKT "[06aBuTb rpynny”.

B ananorosom okHe "Co3pgathb rpynny” Bolbepute Tun "IP-habpurka”: B okHe 0To6pas3aTcsa AONONHUTESbHbIE
napameTpbl Ans IP-coabpuku:

Cospatb rpynny

A adpukn * Wn rpynnbl *

IP-fabrid IP-thabpuka -

INorwnH anst poctyna no SSH * Maponb Ans goctyna no SSH * Q iIBGP ASN * Underlay-noacets * /16

SNMP community *

Loopback-noacets * /22 public Management-noaceTs * 122 MNep.bli IP-appec B nyne *

Nopr *
MocneaHwit IP-agpec B Nyne * LLInto3 no ymon4aHuio * 22

[ 06HoBMTL yCTpOCTBA

OTMeHNTE

Ans coznanus IP-chabpurikn 3aaiiTe cneayoLye napameTpsbi:

* Vimsa pabpukmn — HasBaHune habpuku,

« Tun rpynnbl — IP-chabpuka;

+ JlorvH gna goctyna no SSH — norvH, ncnonb3yemblil 419 reHepauumn HayasibHon KoHgUrypauum
YCTPOWNCTBa;

* Maponb ans goctyna no SSH — naposib, UCNosb3yemblid A5 reHepaumm HavyasibHOM KOHpurypawmm
YCTPOWNCTBa;

+ iBGP ASN — ngeHTudmkatop aBTOHOMHO cuctemsl iBGP;

+ Underlay-noaceTtb — gnanasoH agpecos, MCNOb3yeMbIX /18 aapecauny KOHEYHbIX TOYEK NOCTPOEHUS
TYHHenen, ncnonb3lyembix overlay-ceTbio;

+ Loopback-noaceTb — ananasoH agpecos, MCNOb3yeMbIX /18 B3aMMOLENCTBUS MeXAy YCTPoicTBaMu
BHYTPU habpuku;

+ SNMP community — naponb A5t UTeHus1 faHHbIX ¢ ycTpoicTB (read community);

+ Management-nogceTb — guana3oH afpecoBs, UCNOob3yeMbIX A5 YA/TIEHHOTO A0CTYNa K HUM 13
CUCTEMbI yNpaBs/ieHus;

*+ Mepsbiil IP-agpec B nyne — nepsblil agpec nyna agpecos B Management-noacety, KOTopbIid 6yaeT
BblgaBaTbcsa DHCP-cepBepowm;

* MocnepHuin IP-agpec B nyne — nocnegHuii agpec nyna agpecos B Management-nogceTtu, KOTOpbI
6yaet BblgaBaTbcs DHCP-cepBepowm;

+ W3 no ymonyaHuio — MapLipyT Mo ymonyaHuio n3 Management-nogceTu yCTPOWCTB;

* MopT — NopT 4715 NOAKIYEHUS K KOHIUTYPUPYEMbIM YCTPOCTBaM Mo nNpoTokony SSH.
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Takke BO3MOXHO HaCTpPOUTb NapamMeTpbl 06HOBNEHUS yCTpOI7ICTB Ha H606X0,D|I/IMyIO BEpPCUto nporpamMmmHoOro

o6ecneyeHus (MO) npu NepBUYHON MHULMAIM3aLMK. na akTuBaymmn 3Toi BO3MOXHOCTM ycTaHOBUTE chnar
"O6HOBUTL yCTpoicTBa":

Co3pgatb rpynny

WMA datiprin * N rpynnbl *

IP-fabric IP-habpuka -

SNMP community *

Loopback-noaceTnb * /22 public Management-nogceTb * /22 Mepsbln IP-agpec B nyne *

Mopr *
MocnepHui IP-agpec B nyne * LWnto3 no ymonyaHuio * 22

O6HOBMTb YCTpOHCTBA

Cepua HcnonesoeaTk akTyanbHoe MO Bepcua N0

MES53xxA - 0O -

OTMeHUTL

[Nsi HACTPOIKN 0BHOBMEHNS B paMKax OfIHOI Cepui YCTPOICTB AOCTYMNHbI CeaytoLue napaMeTpbl:

+ Cepusa — cenekTop Bblbopa cepuin yCTPONCTB, A4/151 KOTOPbIX OYAET BbINOMHATLCA OOHOBNEHNE;

* Wcnonb3oBatb aktyasibHoe MO — hiiar No3BoNSET CO34aTb NpaBusio, NpU KOTOPOM 0O6HOB/IEHNE BCerga
OyAeT BbINONHATLCA Ha Ty Bepcuio MO, koTopas 0TMeYeHa B CUCTEME Kak akTyaslbHas;

+ Bepcusa NO — BbI6op onpeaeneHHol Bepcumn MO 13 ynucna 3arpy>XXeHHbIX B CUCTEMY.

15 TOro, YTOBbI YAA/INTL HACTPOMKM /151 OBHOB/IEHUA CEPUM YCTPOIACTB, HaokmuTe KHornky B

Mocne 3agaHusA napameTpoB Haxkmute "Cosgarb” Ansa npofomkeHns cosganns IP-chabpukm nam "OTMeHnTb"
[N BbiIxo4a 6e3 coxpaHeHUs HacTPOeK.
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3.6.2 MacTep HacTpoliku thabpuku

[ns HacTpoiky HOBOW (habprKn HEOOXOAUMO BbIMOMHUTL HECKO/TbKO B3aUMOCBA3aHHbIX LIAros, KOTOpble
cobpaHbl B MacTep HacCTpoikm dhabpukm.

[na 3anycka mactepa HacCTpoliku Ha cTpaHuue "CeTb" KITMKHUTE NO HasBaHMIo co3gaHHol IP-chabpukm B
AepeBe 06bEKTOB. Ha OTKpbIBLLENCA CTpaHWLLe HXXMUTE Ha KHOMKY "Huuynanusaums” uam B naHenm
ynpasneHns gepesa 00bEKTOB HAXXMUTE Ha KHOMKY "[06aBUTb 06bEKT" 1 BbibepuTe NYHKT "UHnumnannsauyms”.

EccmE. E.

2 - (=
*-» e LT e x SuperAdmin 3
B5  Coonwas wecopmauus a - |+ i Yerpoitersa 3agaum KoHGUrypUpoBaHHA Hactpoitku (abpuic
A pobnems = & rs Q

Q fonex = O i 2 +Vlumjv|anv|aaumn HaiTu yeTpoiicTBo (2]
[ Kapreicetn " gt

e ——

L- ECCM Sandbox
& cem BB Cuonps
= o %» : :wepnzc E o crme  eeymors  CpAMER Management  Loopback  un MO woems ST osompumssmie  Pome  fpyns

loBocHMpCK
» &= 3-7ynuua CTpouTenei
N, LUabnoms E ; : fyb' P SnemeHTOR Wa CTpaKMLe 25 v ouz0
ip-fabric —
£} VHnumanusauus yeTpoiicTs
E 3apaymn
B) Cobbius
A Vsegomnenus
9

© Tpansl
¢ Hactpoiikn

OTKpOETCS AMasIoroBOe OKHO C NepPBbIM LLAroM MacTepa HacTPOiikv habpuKu:

o Bbi6op o6HapymMeHHbIX yCTPOHCTB o WHuumanusaums yetpoicts o HasHa4uTb ponn o Banugauus Tononorum
3_'—: 0 Ynpasnexne NALEHINAMU
D MAC CEpMHHbMHOMEP Monens CEpVIH ﬂ,ElpGC wnio3a EQIP?MGHHNQ NULEHIUM
(0)
a aa:bb:cc:00:05:00 ES9C100005 MES5332A MES53xxA N/A N/A
O aa:bb:cc:00:02:00 ES9C100002 MES5332A MES53xxA N/A N/A
O aabb:cc:00:01:00 ES9C100001 MES5332A MES53xxA N/A N/A
O aa:bb:cc:00:03:00 ES9C100003 MES5332A MES53xxA N/A N/A
O aabb:cc:00:07.00 ES9C100007 MES5332A MES53xxA N/A N/A
O aa:bb:cc:01:02:00 ES9C100102 MES5332A MES53xxA N/A N/A
O aabbicc:00:12:00 ES9C100012 MES5332A MES53xxA N/A N/A
O aabb:cc:00:11:00 ES9C100011 MES5332A MES53xxA N/A N/A
O aa:bb:cc:00:04:00 ESIC100004 MES5332A MES53xxA N/A N/A
O aabb:cc:00:06:00 ES9C100006 MES5332A MES53xxA N/A N/A
O aa:bb:cc:00:22:00 ES9C100022 MES5332A MES53xxA N/A N/A
3nemeHTOB Ha CTpaHuue SD—' 1-14u3l4
OTmeHuT

PaboTa macTepa COCTOMT 13 YeTbIpex Laros, Noc/1e40BaTe/lbHOCTb KOTOPbIX OTOOpaxeHa B BEPXHEN YacTn
OkHa. [na nepegsvkeHns No waram UCnosb3ytTes KHOMkn "Hasag' n "Janee”, pacnonoXeHHble B HKHEN
4yacTu OKHa.

Ha cTpaHuue Bbibopa yCTpoICTB KHoMNKa "Hasag,' 3ameHsieTcsa KHonkol "OTMeHUTb" 1 NO3BONSET OTMEHUTb
3anyck mactepa. Ha ocTtasibHbIX LWarax npy cBopaunBaHuUmn UanoroBoro okHa paborta macrtepa He
npepbIBaeTcs, U OH NPoAo/HKAET paboTaTb B (DOHOBOM peXMME.
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© Ecnu 3aKkpbITb OKHO MacTepa, To NPOLEeCC HACTPOoiiku IP-ghabpukn He npepeeTcs. UTo6bl OTKPbITh
MacTep NOBTOPHO Ha TOM Luare, Ha KOTOPOM MpoLecc 6bia1 MPepBaH, HaXKMUTE Ha KHOMKY
"MHnumanmnsaumn” B nutepdeliice IP-oabpukn nnm B MeH0 KHOMKK "[,06aBUTb 06LEKT" naHenu
ynpaB/ieHns gepesa 06beKTOB BblbepuTe NyHKT "VHnumanmnsauyms”.

3.6.2.1 OG6HapyxeHue ycmpolicms

B coctaB ECCM BxoauTt DHCP-cepBep, ucnosnb3yemblii ans pasgayuv IP-agpecos B npouecce ZTP u
nHyanusauum IP-cpabpuk. Takke OH BbINOSHAET (PYHKLMM NaCCUBHOIO CKaHepa CeTH, KOTOpbIiA
06HapyxmBaeT yCcTpoicTBa No oTnpaensemMbimM nvu 3anpocam DHCP-discover, nepeHanpas/ieHHbIM Ha cepBep
ot DHCP-relay-areHTOB. 3T0 TpebyeTcs, 4To6bl broadcast-3anpockl 66111 Npeobpa3oBaHbl B unicast n
cofepXasm agpec ceTu, 3 KOTOPOW OHM BbIN NONyYeHbl. 3anpockl aHAI3UPYIOTCA Y PUNBTPYIOTCA MO
cogepXalmmcs B HUX crneynasnbHbiM onumsam. TakuMm 06pa3om, cructeMa MOXeT COCTaBUTb CMUCOK YCTPOICTB
Eltex, koTopble MOryT 6bITb NPOMHULMANN3NPOBAaHLI 4718 paboTbl B cocTase IP-thabpuku.

Huxe npvBeeHa cxeMa, UNACTpupyowas npuHumn srktoueHnst DHCP-relay B cxemy ¢ ncnonb3oBaHuem IP-

habpuiku:

IP dpabpuika

DHCP relay
ECCM Server . b

leaf 1

cepBepHada ceTb

-

leaf 2

leaf 3 leaf 4

ceTb ynpaenenus yctporicteamm (OOB)

ceTb habpukn

CepBepHasi CETb 1 CETb YNPaB/eHNsl YCTPOCTBaMM NPeACTaB/AT cO60i 0TAeNbHbIE L2-10MeHbl, Mexay
KOTOPbIMYM [0/KHA 6bITh paspeLleHa MmapLipyTusaums. HeobxoanmMble MapLLpyThl AOMKHbI ObITb MPONMCAHbI

Ha cepBepe ECCM.

[JaHHble, cobpaHHble Ha ocHoBe DHCP-discover, coxpaHsloTCst B OTAENbHYH TabnuLy 06HapYXEeHHbIX

YCTPOICTB.
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Ha nepsom Liare B AnasioroBOM OKHE 0TOGpaXKaeTCsi CNMCOK OOHAPYXXEHHbIX CUCTEMOI YCTPOICTB:

o Bbi6op o6HapyKeHHbIX yCTPOHCTB

1
T

YnpasneHne NALEHINAMU

"
Ti
<

MAC

c

aa:bb:cc:00:05:00

aa:bb:cc:00:02:00

aa:bb:cc:00:01:00

aa:bb:cc:00:03:00

aabb:cc:00:07:00

aa:bb:cc:01:02:00

aa:bb:cc:00:12:00

aa:bb:cc:00:11:00

aa:bb:cc:00:04:00

aa'bb:cc:00:06:00

0O 0O 00O o0 o0 oo oo o

aa:bb:cc:00:22:00

CepHiHbIA HOMep

ES9C100005

ES9C100002

ES9C100001

ES9C100003

ES9C100007

ES9C100102

ES9C100012

ES9C100011

ES9C100004

ES9C100006

ES9C100022

e WHuumranusaums yetpeicts

Mopens

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

OTMeEHNTE

Cepua

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

e Hasna4uTb ponn

Appec wnioza

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

3MEMEHTOB Ha cTpakulle 50

3arpyxeHHbIe NULEHINK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

hd 1-14u374

o Banugaums Tononorim

B okHe A0CTynHbI cneaytowme 3/1eMeHTbl:

1. KHonka cpunstpaumm n KHornka 0OHOBMEHUA AaHHbIX Tabnuubl;

2. KHonka anis nepexofa B MeHemKep NMUEH3NI ans 3arpy3kn HeobXoaMMbIX A1 HULManmM3aumm

hainnos;

3. Tabnuua o6HapyXeHHbIX YCTPOUCTB. CoAepXUT Nons:

+ CenekTtop 419 Bbibopa yCTPONCTB AN MHMLManm3aunm,
* MAC — cuctemHbIn MAC-agpec yCcTpoiCTBa;
+ CepuiiHbIii HOMep YCTPOICTBa;

* Mogenb;
+ Cepusg;

« Agpec wno3a — agpec DHCP-relay areHTa, nepeHanpaBmuBLLETO 3anpoc Ha CepBep;
*+ 3arpy>XeHHble NIMUEH3MM — CNNCOK INLLEH3WNI A5 YCTPONCTB, KOTOPblE €CTb Ha CepBepe.

Ha gaHHoMm wware Heo6xoArMO 0603HaUUTb, Kakue yCTpoicTBa ByayT HacTpoeHbl AN paboTbl Ha habpuke.

OTmeTbTe HEOOXOAVMbIE YCTPONCTBA U HAXXMUTE KHONKY "[danee".
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3.6.2.3 JluyeHsuu Ha ycmpolicmsa

JNvueHsnm, yctaHaBiMBaeMble Ha YCTPOCTBA 415 akTUBaL MM AONONHUTENBHOMO yHKUMOHana. Ansa paboTsbl
IP-chabpuikn Tpebytotca nuueHsum Ha BGP n EVPN. Mepepg Havanom nHuumranmsaummn IP-pabprku cuctema
COMOCTaB/SAET CNUCOK MMEIOLLMXCA NNLLEH3UIA N CMMCOK YCTPOICTB, KOTOPbIE NAaHupyeTcs
nNpoviHMUManu3npoBaTtb. Ecnm cuctema o6HapyXuT, UTo A/15 Kaknx-Nnmbo YCTPOMCTB He XBaTaeT JIMLEH3UN,
6yneT oTobpaxeHo npeaynpexaeHne ¢ NpeanoXeHneM 3arpy3nTb AONONHUTENbHbIE NULEH3NN:

MNogTBepauTe gencrteue

B cucTeMy He 3arpyeHbl TULEH3UW AN BbIEPaHHbIX
ycTpoicTB. Ecnu Bbl NpoAcixuTe, yeTpoitcTea & IP-thabpuke
MOryT paboTaTh HEKOPPEKTHO.

KonuuecTeo ycrpoiicTs: 14 4 OxcnopTupoBaTh

ES9C100005
ES9C100002
ES9C100001
ES9C100003
ES9C100007
ES9C100102

Het Na

MpepynpexaeHne coaepXnT CNMCOK CepuiiHbiXx HOMEePOB YCTPOCTB, 4151 KOTOPbIX HEOBXOANMbI NINLEH3UN.
CnncoK MOXHO COXpaHuTb B paiin chopmarta .csv (OTKpbIBaeTCs Nto6bIM TEKCTOBLIM pegakTtopoM unm Excel) ¢
MOMOLLIbIO KHOMKKM "SKcnopTupoBath'. Ecnv noateepantb gevicteue ("Aa"), HAUHETCS NPOLLECC NHULMAIM3aLmm,
a MLIeH3UM MOXHO ByAeT 3arpy3nTb No3xe BPYUHyto. Ecin oTMeHnTb aeiicteue ("HeT"), MoXHO 6yaeT nepeitu
B pasaen ynpasneHust IMLEH3NAMI 1 3arpy3nTb Heobxoammble dhaiinbl, a 3aTemM CHoBa HavaTb
NHULManusaumio. B aTom cnyyae nuueH3anm 6yayT 3arpyXeHbl aBTOMaTUYECKM.

© bonee noapo6HO paboTa ¢ NULEH3NAMU paccMaTpuBaeTcs B pasaenax "Jnuensus’ v "JInueHsun Ha
ycTpolicTea".
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3.6.2.4 WHuyuanu3zayusi ycmpolicms

Ha gaHHoM Lware oTobpaxaeTcs nporpecc nepsmMYHON nHMLManu3auum ycTponcTs. B npouecc
NHULMann3auumn BXoAUT Ha3HaveHve yCcTporcTBy IP-agpeca v onuunii gnsa 3arpy3ku MO 1 nepBoHavasibHOM
KOHurypauwmu. MNocne 3Toro cuctema OxmaaetT MOMEHTAa, KOorfia yCTPOWCTBO 3arpy3uT Heobxoaumble daiisbl, 1
npoBepsieT cooTBeTCTBUE Bepcumn MO oxnaaemon.

o BbiGop 06Hapy#eHHbIX YCTPOHCTE o WHHUmMan1sauua ycTpoicTs e HasHauyuTe ponu o Banupauwa Tononorun

) WaeT MHMUMaNW3aLMA YCTPOACTS... BoINONHeHo 47%

-

= Q 4 Skcnopruposats

CepHRHbIf WAITING_FOR_DEVICE

IP-appec MAC Howep Mopens Tekywmil cTaryc Waiting for device...

IP_ASSIGNED

172.24.0.163 aabb:cc:01:01:00 ES9C100101 MES5332A Oxupanve Bbigaqm IP-agpeca IP address 172.24.0.157 has been successfully assigned with DHCP

172.24.0.162 aabbicc:00:08:00 ESICT00008 MESS5332A [loBaBneHve yeTpoicTaa Bg\‘;fi'cfﬁggggefjn e —
172.24.0.161 aabb:cc:00:22:00 ES9C100022 MES5332A [oGaBneHwe ycTporHcTBa
172.24.0.160 aabb:cc:00:04:00 ES9C100004 MES5332A [loGaBneHue ycTpoicTea
172.24.0.159 aabb:cc:00:06:00 ES9C100006 MES5332A [oGaBneHWe ycTpoicTBa
172.24.0.158 aa:bb:cc:00:11:00 ES9C100011 MES5332A [loGaBneHne ycTpoicTBa
172.24.0.157 aabb:cc:00:03:00 ES9C100003 MES5332A [oGaBneHWe ycTporcTBa
172.24.0.156 aabb:cc:00:07:00 ES9C100007 MES5332A [oGaBneHwe yeTporcTBa
172.24.0.155 aabb:cc:01:02:00 ES9C100102 MES5332A [lo6aBneHue ycTpoicTBa

17224 N 184 aachheasNANT-AN FRACTANNNT MFRR2VA  Nnfannsuus vnTnnicTas

JNeMeHTOB Ha CTpaHuuye 50 - 1-14u314

CeepHyTL

B okHe A0CTynHbI cneaytowme 3/1eMeHTbl:

1. LWkana nporpecca — nokasbIBaeT, HACKO/IbKO NPOABWUHY/ICA NPOLECC UHMLMaNn3aLmm Bcex yCTPOICTB;

2. Tabnuua ycTpoicTB — cogepxut nons: IP-agpec, MAC, cepuitHblii HOMep, MOAe b 1 TeKYLLMIA cTaTyc
NHULMann3auum ycTponcTs. Ecnv ycTpoicTBO HaXoAMTCA B NPOLLECcCe BbINO/IHEHWUSA O4HOMO U3 LIaros
NHULMann3auum, To cTaTyc oTMeYaeTcs 3e/1eHbIM LBeToM. Ecniv npousowna owmbka — KpacHbIM. Mpu
BblIOOpE YCTPOICTBA crpasa OT ero HassaHusi oTobpasmTcsa 6onee NoAPO6HLIN Nor npoLecca
NHULManu3auuu,

3. OKHO nora npouecca Hnumnanm3aumm — COAepPXnUT OT/IaZ04HYI0 MHADOPMAaLMIO O BbINO/THEHHbIX LUarax u

npousoLlefLmx owmobKax. J1or MHUUMam3aumm MOXHO 3KCNopTUpoBaTh B hain popmara .csv;

KHonkn counstpaumm n 06HoBNEHUS AaHHbIX Tabnuubl;

KHonka akcnopTa nora B ¢oalisn .csv.

oA
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[ns opraHnsauun chabprkm ncnonb3yetcs apxutekTypa Leaf-Spine, n koHdmrypauusi kaxxaoro yctpoictea
3aBUWCUT OT TOrO, Kakoe MecTO OHO 3aHMMaeT B Tonosiorun. Cuctema aBToMmatTuyeckun onpegenseT CBA3N Mexay
YCTPOWCTBaMM, HO, BO n36exaHne ONO0K B KOHGIUTypaLmm, HE06X0AMMO SBHO YKasaTb, Kakyto posib B

TONOMOrMN 3aHNMAET YCTPONCTBO.

Ha paHHOM Lwiare Heo6xo0AMMO pacnpesennTb Posu, B COOTBETCTBUM C KOTOPLIMU ByA€eT NOArOTOB/IEHA U
NpYMeHeHa KOHUrypaums Ha ycTpoiicTea. [1a 3Toro nonb30BaTtesiio NpefocTaBseTcs CNUCoK YCTPOWCTB,
npoLeawrX UHULMaIM3aLUmio U UHCTPYMEHTbI A1 HA3HAYEHUST PO KaXA0MY YCTPOUCTBY.

Tabnuua coaepXxuT creaytoLme nons:

+ Cenekrtop 419 Bbl6opa 4/19 Ha3Ha4YeHUs posiv YCTPOICTBa,
+ IP — agpec, Ha3HaYeHHbI YCTPONCTBY NPV MHULMAIM3ALMUN N COXPAHEHHBIA B KOH(IMrypaLumm
YCTPOWCTBa;

* Mopgeno;
+ Cepusg;

+ Bepcus — TekyLlas Bepcus NporpaMMHOro obecneyeHmnst Ha yCTPOCTBE;
+ Cratyc — cTaryc NpoXOXAeHWs NePBUYHON NHMLManM3aLmuy;
* MAC — cuctemHblin MAC-agpec yCTpOICTBa;

+ CepuiiHbIii HOMeEp;

+ Ponb — ponb ycTpoiictea B IP-chabpuke.

UTo6bl HA3HAUYNTbL YCTPOICTBAM POJib, yCTAHOBMTE COOTBETCTBYHOLLME MM (h/iary B KOJIOHKE CieBa U HaXMUTE
Ha KHOMKy "Ha3Hauntb ponun" Hag Tabnuueid. Ponb 6yaeT HazHavyeHa 4/1s BCeX BbIOpaHHbIX YCTPOMCTB.

Mogens

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

o BriGop 06Hapy#eHHBIX YCTPOHCTE

e W

|;| P

O 172.24.0.150
O 172.24.0.151
O 172.24.0.152
O 172.24.0.153
O 172.240.154
O 172.24.0.155
O 172.240.156
O 172.24.0.157
O 172.240.158

MES5332A

Cepua

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

o Whuumanuaauma yeTpoicTe

Bepcua MO

1T11R

111R1

T11R1

111R1

1T11R

T11R1

1T11R

1T11R

1T11R

Craryc

WHULMaNU3UpoBaHo

WnnumuanusnposaHo

WHHUManNMsMpoBaHo

WnnumuanusnposaHo

WHUUManusMpoBaHo

WHHUManNMsMpoBaHo

WHULMaNU3UpoBaHo

WHUUManusMpoBaHo

WHULMaNU3UpoBaHo

Hasap CBepHyTh

aabb:cc:00:05:00

aa:bbicc:00:01:00

aabb:cc:00:03:00

aa:bbicc:00:02:00

aabb:cc:00:12:00

aabb:cc:00:11:00

aabb:cc:00:06:00

aabb:cc:01:01:00

aabb:cc:00:04:00

Danee

e HasHauuTe ponn

CepuAHBIRA HoMep
ES9C100005
ES9C100001
ES9C100003
ES9C100002
ES9C100012
ES9C100011
ES9C100006
ES9C100101

ES9C100004

Ponb

LEAF

LEAF

LEAF

LEAF

SPINE

SPINE

LEAF

SUPER_SPINE

LEAF

e 50 - -14uz14

o Banupauua Tononoruu

Mocne Toro Kkak Bce ponu 6yayT Ha3HauyeHbl NONb30BaTENEM, CUCTEMA NPOBEPSET CBA3N MEXAY
ycTpolicTBamu. Ecniv mexy yCTpoliicTBamy YCTaHOB/EHbI CBSI3U, HE COOTBETCTBYHOLLIME YKa3aHHOI ponu, Ha
3KpaHe 0To6pasnTCsa npeaynpexaeHne 06 3ToM.

100



ECCM.PykoBOACTBO nosb3oBatens.|P-chabpuku

3.6.2.5.1 YpaneHvie ycTpoiicTs

KoHdhmrypaums Kakaoro ycTpoicTea 3aBUCUT OT TOTO, Kakue YCTPOMCTBA Ero OKPYXXatoT, U Kakasi posib eMy
HasHayeHa. [1oaToMy [4N19 ee reHepauuv aHa/IM3npyeTcs BeCb CNMCOK YCTPOICTB, NPOoLeALwnX
nepBOHaYasIbHYH MHUUManM3aumio. beiBatoT criyyaum, Korga yCTpoincTBo 661710 406aBNeHo B CNCOK
NHULManmu3auum no owmnobke,  He AO/MKHO yyacTBoBaTh B IP-chabpuke. YTo6bl MCKNIOUNTL Takoe YCTPOMCTBO U3
habpuku, Ha Lware Ha3Ha4YeHUss poneii MOXHO UCMNO/b30BaTb KHOMKY "Yaanutb". MNpn HaXaTtumn Ha KHOMKY Ha
YCTPOICTBO 6yAeT oTnpas/ieHa komaHaa A8 copoca KOHUrypaLmmn K 3aBoACKMM HacTpoikam. MNocre

3TOro YCTPOWCTBO OYAET yAasieHo N3 CUCTEMbI: U3 habprkn N Tabnuupbl YCTPOCTB, a Takke u3 cnucka DHCP-
cepsepa.

© Mocne Toro Kak yCTPOMCTBO NepesarpysnTcs U BEPHET pabpuyHble HACTPOIKM, OHO BHOBb HAUHET
otnpasnsATe DHCP-discover'sl n 6yaet o6HapyXeHo cMcTeMOon. MOXHO 3aHOBO 3anyCTUTb MNPOLLECC ero
NHULManNn3auumn, BepHyBLUNCh Ha NepBbIi war macTtepa.

3.6.2.6 Basnudayusi monosio2uu

Ecnu nposepka Ha npeablayLem ware npowsia ycnewHo, To CUCTEMA BbINOSTHUT pacnpegeneHne ycTpoicTs
no POD-am n oTo6pasnTt Tabnuuy ¢ pesysiktatoMm:

° BriGop o6Hapy#eHHbIX YCTPORCTE ° WMHUUManu3auma ycTpoicTe ° HasHaunTe ponu 0 Banupauua Tononorui

E= W]
Bce Pod 1 Pod 2 Super spines

P MAC CepuiHbIA HoMep Mogene Cepwa Bepcua N0 Cratyc Pone POD
172.24.0.163 aabb:ec:00:21:00 ES9C100021 MES5332A MES53xxA 11.1R WHuunanuampoBato SPINE Pod 1
172.24.0.162 aa:bb:cc:01:02:00 ES9C100102 MES5332A MES53xxA 11.1R1 WHuymanuauposaHo SUPER_SPINE

172.24.0.161 aa'bb:cc:00:07:00 ES9C100007 MES5332A MES53xxA 11.1R1 WHuumanusupoBaHo LEAF Pod 1
172.24.0.160 aa:bb:cc:00:08:00 ES9C100008 MES5332A MES53xxA 11.1R1 WHWumManu3upoBaHo LEAF Pod1
172.24.0.159 aabb:cc:00:22:00 ES9C100022 MES5332A MES53xxA 1.1.1R1 WHuymanusupoBaHo SPINE Pod 1
172.24.0.158 aa:bb:ec:00:04:00 ES9C100004 MES5332A MES53xxA 11.1R1 WH1umManuampoBaHo LEAF Pod 2
172.24.0.157 aa:bb:cc:01:01:00 ES9C100101 MES5332A MES53xxA 111R1 WHuymanuamposaHo SUPER_SPINE

172.24.0.156 aabb:cc:00:06:00 ES9C100006 MES5332A MES53xxA 111R1 WHuunannusupoBaHo LEAF Pod1
172.24.0.155 aa:bb:cc:00:11:00 ES9C100011 MES5332A MES53xxA 11.1R1 WHuymanuamposaHo SPINE Pod 2

172.24.0154 aabb:cc:00:12:00 ES9C100012 MES5332A MES53xxA 11.1R1 WHuumanusupoBaHo SPINE Pod 2

Hasap CeepHyTb Mokasate Tononoruio IP-habpukn

Tabnuua cofepxuT creayrowive nons:

+ |P — agpec, HazHa4YeHHbIV YCTPONCTBY NPU UHULMANN3aLUN U COXPaHEHHbIN B KOHGUrypauum
YCTPOWCTBa;

* MAC — cuctemHbIin MAC-agpec yCcTpoicTBa,;

+ CepWuiiHbIii HOMEP;

* Mopgens;

+ Cepus;

+ Bepcus MO — TekyLas Bepcus NporpaMMHOro obecrneyeHns Ha yCTPOUCTBE;

+ CraTyc — cTaryc npoxXoXAeHUss NepBUYHOM MHULMaM3aLmK;

+ Ponb — ponb ycTpoiictea B IP-chabpuke;

+ POD — Homep POD'a (rpynnbl BHYTpY habpukm), B KOTOPOM HAXOAWUTCS YCTPOICTBO.
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[N oTo6paxkeHnsi CO34aHHOIN TONOMOrMK B TpadhMyeckoM BUAE HAXXMUTE KHOMKY "Moka3aTb Tonosoruio IP-
thabpukn”. MprmMep TONONOTNM NPEACTAB/EH HA PUCYHKE HUXE:

o Bbi6op 06Hapy»eHHbIX YCTPOHCTB ° WHuumanusaums ycTponcTs o HasHaunTb ponu o Banupauua Tononoruv
Es9CT00101 Essci00102
172240151 172240153
ESSC100021 Esocioonz2 EsocioooT2 ESOC100011
17224061 17224.0.160 172240159 172240158
] () L] [ L] L= ] (7 @ )
v
E59C100007 ES9C100005 E59C100008 Es9c100008 Esyci00002 £59C100004 £59¢100001 Es9c100003 =
17220.0.163 172240152 172240154 172240.150 172.240156 17220162 172240155 172240157
T
Hasapg CBepHyTb MokasaTb Taénuuy ycTpoicTs IP-habpuku 3aBepumTs

YcnoBHbIe 0603HaAYEHNUS:

YcnoBHoe 0603HaYeHue Ponb

SuperSpine

Spine

Leaf

YCTpoiicTBa, oTHocsWwwecs K POD-am, oToGpaxkatoTcsi B COOTBETCTBYHOLLMX 06/1acTsX. Ha kapTe ans
npeABapuTesIbHOro MPOCMOTPa TOMO/IOTMK LiBETA YCTPOWCTB 0603HAYAIOT UX POSb.

HaxmunTe "3aBepwumnTb” Ans NoATBEPXAEHNSA Tononormi. HauyHetcs npouecc KoHurypmpoanus IP-chabpukn,
a oTobpaxaemas kapTa 6yaeT coxpaHeHa 1 gocTynHa B pasgene "KapTtbl cetn”.
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[aHHbIin Wwar mactepa npegHasHauyeH UCK/IUNTENBHO A/15 NPOBEPKM BCEX AaHHbIX Nepes Hayasiom
reHepauumn NTOroBbIX KOHQUIypauuii U NPUMEHEHMEM UX Ha YCTPOKCTBA. [N N3MEHEHUS ponei unn
yAaneHns yCTPOCTB HE0O6X0AMMO BEPHYTLCA Ha Npeablaywuii war "HasHadeHne ponei”. Ans
[06aBNeHNst 4ONOMHUTENbHbIX YCTPONCTB HEOOXOAMMO BEPHYTLCSA Ha NepBbIi Wwar "Bblibop
O0GHapyXXeHHbIX YCTPOMCTB" 1, eCNK1 B CETU ObINN 0GHaPYXXEHbI HOBbIE YCTPOICTBA, MPON3BECTU NX
NHULManNn3aumio 1 pacnpeaenmTb posu.

NHTepdeiic dabpurku

Ans nepexofa B uHTepdoeiic IP-gpabpukn KIMKHUTE MO ee Ha3BaHWIo B lepeBe 06bLEKTOB Ha cTpaHule "CeTb".

3.6.3.1 Ycmpolicmsa

IP-chabpurika npeacTaBnsieT coboii eauHYH0 CYLLHOCTb, NO3TOMY paboTa C YCTpocTBamMu, BXOAALMMN B COCTaB
habpukm, HECKONBLKO OT/INYAeTCA OT paboTbl C OCTa/IbHbIMW YCTpONCTBaMU. 18 paboTbl ¢ ycTpoiicTBamm IP-
habpuk peannsoBaH OTAe/bHbIA MHTepdelic. Huxe npeacTasieH npumep yxxe NPOVHULMAIM3NPOBaHHON IP-
habpukun, cogepxalleii ycTpoicTsa:

0O 0O o0 o0 oo oo o

o
®

140

139

138

137

136

135

134

133

YcTpoiicTea 3apa4n KoHPUrypHpoBaHua HacTpoiiku habpukn
O ﬂ 1t ~+ Wnuumnanusaumus Q P — o

@ Pod 1 Pod 2 Super spines Sandbox

Craryc

b=}
2
8
9
=
E]
H
]
g
E

CepuitHbii HoMep Management IP Loopback IP HwmA xocTa MAC-agpec Mogene Bepcua NO 0cnyxuBaHHe Pone Tpynna

CMP | SNMP | SSH ES9C100001 172.24.0.163 10.0.012 leaf_1 aabb:cc:00:01:00 MES5332A  1.1.1R1 BknroyeHo LEAF Pod 2

CMP [ SNMP | SSH ES9C100002 172.24.0.162 10.0.0.11 leaf_2 aabb:cc:00:02:00 MES5332A  1.1.1R1 BknroueHo LEAF Pod 2

CMP | SNMP | SSH ES9C100006 172.24.0159 10.0.06 leaf_6 aabb:cc:00:06:00 MES5332A  1.1.1R1 BknroyeHo LEAF Pod 1

M

-

o o o
=
»
T S

n

S| ES9C100021 172.24.0.161 10.0.08 spine_21 aabb:cc:00:21:00 MES5332A4  1.1.1R1 BknioyeHo SPINE Pod 1
M S| ES9C100004 172.24.0.160 10.0.0.70 leaf_4 aa:bb:cc:00:04:00 MES5332A  1.1.1R1 Brno4ero LEAF Pod 2
ICMP | SNMP | SSH ES9C100102 172.24.0.158 10.0.02 super_spine_102 aabb:cc:01:02:00 MES5332A 1.1.1R1 BrkntoyeHo SUPER_SPINE  Super Spines
ICMP | SNMP | SSH ES9C100022 172.24.0.157 10.0.0.7 spine_22 aabb:cc:00:22:00 MES5332A4 1.1.1R1 Brnrowero SPINE Pod 1

CMP [ SNMP | SSH ES9C100012 172.24.0.155 10.0.0.14 spine_12 aabb:cc:00:12:00 MES5332A  1.1.1R1 BknroueHo SPINE Pod 2

M

-

ii
I =

S| ES9C100003 172.24.0.156 10.0.09 leaf_3 aabb:cc:00:03:00 MES5332A 1.1.1R1 BrnioyeHo LEAF Pod 2

©»

© ©® OB O6

ICMP | SNMP | SSH ES9C100005 172.24.0.154 10.0.0.5 leaf_5 aabb:cci00:05:00  MES5332A  1.1.1R1 BkntoyeHo LEAF Pod 1

3nemeHTOB Ha cTpakuue 10 - 1-10u314 b |

Ha cTpaHuue oTobpaxaroTcs:

1.

2.

4.

KHonkn comnbTpaumm, 06HOBMEHMS, HACTPOKN 0TOBpaKaeMbIX KOMTOHOK U 3KcnopTa Tabnuupl B CSV-
Goaiin;
®YHKLMN yNpaB/eHNst yCTPOCTBaMM ANst KOHOUIypupoBaHus, CpaBHEHNST KOHAMrypauuii, 06HOBNEHUS
MO 1 6n10KNPOBKIN/Pa36IOKMPOBKN. DYHKLMOHAN aHa/TOTMYEH TOMY, YTO UCNOJb3YETCA AN YCTPOCTB
BHe dpabpuky;
KHonka "YaanuTb" — KHOMKa A9 akTMBauun cneumanbHO QyHKLUN yaaneHus, Kotopas
npeaBapuTesnibHO BbIMOHAET COPOC KOHGhMrypaumm yCTPONCTBa K 3aBOACKMM HACTPOKaMm
(onuuoHaNbHO U MOXET GbITb OTK/IIOYEHO B AMA/IOTOBOM OKHE NOATBEPXKAEHMS onepaLm), TEM cambim
N0O3B0O/SASi 3aHOBO NPOBECTM UHMLMANN3aLMI0 YCTPONCTBA;
®dunbTpbl 0TO6paXeHnsa no noarpynnam IP-pabpuku:

+ Bce POD (06beaunHeHus Leaf-Spine);

+ Super Spines (06beanHsaeT Bce POD);

+ Sandbox — necoyHmMua, K KOTOPOI OTHOCATCS BCE YCTPOICTBA OXMAarLme pacnpeaeneHns no

ponsam.
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5. Tabnuua ycTpoIicTB, cogepxalias nons:

+ CenekTtop Bbibopa yCTPONCTB AN1S YNpaB/eHus;

* ID — yHUKasIbHbIn HOMEp YCTPOICTBa;

+ Craryc — craryc npouecca nHuuynannsaumm obopynosaHus. Npy HaBeaeHUn Kypcopa
oTobpaxaeTtcs 6osiee getasibHas MHopmauus;

+ [locTynHOCTb — Habop CTaTycoB NPOBEPKM CETEBOM AOCTYNHOCTM OT CUCTEMbI YNpaBneHus
(CY) po ycTpoiicTsa;

+ CepuiiHblii HOMep — CepUiiHbIA HOMep YCTPONCTBA;

+ Management IP — agpec, no kotopomy CY nogki4aeTcs K yCTPOCTBY;

+ Loopback IP — agpec, ucnonb3yemblii Ans B3anMoeincTema mexay yctpoinctsamm B IP-cpabpuke;

* MIMsl xocTa — nmst ycTpoiicTBa (HasHayaeTcs Npy KOHUIypupoBaHun);

+ MAC-agpec — cuctemHbli MAC-agpec yCTpolicTBa;

+ Mogenb — mofesib YyCTPONCTBa;

+ Bepcus MO — Tekywas Bepcus MO Ha yCTPONCTBE;

+ ObcnyxuBaHne — ctatyc 06cnyxmBaHusa yctpoictea. OTobpaxaeT, BegeT n CY MOHUTOPUHT U
ynpas/ieHne yCTPONCTBOM;

+ Ponb — ponb ycTpoiictBa B coctaBe |IP-thabpuku;

+ pynna - rpynna, K KOTOPOi OTHOCKTCS YCTPOICTBO BHYTpU chabpukmn (Pod, Super Spines,
Sandbox);

6. NHnumanusaumsa — KHomka 15 nepexoia K mactepy uHuumannsauum ons HacTpoinkm ycTpoicTB ans
pab6oTbl B cocTase |P-chabpukn.

3.6.3.2 3adauu KoHpuaypuposaHusi

Pasnen ons otobpaxeHusi 3aa4 KOHpUryprpoBaHus YCTPOMCTB B COOTBETCTBUM C UX PONSIMU B CTPYKTYpe |P-
thabpukn. 3agaun 3anyckatoTcs aBTOMaTUYECKH, MOC/IE TOTO Kak NOATBEPXAEHA TONOOMMS (habpuKu.

3afaun KoHGUrypupoBaHua

KoHdurypupoBaHme yCTPOIHCTE 6bIN0 3aBepLUEHo.

= O o

IP-apec CepHiHbiil HoMep MAC-agpec Mogens Ponb Tpynna Craryc

172.24.0.163 ES9C100001 aa:bb:cc:00:01:00 MES5332A LEAF Pod 2 DONE

172.24.0.162 ES9C100002 aa:bb:cc:00:02:00 MES5332A LEAF Pod 2 DONE

172.24.0.161 ES9C100021 aa:bb:cc:00:21:00 MES5332A SPINE Pod 1 DONE

172.24.0.160 ES9C100004 aa:bb:cc:00:04:00 MES5332A LEAF Pod 2 DONE

172.24.0.159 ES9C100006 aa:bb:cc:00:06:00 MES5332A LEAF Pod 1 DONE

172.24.0.158 ES9C100102 aa:bb:ce:01:02:00 MES5332A SUPER_SPINE Super Spines DONE

172.24.0.157 ES9C100022 aabbcc:00:22:00 MES5332A SPINE Pod 1 DONE

172.24.0.156 ES9C100003 aa:bb:ce:00:03:00 MES5332A LEAF Pod 2 DONE

172.24.0.155 ES9C100012 aa:bb:cc:00:12:00 MES5332A SPINE Pod 2 DONE

172.24.0.154 ES9C100005 aa:bb:cc:00:05:00 MES5332A LEAF Pod 1 DONE

SnemenTos HacTpaHiLe 10 ¥ 10314 PR |

1. LWkana nporpecca, oTpaxarowas o6wmnin ctatyc BbINOSHEHMSA onepaun KOHUIypupoBaHns YCTPOICTB;
2. KHonku domnstpaymnmn, 06HOBNEHUS 1 aKcnopTa Tabnmubl B CSV-thaiin,
3. Tabnuua 3aga4y KoHhUrypmpoBaHus, cogepxalias napameTpbl:

+ IP-agpec — agpec yCTpoWicTBa;

+ CepuiitHbIii HOMep — CepuiiHbI HOMEp YCTPOICTBA,;

+ MAC-agpec — cuctemMHblin MAC-agpec yCTpoliCcTBa;

+ Mogenb — Mofenb YCTPONCTBa;
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+ Ponb — ponb ycTpoiictea B IP-chabpuke;
+ [pynna — mecTopacnonoxeHune yctpoicTaa B IP-thabpuke;
+ Craryc — cTatyc BbINOSIHEHNA 3a4a4M KOHAIUIYPUPOBaHUA.

3.6.3.3 Hacmpolku ghabpuku

B pa3gene otobpaxatoTcs napameTpbl IP-chabpuku.

YcTpoiicTBa 3afa4n KOHpMrypMpoBaHUA Hactpoiikn ¢abpukn

06wwme HacTPOKK O6HoBNEHMe YCTPOWCTB

ip-fabric 172.16.0.0/16 MES54xx/MES5500 Wcnonb3oBathk akTyansHoe M0

Management-noaceTs Loopback-nopcers
172.24.0.0/22 10.0.0.0/22

Mepeaif IP-anpece n BGP ASN
172.24.0.150 50001
Mocnegumi P-agpec a ny. NMP commuri
172.24.0.200 public
Winko3 no ymonuakme Mopr

172.24.01 22

PepakTtnpoBarte

Bepcua 10

B okHe [0CTynHbI creaytoLme BUAKETbI:

+ O6LWue HaCTPOIKM — 34eCb 0TOBpaXxatoTCA NnapaMeTpbl, KOTOPbIE YKa3blBAOTCA Npu co3gaHuu IP-

habpukm 1 He MOryT 6bITb U3MEHEHbI NPY AaNbHelLwel paboTe;

+ OGHOB/EHNE YCTPOUCTB — 3[eCb OTOOpaxaeTcs Habop COOTBETCTBUIA Cepuin yCTPOCTB 1 Bepcuii MO,

KOTOpbIE€ HY)XXHO nepeaarb TeM Wi MHbIM yCTpOVICTBaM npun nx nHngnanm3aunn.

B HMXHel YacTu akpaHa [0oCTynHa KHorka "PeakTnpoBaTh”, KoTopas OTKPbIBAET OKHO AJ1 U3MEHEHUs

HaCTPOEK:

PepaKTupoBaHWe HacTpoeK 06HOBNEeHWs YCTPoiAcTE (habpuku
Cepua Hcnonk3oeaTh akTyancHoe MO Bepcua MO

MES53xxA - O 6.6.6 R1 -

+

OTMEHNTB MpUMEHNTB

+ Cepusa — CenekTop BbIGOpa CEpWii YCTPOIACTB, A/151 KOTOPbIX BYAET BbINOMHATLCA 06HOB/NEHNE,;
* Wcnonb3oBath akTyasibHoe MO — doniar No3Bo/ISIET co3aTh NPaBUIIo, NPU KOTOPOM 0GHOB/EHNE BCeraa

6y,qu BbIMNOMIHATLCSA Ha Ty Bepcuio MO, koTopas OTMeYeHa B CUCTEME Kak akTyasibHas,

+ Bepcus MO — BbIGOp onpeaeneHHoit Bepcun MO 13 unmcna 3arpyXeHHbIX B CUCTEMY.

o 115 TOro YTO6bI HE OBHOB/ATL CEPUI0 YCTPOICTB, HaxkmuTe kHonky B . HacTtpoiiku ans cepum 6yayT

yOaseHsbl.
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3.7 MO

Pasgen nna pobasneHus, yaaneHns n npocmotpa MO ycTponcTs.

EccmE. E.
o~
SuperAdmin
B3 Ceoawas wHdopmauma = O & ‘ &> 3arpyaute
A Npobnems
@ Adryanshoe  Heakryansioe
IJ  KapToicetw
[0  Hazeanne panna Cepun Bepena N0 Onucarie PaaMep  BepoHA 3arpysunka BepcHn arpyaunka x-loader Hara AKTYaNBHOCTS
@ Cemn ©
= no [0 test_fw_mes53xxA_ros5+_2 MES53xxA 6.413R2 test_fw_mes53xxA_ros5+_2 20 Gawt 2024-02-0511:18:02
\ LIa6nokbl O test fw_esr1700_2 ESR-1700 1.17.8 build 2 test_fw_esr1700_2 20 GalT 2024-02-0511:18:02
#  Vuuymanusauns yerpoiicrs [ test_fw_esr1500_2 ESR-15xx 1.17.8 build 2 test_fw_esr1500_2 20 Gaiit 2024-02-05 11:18:01
E 3apaun _
O test_fw_esr1000_2 ESR-1000 1.17.8 build 2 test_fw_esr1000_2 20 Gawt 2024-02-0511:18:01
E CobbITus
O test_fw_esr1002 ESR-100/200 1.17.8 build 2 test_fw_esr100_2 20 GawT 2024-02-0511:18:01
A Yeepomnenna
N O test_fw_esr20_2 ESR-2x 1.17.3 build 2 test_fw_esr20_2 20 Gairt 2024-02-0511:18:01
© Tpanel
- O testfw_esr10_2 ESR-1x 1.17.3 build 2 test_fw_esr10_2 20 Gawt 2024-02-0511:18:01
ﬂ Hactpoiikm
O  test fw_mes53xxA ros5+ 3 MES53xxA 6.5.1.3R3 test_fw_mes53xxA_rosS+_3 20 GaiT 2024-02-0511:18:02 »
[0  test_fw_mes53xxA_ros5+_1 MES53xxA 6.31.3R1 test_fw_mes53xxA_ros5+_1 20 Gairt 2024-02-0511:18:02 »
O testfw_esr1700_3 ESR-1700 1.18.8 build 3 test_fw_esr1700_3 20 Gawt 2024-02-0511:18:02 »
SMeMeHTOB Ha cTpaHUue 10 v -10m3 21 > >l
<« CBepHyTb NaHenb

B paboueit 06n1acTyi pacnosioxXeHbl CeayoLye 3/1eMeHTbI:

1. KHonkn comnbTpaumm, 06HOBEHUS, HACTPONKM 0TOBpaXaeMbiX KOSTIOHOK U 3akcnopTa Tabnmubl B CSV-
dhaiin;

MaHenb ¢ KHoMKkaMu Ans gobasneHns n yganexHus dainos MNo;

KHomnku 6bICTpol donnsTpanmm no aktyasbHocTh MO;

Tabnmua MO, gob6aBneHHbIX B CUCTEMY;

Mepekntoyarenu aktyasbHbIx MO, KOTOpble NO3BOMAKT MEHATL akTyasibHoe O ana cepun.

aprLd

3.7.1 [ob6asnenwne HoBoro MO

[ns po6asneHnsa HOBOro MO HaxMuTe Ha KHOMKY "3arpy3uTb”. OTKPOEeTCA ANasioroBoe OKHO CO CriefyHoLmMm
3/1leMeHTaMu:

3arpysutb 10

Bei6epute ®aiin N0 BbiGepute dann meHsiue 1024 MB

Bepcua MO

Cepusa *

[ CaenaTk akTyansHbim M0

Onucanne

OTMeHHTE 3arpysute

1. Bblibepute painn MO — OTKPbITL AMaNOroBOe OKHO A/18 Bbi6opa (halina Ha KoMNbiTepe Nosb3oBaTesns;
2. Bepcus MO — Homep MO B npuHsATOM y BeHgopa dopmarte (ans ycTpoiicTs Eltex popmart pasnuuaercst
B 3aBUCMMOCTM OT cepum);
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Cepwusi — cepusi yCTpoiAcTB (MOAENbHBIN psg);

Cpaenatb akTyasibHbIM MO — ycTaHoBKa donara npumMeHsieT MO ansi BbIGPaHHOW cepun Kak akTyasibHOE;
OnucaHne — KOMMEHTapUiA K 3arpyxaeMomy doaiiny;,

OTMEHUTb — 3aKPbITb OKHO 6€3 COXPaHEHUS 3MEHEHWIA;

3arpysuTb — KHOMKa A/1s1 Hayasa 3arpy3ku. HeakTuMBHa, Noka He 3anosiHeHbl Bce Tpebyemble Nossi.

Noopsw

MNepeg 3anonHeHnem noneii "Cepus” n "Bepcus” Haxmute KHonky "Bbibepute dhaiin MO" n BbibepuTe
3arpyaembliii paiin. Torga cepus yCTporicTBa u Bepcust OyayT pacno3HaHbl aBTOMATUYECKN.

& Mpun BbiGope cepuii MES14xx/MES24xx/MES3708, MES2424, MES2448/MES3400-xx/MES3710,
MES5448/MES7048 6ynet Heo6xo4MMO A0MOSTHUTETbHO A06aBUTh 3arpy3yrk U yKasaTb ero BepCuio.
Mpw BbIGOPE cepuit ME5000/MES5100/MES200 Bbi6op 3arpy3dnkoB U-boot/X-loader onupnoHane.

3.8 LWabnoHsbl

Pazfen Ana co3aaHvs WabnoHoB KOHUrypaLmm Ha rpynny ycTpoiicTs. La6noHbl — nocneposBatenbHoCcThb CLI-
KOMaH[, 47151 BHECEHUSI U3MEHEeHUIA B KOHGpUrypaumio 060pyaoBaHns. ST KoMaHabl 6yayT NPUMEHSITLCS K
060py/10BaHNI0 B TOM BUAE U B TOI NOCN1eA0BaTENbHOCTM, B KOTOPOIA OHM 3anuncaHbl B LLAG/IOHE.

© /s o60pyaoBaHMs HekoTopbix NMHeek ESR 1 MES nepef BbinofHeHNeM La6ioHa aBTOMATUHECKH
MPOUCXOANT NEPEXOS, B PEXUM KOH(UIYPUPOBaHUS C NOCNEAYIOLUM COXPAHEHVEM U
NoATBEPXAEHNEM KOHGMIypaLum.
B wabnoHax MMeeTcs noaJepxka wabnoHusaTopa Jinja2 ¢ BO3MOXHOCTbIO CMO/Ib30BaHMS
CUCTEMHbIX U NOJb30BaTE/TbCKMX NEPEMEHHBIX U PA3/TMUHbIX YNPaBSIOLLIMX KOHCTPYKLMIA (onepaTopbl
BETB/IEHUS, LMK/bI, (PUNLTPbI U T. A4.).

& ToBTOpPHOE NPYMEHEHME OIHOIO M TOrO Xe La6/IoHa K 060pYA0BaHNI0 MOXET BHECTU HEXenaTesbHble
N3MEeHeHNs B KOHpurypauuto.

NHTepdpeiic ans co3gaHns u peaakTMpoBaHus WabioHOB KOHUIypaLymn BKIOYAET B ce65 KHOMKM CO3AaHus 1
yaanenns wabnoHos (1), KHOMKY pefakTVpoBaHUsS n3MeHeHuid (2), cnucok WwabnoHoB KoHurypauwii (3),
o6nactb npocMoTpa wabnoHa (4) n KHonku cmnsTpauum 1 o6HosneHns (5):

EccmE. E.
T superadmin

’
[ 4
M
—
m
X

ru

CBO/IHaA MHpopMaLna E= QO + Cospate Z’ Pepaktuposats 9

Mpo6nembl 1 snooping multicast-forwarding-mode ip
Omr Hasgatue ABTop  OGHoBMEHO Coapano 2 ip igmp snooping

KapTbl cetn © 3 vlan {{vlan_id}}

2024-02-03 2024-02-03 4 ip igmp snooping

a1 default_MES_ISS_IGMP_snooping system 142226 1422:26

CeTb

2024-02-03 2024-02-03

no a2 default_MES_ISS_SNMPv2 system 1459596 14:22:26
2024-02-03 2024-02-03

La6noHb! as default MES_ISS_add_VLAN_to_database  system 7,5, ¢ 14:22:26
WHuumanuzauus ycTpoiicTe 2024-02-03 2024-02-03

yeTp aas default_MES_ROS_IGMP_snooping system 1459596 14:22:26

3apaun default_MES_common_forbidden_default_V 2024-02-03 2024-02-03
Os SYStem 343296 14:22:26
CobbiTus

2024-02-03 2024-02-03
Os default_MES_ROS_SNMPv2 system 1459596 14:22:26

>0 me e e b

Yeegomnenna
2024-02-03 2024-02-03

az default_ MES_ROS_add_VLAN_to_database  system 142226 1422:26

@

Tpanbi

2024-02-03 2024-02-03
HacTpoitin Os default_MES_common_add_IP_to_interface  system 1422:26 12:22:26

Lo

default_MES_common_set_switchport_mod 2024-02-03 2024-02-03
O9 . system 142226 142226

2024-02-03 2024-02-03

a 10 default_MES_ROS_SNMPv2_traps system 1459596 14:22:26

Snemenros va crpanmue 10 v -10u3 2 > 3l
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[ns co3pgaHuna wabnoHa Haxmute KHornky "Co3gartb’: oTKpoeTcs hopmMa co3gaHus wabnoHa:

Co3paTth wWabnoH

Haasanme wabnoHa

LLla6noH

1  hostname TEST

OTMeHHTL

Cospate

BeBeguTe Ha3BaHue WabnoHa, HeobxoAMMble KOMaHAbl KOHAPUTYPUPOBaHUS U HaxkmuTe "Co3aatb”. HoBbli

Lab/IoH NOABUTCA B CNCKE LWab10HOB.

[na npocmoTpa wabnoHa HaxXMUTe Ha ero HassaHue B Tabnvue WwabnoHoB. Ero cogepxmmoe byaet

oTobpaxeHo B 06n1acTn npocmoTpa:

-

= O <+ Cospats

D D Haseanwe

()

0 21 LLlaénon

0 20  test

O default_MES_ISS_IGMP_snooping

D 2 default_MES_ISS_SNMPv2

O3 default_MES_ISS_add_VLAN_to_dat
abase

s default_MES_ROS_IGMP_snooping

Os default_MES_common_forbidden_d
efault_VLAN

Oes default_MES_ROS_SNMPv2

D 7 default_MES_ROS_add_VLAN_to_da
tabase

default_MES_commeon_add_IP_to_in
D 8 terface

3NeMeHTOoB Ha cTpaxvue 10 -

AsTop

eccm

eccm

system

system

system

system

system

system

system

system

O6HoBneHo

2023-09-26
15:55:19

2023-09-26
13:40:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

-10muz21

Co3agao ¥

2023-09-26
15:55:19

2023-09-26
13:40:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

2023-09-25
17:54:39

>

21

' PenakTnposates

1 hostname TEST
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[N pepakTpoBaHus Wab/ioHa BbIGEPUTE €ro B CUCKE LWAG/IOHOB U HAXXMUTE KHOMKY "PefakTmpoBarhb”.

OTKpoeTcsi hopma pefakTpoBaHUs WaboHa:

LWa6noH

PepakTupoBaTth wabnoH *

Haseakue wabnowa

1
2

hostname TEST-2

OTMeHHTL

CoxpaHuTs

[nsa coxpaHeHWs U3MEHEHWI HaXXMUTe Ha KHomnKy "CoxpaHuTb". 1N 0TMEHbl U3MEHEHUIA 1 BO3BpaTa K

nocnefHeMy CoXpaHeHHOMY COCTOSIHMIO HaXKMUTE Ha KHOMKY "OTMEHUTD".

109




ECCM.PykoBogcTBO nonb3osaTtens.lLlabnoHb

3.8.1.1 LWa6noHuzamop

3.8.1.1.1 TlepemMeHHble

B wabnoHax nmeetca nogaepxka wabnoHusaropa JinjaZ. B TekcTe wabioHa MOXHO UCNO/b30BaTh psafg,
npeAyCcTaHOB/EHHbIX CUCTEMHbIX NEPEMEHHbIX, & TaKXKe onpeaensAtb No/ib30BaTe/lbCkue NepeMeHHbIe,
3HaYeHus ANs KOTOPbIX MOXHO OyAeT 3afaBaTb BPYUHYIO Nepes KaxabiM 3anyckoM 3aga4ymn rpynnoBoro
KOH(OUIYpUpOBaHuS C AaHHbIM LWAab/10HOM.

CuHTakcuc onpegeneHuns nosib3oBaTe/IbCKol NepeMeHHOo B TEKCTe LWabnoHa:

{{ variable }}

& HasBaHve nepeMeHHO MOXET CoaepXaTb TO/IbKO BYKBbI TATUHCKOrO andhaBuTa, LMdpbl U 3HaKK
nogyépkmBaHus. HasBaHne nepeMeHHo 06a3aTenbHO AO/MKHO HaYMHATLCA C OYKBbI. Takke nMms
nepeMeHHO YyBCTBUTE/IbHO K PErncTpy, Nnoatomy variable n VARIable — 310 pa3Hble NepeMEHHbIE.

© Cnepayet oTiyaTh CUHTAKCUC ONPEAENIEHNS/UCMONb30BaHUSA N0/b30BATE/LCKON NepeMeHHo
{{ variable }} OT CMHTaKcuca cTaTUYeCKOro NpPUCBOEHUA NepemMeHHON
{% set variable = "123" %}.
B nepBom cnyyae BHyTpu WabnoHa nepeMeHHas He UMEEeT HMKaKOro 3Ha4eHusi n noaTtomy éyaet
NPOVHTEPNpeTMpOoBaHa Kak nonb3oBarenbckasn. [ns Heé Hy)XXHO OyAeT 3a4aTb 3HaYeHVe B
nHTepelrice ECCM nepea NpMMeEHeEHNEM WabaoHa A/1si rpynnbl YCTPOMCTB.
Bo BTOpoM cnyyae 3HavyeHue nepeMeHHon cTatuyeckn 3aaéTcsa NpsAMo BHYTPU WabsioHa 1 He MOXeT
ObITb N3MEHEHO U3BHE, MO3TOMY Takas nepeMeHHas He OyAeT cuMTaTbCs Nosib30BaTe/IbCKO, U oA
Heé Henb3s OyAeT 3afaTb 3HadYeHne B nHTepgeiice ECCM.

MepeMeHHble B LabnoHe MoryT 6biTh Kak OTAENbHOCTOALWMMM (Kak B NMPUMEpPE BbILLE), TaK U BMIOXKEHHbIMU B
Apyrvie nepeMeHHble. B nprMepe Hke nepeMeHHas ip BoxeHa B nepemMeHHyto device. B Takom criyyae
device sBnsetcs scope-nepemeHHoit (ckoynom). Ckoyn device He coiepXUT COGCTBEHHOE 3HAYEHME, & TO/TbKO
arpervipyet B cebe [pyrue nepeMeHHbIe 1 aHa/TOrMUYHbIE B/TOXEHHbIE CKOYTbI.

{{ device.ip }}

© Bce nonb3oBaTenbCKme NepemMeHHbIe HAXOAATCS B KOPHEBOM CKOYMe, KOTOPbIA HE UMEET UMEHN, U
MO3TOMY [OCTYN K NEPEMEHHbIM BHYTPU HEFO OCYLLECTB/ISIETCA 6E3 yKa3aHWs CKoyna.
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Takke BHYTpU WabnoHa AOCTYNEH pag NnpefonpeaenéHHbIX CUCTEMHbIX NePEMEHHbIX. 3HaYeHMs aNs
CUCTEMHbIX NepPeMEHHbIX NOACTaBATCS NPU peHAepPUHre wabnoHa (hopMMpoBaHMM N0 HEMY FOTOBOVA
KOHdUrypaumm nepeg, oTrpaBkoli Ha YCTPOICTBO) aBTOMATUYECKU. MepeMeHHble U UX 3HAYeHMs1 HaxoasATcs B
cneunasibHbIX arpernpyroLmx ckoynax:
* eccm — COLEPXMUT NepeMeHHble C pas/IMYHON CUCTEMHOWN MHhopMaunel:
* eccm.user — UMS NOJSb30BaTENS, KOTOPbIV 3anyCcTW/ 3a4a4y Ha rpyrnnoBoe KOH(PUryprpoBaHue;
* eccm.time — Bpemsi 3anycka 3agauv Ha rpyrnnoBoe KoH(MrypupoBaHue (CepBepHoe BPeMS);
+ eccm.ip_address — IP-agpec cepsepa ECCM (management-uHtepdeiic).
+ global — cogepxXuT rnobasibHble 06LLECUCTEMHbIE NapamMeTpbl U HACTPONKK:
+ global.snmp_communities — cnucok SNMP communities, 3agaBaeMblit rno6anbHO B CUCTEMHbIX
HacTpoiikax ECCM;

& Tak Kak gaHHasi nepeMeHHast CoAEPXUT CINCOK 3HAUYEHUIA, TO JOCTYN K Hell
ocyllecTBnsieTcst 6o no nHaekcy: {{ global.snmp_communities[0] }}, IM6O B LUUKNE:
% for community in global.snmp_communities %} {{ community }} {% endfor

%}

* group — COAEPXUT NepemMeHHble, cneundmnyHble 418 rpynrbl yCTPONCTB, Ha KOTOPYHO NMPUMEHSAETCS
OAaHHbIV WabnoH:
* group.id — cogepxuT id rpynnsi;
* group.name — COAEPXMUT UMSA FPynnbl;
* device — COAEPXMUT NEPEMEHHbIE, cneumduyHble A8 YCTPOMCTBA, Ha KOTOPOe NPUMEHSETCA AaHHbIA
LWabnoH:
* device.id — coaepxuT id ycTpoicTBsa;
* device.ip — cogepxut management IP-agpec ycTpoiicTBa;
* device.mac — cogepxuT MAC-agpec yCcTpoiicTBa;
* device.sn — COAEPXUT CEPUIiHbI HOMEp YCTPOICTB],;
* device.hostname — cogepxut hostname ycTpoiicTsa;
* device.model — COAEPXMT Ha3BaHVe MOAE/N YCTPOICTBa,;
* device.series — COAEPXUT CEPUIO YCTPOMNCTBA;
* device.snmp_communities — cogepxut cnncok SNMP communities ycTpolicTBa, 3afjaHHblil B
HacTpolikax goctyna a1 AaHHOro ycTpoucTea

& CopaepXuT cNUCOK 3HaYeHuiA No aHanorum ¢ global. snmp_communities.

© Takum 06pas3om, nepeMeHHbIe U3 CKoyna group U device BHYTPY WabioHa 6yayT NpYHUMaTL pasHble
3HauYeHus B 3aBUCHMMOCTUN OT KOHKPETHOIO YCTPOICTBA, HAa KOTOPOE NPUMEHSIETCS AaHHbIV LWAa6GMOH.

3.8.1.1.2 Twnbl N0Nb30BATE/ILCKUX NEPEMEHHbIX
LWa6noHnsatop ECCM paet BO3MOXHOCTb I'MOKO HacTpamBaTb 3HAYEHUS A/151 NONb30BaTE/NbCKMUX MEPEMEHHbIX.
Tun STATIC

OO6blYHblE NEepPeEMEHHbIe MMeRT Tun no ymonyaHuio STATIC, 1 nx 3HaYEHUA NHTEPNPETUPYHOTCS B LWAboHe as-
is. 3aaHme TMna nepeMeHHbIX PpacCMOTPEHO B pasfesne "3anosiHeHne nepemMeHHbIx",

Tun SEQUENCE

B cBA3K € Tem, 4TO Mpu rpynnoBoM KOHGUIypupoBaHn 60/1bLLIOI0 KOSIMYeCTBa YCTPONCTB MOXET BO3HUKHYTh
NoTPeB6HOCTb ANHAMMYECKN TEHEPMPOBaTb 3HAYEHNS AN onpeaenéHHbIX NeEPEMEHHbIX, WabnoHnsatop ECCM
npefocTasnsAeT BO3MOXHOCTb HacTpavBaTth A5 N0/1b30BaTENbLCKUX NepeMeHHbIX reHepupyemMble
nocnegoBaTesibHOCTU. Takve nepeMeHHble UMEIT siBHO 3aaaBaemblii Tun SEQUENCE (nocnegoBaTtenbHOCTb),
1 3HAYEHUS ANA HUX 3aal0TCS B onpeAenéHHbIX popmatax (6yayT pacCMOTPEHbI HUXKE).
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MNpuHumn paboTbl 1 ncnosnb3oBaHnsa SEQUENCE-nepemMeHHbIX

FeHepvpyemas nocsiefoBaTe/IbHOCTb PacnpeaensieT 3HauUeHns1 415t NePeMEHHON Mexay WwabnoHamu,
NPYMEHAEMbIMU Ha pa3Hble YCTPOKCTBA B paMKax OAHOV 3a4a4v Ha rpynnoBoe KOHhUrypupoBaHue.
MepemeHHas, umetowast Tun SEQUENCE, B TekcTe wab/ioHa UHTEPNOIMPYETCS B €AUHCTBEHHOE 3HaYeHue,
KOTOpOe GyAEeT BapbMpOBaTbCA A8 pasHbIX YCTPONCTB B KOHPUTYpUpyeMOii BbIGOPKE.

Ecnu gns nepemeHHoit ykazaH Tun SEQUENCE, To 3HaueHne nepemMeHHol A0/MKHO ObiTh 3aaH0 B OAHOM 13
cnepyrowmx oopmartos (TMn nocrefoBaTenbHOCTY ONPeAennTCs aBTOMaTUYECKK, MCXoas U3 hopmMara):

1. <4ncno> - <4Yncno> — YucnoBas Noc/efoBaTe/bHOCTb. 3a4a8TCs ABYMS Lie/bIMK YiC1ami,
pasgenéHHbiMy aecucom. FreHepupyeT NocefoBaTelbHOCTb LiesbIX YUCes B yKa3aHHOM AnanasoHe.

MNpumep 1:1 - 5
byaet co3pgaHa nocnegosare/ibHOCTb U3 uncen 1, 2, 3, 4, 5

Mpumep: 2 10 - 20
ByneT co3gaHa nocnegoBatenibHOCTb U3 uncen 10, 11... 19

© 3HaueHuve 20 13 NOCNeA0BaTENILHOCTY OCTA/IOCh HEUCTIONb30BaHHbIM, Tak KaK A/IMHa
nocnefioBaTe/IbHOCTY 60/IbLUE, YEM KOMMUYECTBO KOHCDUTYPUPYEMbIX YCTPOIACTB, 1 B HEll ocTaloTCsl
JILLIHNE 3HAYEHNS.

2. <iteml>, <item2>, ..., <itemN> — maccuB-nocnenoBaTesibHOCTb. 3a4aETCSA NPOM3BO/IbHbLIMYU
3HaYeHMAMY, pasaeNEHHbIMN 3anaTbiMK. FeHepupyeT COOTBETCTBYHOLLYHO NOC/1e0BaTe/IbHOCTb U3
nepeyncieHHbIX 3/1EMEHTOB.

MNpumep: valuel, value2, 3, value4, abc

Bbynet co3gaHa nocneaoBaTe/lbHOCTb M3 3HaYeHul valuel, value2, 3, value4, abc

3. <ip> - <ip> — nocneposarenbHOCTL IP-agpecoB. 3agaétca asymsa IP-agpecamu, pasgenéHHbiMm
Aedomcom. MeHepupyeT nocnenosarenbHOCTb |IP-agpecos 13 ykazaHHOro 3aMKHYTOro Ananas3oHa afpecos.

MNpumep: 192.168.0.1 - 192.168.0.4

Byaet cosgaHa nocnenosarte/ibHOCTb U3 aipecos 192.168.0.1, 192.168.0.2, 192.168.0.3,
192.168.0.4

4. <ip/prefix> unm <ip/mask> — nocnegosarenbHOCTb IP-aapecoB 13 ykasaHHoN noacetu. 3agaétcs IP-
agpecom 1 npedhmkcom noacetn Nnbo IP-agpecom n mackoi. FfeHepupyeT nocnegoBatenibHOCTL IP-agpecos 3
yKasaHHoW noaceTu., He Bktovasi broadcast n cam agpec noacetun. Vckntouenme — nogcetn /31 n /32, rae B
nocriefoBaTe/IbHOCTb BKNHOYAOTCA BCe ajpeca.

& B nocnegoBatensHOCThL He ByayT BKtoueHbl broadcast n cam agpec noacetu. VickntoueHne —
nogcetn /31 n /32, rae B nocnenoBaTenibHOCTb BK/KOUAKOTCA BCe ajpeca.
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Mpumep 1: 192.168.1.0/24

ByneT co3gaHa nocnefoBaTesibHOCTb U3 aipecoB 192.168.1.1, 192.168.1.2,
(nToro 254 agpeca).

., 192.168.1.254

Mpumep 2: 192.168.1.10/31

ByzeT cozgaHa nocriefoBaTe/lbHOCTb 113 aApecoB 192.168.1.10, 192.168.1.11 (MToro 2 agpeca).

& 3apaBaeMblil AnanasoH NoC/1eA0BaTe/IbHOCTY AO/HKEH NOKPbIBATL BbIGPAHHOE KONMMYECTBO YCTPOIACTB.
B NpoTMBHOM crlyyae, ecnv A5MHa reHepupyeMoii Noc/1eloBaTe/IbHOCTY MEHbLLE, YeM KOMMYECTBO
YCTPOIACTB, TO HE BCEM YCTPOICTBAaM [JOCTAHETCS CBOE YHUKA/IbHOE 3HAYEeHWEe U3 AaHHON
rnocneoBaTe/IbHOCTY 1 onepaLys 3aBepLLIMTCS C OLLUNGKOIA.

3.8.1.1.3 Ynpasnswume KOHCTPYKLUK

LLlaGnoHu3aTop Jinja2 nogaepXxuBaeT psaj, cTaHAAPTHbIX YNPAaBSOLWMX KOHCTPYKLWMIA: onepaTopbl BETBEHNI
(if ... else), uyknbl (for), Makpockl, He6MOUHbIE PUNLTPBI, PYHKLMM, MPUCBOEHUS, MaTeMaTUYECKIE 1 NIOTUYECKIe
oneparopbl.

* Onepartop BeTBneHus if ... else:

{% if device.model = "ESR-10" %}
hostname ESR-10
{% endif %}

* Oneparop uwkna for:

{% for snmp_community in device.snmp_communities %}
snmp-server community "{{ snmp_community }}" ro
{% endfor %}

+ Makpoc:

% macro network(name, ip_prefix) -%}
object-group network {{ name }}
ip prefix {{ ip_prefix }}
exit
{%- endmacro %}

{{ network("LAN", "10.10.99.32/27") }}
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* I'Ipoqvle oneparopbl U KOHCTPYKUWNA:
Mpumvep 3ajaHnsa BHYTpuwabnoHHOW NepeMeHHON’ :
% set var = 'example' %}

NMpumep ¢unbTpa upper:
{{ var|upper }} -> EXAMPLE

MpuMep npuMeHeHusa ¢unbTpa join Ha mMaccuse:
{01, 2, 3]fjoin("|") }} -> 1]2]3

Npumep dopmaTUpoBaHWA CTPOKKU Mnpu nomowm ¢unbTpa format:
{{ "%s, %s!"|format("Hello", "World") }} -> Hello, World!

Mpumvep apndMeTUUHECKUX onepaunii:
{{ (1 +2) 10 /5 3}} -> 6.0

Bonee nogpo6HO BO3MOXHOCTM U (PyHKLMKM WabnoHnsaropa Jinja2 paccmoTpeHbl Ha ohruanibHoM cainTe
Jinja.

© B cuny TexHuyecknx ocobeHHoCTel peanuaumi WwabnoHnsatopa B ECCM, HekoTopble 6o/iee
CNOXHblE KOHCTPYKUMK, HE NpUBeAEHHbIE B AaHHOM PYKOBOACTBE, HO AOCTYMNHbIE B HATUBHO
peanusauuu Jinja2, MoryT He nogAaepXmnBaTbCs.
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3.9 MHuumanusauymsi yCTpoicTB

Pasgen ans aBTOMaTM4Yeckoro 06GHOB/IEHNA 1 KOHGpUIyprpoBaHust ycTpoiicTe (ZTP — Zero Touch
Provisioning).

© [ns npaBubHO PaboThbl MHMLMANM3ALMN YCTPONCTB HEO6X0AMMO 06ECMEUNTL UX NOAK/HUEHNE
yepe3 DHCP Relay.

.7
I
"7 NEH1
@. i =
A B NE 2
DHCP relay \\\\\ -\""—-___\-—
ECCM Server \\\ \\\ B ’
NE 3
[ ] ]
NE 5 NE 4
..... CepBepHaﬂ CeTb

_______ ceTb ynpasnenua yctponcteamu (OOB)

Cxema NogkNyeHnsa ansa nHnumanmsaumm yctporicts DHCP Relay

EccmE.E.

-
SuperAdmin

Caoavan uHbopMaLs Hacrpoitiu DHCP O6HapyweHHbie yeTpoiicTEa Mpuesakn COCTOsHME UHALMANU3ALYM

MpoGnemot 1 DHCP BbiknioueH

KapTbl cetn TETP

Cetb p;;‘}c,-anpec
172.24.0.253

no

Wa6nowbi

MHUUMannsauma ycTpoAcTe

3apaun

CobbiTia

YBepomnexus

Tpansb!

L BNCHE S0 - A IR - 4

HacTpoiikn

B pasgene A0CTyMNHbI YETbIPE BKNAAKU:

1. Hactpoiikn DHCP — Bknagka ans Hactpoiikn DHCP-cepsepa.

2. O6HapyXeHHble YCTPONCTBa — BK/1aAKa, B KOTOPOW OTOGpaxatoTc 06HapYyXeHHbIe CUCTEMOV
YCTPOWCTBA;

3. MpuBA3KM — BKNagka ANsi co3faaHnsa NpuBA3KM UHMUManmM3aumum (CyLHOCTH, B KOTOPOW XpaHUTCS
MHhopMaumsl 0 napamMeTpax 0Xnaaemoro ycTpoicTea);

4. COoCTOSIHME MHULUManm3aumm — Tekylee COCTOSHME UHMLMaNn3auumn yCTponcTea B CUCTEME U XypHa
npeablayLmnx COCTOSHNNA.
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3.9.1 HacTtpoiikn DHCP

B gaHHOl BKNagke pacnonaralTcsa HacTpolikn ansa koHdurypuposarnus DHCP-cepsepa.

Hactpoitku DHCP O6HapyXeHHbIe yCTpoiicTBa MpueAskw CocToAKWE MHULMANWU3aLHK

@ DHCP sxniouen

HacTpoiiku DHCP

HayaneHblit IP-agpec

Koneunbiit IP-agpec *

Lnto3 no ymonyaHuio *

BkntoueHune/BbikntoveHne DHCP-cepeepa;

HauanbHbili agpec IP-ananasoHa DHCP-pool;

KoHeuHblin agpec IP-gnanaszoHa DHCP-pool;

Mpecukc cetn DHCP-pool;

LLInto3 no ymonyaHuio, KOTopblii 6yaeT BbiAaH yCTpolicTsy, npuweawemy 3a DHCP.

aprOd =

[ns coxpaHeHusi/cbpoca HacTpoek Ni. 2—5 HaAXXMUTE Ha COOTBETCTBYIOLLLYIO KHOMKY B HUDKHEW YacTu pasgena.

Takxe B JaHHOI BKNake pacnonaraercs BuakeT HacTpoiiku TFTP-aapeca ans KoHurypaumm ycTponcTs no

ZTP (Zero-Touch Provisioning). Ans usmexHexusi TFTP-agpeca BBeAnTe HOBbI apec B Nosne BBOAA 1
HaxkmuTe "CoxpaHnuTtb".

TFTP-agpec
P-agpe
100.110.2.143
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B gaHHoOl BK1azKe pacnosaratTcs BCe YyCTPONCTBa, OOHapY>XEHHbIE CUCTEMO.

02:00:64.6e:03:3a

02:00:64:6e:02:a9

aabbicc:01:02:00

aa:bb:cc:00:04:00

aa:bb:cc:00:06:00

aabb:ec:00:12:00

aabb:cc:01:01:00

aabb:cc:00:02:00

aabb:cc:00:07:00

aabb:cc:00:21:00

Hactpoitku DHCP 06HapyXeHHble yCTPoicTBa Mpusazku
—r

= O S YnpaBneHue NUUEH3NAMM

MAC-anpec CepHiAHbIA Homep

ES9C100102

ES3C100004

ESSC100006

ES9C100012

ES9C100107

ES9C100002

ES9C100007

ES9C100021

CocTosHNe MHULUaNU3aLMn

Mopenb

N/A

N/A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

Cepua

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

Appec wnioza

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

3nemeHTOB Ha CTpaHuLe

3arpy)KeHHbIe NULEH3HH

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

10

>l

Takxe 13 3TOro pasaena MoXHO NonacTb BO BKAAKY YNpaBNeHUs IMLEH3NSMY A1 YCTPOCTB. [1s 3Toro

HaXXKMUTE Ha KHOMKY "YnpaBfieHne NuueHsmamm'.

3.9.3 MMpuBssku

B AaHHOI BKNaKe MOXHO YBU/IETb CMIMCOK BCEX MPUBSA30K, & TaKKe C03AaTb, OTPeAaKTMPOoBaTb UK yaaiuTb

NpUBA3KY:

Ty

= O * -+ Cospare
MAC-appec

aabb:cc:ddeefl

aabb:cc:dd:eef2

Hacrpeiikun DHCP O6HapyXeHHbIe YCTpoiicTBa MpueAskn

CocTosHME MHHLManM3aLnm

IP-appec

10.10.10.10

10.10.10.12

Mopens

ESR-10

ESR-10

Tpynna

eccm /Tpynna 1

eccm /Tpynna 1

Bepcua MO
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Mpu HaxxaTun Ha KHoNKy "Co3gath” nnu "PefakTnpoBaTh”’ OTKPbIBAETCSA AMA/I0rOBOE OKHO pefakTMpoBaHUs
NPUBA3KK:

Cospnatb DHCP npuesasky

MAC-aapec *

aabb:ce:dd:eeff KoHgurypauus ycTpoicTea

1 some commands

10.10.10.12

"[= Bbibepute rpynny

Mopens *

MES3124

[ Bcerna 06HOBAATL A0 aKTyanbHo# Bepeun

:EGEAELETNT O 10 He BoiGpaHo

# Penaktnposatb

OTMenNTE

B OvanoroBoM OkHe 0TOGpaKeHbl crefyoLye a/1eMeHTbI:

1. MAC-agpec oxumaaemoro LeneBoro yctporictea. Korga ycTpoicTBo ¢ gaHHbIM MAC NosiBUTCS B CETH,
N5 Hero 3anycTuTcsa npoueaypa aBToMaTnyeckoro KOHpUrypmposaHus;

2. IP-agpec, KoTopbli 6yAeT BblgaH AaHHOMY YCTPONCTBY. IP-agpec gomkeH cootBeTcTBoBaTh nyny DHCP-
afpecoB, HAaCTpPOeHHOMY B pasgene "VHuuymanusauns yctpoiicts" — "HacTtpoiikn DHCP",

3. BblbepuTe rpynny — BbIGOP rpynnbl, B KOTOPYHO SAHHOE YCTPOMCTBO OyAEeT NOMELLEHO noce

fobaBneHvsa B cucCTemy;

Mogenb yCTponCTBa;

Bcerga 06HOBNATL [0 akTyasibHOM Bepcun — A/18 faHHOW NpuBA3KK Beerga byaeT nogaepxmBarbcs

aktyansHoe l10;

6. Bbibepute cain MO — npu HaxXaTum Ha KHOMNKY OTKPOETCS AMasnioroBoe OkHO Bblbopa thaiina Mo, ¢
MOMOLLLbIO KOTOPOro YCTPONCTBO ByAeT aBToMarnyecky 06HOB/IEHO Noc/e [06aB/1eHNSA B CUCTEMY.
KHornka oTob6paxaeTcs TO/bKO B C/yvae, eciiv 415 aHHOW MOoAesiv YCTPOICTBa paHee Obll 3arpyxeH
chanin MO n ecnu He GbIN aKTMBUPOBaH MYHKT "Bcerga 06HOBNATL A0 aKTyaslbHOW Bepcun';

7. KoHdpurypaums, kotopas 6yget npuMeHeHa K yCTPONCTBY;,

8. KHomnka ans pefaktvpoBaHusa KOHQUIypauuu.

o s

Mocrne HacTPOkK NapameTpoB HaxMuTe "Co3aaTh" ANs co3gaHnsa NpuBA3KK. [N Bbixoaa 6e3 M3MeHeHui
HaxMmuTe "OTMEeHUTL".

[na pegakTpoBaHus CyLLECTBYHOLLEN NPYBS3KM BbiGeprTe NPUBA3KU U3 Tab/IMLbI NPUBSA30K U HAXKMUTE KHOMKY
"PepaktmpoBaTb”. OTKPOETCS OKHO peAaKkTUPOBaHUSA NPUBSI3KN.

[N yoaneHus ogHON UM HECKOMbKMX NPUBA30K BblAeIMTE UX B Tab/MLE NPUBA30K M HAKMUTE Ha KHOMKY
"Yaanutb".
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3.9.4 CocTosiHne nHuynanusaumm

B naHHOI BKagke oTo6paxkarTcs cTaTyCbl akTUBHbIX NPUBSI30K (MPUBSI30K K YCTPOIACTBaM, KOTOpble
NOSIBU/INCL B CETM 1 Hauasiv NPOLECC aBTOMATUUYECKO MHULMANN3aLmMN).

B neBoit yacTu akpaHa oToGpaxaeTcs Tabsmua C NPMBA3KaMM 1 UX TEKYLLUMMK cTaTycamu. Mpu HaxaTum Ha
NPVBSA3KY B NPaBOI YaCcTW 3KpaHa OTKPbIBAETCS XYypHasl C /loraMu Mo BblGPaHHO NpuUBSI3Ke, B KOTOPOM MOXHO
no3TanHo oTcNeanTb NPOLECC MHMLMANM3aLM COOTBETCTBYHOLLEND YCTPOCTBA.

HacTpoiiku DHCP 06HapyMeHHbIe yCTPORCTBA Mpueaskn CocTosHMe MHNLWANH3aLMA
= O % 4 Skcnopruposath
- Paoec Texyus oy aiting for dovice..-
aabbccddee:f2 10.10.10.12 Oxwmpanne Bolgaym IP-agpeca
aabbrcc:dd-eef1 10.10.10.10 Oxmpanne Bbiaayu IP-appeca
3nemenTos Ha cTpamue 10w 1-2u32

3.10 3agaun

Pazfen npegHasHayeH A5t 0TO6paXeHNs MHGIOPMALMM O CUCTEMHbIX U NO/b30BaTE/IbCKMX 3aaqax.

EccmE. E.
AELTEX g =

B8 CeogHan nHdopmauma = + @ Texywwit gewe (D 5m ~
A TNpo6nembl
@ CucTeMHble MonbaoBaTensckue B npouecce Oxupanne C owmn6EKon
0 Kaprbicetn
e D Cratye Tan Onucanne AsTop [ara cospanms Jara sanyoka [laa sasepuenna Tor Mopsanaum
CeTb

m no 966 @ Monyynte NO Yctpoitctee: "WLC-30: 100.110.1.130". System 2024-02-05 11:23:40 2024-02-05 11:23:50 2024-02-05 11:23:53 OTKpBITL NOT
‘\ LWa6noHb! 965 @ Monyunts NO Yctpoitctso: "WLC-15: 100.110.1.71" System 2024-02-05 11:23:40 2024-02-05 11:24:00 2024-02-05 11:24:04 OTKpbIT Nor
£} VHuumanusaus yoTpoicTs 964 @ Tony4uTb KOHUIyPALMIO YetpoicTso: "WLC-30: 100.110.1.130°. System  2024-02-0511:23:40 2024-02-05 11:24:00 2024-02-05 11:24:03 OTKpbITS Nor
a 3apgaun _

963 @ Monyynte NO Yctpoiicteo: "MESS316A: 100.110.1.127". System 2024-02-05 11:23:40 2024-02-05 11:23:50 2024-02-05 11:23:54 OTKpBITL NOT
E CobbITUA

962 @ TMonysnTe KoHgurypaLmo YcpoiicTso: "WLC-15:100.110.1.71" System  2024-02-0511:23:40 2024-02-05 11:23:50 2024-02-05 11:23:54 OTKpbiTs nor
A Ysegowmnenna

. 961 ® Monyynts NO Yctpoiictao: "MES2428 AC: 100.110.1.126" . System 2024-02-05 11:23:40 2024-02-05 11:23:50 2024-02-05 11:23:50 OTKpbITb Nor

© Tpanol
° HacTpoitku 960 @ MonyunTe KoHGUrypaumio YeTpoitcteo: "MES5316A: 100.110.1.127". System 2024-02-05 11:23:40 2024-02-05 11:24:00 2024-02-05 11:24:.05 OTKRLITL NOT

959 @ Monyunts NO Yctpoiictso: "ESR-1700: 172.24.0.9" . System 2024-02-05 11:23:40 2024-02-05 11:23:50 2024-02-05 11:23:52 OTKpbIT Nor.

958 ® MonyunTb KoHGUrypaLmio Yepoiicteo: "MES2428 AC: 100.110.1.126" . System 2024-02-05 11:23:40 2024-02-05 11:24:00 2024-02-05 11:24:00 OTKPLITL NOT

957 (@] TMonyumTe KoHGUrypaLMio YerpoiicTso: "ESR-1700: 172.24.09" . System  2024-02-05 11:23:40 2024-02-05 11:24:00 2024-02-05 11:24:02 OTkpbITL Mor

AnemenTos Ha cTpakuLe 10 v 1-103233 > >l
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ECCM.PykoBoACTBO nosb3oBarend.3agavuv

Bo Bkaake AOCTYNHbI Criefytolme 3N1eMEHTbI:

1.
2.

3.
4.

KHonNkn ounbTpaLmm, HacTporikn 0TobpaxKaeMbIX KOSTOHOK Tabnuubl 1 BbIrpy3ku Tabnuupsl B CSV-thaiin;
KHOMNKM HACTPOIKM BPEeMEHHOro AnanasoHa BblIOOPKU AaHHbIX, 0OHOBMEHUSA U HACTPOIKM UHTepBana
06HOB/IEHUA AAHHbIX TabMLbI;

MpenycTaHoB/IEHHbIE PUNLTPBI MO TUMNY K CTaTyCcy 3ajauv;

Tabnuua 3agad.

Tabnmua cocTouT 13 cneayoLmx noneii:

ID — yHMKaNbHbI HOMep 3ajauu;

Cratyc — TekyLuiA cTaTyC BbINONIHEHUA 3a4a4u;

Twun — cyTb 3aga4uun;

OnwncaHne — napameTpsbl, C KOTOPbIMU 3aJa4a Oblna 3anyLeHa;

ABTOp — NO/b30BaTe/b, CO34aBLUNIA 3a4a4y;

[ata co3gaHua — gata u BpeMs co3faHuna 3ajaqv;

[Jarta 3anycka — gara v Bpems 3anycka 3afayun B akTVBHY0 paboTy. MOXeT He coBnajarb ¢ Aartou
co3fiaHus, T. K. 3afia4a MOXET HaXo04UTLCA B ovepeamn o06paboTunka;

[ata 3aBepLueHns — faTa n Bpems 3aBeplueHns paboTbl Hag 3agadveit. Mpu aTom 3aga4a MOXeT
3aBepLUNTLCA YCNeLwHOo NN HeycneLHo;,

Jlor — XypHaJu BbINO/HEHNSA 3a4a4u;

Moa3afaun — 3agauv ans paboTbl HAL KaKAbIM OTAENbHbIM YCTPONCTBOM. [py 0TOGpakeHnn Tabnumubl
3a/ia4y Bce noAsazayv CKpbITbl 1 0TOGpaXKaeTCs TOMbKO poAuTeNbCKan 3agada C UHTerpasibHbIM
cTaTycom. dTa KHOMKa 1Cnosib3yeTcsa A1 0TOBpaxkeHUa BCex noasagad A/1a rpynnosoi onepauuu.

Mpy HAXaTWUK Ha CCbINKY 13 KOMOHKM "OnuncaHne” 6yaeT OTKpPbITa COOTBETCTBYHOLLAS CTPaHULLA YCTPOHCTBA UK
MHOI CyLHOCTY (LWabnoH, KOHUrypauus, MMUEH3NS U T. 4.).
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Mpn HaXKaTMmM Ha CCbINKY U3 KOMTOHKK "Jlor" ByaeT OTKPbITO ANanoroBOE OKHO C /IOTOM 3a4auu:

ECCM.PykoBoZCTBO nonb3osaTesnia.3agaqun

g_"\ 3KcnopTHpoBaThL

Q- -

Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi
Vi

Job SYNC_CONFIGURATION (task id 181, device id 104) started (timeout: 680 seconds)
Start synchronizing running configuration

SSH task GetConfig started for device ip: 100.116.1.127, id: 164, model: MES5316A
Opening SSH session to 100.110.1.127/22...

Session opened

>>> Task [CheckModel]: started

Checking device model...

Device model checked

<<< Task [CheckModel]: finished

»>> Task [GetConfigl: started

Fetching running configuration...

<<« Task [GetConfig]: finished

Closing SSH connection with 100.110.1.127...

SSH connection closed successfully

SSH task GetConfig finished in 5221 ms

Running configuration received, updating storage...

Configuration updated in storage

Configuration synchronized successfully

Job SYNC CONFIGURATION (task id: 181, status: DONE, event TASK COMPLETED) finished in 5252 ms

3aKpbITh

Konupoeare B 6ydep

B AnanoroBoM okHe flora 3afaquv AOCTYMHbI CNeayoLne 3/1EMEHTbI:

aprpLOd =

©

KHonka 06HOB/EHMS /10ra 3a4auu;

KHonka coxpaHeHus nora 3agauun B dpaiin Ha MK;
KHonka KonupoBaHusa nora 3agayv B 6ydpep BBO4S;
KHOMKM nepek/oyeHnsa cTeneHn getannsaunmn nora;
KHonMka 3akpbITUA OKHa.

[Onsi 3apay, 3anyLieHHbIX Nofb30BaTesieM, B cUcTeMe npeaycMoTpeHbl push-yBeaoMIeHNsi B HXKHEM

npaBoM YI/ly OkHa 6pay3epa, cogepXxaliue cTaryc BbIMOSHEHVS 3a4a4u, e€ TN 1 YCTPOICTBO, AN1s
KOTOPOro oHa 6bls1a BbINOMIHEHA.

3ajaya ycnewHo BbinonHexa: "06HoBUTL 06LLYID
WHGopmauuo ob ycTpoiicTee". YcTpoicTBo:
"WLC-30: 100.110.1.130"

OK
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ECCM.PykoBoAcTBO nosib3osatens.CobbITus

3.11 CobbiTuga

Pa3nen npeaHasHaueH asi 0To6paxeHns MHopMaLmn 0 CoBbITUSAX, MPOU3OLLIEALLINX B CUCTEME.

& TMoapo6HOCTM 0 MPUHLMNAX perncTpauum cobbIThiA U cnoco6ax Nx HACTPOKKU onncaHbl B pasaene
‘MpaBuna reHepauumn cobbITnii".

EcemE.E.

SuperAdmin

B3 Csoghan MHbOpMaumMA = 2 @ Tekywwitgens ) 5m ~
A NpoBnemsbl
D Rara cospanns BaxHoCTh IP yeTpoicTea VICTOUHMK fakHblx  Haseakwe npasuna
1 Kaprbicetn
@ Cero 553 2024-02-0511:32:11 o 172.24.09 Tpan esr ssh session opened
;| no 552 2024-02-0511:31:59 a 100.24.0.8 Metpuka esr device down
9, LWabnowsi 551 2024-02-05 11:31:58 (o) 100.24.0.7 Metpuka est device down
€} MHnumanusauma yeTpoicTs 550 2024-02-05 11:31:57 (<) 100.24.0.9 MeTpuka esr device down
E 3agaun
549 2024-02-0511:3156 (o] 100.24.0.6 Metpuka est device down
E Co6bITus
548 2024-02-0511:31:55 a 100.24.0.5 Metpuka esr device down
A Ysepomneuus
' 547 2024-02-0511:31:41 0 172.24.0.9 Tpan esr ssh session opened
© Tpanbi
. 546 2024-02-05 11:31:29 (o) 100.24.0.8 Metpuka est device down
£ Hactpoiiku
545 2024-02-0511:31:28 a 100.24.0.7 Metpuka esr device down
544 2024-02-0511:31:27 6 100.24.0.9 MeTpuka esr device down
SnemexTos Ha cTpannLe 10 ~ 1-10ua 282 > 3l

B pasgene A0CTynHbI cleayoLlye a/ieMeHTbl:

1. KHONKM comnbTpaumm, HaCTPOMKM 0TOBpaKkaeMbIX KOTOHOK Tabnmupbl 1 BbIrpy3ku Tabnuubl B CSV-thaiin;

2. KHOMKM HacTpOiKn BpeMEeHHOro Avana3oHa BblOOPKU AaHHbIX, 0OHOBMEHUSA U HACTPOINKM UHTepBana
O0OHOBNEHUA fAaHHbIX TabNULbI;

3. Tabnuua ¢ nHgopmaumein 0 CobbITUAX.

Tabnumua cocTouT 13 cneayoLmx noneii:

* ID — yHUKanbHbIA HOMEpP CobbITUS;

+ [ara co3gaHvns — gara u BpeMs Co3faHuns cobbITus;

+ BaXHOCTb — YpOBEHb BaXXHOCTY (Severity) cobbITuS;

+ IP ycTpoiicTBa — IP-agpec ycTpoicTBa, Ha KOTOPOM 6bI/10 3aperncTpupoBaHo CobbITHE;

* /CTOYHUK AaHHBIX — UCTOYHWK AaHHbIX, N0 KOTOPOMY ObI/10 CO34aHO COObITHE;

+ MeTka cobbITUss — Ha3BaHVe nNpasuia reHepaumm cobbITUIA, N0 KOTOPOMY 6bI1I0 CO34aH0 COObITHE.

Mpwn HaxXKaTMK Ha CCbINKY U3 KOMOHKM "IP-agpec” 6yaeT OTKpbITa CTpaHuua ycTpoincTaa.
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ECCM.PykoBoACTBO Nnonb3oBaTesia.CobbITus

MpKn HaXKaTMKM Ha CCbINKY U3 KOSTOHKM "Tun AaHHbIX" 6yAeT 0TOGpaKeHO COOTBETCTBYOLLLEE MOAA/TIbHOE OKHO:

* Npu TUNe gaHHbIX "Tpan" 6yaeT 0To6paXeHo MofaslbHOE OKHO ¢ noApo6Holi nHdhopmaumeli o Tpane (cwm.
pasgen "Tpansl");

* Npu TUNe JaHHbIX "MeTpuka" 6yaeT oTobpaxkeH rpaduk, No KOTOPOMY NPOBOAUTCS NPOBEpPKa npasuia
reHepaLumn cobbITuiA:

ICMP Availability Status

Z OTKPpbITb B HOBOW BKNaAKe

up

DOWN

17:45 17:50 17:55 18:00

" ICMP Availability Status

3aKkpbiTh

B oTKpbIBLUEMCS OKHE rpadinka 0TOBGpaKeHbI CrIefyoLne 3NEMEHTbI:

1. KHomka OTKpbITUA rpadvika B HOBOW BKNAAKE;
2. KHorka coxpaHeHus rpaduka,;

3. JlereHpa rpadouka;

4. KHOMKa 3aKpbITUSA OKHa.

Mpwn HaXkaTMK Ha KHOMKY OTKPbITUS rpadivka B HOBOM Bkiaake (1) B HOBOW Bknazke 6pay3epa 6yaeT OTKpbIT
COOTBETCTBYHOLLMI rpadink Ha cTpaHuue "MeTtpukn”.

MpKn HaXKaTMmM Ha CCbINKY U3 KOSTOHKM "MeTKa cobbITusA" ByAeT OTKpbITa BKNaaka 'lpasuia reHepaimm

[T}

COOBLITNIA" C PUNBTPOM MO COOTBETCTBYHOLLEMY NPABUITY.
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3.12 YBepgomneHus

ECCM.PykoBOACTBO Mosib30oBaTess.YBeoM/IeHNA

Pa3gen npeaHasHaueH A/1si 0TOGpaXeHNs cnucka yBegoM/IeHUA 0 NpobriemMax B cucteme. HoBble
(HenpouuTaHHbIE) yBeAOMIEHVS BbIAENSOTCS F0/TyGbIM LIBETOM, MPOYMTAHHbIE YBEAOM/IEHUS] OTOGPaXKAOTCS

6e3 BblAeNeHus.

AELTEX

CBOfHaA HHBOPMALMA

Mpo6nembl

Kaprbl ceTn

CeTb

no

LWa6noHbl

WHuumnanusauuma ycTpoAcTs
3agaun

CobbiTus

YsefoMmnenusa

Tpans!

L B U - R -

HacTpoiikn

o o R (o i o A

1=

HenpountaHo MpoynTato

[iaTa coapanma

2024-02-0511:21:41

2024-02-0511:19:51

2024-02-0511:19:06

2024-02-0511:18:31

2024-02-0511:18:31

2024-02-0511:18:31

2024-02-0511:18:31

2024-02-0511:18:31

2024-02-0511:18:26

2024-02-0511:18:26

Copepxanme

B 05.02.2024 11:21:41 wa ycrpoiicTse 172.24.0.6 (id:117) 6bina cospawa npoénema esr session opened (id:235)

B 05.02.2024 11:19:51 Ha ycTpoiicTse 172.24.0.7 (id:118) 6bina cosfiaka npo6nema esr session opened (id:212)

B 05.02.2024 11:19:06 Ha ycTpoiicTse 172.24.0.9 (id:120) 6bina cospaHa npo6nema esr session opened (id:206)

B 05.02.2024 11:18:31 Ha ycTpoicTse 100.24.0.7 (id:126) 6bina cospaHa npo6nema esr device down (id:197)

B 05.02.2024 11:18:31 Ha yctpoitcTee 100.24.0.6 (id:125) 6bina cozpana npoénema esr device down (id:193)

B 05.02.2024 11:18:31 wa ycTpoitcTse 100.24.0.8 (id:127) 6ina cospana npoénema esr device down (id:195)

B 05.02.2024 11:18:31 wa ycrpoiicTse 172.24.0.8 (id:119) 6ina cosana npoénema esr session opened (id:194)

B 05.02.2024 11:18:31 wa ycTpoicTse 100.24.0.9 (id:128) 6bina cospana npoénema esr device down (id:191)

B 05.02.2024 11:18:26 wa ycTpoiicTse 100.24.0.5 (id:124) 6bina cospaka npobnema esr device down (id:190)

B 05.02.2024 11:18:26 wa yctpoitcTse 172.24.0.5 (id:116) 6bina cospawa npoénema esr session opened (id:189)

EccmE. E.

u -~ 3

SuperAdmin

@ Texywmit gens () 5m ~

BaxuocTs

@ ¢ ¢ ©§c c c 0 9O

SnemerTos HacTpaHue 10 v 1-104370

v

>l

B pasgene AocTynHbl cnegyowme 3/1eMeHTbl:

1. KHonku counbTpaumm n Beirpy3skn tabnuupsl B CSV-gpainn;

2. KHonka oTMeTKM yBeOM/IEHUI KaK NPOYMTaHHbIX;

3. KHOMKM HaCTPOViKKM BPEMEHHOIO Anana3oHa Bbl6OpKN AaHHbIX, 0OOHOBMEHNS U HACTPOWNKM MHTepBaa
OOHOBNEHUS AAHHbIX TAGNULbI;

4. KHOMKK GbICTPOI hmnbTpaumm no ctatycy ysegomnenus (HenpounTtaHo/MpounTaHo);

5. Tabnuua c nHpopmaumeli 06 yBeJOMNIEHUSIX.

Tabnuua cocTouT N3 CneayoLwmx nonei:

- [lata co3aaHusi — gata u BpeMsi CO3AaHnsl yBeAOM/EHNS;
- CopepxaHue — TeKCT YBEAOM/IeHUS);
+ BaXHOCTb — YpOBEHb BAXXHOCTH (severity) yBegoMneHus.

[N OTMETKM YBEAOM/IEHMIA KaK NPOYMTaHHbIX BbIGEPUTE MX C MOMOLLbIO O/1aroB Y HXKMUTE KHOMKY OTMETKM

yBEIOMJIEHUIA KaK MPOYMTaHHbIX (2).
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ECCM.PykoBoACTBO nosib3oBarens.Tpanbl

3.13 Tpansl

Pasnen npegHasHaveH 415 otobpaxeHus cnmcka nonyyeHHbix SNMP-Tpanos.

® [ns peructpauum Tpanos B cucTeMe HEO6XOAMMO HAaCTPOUTL MPUEMHUK Tpanos (CM. pasaen

"Ooctyn")
» . EccmE. E.
HELTEX L g——
83 Csopnas unpopmams I © Texyuwii pgens ) 5m ~
A Npoénembl
IP-agpec nctousmka [ata nonyvesun Bepown SNMP )
I Kaprbi cetn
172.240.9 202402-0511:38:07 v2c 13.61.41.0.9.41.201
@ Ccem
&/ o 172.240.9 202402-0511:3726 v2c 13.61.41.0.9.41.201
9 Wabnoksi 172.240.8 202402-0511:36:29 v2c 13.61.41.0.9.41.201
& Vwnwmanusauns yerporicts 172.240.7 202402-0511:36:20 vac 13.61.41.0.9.41.201
B 3apawm
172.240.5 202402-0511:36:17 v2c 13.61.41.0.9.41.201
) cobbitus
172.240.6 202402-0511:36:05 v2c 13.61.41.9.9.41.20.1
A Yeepomnenus
N 172.240.8 2024-02-0511:35:30 v2e 13.6.1.41.9.9.41.20.1
© Tpanel
. 172.240.5 2024-02-0511:3529 v2e 13.61.41.9.9.41.20.1
@ Hacpoiiku
172.240.7 2024-02-0511:34:50 v2e 13.6.1.41.9.9.41.201
172.240.9 202402-0511:3439 vac 13.61.41.09.41.201
Snewenmosacrpanie 10 v 1-10us51 |

B pasgene [0CTYMHbI:

1. KHonku comnbTpaumm n Bbirpy3kmn Tabnuupsl B CSV-paiin;

2. KHOMKM HaCcTpOiKM BpeMEeHHOro Ananas3oHa BblIOOPKU AaHHbIX, 0OHOBEHUS U HACTPOIKM UHTEepBana
0OHOBNEHUA AAaHHbIX TabNULbI;

3. Tabnuua c nHdpopmaumein 06 Tpanax.

Tabnumua cocTouT 13 cneayoLux noneii:

+ IP-agpec uctoyHuka — IP-agpec ycTpoiicTBa, KOTOpoe OTnpaBuio Tparm,
+ [lata nonyuyeHus — gata u Bpems perucrpauum tpana cuctemor;

+ Bepcus SNMP — Bepcus npotokona SNMP Tpana;

+ OID — naeHTndukaTop Tpana,;

Mpn HaXKaTMmM Ha CCbINKY U3 KOMOHKM "IP-agpec ncTouHnka" oTkpoeTcs Bknagka "Tpars!’ COOTBETCTBYHLLENO
yCTpOWCTBA.
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ECCM.PykoBoacTBO nosib3osarens.Tpanbl

Mpwn HaxkaTmm Ha ccbinky 13 kosoHkM "OID" oTkpoeTcsa hopma ¢ nogpo6HOV MHdopmaumeli o Tpane:

MapameTpbi

oID

Ha3zsahue

Tun

Onucarne

Wms MIB-daitna

JHaHHble

[o]b]

136.1.21.130

Moppo6Has uHdopmaLua o Tpane

136.1.41.9941.201

clogMessageGenerated

NOTIFICATION_TYPE

When a syslog message is generated by the device a clogMessageGenerated netification is sent. The sending of these nofifications can be enabled/disabled via the clogNotificationsEnabled object.

CISCO-SYSLOG-MIB

HazgaHue

sysUpTime

1.3.6.1.41.9941.1.231.2.0 clogHistFacility

1.3.6.1.41.9.9.41.1.2.3.1.3.0 clogHistSeverity

1.3.6.1.419941.1.231.40 clogHistMsgName

INTEGER

QOCTET_STRING

INTEGER

OCTET_STRING

3HaveHne

222823473

AAA-LOCAL

SESSION

Onucaxmne
The time (in hundredths & a second) since the network management portion of the system was last re-initialized
Name of the facility that generated this message. For example: 'SYS'

The severity of the message. [lokasaTs noapo6HocTH

A textual identification for the message type. A facility name in conjunction with a message name uniquely identifies a message
type.

3aKpeITh
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ECCM.PykoBoACTBO nosib3oBatensi.HacTpoiiku

3.14 HacTtpoliku
Pasfen o6Lux HacTpoek cucTembl. COAEPXUT BKIAAKN:

1. Qoctyn;
2. Monb3oBarenu;

3. Pony;

4. YBeoOM/IEHUS,

5. JlnueHsus;

6. JIueH3un Ha yCTPOICTBa;

7. Pe3epBHOE KOMMpoBaHUe;

8. MOHUTOPWUHT;

9. Mpasuna reHepauun cobbITUI;
10. MNpaswna reHepaymmn npobnem;
11. MIB;

12. AsTOpU3auus.

EcemE. E.

SuperAdmin

B3 Csonuan nudopmaLus Acctyn N n
JocTyn K ycTpoiicTBam BHewwHwii agpec ECCM B ceTu ynpaeneHusa
A Mpobnems: Monb3oaatenk
SSH PR—
[ Kaproicetn — _— — - 172.24.0.253
admin ® 5
@ cen
Ysenomnenna
m no SNMP
ienaum i Bepcws SNMP ommunit
9, lWa6nous! ! e - .
i 161 Ve ~  public HacTpoiiku NpuéMHIKa Tpanos
. Nuuenaun Ha ycTpocTaa
£} VHuumanusayms yetpoiicTe
VRF
B 3agewn PesepeHoe Konupoaarne SNMP v2C
B Cotbiun [ — Routing VR private
A Veepomnenua . -
aBWNa reHepaLIMn COBLITI
" P NETWORK SNMP V3
© Tpanu )
a0 a R—
: pasuna resepaun npotnem i B
& Hactpoiiku e Torun
MiB
WEB-koudmrypatop
ABTOPM3ALMA TipoTokon nepeaaun Ranwex *

- - )
HTTP Mapons ans ayrerTudiK

> KmouwmpposaHus o

<« CBepHyTb naHenb
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ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

3.14.1 Joctyn

WHTepcheiic ans HacTpoKM napameTpoB MO YMOSHYaHUIO 4115 fOCTYyna K yCTPOMCTBaM.

JocTyn K ycTpoiicTBam BHewHmit agpec ECCM B ceTu ynpaBneHus
SSH Backbone-aag
- neper . 172.24.0.253
admin &
SNMP
Mopt Bepcus SNMF mmunity
161 vac ™ public Hactpoiiku npuémumnka Tpanos
VRF
SNMP V2C
Routing VRF public
NETWORK SNMP V3

ICMP . - "

WEB-KoHbUrypaTop

MpoTokan nepeaaiH AaHsbIx JoToK .
HTTP - - o

Ha BugxeTe "[,OoCcTyn K ycTpoicTBaM" onpegeneHbl napaMeTpbl 4OCTyNa K yCTPOMNCTBaM Mo pas/iNyHbIM
npoTokonam. HacTpoliku pasgeneHbl Ha cneayrowme rpynnbi:

1. SSH — ucnonb3yertcs Ana ynpasneHns ycTpoincTesamn. 18 HACTPOVKM AOCTYMHbI JIOTUH, Naposb U NopT;

2. SNMP — ucnonb3yetcs A/19 MOHUTOPUHIa YCTPOMCTB U NONTYYEHUS MHBEHTAPHbIX AaHHbIX. 15

HacTpolikv AOCTYNHbI NnapameTpbl: read community, nopT SNMP 1 Bepcusi SNMP (V1, V2C, V3);

VRF — ucnonb3yeTtcs Ans onpeaeneHns maplipyTa ot yctpoiictea go ECCM,;

NETWORK — HacTpoliku onpegeneHns ceTeBoil 4OCTYNHOCTN yCTPoCTBa. MNpoBepka MOXeT

BbINONHATLCS N0 NpoTokosy ICMP ("nuHr") nnu yctaHoskoii TCP-coeauHeHunsi (6onee 6bICTpbIii CNocoob).

Bo BTOpOM cnyyae AOMNONHUTENBHO HEOOXOAMMO YKa3aTbk, Ha Kakoi NnopT ByAeT ycTaHaBNMBaTbCA

coefiMHeHwe;

5. WEB-koHurypaTtop — ncnonb3yetcs 415 onpefesieHnsa npoTokosia nepegayn AaHHbIxX 418 nepexona B
Be6-UHTephelic HEKOTOPbIX Cepuii yCTPOICTB (Tonbko anst SMG).

A w

Ha BngxeTe "BHelwHuin agpec ECCM B ceTu ynpasneHns" AoctynHbl HacTpoikn backbone-agpeca ECCM, no
koTopomy cepBep ECCM 6ygeT AOCTyneH 4718 ApYrX YCTPOCTB B CETU yNpaB/ieHus.

Ha BngxeTte "HacTpoliku npuémHmka Tpanos" AOCTYNHbI HACTPOIKM napameTpoB Ans npuema SNMP-Tpanos.
Cepsuc cnywwaet nopt 162 UDP (3ToT napameTp Hefb3a U3MEHWUTL) U NPUHUMAET COOBLLEHUS MO NPOTOKOaM
SNMP v2c 1 v3, KOTOpble MOXXHO HACTPOUTL B JaHHOM pasgesie. Ecnn napameTpbl 04HOTO U3 NMPOTOKOJ/I0B He
6yayT yKasaHbl, TO cepBuc ByaeT MrHOpUpOBaTb COOBLLLEHUS NO 3TON BepCcuUn NPOTOKONA.
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3.14.2 TMonb3oBaTenu

Pasgen ans ynpaeneHuna y4eTHbiMn 3anncamm nonb3oBartesieli CUCTEMbI.

Hloctyn C.‘\ * + + Coapats
Monbsosatenu
D Norun THn akKayHTa [0e] Pone Email Homep Tenegona Yacosoii noAc AsbIk
(@
Ponn
eccm ECCM Eccm Eccm Ecem SuperAdmin eccm@eccm.ru utc u
Yeepomneuua
dmitriy.litvinov LDAP NuTeuHOB [MUTPMit KOHCTAHTMHOBHY SuperAdmin dmitriy.litvinov@eltex.loc Asia/Novosibirsk u
Jvuenaua

JnemerTos Ha cTpakmue 25 ¥ 1-2u32

JvueHsun Ha ycTpoicTBa
PesepeHoe KONMpoOBaHH1e
MoHUTOpUHT

MpaBuna resepaluymn cobbiTUiA
Mpaenna reHepalym npoénem
MIB

ABTopusauma

Bo Bknaake AOCTYMNHbI cneayowme 3/1eMeHTbl:

1. KHOnku ynpasneHus Tabnvuei:
a. O6HoBMEHMEe TabNuLpbl;
b. HacTpoiika oTo6paxaembIxX KOSTOHOK TabnuLbl;
C. JKcnopTt Tabnmubl;

2. KHOMkM co3gaHus 1 yaaneHns nonb3oBartenei;

3. Tabnuua nonb3oBarteneii.

© 1A pegakTMpoBaHNsA CYLLECTBYHOLLEH YUETHOV 3anUCK KNIMKHATE NIEBOM KHOMKOMA MbILLMX MO
COOTBETCTBYIOLLEN CTPOKE.
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3.14.2.1 Co3daHue HosolU y4yemHoU 3anucu

HaxmuTe kHonky "Co3gath”. OTKpoeTcsa AnanoroBoe O0kHO "Co3gartb nosb3oBatens’, B KOTOPOM Heo6XxoaAnmo
yKasaTb napameTpbl 419 HOBOW YYETHOW 3anuncu:

N —

oa s

CospaTb nonb3oBaTtens

YueTHaA 3anuch

B LDAP

Tlornn * Ponb * v

Maponb * o= [oaTBEpANTE Naponb *

JInyHbIE faHHbIE

Ddamunus * OtyecTBO

Wma * E-mail *

F3bIK * - Homep TenedoHa

Yacosoit nosic *

Tpynnbi + [o6aButb

Nyrs
O]

OTMeHHTE

Mepekntoyatenb TUNa YYeTHO 3anmcy — Npw BKIoueHun 6yaet cosgaH LDAP-nonb3oBaterss;

. ATpu6yTbl yueTHoli 3anucu (06a3aTesbHble NosIs OTMeUYeHbl 3HaKoM "*"):

* JIOrMH 1 Naposb — UCNO/b3YHTCA A1 aBTOPK3ALMN B CUCTEME;
+ Ponb — onpegensieT Habop NPUBUIETNUIA, OCTYMHbIX NOMb30BATE/NI0 B CUCTEME;
ATPUBYTbI IMUYHBIX AAHHbIX (06513aTe/bHbIE MO/t OTMEYEHbI 3HAKOM "*"):
« ®amunus, ms, OTYeCTBO — HEOBXOAVMbI NS MAEHTUGMKALIMN YeNTOBEKA, KOTOPOMY
NPVYHAANEXNT yuyeTHas 3anuch;
+ E-mail — agpec aneKkTpoHHOI NoYThbl NoNb30BaTeNs;
+ Howmep TenedoHa — HoMep Tenedg)oHa Nonb3oBaTens;
+ SA3bIK — A3bIK MHTepdieiica cucTemsbl. N5 BbIGOPa AOCTYNHbI ABA A3blKa: PYCCKUIA 1 aHTNNIACKUIA
* YacoBoii Nosic — 4acoBOi1 NosIC, B KOTOPOM HAX0AMTCS NO/b30BaTE b.
Fpynnbl YCTPOINCTB U CUCTEMHBIX 06BLEKTOB, K KOTOPbLIM M0/Ib30BaTENt0 OyAET NpeaocTaBieH AoCTyr;
KHOMKW OTMEHbI 1 CO3AaHVsl HOBOIO M0/1b30BaTESS.

Mpwn BKIKOYEHUM NepeksoyaTens Tuna yyeTHoi 3anucm (1) nons "Maponk” n "MoaTeepanTe naposb”

6yayT CKpbITbl. ByaeT oTobpaxeHa kHonka "TMonyuntb 3 LDAP", npy HaxxaTumn Ha KOTOpyto aTpubyThbl
JIMYHBIX [aHHbIX 3aMo/IHATCS aBToMaTnyeckn (cornacHo HacTpoiikam LDAP Ha cTpaHuue "HacTpoiiku
— ABTOpun3auus"):

CospgaTb nonb3oBaTens

YueTHan 3anuck

® LoaP

NMorux * Ponb *

dmitriy.litvinov @ Administrator hd

JlnyHble gaHHble Nony4uts us LDAP
Damunua * OTuecTEO

INuTBMHOB KoHCTaHTHMHOBWY

’
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3.14.2.1.1 [Jo6aBneHuve rpynn Ans nonb3osarens

Haxxmute Ha kHonky "[lo6aBuTh" B pasgene "Ipynnbl" B 4ManoroBOM OKHe CO34aHus/peakTupoBaHus
nonb3oBartesnis. OTKPOETCA OKHO "Bbibpatb rpynny":

Bei6paTk rpynny

Mouck rpynmbl No UMEHMU...

v [ ECCM

~ B pynna 2

& pynna 3

& rpynna 1

OTMEHUTL BbiGpath

1. Ctpoka "Momnck rpynnbl N0 UMeHW..." — NO3BOJIAET HAWTK rPynny No ee Ha3BaHWo. 15 novcka rpynnsi No
Ha3BaHMWI0 BBEAMTE UCKOMOE C/1I0BO B NOJie BBOAA: B BbiNaJaloLeM Cncke 0TobpasaTcs BapuaHThbl,
YO0BNETBOPAIOLLME LIAGIOHY.

2. [epeBo rpynn — CNUCOK CyLLECTBYOLMX B cucTeme rpynn. Cnucok npeacTaBnseT n3 ceba ApeBoBUAHYHO
CTPYKTYPY, B KOTOPOW MOXHO CKpbIBaTb 1 pacKpbiBaTb BMOXEHHbIE rpynnbl. 15 Bbibopa rpynnbi,
koTopasi byaeT fo6aBneHa B yHETHYIO 3annCb NOMNb30BaTENSA, HKMUTE Ha Hee, a 3aTeM Ha KHOMKY
"BblbpaTtb".

3. KHOMKM oTMeHbI 1 BbiGOpa rpynmbl.
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3.14.3 Ponn

WHTepdbelic ans ynpaBneHust ponsiMi Nosib3oBaTesieil CUCTEMBI.

foeryn O |+ comams

Monb3osatenn
Hassanue Onucakme

gd

| pom
SuperAdmin Super admin

Yaegomnenna
Administrator The role is intended for specialists who use the system to configure equipment

TNuuensua

O o o

Operator The role s intended for monitoring the operation of equipment

TNiuenaum Ha ycTpoAcTBa

Pe3epEHOE KOMUPOBAHHE

MoHuTopHHT

rpaBuna reHepali cobbITHR

TpaBsuna reHepalii1 NpoGnem

MiB

ABTOpUIaUMA

Bo Bknagke OOCTYNHbI:

1. KHomnkun o6HOBNEHWA nHdopmaummn B Tabnuue ponen, co3faHns HOBO CUCTEMHOWN PO, yaaneHus
CyLLeCTBYHOLLEN ponu;
2. Tabnuua ponei.

© [1ns pefakTMpoBaHWs CYLLECTBYIOLLEH PO HEOBXOAVMMO K/IMKHYTL /IEBON KHOMKOW MbILIW MO
COOTBETCTBYIOLLEN CTPOKE.

3.14.3.1 TlpedycmaHoBs/neHHbIU Habop posel
Mo ymon4yaHuio B cMCTEMY A06aBNEHO TPU PONK:

1. SuperAdmin — ponb ana ynpaeneHus cuctemoint ECCM. MpuBnneruun: ynpasneHve nosb3oBaTensimm,
ponsmMmu. YnpassieHune rnobasibHbIMU HACTPOKamMm AOCTyna K yCTporcTBam. Takke JOCTYMNHbI BCe
BO3MOXHOCTW, NpefoCcTaB/IeHHbIE APYTMM PONAM;

2. Administrator — ponb ans cneynmanncToBs, OCYLLECTBNSALMX HACTPOIKY 060pyaoBaHus. MpuBnneruu:
ynpasneHune o6opyaoBaHmeM (BBOA/BbIBOA, YCTPOICTB B paboTy, KOH(Urypawysi, 06HOBNEHME,
nepesarpyska), ynpassieHue rpynnamm ycTponcTB. Takke AOCTYMHbI BO3MOXHOCTU, NPeAoCTaBNEHHbIe
Oneparopy;

3. Operator — ponb ANs OCyLLEeCTBNEHNSs MOHUTOPUHra paboTbl 060pya0BaHus. MNpuBuaerun: NPOCMoTp
[laHHbIX MOHUTOPUHra (COCTOSIHME YCTPOWCTB, CTATUCTMKA, aBapun, OTYETDI).
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CospaTtb ponb

Hasaanue p
Role-1

Onucanue

Mpueuneruun + BbibpaThb BCe

. CeofgHan WHGopMauma

MNpo6nemsl

[] Npocmotp
[] ynpaenenue

. KapTel ceTu

MpocmeTp
[[] ¥npaenenue

CeTb

OTmennTb

X CHaTb BCE

Co3patb

B dhopMe AOCTYMHbI Creayowme 3nemMeHTbl:

©No o

HassaHue ponu;

OnucaHne — KpaTkoe NosICHeHWe, AN15 KOro U 711 Yero npefHasHavyeHa posb;

Hab6op npvBunervii, 4OCTYMHbIX NOb30BATENIO B 3TOIN ponu. Mpueuaernn crpynnmMpoBaHb no
cTpaHuuam web-nHTepdelica cuctembl ynpasneHus.
Hanpumep, ecnv B ponb BK/ItOYeHa npusunerus "CeogHas nHopmauums®, To nosib3oBaresib C AaHHOW
pO/IbI0 MOXET NpOoCMaTpMBaTh 1 ynpaensaTh dawbopgamm Ha cTpaHuue "CeogHas nHdopmayms”.

Ecnwu B ponb BkoYeHa npusuierns "MpocMoTp” co cTpaHuubl "KapTbl ceTu', HO He BKIoYeHa
npueunerns "YnpasneHue', To Nosb3oBaTes/lb CMOXET NPOCMaTpPUBaTh CO3/laHHbIE paHee KapTbl CETU Ha
cTpaHuue "KapTbl ceTn", HO He CMOXET co3faTb CBOK KapTy U BHOCUTb N3MEHEHWS B CYLLECTBYHOLLYHO.
MepeknoyaTens HANPOTUB KaXKAoW rpynnbl NPUBUAEriA NO3BOMSET BKNKOYATL UM BbIK/OYATbL BCE
NPUBWUIETNK, OTHOCALLMECS K KOHKPETHOW CTpaHuue web-nHtepdeiica.

dnar HanpoTUB KaxKA0l NpUBUAErMN BKOYAET NPUBUIETNIO B POSb;

KHonka "BblbpaTb Bce" BK/OHAET BCE MPUBUIETAN B PO/b;
KHonka "CHATb BCe" BbIKNOYaeT BCe NPUBUAETUN U3 POSK;

KHomMkun oTMeHb! 1 co3ganusa ponv B ECCM.
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3.14.3.2.1 Tabnvua npusunernii

HasBaHue npumsunernn

CsogHasn nHdopmaums

Mpo6nemsl MpocmoTp

YnpaBneHue

KapTbl cetu MpocmoTtp

YnpasneHue

Cetb Jepeso MpocmoTtp
06bEKTOB

YnpasneHue
ycTpoicTBamm

YnpaBneHue
rpynnamm

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

OonucaHue

[OCTyn K cTpaHuue "CBogHas nHdopMaumsa” v
VHOPMaLMOHHBLIM BULKETAM

[OCTYynN K NpOCMOTPY npo6riem Ha cTpaHuue "Mpobnemsb!”
[0CTYN K yNPaBAeHWo (3akpbiTe U NOATBEPXAEHUE)
npo6nemamu Ha cTpaHuue "Mpobnemb!”

@ Bknoyaet B cebst PYHKLMOHA NPUBUIErUN
"Mpo6nemsl" - "TMpocmoTp".

[OCTYN K MPOCMOTPY CYLLECTBYIOLLMX KapT CETU Ha CTpaHuLe
"KapTbl ceTn"

[OCTYN K ynpaBneHuo (co3aaHve, yaaneHue, peaakTupoBaHue)
KapTamu ceTu Ha cTpaHuue "KapTbl ceTn"

@ Bkntouaet B cebs pyHKUMOHAN NpuBMIerin "KapTbl
cetn" - "MpocmoTp".

[OCTYyN K MPOCMOTPY [lepeBa 06bEKTOB Ha cTpaHuLe "CeTb'

@ [ns goctyna K cTpaHuue ycTpoiicTBa He06X0aNMO
BKNOUNTL NpuBuernio "Cetb" — "YcTpoiictea" —
"MpocmoTp".

[na poctyna K cTpaHuue IP-chabpukn Heobxogmmo
BK/IIOUMTL NpuBunervio "Cetb" - "IP-chabpuka” —
"MpocmoTp".

[lOCTYN K ynpasnenuio (qo6asneHne, yaaneHve, nepeMeLleHme)
YCTPONCTBaMn Yepes naHesb yrnpas/eHns gepesa 06bEKTOB

® [Ans goctyna K cTpaHuue ycTpoiicTBa He06X0aNMO
BKNOUNTL NpuBuernio "Cetb" — "YcTpoiictea" —
"MpocmoTp".

[0CTYN K ynpaBneHuto (qo6asnexne, yaaneHve, nepemeLleHme,
nepenMeHoBaHve) rpynnaMmn Yepes naHesb ynpasneHus
nepeBa 06bLEKTOB
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HasBaHue npumsunernn

YcTpoiicTBa

pynnosble
onepauuun Hag,
yCcTpoiicTBaMM

IP-habpuka

no

LLIa61oHbI

VHMumManm3saums ycTpoincTs

3apaun

CobbITus

YBepomneHus

YnpasneHue IP-
habpukoii

MpocmoTp

HacTtpoiika
napameTpoB gocTyna

CpaBHeHune
KOHcpurypauuii

KoHdhuryprpoBaHue

Oo6HoBneHne MNO

MoHUTOPWUHT

KoHdhuryprpoBaHue

Mepesarpyska
O6HoBneHune MO
MpocmoTp

KoHdpurypupoBsaHue

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

OonucaHue

[0CTyN K ynpaBneHuto (qo6aeneHne, yaaneHve, nepeMeLleHme)
IP-chabpukammn yepes naHenb ynpasneHns gepesa 06bLeKTOB

@ [Ansa goctyna k cTpaHuue IP-ghabpukm He06X0aAMMO
BKNIOUNTL Npusuneruio "Cets" - "IP-pabpuka” -
"MpocmoTtp".

[OCTYN K NPOCMOTPY MHdhopMaLun 06 yCcTpolicTBe Ha cTpaHuLe
ycTpoiicTBa

[0CTyn Ko Bknagke "MapameTpbl" Ha cTpaHuLe ycTpolicTea ans
NpPOCMOTpa M HACTPOIiKM NapameTpoB AocTyna

[0CTYN K (OyHKLMOHay CpaBHEHMS KOHUIypaLuii pasHbix
Bepcwuii 1 yCTpoIiCTB

[OCTynN KO BKNajke "YnpaeneHve" Ha cTpaHuLe ycTpolicTBa
ONs NpocMoTpa 1 ynpaBieHus KoHdmrypaumen yctpoinctea

[OCTyn Ko Bknaake "YnpasneHuve MO" Ha cTpaHuue ycTpoicTea
[ANa npocmoTpa 1 ynpaenenus MO ycTpoiicTea

[0CTyn KO BKNaake "MOHUTOPUHI" Ha cTpaHuLe ycTpolicTBa
[L71s1 NPOCMOTpa MeTPUK YCTpoicTBa

[0CTYN K (PyHKLUMOHaTY rpynnoBoro KOHpUrypupoBaHus
YCTPOIiCTB

[l0CTYN K cpyHKLIMOHANY rpyrnnoBoii nepesarpy3ku yCTpoicTs
[OCTYN K (pyHKLMOHANY rpynnosoro 06HosneHus MO ycTpoiicTs
[lOCTYN K MPOCMOTPY CTpaHuLbl IP-chabpuku

[OCTyN K ynpaB/eHuto 1 HacTpolike IP-chabpurku

(@ Bkntouaet B cebs hyHKUmoHan npusunerny "IP-
habpuka" - "MpocmoTp".

pocTtyn K ctpaHuue "MO" gna ynpasnenuns dainamm MO
YCTPOWCTB, XPaHALLMMHUCS B CMCTEME

[OCTyn K cTpaHuue "LLa6ioHbl" 4na co3gaHuns um
pefakTpoBaHus WaboHOB KOHAMUIypauuii yCTPONCTB

[OCTYnN K cTpaHuLe "MIHMumanusaums ycTpoicts" ans
HacTpoiiku ZTP

JOCTyn K cTpaHuue "3agaun” Ans npocmoTpa pesynsTraTos
BbIMOSIHEHWA 3a4a4

[0CTyn K cTpaHute "CobbiTns" Ana npocMoTpa CoobITUiA,
Npoun3oLLeLLInX C YCTPOCcTBaMu

[OCTYN K CTpaHuue "YBefoMieHus" 4ns npocmoTpa um
yrnpaB/ieHNs1 yBEAOM/IEHUSAMW, CO3AAHHBIMW B CUCTEME
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HasBaHue npumsunernn

Tpanbl

HacTtpoiiku

Joctyn

ABTOpU3aLnA

Pe3epBHoe KonnposaHue

NnueHsun Ha ycTpolicTea

NnueHsnsa

YBegomneHus

Nonb3oBartenu

MOHUTOPUHT MpocmoTp

YnpasneHue

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

OonucaHue

[ocTyn K cTpaHuue "Tpanbl" agns npocmotpa SNMP-Tpanos,
MOJTyYEHHbIX OT YCTPOWCTB CUCTEMOM

[0CTyn Ko Bknagake "[ocTyn" Ha cTpaHuue "HacTpoikn" ans
npocMoTpa 1 HaCTPOIiK1 NapaMeTPoB A0CTyna K ycTpoiicTBam

[OCTyn KO Bknaake "ABTopusaums” Ha cTpaHue "HacTpoiikn"
AN ynpasneHus cnocobamu ayTeHTudmKaLmm B CUCTeEME 1
HacTpoliku napameTpoB nogknodeHns k LDAP-cepeepy

[0CTynN KO BKNajke "Pe3epBHOE KOMMpoBaHue" Ha CTpaHuLe
"HacTpolikn" anst umnopTa 1 aKcnopTa Cnvcka ycTpoicTB

[0CTyn KO BKNazgke "/INLeH3nn Ha ycTpoiicTBa" Ha cTpaHuue
"HacTpolikn" gns ynpaBneHns nnueH3nsiMm yCTponCTB

[0CTyn KO BKNaake "/lnueH3ns” Ha cTpaHuue "Hactpoiikn' ans
ynpaBneHns CUCTEMHOWN NNLIEH3NE

[OCTynN KO BKNagke "YBegomeHns" Ha cTpaHuue "Hactpoiikn"
AN ynpaBneHUst CUCTEMHbIMU KaHa/laMu YBELOMNEHWIA

[ocTyn Ko Bknaake "Monb3oBaTtenn” Ha cTpaHuue "HacTpoiikn"
LN151 yNpaBneHna y4eTHbIMU 3anucsiMmn Nonb3oBatenei u
ponsimu

[OCTYN K MPOCMOTPY HACTPOEK MOHUTOPUHIA YCTPOICTB BO
Bk1agke "MOHUTOPUHT" cTpaHuubl "HacTpolikn"

[0CTYN K yNpaB/eHnio NnapaMeTpaMm MOHUTOPUHIa YCTPONCTB
BO BK/1agke "MOHUTOPUHI" cTpaHuLbl "HacTpoiikun"
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3.14.4 YsepomneHus

Pasznen 4n1s ynpaBneHnst CUCTEMHbIMY KaHaslamMy yBelOMIeHWiA. IoCTynHO 2 kaHana: e-mail n Telegram.

Hoctyn
<] Telegram ® & E-mail
MonbzoBatenu
Pl Token -. 8aro capeepa Topt

© mail server loc 465

Ponw

YeenomneHns OTNpaBMTL TECTOBOE COOBLUEHHE e ren Ma

username@serverloc = seseees ©

Nuuensus

20 SSL/TLS -
NvueHsumn Ha ycTpoAcTaa

Pesepsoe konuposatiue 4 onpapums rectonoe cooGueine
MOHUTOpUHI

Mpaeuna redepauum cobbiTHA

Mpaeuna reHepauuy npotnem

MIB

ABTOpH3aUMA

Bumxet "E-mail" oTo6paxaet HacTpoiikn cuctemHoro email-kaHana. BuaxeT cogepxut cnegyolume
3/1EMEHTbI:

MNepeknoyatenb akTMeBauuy/AeakTuBaummn kaHana;

Mone "Aapec No4TOBOro cepeepa’;

Mone "MopT" — NOPT NOYTOBOrO CEpPBEPQ;

Mone "Vimsa nonb3oBarens" — MMs No/b3oBaTesis NoYTOBOr0 CEpBEpa;

Mone "Maponb nonb3oBatens” — naposb Nonb3oBaTesns NOYTOBOrO CEPBEPa;

Mone "TaiimayT coeMHeHNs" — TaliMayT COeAMHEHMUS C NMOYTOBbLIM CEPBEPOM B CEKYHAAX;
Mone "3awmta coeanHeHnsa" — onpeaensiet TMn WdpPoBaHUS;

WoNOGO WD =

KHonka "CoxpaHuTb" AN npuMeHeHnst HaCTPOEK CUCTEMHOIO KaHana;
10. KHonka "C6pocutb" Ana copoca 3HaYeHuii go npeablayLero CoxpaHeHHOro COCTOSHUS.

KHonka "OTnpaBuTb TECTOBOE COO06LLeHMe" 711 OTNPaBKM TECTOBOIO COOBLLEHNS HA YKa3aHHbI afpec;

[Ns aKTMBaLUMM 3TOTO KaHasla He06X04MMO HACTPOUTL: aApec NoYTOBOrO CEPBEPA, MOPT MOYTOBOIO CepBepa,
MS N0/M1b30BaTe/s, Naposb NoMb30BaTeNs, TaliMayT COeIMHEHUS C NMOYTOBLIM CEPBEPOM, TUM LUNGPOBAHUS.

Mocne 3anofiHeHnst Bcex TpebyeMmblx nonei 6yaeT 4ocTynHa kKHomnka "OTnpaBuTb TeCTOBOe coobLieHNe’,

KOTOpasi N03BO/SIET OTNPABUTL TECTOBOE COO0GLLEHNE HA YKA3aHHbIN afipec 3/1eKTPOHHOM NoYTbl A5 NPOBEPKM

KOPPEKTHOCTN HACTPOEK CNCTEMHOIO email-kaHana.

Bumxet "Telegram” oToGpaxkaeT HAaCTPOWKM cucTeMHoro telegram-kaHana. Bumket coaepxuT cneaytouime

/IEMEHTbI:

1. MNepekntoyarens akTuBauun/geakTnBauun KaHana;
2. Mone "API TokeH";

3. KHonka "OTnpaBuTb TECTOBOE COOOLLIEHME" AN18 OTNPABKY/ TECTOBOIO COOO6LLEHUS HA YKa3aHHbIN yar;

4. KHonka "CoxpaHuTb" A5 NPUMEHEHMS HACTPOEK CUCTEMHOIO KaHana;
5. KHonka "C6pocuTb" gnsi cbpoca 3Ha4eHnin 10 npeablayLero COXpaHEHHOTO COCTOSHMS.

[ns akTMBauum KaHana Heobxoaymo BBecTn API-TokeH telegram-60Ta. Mocne 3anofiHeHnst Bcex Tpebyembix
noneii 6yaeT AoCTynHa KHomnka "OTnpaBUTh TECTOBOE COOGLLEHME", KOTOpasi NO3BOMSIET OTNPABUTL COOBLLEHNE

B YKa3aHHbIl telegram-yar an1si NpoBEPKM KOPPEKTHOCTU HACTPOEK CUCTEMHOrO telegram-kaHana.

& [ns nonyyenus API-TokeHa 1 Chat ID o6patutech K opuumnanbHoi gokymeHTauum Telegram: hitps://

core.telegram.org/bots
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Cucrtema nuueH3npoBaHnsa npefHasHavyeHa A1 KOHTPOosis KoMMepyeckoro ucnosis3osaHusa ECCM. Cuctema
ECCM nopfepxuBaeT INLEH3UM CrieyoLmx TUMNos:

« Knaccuueckast — onpegensiet KonmyecTBo YCTPOWCTB Kax Ao MoAenu, KOTopoe 6yayT 06C/yXmBaTbCs

CUCTEMOIA;

= Tnbkas — onpegensieT KoIMYeCTBO "CETEBbIX eANHNULL" Ha rpynny YCTPONCTB ONpeAesieHHOoro Tuna
(mappyTunsatopsbl ESR, koMmmyTaTopbl MES 1 ap.). Takum 06pa3om, rmékas NMLeH3ns No3BosisieT
[106aBVTb B CUCTEMY YCTPOIACTBO 11060 MOAENN NPY YC/TOBMK, UTO CyMMa BCeX BECOB (Y Kaxaoi
MOAENN CBOI BEC) HE NpeBbILLAET 06LLIero MMMuTa.

Loctyn

Mone3osarenu

Ponn

YBenomneuua

JvuueHaun

NuueHsuu Ha ycTpoiAcTBa

PesepsHoe KOMMpoBaHHe

MoHnuTopuHr

MpaBuna reHepaLyum cobbITHIA

MpaBuna reHepalum npobnem

MiB

ABTopH3aUua

Q ¥ WwmnopTnposats 4 3kcnoprupoBaTh
AKTUBHaA NULEH3NA

Tun: Classic

ID:0

Wzpatens: Eltex

Monyyatens: ECMC0000001

JDara usganus: 2023-12-07 15:04:37

Dara ucteuenun: 2024-02-19 08:04:37

Mogenu: 155

Mogene [OobaBneHo yCTPOACTE
ESR-10 0
ESR-100 0

ESR-100 FSTEC 0

Beero

10000

10000

10000

B vHTepdelice NnpeacTaBneHbl CNeaytoLne 31eMeHTb:

1. KHonka 06HOBNEHWS MHpOpMaLMK O JIMLEH3UN;
2. KHOMKun g1a ynpasnieHns NNLeH3NAMN:
* VimnopTunpoBaTb — 3arpy3vTb Ha cepBep HOBbIM TNLEH3NOHHbLIN daiin,
+ 3KcnopTuposaTb — MNosy4nTb C cepBepa haiil akTUBHOMN JIMLEH3UN;
3. VHchopmaumsi 06 ycTaHOBNEHHOI B cucTeMy (aKTUBHOI) NULEH3UW. [oCTynHbI CneayoLe napamerpbl:
« Tvn — TN JIMLEH3UK;
* ID — yHUKa/bHbIA HOMEP NULEH3NMK;
* N3pgatenb — Ha3BaHWe KoMNaHU WK UMs COTPYLHWKA, BbINYCTUBLLETO SINLEH3NIO;
* Monyuyarens — Ha3BaHve opraHusauunu, NpuobpeTaroLLeit IMLEH3NIO;
+ [ara usgaHua — gara reHepaunm nuueH3uny;
+ [arta ucteyeHuns — gara, nocne KOTOpou /IMLEH3UA cUMTaETCA HedelCcTBUTEIbHON. Mocne
HaCTyneHns aToi gatbl 4OCTYN K yNpas/ieHU0 yCcTpoicTBaMu ByaeT orpaHuYeH;
+ Mogenu — cueTyuk AOCTYNHbIX MOAesieil yCTPOMCTB.
4. Cnucok Mogenei n KonMyecTBo eanHUL, 060pyL0BaHNA Kax 4o MOoAenn, KoTopoe noagepXaHo B

JINUEH3NN.
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HaxmunTte kHonky "VimnopTupoBaTth”. ByAeT OTKPbITO CUCTEMHOE OKHO, B KOTOPOM HY>XHO BblOpaTb HOBbIV haiin

C MLEH3NEN 1 3arpy3nTb ero Ha cepsep. MNMocne atoro ECCM npoussegeT aHa/im3 3arpy>KeHHOM /IMLEH3UN 1
OTKPOET OKHO /11 CPaBHEHWSA HOBOM NINLLEH3UN C aKTUBHOM:

HDHMEHHTb HOBYH NULIEH3IUIO
Bbi6paH daitn: license_test.lic

—AKTUBHasA NUUEH3KNA

Tun: Classic

ID: 0

Wapatens: Eltex

MonyyaTtens: ECMC0000001

Narta uzpanua: 2023-12-07 15:04:37
JNata uctewenun: 2024-02-19 08:04:37

Mopgenu: 155

—Hogan nuueHsuns

Tun: Flex

ID: 0

Wapatens: Eltex

MonyyaTtens: ECMF0000666

[Narta uapanua: 2023-12-28 00:00:00
Nata uctewenun: 2024-02-10 04:04:26

Mopenn: 157
Mopens BobagneHo yeTpoicTs Beero ~ ESR Bananc: 1000 eguHuy (ucnonbayetcs: 0, ceoioaxo: 1000)
ESR-10 0 10000 )
Mogent CToMmocTb 00CNyXHBAHUA MOAENN KonuuecTeo Bcero
ESR-100 0 10000
ESR-10 1 0 0
ESR-100 FSTEC 0 10000
ESR-100 3 0 0
OTMEHHTB MpuMeHnTb

AnemeHTbI HTepdelica:

HasBaHue 3arpyXeHHoro gaina;
NHpopmaums 06 akTMBHOW SMLEH3UN,
NHpopmaums o HOBOM NuueH3ny;

arpLOd =

KHOMKN ANns OTMEHbI 1 NPUMEHEHNA HACTpPOEK.

©

Henb3s uMnopT1poBaTh JIMLEH3NIO, ECIN:
* Y Hee UCTeK CPOK AelCcTBUS;

Tabnuupl 4Ns cpaBHEHNS KOIMYECTBA NOAAEPKNBAEMBIX YCTPONCTB;

+ He xBaTaeT nMMuTa Ha yxe Ao6aBneHHble YCTPOCTBa;

+ EcTb ycTpoiicTBa 6€3 NuueHsnu.

139




ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

3.14.6 JlvueH3nn Ha ycTpoiicTBa

Pa3nen npeaHasHauyeH AJ1si XpaHeHus U yCTaHOBKM IMLEH3MIA Ha YCTPOIACTBA B CUCTEME.

JLoctyn Q + ¥ MmnopTupoeath

i

Mons3osareni
Hassanve CepHPHbIi HOMED Rara QyHKUMOKANBHOCTD Ha ycTpoRcTse

cim|

Ponm
ES8C000485 license ESBC000485 2024-02-02 11:18:17 EVPN.BGP

Yeegomnenma
NP01000562 license NP01000562 2024-02-02 11:18:17 BGP

Jinuenaua
ES8C000900 license ES8C000300 2024-02-02 11:18:17 EVPN,BGP

Niunensim Ha yeTpoicTea
ES8C000427 license ES8C000427 2024-02-02 1121817 BGPEVPN

Pe3epeHoe KONMpoBaHMe
ES8C000400 license ESC000400 2024-02-02 11:18:17 EVPN,BGP

Moutopusr
ESEC000100 license ESBC000100 20240202 11:18:17 EVPNBGP

Mpasuna renepaLy coGbITi
ES8B000023 license ES8B000023 2024-02-02 11:18:17 EVPN

Mpasuna renepaLk npoGnem
ES8C000333 license ES8C000333 2024-02-02 11:18:17 EVPN,BGP

MIB
15456488 license ESBCO00700 2024-02-02 11:18:17 BGPEVPN

000|000 |0 |O|O|O

AsTopusauus
ES8C000123 license ES8C000123 2024-02-02 11:18:17 EVPN,BGP

Mokasats

o}

e 0 0 & 0 0 6 0 ¢

Bo Bknagke oTo6paxeHbl C/IeAyoLIME 3NIEMEHTbI:

1. KHonku cousisTpaumm, 06HOB/IEHUA 1 3KCNopTa Tabnuupl;

2. KHonka umnopTa (3arpy3ku) SIMLEH3NIA B CUCTEMY;

3. KHonka ycTaHOBKM BbIGPaHHbIX B CNUCKE JIMLEH3WNIA HA YCTPOICTBE;
4. KHonka yaaneHus BbIOGpaHHbIX JIMLEH3NI,

5. Tabnuua ANLUEH3NIA N NX AaHHbIX.

Tabnmua cocTouT 13 CrieaytoLmnx nonei;

+ HasBaHue — HavMeHoBaHve halina NuueH3uy;

+ CepuiiHblii HOMepP — CepuUiiHbI HOMEp YCTPOICTBA, ANS1 KOTOPOrO 3arpyXXeHa NNLEH3NS;
+ [lata — para 3arpysku MueH3umn B CUCTEMY;

* PYHKUMOHAIBHOCTb — NepeyveHb PYHKUNIA, KOTopble pa3briokMpyoTCs SMLEH3NeN;

+ Ha yctpoiictBe — dhnar Ha/imuns 3arpy>XeHHOM NNLEH3UN Ha YCTPOCTBE;

+ oka3arb — KHOMKa 0To6paxeHns [OMNONHUTENbHbLIX NOAPOOGHOCTEN O JINLEH3U.

Mpu HaxxaTun Ha ccbinky "CepuiiHblii HOMepP" OTKPOETCS CTpaHuLa COOTBETCTBYHOLLEIO YCTPONCTBA.
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3.14.6.1 3aepy3ska suyeH3ul ycmpolcms

[Onsi 3arpyskn IMLEH3NIA YCTPOIACTB B CUCTEMY HRXKMUTE Ha KHOMKY MMMopTa INLEH3uii (2): oTkpoeTtcst
MeHepKep nMnopTa NNLEH3NI YCTPONCTB:

MMnopTMpoBaTh NULEH3NW YCTPOICTE

MepeTawmute hainbl naun Haxmute [EREELCETS]

®ainbl lic, license pasmepom go 1 Mb

g

Ha3sgaHue Mporpecc sarpysku aTyc

Pazmep

ES8B000023 license

1.2KB X
ES8C000300.lic 22MB X

licence.xml 47 Kb p-4

C 9 0 <

NP01000562 license

12K e

OTMEHUTL

[ns Bbi6bopa hali/ioB NNLEH3UM HAXXMUTE Ha KHOMKY "BblbpaTb dalisibl" 1 B OTKPbIBLLEMCS OKHE Bblbepute
COOTBETCTBYHOLLME palinibl (MM60 nepeTawmute aiibl NMUeH3ni 13 halinoBoro NPOBOAHMKA Ballel
onepauyroHHON CUCTEMbI B BbIAEIEHHYI0 06/1aCTb MEHELKEPA 3arpy3Kn NINLEH3NIA YCTPOICTB).

® daiinbl NMUEH3nit Ao/MKHBI BbiTh pasmepom He 6onee TMB 1 nMeTb paclumpexue |lic, license

Mocne Bbibopa (hainnoB HaYHETCA UX aBTOMAaTMYecKas 3arpyska. B meHemkepe 3arpy3sku JiMueH3unit
oTobpaxaloTca Ha3BaHue, pasmep gainnos NULEH3NIA, NPOrpecc 1 CTaTyc Ux 3arpysku.

Crartychbl 3arpy3ku darina:

YcnoBHoe OnucaHue

0603Ha4veHune

W daiin NMLeH3nn NpoLes NPOBEPKY U MOXET 6bITb COXPaHEH B CUCTEME.

[ 1] daiin nMueH3un He NpoLuen NPoBepKy, ANsl NoydYeHnst 6onee NoapPo6HOI MHopmauun

HaBeauMTe MbILLIKY Ha MKOHKY cTaTyca.

(® CoxpaHuTb B CUCTEME MOXHO TO/LKO Te (haii/ibl, KOTOPbIE YCMELHO NPOLL/IN NPOBEPKY U UMEOT

crtaryc v B c/iydae ec/im B Crncke NnMeroTcA CbaVIJ'IbI CO CTatycom 0, O3HaKOMbTECH C I'IpVIHVIHOVI,

nouemy chaiisibl He MOryT 6biTb COXPaHEHbI B CUCTEME W YAa/IUTE X U3 CMIMCKA, HAKAB Ha KHOMKY < .
Korga B cnvcke 0CTaHyTCA TO/IbKO YCMNELLHO 3arpy)XeHHble dhaiisibl, N0OSABUTCA BO3MOXHOCTb
COXPaHEeHUs NX B CUCTEMY — CTaHET AOCTYMNHOW ANs HaxaTus KHornka "CoxpaHuTb".

3.14.6.2 YnpassieHue /siuyeH3ussMu ycmpodcms

[ns yCTaHOBKM NIMLEH3UN HA YCTPOICTBO BblibepuTe haiifibl IMUEH3NIA B TabnuLe ¢ NOMOLLb0 diaros u
HaXKMWTE KHOMKY YCTaHOBKM NuLeH3wuii (3). Mocne ycnewHo ycTaHOBKM IMLEH3NM B KOJIOHKe "Ha ycTpolicTee”
HaNPOTVB YCTAHOB/IEHHOW NIMLEH3MM NOSBUATCS oTMeTKa v .

@ YcTaHOBKY NMLEH3WIA NOAAEPXMBAIOT CreaytoLye cepum yeTpoiicTs: MES23xx, MES33xx, MES35xX,
MES36xx, MES53xx, MES53xxA, MES5400.
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[na oTo6paxeHns Nogpo6HON MHhopMaLuy 0 IMLEH3NM HAXXMUTE Ha KHOMKY 0TOGpakeHns NoApo6HOi
MHhopMaLmMKn B COOTBETCTBYIOLLEN CTpoke Tabnuubl (konoHKa "Mokasatk"): 6yaeT 0To6pakeHo MoaasibHoe
OKHO C NOAPO6HOIN NHAOPMaL et 0 3arpyXXeHHON NNLEH3NN.

Ons yaaneHus NULEH3NN U3 CUCTEMbI BbibepuTe dhalinbl NMMLEH3NIA B TabNMLEe C NOMOLLbIO (h1aroB 1 HaXMUTe
KHOMKY yAaNEHUS NNLEH3NIA (4).

3.14.7 Pe3epBHOE KONnpoBaHue

Pasgen npeaHasHaueH A5t 3Kcnopra cnucka yCTPOMCTB M3 CMCTEMbI B chaiin .csv, a Takke 418 umnopTa
CMMCKOB YCTPOWCTB B CUCTEMY.

floctyn & Mmnopt yeTpoicTe 4 3kcnopr yeTpoicTe
MNonbaoBaTtenn

Ponwn

YeeaoMneHnA

Nuuenaua

JIMUEH3WKM Ha YCTPORCTBA
PesepeHOe KONMpOBaHUe
MOHUTOPUHT

Mpaewna reHepauun coObITUR
Mpaewna redepayun npodnem
MIB

ABTopuaauma

[nsa skcnopTa cnucka yCTPOMCTB HaXXMUTE Ha KHOMKY "IKCNOpT YCTPOICTB": dhaiin 6yaeT ckadyaH 6pay3epom.
® dopmar caiina skcnopra/umnopra

ip;model;group
172.24.0.5;ESR-10;eccm/base_test_group/
172.24.0.6;ESR-20;eccm/base_test_group/
172.24.0.7;ESR-100;eccm/base_test_group/
100.110.0.166;ESR-1000;eccm/123/
172.24.0.9;ESR-1700;eccm/base_test_group/

rae:
* ip — IP-agpec ycTpoiicTBa;
* model — mogenb yCTPOWCTBa;
*+ group — rpynna, B KOTOPOI Haxo4nnochk UK Kyaa HYy>XHO NOMECTUTb YCTPOCTBO.

B kauecTBe pasgenntens Ncnosb3yeTca CUMBOJ TOUKA C 3anaroit ;.
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3.14.7.1 Vimnopm ycmpolicms

[na mnopTa yCTPOUCTB HaXKMUTE Ha KHOMKY "IMNOPT YCTPOCTB" U BbiGepnTe HEOOXoaMMbI dhainn ans
nmnopta. daiin dyaert 3arpyxeH B CUCTEMY M 06paboTaH, MOCc/1e Yero OTKPOEeTCS AnasioroBOe OKHO, KOTOpoe
BK/1t04@ET HECKOJ/IbKO LIAroB:

War 1 — fJo6aBneHue rpynn. [JaHHblli LWar otTobpaxaeTcs TONbKO B TOM C/lyyae, ec/iv B cucteme
OTCYTCTBYIOT Ipynmbl, B KOTOpPble HEO6X0AMMO NMOMECTUTL YCTPOICTBA B npoLecce nmnopta. lNMocne HaxaTus

Ha KHonMky "danee" B cucteme aBToMatnyeckn 6yayT co3gaHbl He06XoAMbIe TPYNMbl U OTKPOETCSA CAeAYIOLL M
war.

0 [Mo6asnexune rpynn a [obaBnexue ycTpoilcTe e OTuéT
[ns uMnopTa Bcex YCTPOWCTB, TpebyeTes Ao6aBUTb Cneayollue rpynmbi:

M@ eccm/base_test_group/

OTMeHHTE Danee
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LWar 2 — fo6aBneHue ycTpoiicTB. CoaepXnT Tabnuuy yCTpOICTB € UX cTatycamn. [J06aBUTb B CUCTEMY
YCTPOIACTBA MOXHO TO/IbKO B TOM C/ly4ae, EC/iM Y BCEX YCTPONCTB 13 cnucka nosie "CTaTyc” MMeeT 3HaYeHune
OK, B NpOTUBHOM Crly4ae KHorka "[anee" byget 3abnokmpoBaHa. [locnie Haxatusa Ha KHonky "[anee" Bce
ycTpoiicTBa 13 cnvcka byayT A06aBNeHbl B CUCTEMY U OTKPOETCS CReayHLMiA war.

9 [obasnexue rpynn o [lo6aBnexue ycTpoiicTe e OTuér

IP-appec Mopgenb Tpynna Cratyc

100.110.0.166 ESR-1000 eccm/123/ 0K

100.110.0.1 ESR-1000 eccm/123/ 0K

100.110.0.130 ESR-10 eccm/123/ 0K

100.110.0.9 MES3124 eccm/123/ 0K

100.110.0.209 MES2324P AC eccm/123/ 0K

100.110.0.145 ESR-1200 eccm/123/ 0K

100.110.0.10 MES3124 eccm/123/ 0K

100.110.0.136 ESR-1000 eccm/123/ 0K

100.110.0.172 MES2324P AC eccm/123/ 0K

100.110.0.75 ESR-3100 eccm/123/ 0K -

NEMEHTOB Ha cTpakuue 10w > 2
OTMennTE Hanee

Lar 3 — OTueT. B okHe oToGpaxaeTcs MHdopmMaLms 06 MMNOPTUPOBAHHBIX rpynnax (eC/n TakoBble Gbinn) 1
NMMNOPTMPOBAHHbIX YCTPOWCTBaX M3 dhaina. 11 3aKpbITUSi OKHA HAXXMUTE Ha KHOMKY "3aKpbITh".

° [No6asnexue rpynn o [lobaBnexue ycTpoiAcTs e OTyéT

[Llo6aBneHHble rpynnbi:

BB eccm/123/
M@ eccm/base_test_group/

Jo6aeneHHble YCTPOHCTEA:

IP-appec Mogenb Tpynna

100.110.0.166 ESR-1000 eccm/123/

100.110.0.1 ESR-1000 eccm/123/

100.110.0.130 ESR-10 eccm/123/

100.110.0.9 MES3124 eccm/123/

100.110.0.209 MES2324P AC eccm/123/

100.110.0.145 ESR-1200 eccm/123/

100.110.0.10 MES3124 eccm/123/ .

3aKpbITh
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3.14.8 MoOHUTOPUHT

Pa3gen npegHasHayeH A1 HACTPOVKM MOHUTOPUHIa CUCTEMbI: MPOBEPKM CTaTyCOB AOCTYNHOCTU YCTPOWCTB NO
npotokonam SNMP, TCP/ICMP n SSH, HacTpoiiku nepuoga xpaHeHnss MeTpuk/Tpanos/3ana4/cobbITuin/
npo6nem yCTPOICTB, HACTPOIKN NHTepBasia cbopa METPUK N 0OHAPYXXEHWS CYLLIHOCTENR, HaCTPOIKN NHTepBasia

nony4vyeHuns koHdurypaumm n MO ycTponcTs.

Doctyn

MonbzoBaTenn

Ponm

YBeAOMNEeHHA

Nuyensus

Tuenaum Ha yeTpoRcTea

Pe3epEHOe KOMHpoBaHUue

MoHMTOpHHT

OnpepfeneHune ctatycos ycTpoicTe no SNMP/TCP/ICMP

Wr Taitmayr 3anpocos, w
10 300 0

Mpoeepka gocTtyna no SSH

o . iy sanp
3600 10000 3

[T BrniounTs npoBepky no catycy SSH

Mepuog XpaHeHUs MeTPUK
Tpynna weTpuk yeTpoficea
uny
03Y/N3y
CTarychl AOCTYMHOCTH
WHTepdencsl
SLA TecTbl

BpeMA oNpoca CTATYCOE ACCTYNHOCTH

Nepn

60

60

60

60

60

60

A XpaHeHws, 1

pasKna reHepaLuu coBbITUR = .
WMHTepBanbl c6opa METPUK M 0BHapYEHNs CYLLHOCTEH YCTPOHCTE

MNpaswuna redepauuu npoGiem T
ESR
MIB Mepwop xpaHeHua Tpanos
HaseaHue WHTEPRANE METPHKMH WnTepean, cex 1 A KpaHEH) .
ABTOpH3aLMA
O6napyxenue LINMY/03Y/N3Y 3600

O6HapyxeHue SLA TeCcTos 3600
Mepuog xpaHeHus 3aaay

O6Hapyxenue uHTepdeACOR 3600 - B

Tepnon pare

CGop MeTpHK SLA TecToR 300 20

CGop meTprk LINY/03Y/M3Y 300

CGop MeTpHK HHTepdeRcos 300

Mepuog xpaHeHus npo6nem
CBop obiueh HHHOPMaLMK 86400 ! b i
90

Buoxet "Onpegenexune ctatycos yctpoinctB no SNMP/TCP/ICMP" coaepxuT cneaytouime nons:

* MHTepBan onpoca, cek — napameTp, onpeaensowmii 4HacToTy BbINO/IHEHMSA ONpoca YCTPONCTB No
npotokonam TCP/ICMP n SNMP;

+ TalimayT 3anpocoB, MC — BPeMS Ha BbINo/IHEHME onpoca no npotokonam TCP/ICMP n SNMP;

+ KonnuecTtBO NOBTOPHLIX MNOMNbITOK — NapameTp, onpeaenstowmin Y4Cno NOBTOPHbLIX MOMNbITOK onpoca no
npotokonam TCP/ICMP n SNMP;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPYMEHEHNSA HACTPOEK onpeaeneHns cTaTtycoB YCTPOWCTB;

+ KHornka "CbpocuTtb" — KHOMNKa Ans copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.

BugxeT "TpoBepka goctyna no SSH" cogepxuT cnegytowme nons:

* MHTepBan onpoca, cek — napameTp, onpeaensoLwmii 4acToTy BbINOSIHEHUSA ONpoca YCTPOUCTB No SSH;

+ TalimayT 3anpocoB, MC — BpeMS Ha BbINOSIHEHME onpoca no SSH;

+ KonuuyecTtBo NOBTOPHbIX NOMbITOK — NapameTp, ONpeaenstoLmii Y4C/10 NOBTOPHbIX NOMbITOK onpoca no
SSH;

+ Bknountb npoBepky no ctarycy SSH — donar, No3BoNstowWmii BK/IHOUUTL UAN BbIK/THOUUTL OMLMIO
nposepku no crarycy SSH;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSI HACTPOEK NPOBEPKU AOCTYMHOCTH yCTpoicTBa no SSH;

+ KHornka "CbpocuTtb" — KHOMNKa Ans copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSIHUSA.

BuaxeT "MIHTepBasibl c6opa METPUK 1 OGHAPYXXEHUSI CYLLIHOCTE YCTPOCTB" COAEPXUT CrieytoLine 3NEMEHTHI:

+ Tunbl YCTPOWCTB — CNNCOK TUMOB YCTPONCTB, A1 KOTOPbIX ONPeAeNnstoTcs napameTpsbl;

+ Tabnvua cOOTBETCTBUSA Ha3BaHWI UHTEPBA/IOB METPUK M UHTEPBA/IOB MX cOopa/0bHapyXeHus;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUSA HACTPOEK Mo CO0pYy METPUK 1 OBHAPYXXEHUIO
CYLLIHOCTE YCTPOWCTB;

+ KHornka "CbpocuTtb" — KHOMKa Ans copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.
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BuoxeT "VIHTepBan nonyyeHnst KOHpurypauumn" cogepxut cnegyrowme anemMeHThbi:

* WHTepBan nony4vyeHuns KOHUrypaumm, cex — napameTp, onpeaensoLwmii 4acToTy 3anycka 3agaqun Ha
nosy4yeHne KoHUrypaumm ¢ yCTpomncTBa;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPUMEHEHNSA HACTPOEK NHTepBasia NoyyYeHns KoHdurypauuu,

+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.

BuoxeT "MIHTepBan nonyyeHus MNO" cogepXxut cnepyrowme anemMeHThbl:

* WHTepBan nony4venus MO, cek — napameTp, onpeaensoLwmii 4acToTy 3anycka 3agayn Ha nonydexmve MO
YCTPOWCTBa;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPUMEHEHNSA HAaCTPoeK nHTepsana nonydexus Mo;

+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HauyeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.

Buaxet "Tepuog xpaHeHns MeTpuk' onpegensieT, Kak A0/Ir0 MeTPUKN YCTPOMCTB ByayT XpaHuTbes B 6ase
AaHHbix ECCM, 1 cogepxuT cregytolmne a/1eMeHTbl:

+ Tabnuua cooTBETCTBMA rpynn METPUK YCTPOICTB 1 Nepuoaa nx XpaHeHus;
+ KHonka "CoxpaHuTb" — KHOMKa A/15 NPYMEHEHNSA HACTPOEK Nepmoga XpaHeHs1 METPUK YCTPONCTB;
+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HauyeHuin Ao npeablayLero COXpaHEHHOro COCTOSTHUSA.

BuoxeT "TNeprog XxpaHeHns TpanoB" COAEPXUT Cneayoume 3/IeMeHTbI:

+ Mepuog xpaHeHus Tpanos, AHW — BpeMs XxpaHeHuss SNMP-TpanoB B cucteme;
+ KHonka "CoxpaHuTb" — KHOMKa A/19 MPUMEHEHUS HOBOTO 3HAYEHUS Nepruoga XpaHeHus Tparnos;
+ KHonka "Cépocutb" — KHomMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMSA.

BuoxeT "Teprog XxpaHeHns 3aga4y” CoaepXuT cneayowme a/IieMeHTbI:

+ MNepuopa xpaHeHus 3a4ad, AHM — BPEMSI XpaHEeHUS MHADOpMaLM O BbIMOMTHEHHbIX NOMb30BaTENbCKNX
3agavax;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 NPYMEHEHNSA HOBOTO 3HAYEHNS Nepuoaa XxpaHeHus 3ajav;

+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HayeHuin Ao npeablayLero COXpaHEHHOro COCTOSIHUSA.

BuoxeT "MNeprog xpaHeHnss npobaem” cogepXnT cneayrowme anemMeHThbl:

+ Mepuopa xpaHeHnsa Npobnem, gHN — BPEMS XpaHeHUs nHopmMauumn o npobaemax, 3aperncTpupoBaHHbIX
CUCTEMOI;

+ KHonka "CoxpaHuTb" — KHOMKa A/15 NPYMEHEHNSA HOBOTO 3HAYEHNS Nepuoaa XpaHeHus npoobnewm;

+ KHonka "CbpocuTtb" — KHOMNKa Ansa copoca 3HayeHuin Ao npeablayLero COXpaHEHHOIo COCTOSTHUSA.

(]

BumkeT "Mepunof XxpaHeHus COBbITUIA" COAEPXUT CrieaytoLLne 3N1EMEHTbI:

+ [epuog xpaHeHns cobbITUR, AHN — BPeMS XpaHeHUss HhopMaLmm 0 COObITUSX, CTeHePUPOBaHHbIX
cuctemoli Ha ocHoBe SNMP-TpanoB nnv MeTpuk yCTPOMNCTB;

+ KHonka "CoxpaHuTb" — KHOMKa A/19 TPUMEHEHNSI HOBOTO 3HAYEHUS Nepuoga XpaHeHus coobITU;

+ KHonka "Cépocutb" — KHoMKa Ans cobpoca 3HavyeHuii 40 npeblayLero COXpaHEHHOIO COCTOAHMS.

3.14.9 TMpaBwuna reHepalmmn cobbITUi

Pasgen npegHasHayeH 415 ynpas/ieHys npasniamMmn reHepaummn cobbiTuii. MNpasunia reHepaummn cobbITuia
npefHasHayeHbl 415 co3haHnsa cobbiTuil B cucteme. B kayecTBe MCTOYHMKOB AaHHbIX A1 perucrpaumm
cobbITNin ncnonb3ytotcss SNMP-Tpanbl 1 METPUKM YCTPOICTB. NpaBuia npeacTaBnaoT cob0ol rpynnbl yCI0BuiA,
06beMHAEMbIX C MOMOLLbIO lornyecknx onepatopos "U" nnm "NIN". Kaxgoe otaenbHoe ycnoBue, B CBOK
oyepefb, COCTOUT 13 3NIEMEHTA AaHHbIX, Oneparopa CpaBHeHWs 1 NOPOroBOro 3HayeHus. B cnyyae nonyyeHus
Tpana cucTemMa nNpoBOAMT NPOBEPKY COOTBETCTBUSA MMEILLMMCS NpaBu/iam: ec/iv 06HapyXeHo, 4To Tpan
COOTBETCTBYET NpaBuiy, CUCTEMA CO3a€eT CoObITME B XypHasie. AHa0rMyHbIM o6pa3om paboTtaet
o6HapyXeHve cobbITWil MO METPMKaM, C TEM OTINYMEM, YTO METPUKM COBMpatoTC HeNocpeaCTBEHHO
CUCTEMOIA.
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Doctyn

Monbacaateny

Ponm

Yeegomnexms

Nuuenaun

Nuuensum Ha yeTporicTaa

Pe3epaHoe Konuposarine

MoHUTOpHHT

MpaBuna renepaumy coGbITHRA

Npasuna renepauun npoGnem

MIB

ABTOpHIALMA

=

© oo

000 0| 0|0|0|0|0)|0|=d

Q

o * + Coapate

D

107

106

105

104

BbIK/IOueHO

Hasnakwe npagina

WLC Hegoctynen no SNMP

VESR HegocTynen no TCP

MES5448/7048 Hegocrynen no SSH

MEST1x0x/2100/22xx/3 1 ocTynen no SNMP

MEST1xx/2150¢/225¢/31 X HefioETy et no ICMP.

VESR HegjocTyneH no SSH

MES23xx/33xx/35%x/36xx/53%x/ 5400 HefocTynex no TCP

ESR [10CTyneH no ICMP.

MES14xx/24x%/34xx/37XX AOCTYNEH N0 SNMP

MES23xx/33xx/35xx/36xx/53%x/5400 HeAocTyneH no SNMP

Tpesora

Asapua

Tpesora

Mpepynpexgenye

Asapus

Tpesora

Asapus

Tpenynpexaesme

TpenynpexaeHme

Tpesora

HcTOuMMK AanHsiX

Metpuka

Metpuka

Metpuca

Metpuca

Merpuka

Merpuka

Merpuka

MeTpika

Metpuka

Metpuka

wLe

VESR

MES5448/7048

MEST10x/2 106/ 220310

MEST700/21506/ 225310

VESR

MES2350x/33x0t/35x/36x/ 53x/5400

ESR

MES 1 4t/ 240t/ 345/ 3T

MES23xx/33x%/35xx/36x%/ 53%x/5400

Buipaxerme

OLD_STATE ==

OLD_STATE ==

OLD_STATE ==

OLD_STATE ==

'OLD_STATE ==

'OLD_STATE ==

'OLD_STATE ==

'OLD_STATE' ==

'OLD_STATE' ==

OLD_STATE ==

1AND

1AND

1AND

2 AND

1AND

1AND

1AND

2AND

2AND

1AND

H

06racTs npuMeneHua

ecom

eccm

ecem

ecem

ecem

ecem

ecem

ecem

ecem

ecem

Bo Bknazke AOCTYMNHbI cneayowme 3/1eMeHTbl:

WoOoNoGa~wWN =

KHonka donnsTpaumm Tabnuubi;
KHonka 06HOBAEHUST TabNuLbl;
KHoMnKa HacCTpoKn 0TO6paXXeHNs KOSTOHOK TabnuLbl;
KHonka akcnopTa 1abnuubl B CSV-thaiin;
KHonka co3gaHus npasuia reHepaumm coobITuii;
KHonka yganeHns npaBun reHepauumn cobbITui;
Mone novcka nNo npasuiam reHepaumm coobITuii;
KHONKa AN OTKPbITUA KpaTKoro pyKOBOACTBA NO MOUCKY;
MpeaycTaHoBNEHHbIE PUNLTPLI TAGNULEI;
10. Ta6bnuua npaBua reHepaunn coobITHiA.

Tabnmua cocTouT 13 cneayoumx nonei:

+ ID — Homep npaBuna reHepaumm coobITuA;
+ HasBaHue npaBuna — Ha3BaHWe npaswu/ia reHepaumm coobITuiA;
+ BaXHOCTb — YpOBEHb BaXXHOCTH (severity) co6bITuS;

* MICTOYHMK AaHHbIX — AaHHble, KOTopble ByayT NCMONb30BaHbI A/18 reHepauun cobbiTys: Tpan,
MOSIyYEHHbI OT YCTPOWCTBA, NN METPUKN YCTPOIACTBA;
« Twun ycTpoiicTBa — TUN YCTPOICTBA, /19 KOTOPOro CO34aH0 NPaBunIo reHepaLUumn cobbITui;

* BblpaxkeHne — KpaTtkasi 3anuncb yC/I0BUIA, MO KOTOPbIM BYAyT NPOBEPSATLCS 3NIEMEHTbI AaHHbIX B AHHOM
npaBune;

® B konoHke "BbipaxeHue" 0To6paxeHo TONbKO NepBoe rpynrnoBoe yciosue npasuna. Ytoobb
MPOCMOTPETb BCE BblpaXKEHNE, KITMKHUTE Ha NKOHKY

* Bk/lo4eHO — nepek/toyaTesib BK/IHOYEHUS/BbIKNOYEHNA NpasBuia reHepauum coobITui;
+ O6nacTb NPUMEHEeHNS — rpynnbl/yCTPONCTBA, 4151 KOTOPbIX NMPUMEHSIETCA NPaBusIo reHepauum cobbITUiA.

[N co3gaHusi npaBu/ia reHepaummn coobITin HaxXMUTe KHonky "Cozaats” (5).

[N pefakTpoBaHus CyLLECTBYHOLLETO NpaBuia reHepawuy CobbITUIA HAXXMUTE Ha CTPOKY Tabnunubl ¢

npaBnIOM SIEBOW KHOMKON MbILLIN .

[ONs yaaneHus ofHOTO UM HECKO/TbKMX NPaBuU/ BblAENINTE COOTBETCTBYHIOLLME NPaBWIa C NOMOLLbI0 1aroB 1
HaXKMUTe KHOMKy "YaanuTb" (6).
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[N co3gaHusi HOBOTrO NpaBuna reHepauuy cobbITuii HaxmuTe KHonky "Co3aath” (5). MoaTtanHo 3anonHuTe Bee
pasgensl chopmbl "Co3gatb NpaBusio reHepaymmn cobbITuiA". o Mmepe 3anoiHeHns 06s13aTesibHbIX nonen oyayT

OTKpbIBaTrbCA HOBbIE pa3feibl.

CosfaTb NPaBWo reHepaLun cobbIThil

Onucanue

KpUTUUECKOE COCTORHME BEHTHNATOPE ESR) Kputiuecios . S oo mpasno

TvN gaKHbIX

YCNoBKA reHepalui cobbITHA

Pearuposats Ha nony4eHHe TRaNa Ge3 yenoswit

ESR ~  Tpan =  ciscoEnvMonFanStatusChangeNotif
06NACcTb NPUMEHEHHA
(D Mo YMONUaHHKS SyAiET BEIGPAHE KOPHERAR rpyRNa
®§ NodasuTs rpynny + [o6asus yorpoicTea
ONKMCAHHE ANEMEHTA JJaHHbIX
A ciscoEnvMonFanStatusChangeNotif is sent if there is change in the state of a device being monitored by ciscoEnvMonFanState.
Hazaasme InaueHme Tun Onucahwe
ciscoEnvMonFanStatusDescr 1.3.6.1.4.1.9.9.13.1.4.1.2 Crpoka  Textual description of the fan being instrumented. This description is a short textual label, suitable as a human-sensible identification for the rest of the information in the entry.

ciscoEnvMonFanState 1.3.61.4.1.9.9.13.1.413 Uncno  The current state of the fan being instrumented

Toynnozoe yenosie *

[ ~  + flo6aenTs rpynny  + [o6agkTs ycnoaue

ciscoEnvMonFanState ~ Paeno ~ 1

Paszgen "OnncaHne" cocTouT U3 3N1EeMEHTOB:

* Mone "HasBaHue npasuna’;
* Mone "BaxXHoCTb";

+ [Nepekntoyaresib BKIOUYEHWS/BbIKIOYEHUA npaBuia.

Paszgen "Tvn gaHHbIX" COCTOUT N3 3/IEMEHTOB:

* Mone "Tun ycTpoiicTBa" — TN YCTPOIACTBA, A1 KOTOPOro He06X0ANMO reHepupoBaThb COObITUE Ha

OCHOBE CcOo3aaBaeMoro npaswuia,

* Mone "Tun gaHHbIX" — AaHHbIE, KOTopble ByAyT UCNO/b30BaHbl A5 reHepaLymn cobbITUS: Tpar,

MOJTyYeHHbIli OT YCTPOCTBA, UM METPUKMN YCTPOIACTBA;

* Mone "2nemMeHT gaHHbIX" — 3/IEMEHT AaHHbIX A/19 reHepauun cobbITui;

+ Mepekntouatens "PearvpoBath Ha noslydeHve Tpana 6e3 ycioBu

~n

N — nepexknyaresib goCTyneH, ec/in B

none "Tun gaHHbIX" 6bIS10 YKa3aHo 3HavyeHue "Tpan". Ecnv nepeknitoyarenb HaXoAUTCSA B COCTOSHUN
"BK/IHOYEHO", COObITUE ByAET reHeprpoBaTbCs MPU NOTlyYeHUn Tpana oT YCTPOICTBA; €C/IN B COCTOSTHUN
"BbIK/TIOYEHO" — B C/lyyae BbINO/THEHUS YCNOBUIA, HACTPOEHHbIX B pa3gene "YCnosusi reHepaumm

CcoobITUIA".

® [ns co3paHysa npasuna reHepaumm cobbiTuii no SNMP-Tpanam ans yctpoiicts Tuna GENERIC
HeobxoAMMo A06aBMTb COOTBETCTBYHOLWMIA MIB-apxmB Ha cTpaHuue "Hactporikn' — "MIB" — "MIB-

apxvBbl".
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Paszgen "O6nactb NPUMEHEHMSA" COCTOUT N3 3/IEMEHTOB:

+ KHonka "[o6aBuTb rpynny" — go6asneHune rpynmbl yCTPOWCTB, 47151 KOTOPOI 6yAeT co3gaHo npasBuio;
+ KHonka "[Jo6aBuTb ycTpolicTBa" — fob6aBneHne yCcTponcTBa, 418 KOTOporo 6yaeT co3gaHo npasusio.

® Mpwn He3anonHeHHOM pasgene "O6/1acTb NPUMEHEHNS" B Ka4ecTBe 06/1acTi NpUMeHeHns byaeT
aBTOMaTU4YeCKMN ycTaHoB/eHa KopHeBas rpynna ECCM.

Paszgen "OnncaHve anemeHTa gaHHbIX" COAEPXUT MHPOPMAaLMIO O BbIGPAaHHOM 3/IEMEHTE AaHHbIX.

~n

Pazgen "YcnoBusi reHepaummn cobbITUIA" COCTOUT U3 3/IEMEHTOB:

+ Mepekntoyartens "MpynnoBoe ycnoBme" — UCnonb3yeTcs A1 YCTaHOBKM /I0rMYECKO onepaumum Mexay
YC/IOBUAIMU WU/IN Tpynnamu yCrioBuii. Hanpumep, npasnio cpaboTtaeT, ecsiv BbinosiHuTes "yesiosue-1 NN
ycnosue-2";

+ KHonka "[jo6aBuTb rpynny" — A06aBASET Ha COOTBETCTBYHOLLMIA YPOBEHb BIOXEHHOCTU MYCTYH rpynny
yCNoBUiA;

+ KHonka "[jo6aBuTb ycnosue" — fo6aBnsieT HOBOE YC/I0BNE B COOTBETCTBYHOLLYIO FPYNMy YC/10BUIA;

+ [None "2nemMeHT faHHbIX" — NCMONb3yeTca A1 Bblbopa afieMeHTa aHHbIX, o KoTopoMy Byaet
NPOV3BOANTLCS CPAaBHEHWE B YC/T0BUY;

+ Mone "®yHKUUS cpaBHEHNS" — MCMONb3YeTCS A1 Bbibopa onepawuuy CpaBHEHNS 3HAYEHUST 31eMeHTa
[laHHbIX C MOPOrOBbIM 3HAYEHUNEM;

+ one "ToporoBoe 3HavyeHne" — NCNosb3yeTcs A1 BBOAA 3HAYEHNS, C KOTOpbIM OyAeT cpaBHMBATLCA
3HaYeHve aNeMeHTa AaHHbIX;

+ KHOnka yganeHus ycnosus;

+ KHonka yganeHus rpynnbl YC/10BWiA.

® Pasgen "Ycnosus reHepaumu cobbITUin" 6YAET CKPbIT, ECAN BbIGPaH TWUM AaHHLIX "Tpan" 1 BKYEH

nepeknyaresb "Pearl/lpOBaTb Ha noJsiydeHne Tparna 6es ycnosun-.

[na npeaBapuTeNbHOro NPOCMOTPA CO3laBaeMOoro npaBu/ia HXXMUTE Ha KHOMKY "MpeaBapuTenbHbIit
NpPOCMOTP", pacnonoXeHHyt B NpaBOM BepXHeEM yry okHa "Co3faaTb NpaBuio reHepaumm cobbiTuin'.

MapameTpbl co3gaBaeMoro npasuna 6yayT oTobpaxeHbl B OkHe "MpeaBapuTenbHbiii npocMoTp”. Ans
3aKPbITUSE OKHA HAXXMUTE KHOMKY "3akpbITb".

MpensapuTentHbIA NpocMoTR

Haseauue npaeuna KpHTHYSCKOE COCTORHKE EEHTUAATOpS ESR
BamHocTe KpuTHyeckoe

Brnioueno Na

Tun ycTpoKcTEa ESR

TN QaHHbIX Tpan

O6BERT MASHTUEMKALMA ciscoEnvMonFanStatusChangeNotif
Buipamenne ‘ciscoEnvMonFanState’ == 1

BrifpaxHan rpynna eccm

JaKkpeiTe

Mo 3aBepLUeHUn 3anosHeHUsA BCcex 0ba3artesbHbIX Nnosei popmel "Co3gatb Npasuio reHepaLumn coobITUiA"
HaxMuTe KHomky "Co3gark”, YTo6bl co34arb NPaBuo, Un KHOMKY "OTMEeHNUTL", YUTOObl COPOCUTL BCE HACTPOWKK
1 3aKPbITb OKHO.
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Pasgen npegHasHaueH A5t ynpasneHust npasuiamMmm o6HapyXXeHus npo6iem B ceT. MexaHn3m 06HapyXeHust
npo6s1eM OCHOBaH Ha NOACYETE KOMMYECTBa COObITUIA, 3aperncTpMPOBaHHbIX 3a ONpeAesieHHbIe MPOMEXYTKM

BpeMeHu. MNpaBnna npeacTasisaT COO0W rpynnbl YCN0BUIA, 06beUHAEMbIX C MOMOLLbIO JTIOTUYECKNX

onepatopos "N" nnn "NNN". Kaxxgoe otaensHoe ycrioBue, B CBOK o4epefb, COCTOUT U3 yKazaHUs KOHKPETHOIO
cO6bITVA, ONeparTopa CpaBHEHWS 1 MOPOroBOro 3Ha4eHNsi BO3HUKHOBEHUSI 3TOr0 CO6bITUSA. 1519 BCero npasuia
3aflaeTcsl MHTepBas1 BPEMEHU, B TEYEHNE KOTOPOTro NMPOVUCXOANT aHaNn3 faHHoW Npobiemsl.

Hoctyn

Pom

NnueHaus

MotiTopHHT

MiB

AgTopHaaLMA

Monb3oeatenn

YeeqomneHms

TNueraun Ha ycTpoicTea

Pe3epanoe KoUpOBaKie

Mpasina rexepaLm cobbrit

Mpaguna renepauyn nposnem

Baxcuocrs

Mpenynpexaenye BpeMeHHOR AManascH Nopros akThee,

Hdopmatinn Graryc nopra 802 1x paspewen

Mpenynpexgenve Heso3monmo aobasmts MAC-anpec, Tatnuua nepenonkea

Vibopmatins

‘pimNeighborloss_MES23xx/33:00/35x0/ 361/ 5300/ 5400' = 1

[J 4  Monysen HexoppekTHbIA Naker Ha BMpTYanbHBIA wHTepbeRc  Ownbka Maker OSPF, KOTOpEIf G511 MONYEH Ha BADTYaNEHOM MHTEpGETiGE,

[0 45  Hapywewme saums: BPDU Mpenynpexgenvie TOPT Goin MPHOCTAHOBAEH H3-33 HADYWE MR SawyTo! BPDU

=1

3501/

/53xx/5400 >= 1

‘poePowerHWFail_MES23x/33xx/35100/36:xx/ 530/ 5400 »= 1

Fault MES2

300

1 MES2300/

v

Bo Bkagke oTo6paXkeHbl CriefytoLne 3N1eMeHTbI yNpaBieHus:

OoOoNoa~wN =

10.

KHorka dpunstpauun taénuupi,

KHonka o6HoBNEHMS Tabnnupl;

KHomMKa HacTpolikun 0TOGpaXKeHNsT KONTOHOK TabamLbl;
KHonka akcnopta Tabnuubl B CSV-thaiin,

KHorka co3gaHus npaswia reHepavummn npobrnem;
KHonka yganeHus npasun reHepauumn npobnewm;

Mone nowvcka no npasunam reHepauuun npobnewm;
KHonka g/19 OTKpbITUA KPaTKOro pykoBOACTBA MO MOUCKY;
MpeayctaHoBNEeHHbIe UILTPLI TabNnLbl;

Tabnvua npaesun reHepaumm npobnem.

Tabnuua cocTouT 13 cneayoLmx nonei:

ID — Homep npaBuna reHepauun npobnewm;

HasBaHue npaBmia — Ha3BaHue npasuia reHepalum npobnew;

BaxkHOCTb — YpOBEHb BaXHOCTM (severity) npaBuna reHepauum npoénem;

OnucaHne — TEKCTOBOE OMMCaHWe NpaBuia reHepawuy npoénem;
BblpakeHne — kpaTtkas 3anucb yC/10BusSi reHepauum npo6emsi;

B konoHke "BbipaxeHne" oTobpakeHo TONbKO NepBOe rpynnoBoe ycsioBme npasusa. Ytobwl

NPOCMOTPETL BCE BblpaXeHue, KIIMKHUTE Ha UKOHKY

Hopmanusauus — cpnar Hamums npaeuia HopMasm3auun 4718 aBTOMaTUUYeCKOro 3aKpbITUSI CO3[jaHHbIX

npoo6newm;

MHTepBan — BpEMEHHO NPOMEXYTOK, HA KOTOPOM MPOBEPSIETCS YC/I0BUE NpaBuia peructpaummn/

HopManmMsauumn Npooewm;

BkntoyeHo — nepekstoyatesib BK/IOYEHMS/BbIK/TIOYEHNS NPpaBu/ia reHepauumn npotiem.

[N co3gaHusi npaBuia reHepaummn npobnem HaxmuTe kHonky "Cosaatb” (5).
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[na pegakTupoBaHns CyLeCTBYHOLEro npasu/ia reHepaumm npobnemM HaxmuTe NeBOV KHOMKOW MbILUW MO
CTpOKe Tabnuubl ¢ NpaBUIOM.

[Ons ynaneHust o4HOTO UM HECKO/bKMX NPaBuU/ BbIAENNTE COOTBETCTBYHIOLLME MPaBWia C NOMOLLb0 oaroB 1
HaXKMUTE KHOMKY "Yaanutb" (6).

3.14.10.1 Co3s0aHue npasusa 2eHepayuu rnpobsem

[N co3gaHnsi HOBOTO NpaBua reHepawuun cobbITuiA HaxXmKUTe KHomnky "Co3aathk” (5), oTkpoeTcst okHo "Co3aaTthb
npasuno reHepauun npodnem”.

MoaTanHo 3anosiHNTe Bce pasaerbl hopMbl. [0 Mepe 3anosiHeHNsA 06s13aTeNbHbIX Nosei ByayT OTKpPbIBATLCA
HOBblE pasaensl.

CosgaTb NpaBuo reHepauum npobnem
Onucanne
Hewcrpagusiil Restunatop ESR KpuTuueckoe ~ @ Bunounts npasuno
Onucasive 60 @ ‘cromatiueckan HopManHaauua

YCNoBuA reHepauiyi npobnem

Tpymnosae yencae*
[ ~ 4 foSacurerpynny 4 [loGamuTs yenoame

Bonswe - 1

KpHTH4ECKDE COCTORHME BeHTUNATODA ESR 1 Yaenuto yenoeme

YCNOBWA HOPMaNH3auuu Nposnem

Toynnosoe yenoame *

" ~ 4 Qobaurerpynny 4 [loGasus yenosme

QyHKups cpagKeHns* . Moporogoe auavenine *
BbIGpaTh NPABHAD COBBITUA W YaanuTs yenoaue

OTMEHHTL

Paszgen "OnncaHne" cocTouT U3 31EMEHTOB:

* Mone "HasBaHue npasuna’;

* Mone "BaxXHoCTb";

* Mepekntoyarens "BkAunTb NpaBuno’,

+ Mone "OnncaHne" — TEKCTOBOE ONMcaHne co3haBaemoro npaswia reHepaummn npobnewm;

* Mone "MiHTepBan, cek" — BpEMEHHOW NHTepPBas1 aHanm3a ycrioBus npasuna. Ecnv Ha 3agaHHOM
NHTepBasie KO/IMYECTBO COObITUI ByaeT 60/bluUe, MEHbLLE WM PaBHO MOPOroBOMY 3HaYeHWuo, To ByaeT
co3faHa COOTBETCTBYyHOLLAasA Npo6nema;

+ Mepekntouartens "ABTomMaTnyeckass Hopmanmsaunsa" — OTKpbIBaeT A0CTyNn A0 pasgena "Ycnosus
Hopmanm3auun npobnem". Npu cpabatbiBaHUN NpaBWIa HOPMasIM3aLu COOTBETCTBYHOLLANA Npobiema
OyfeT aBTOMaTMYECKM 3aKpbiTa.

Pasnen "Ycnosus reHepaumm npobsem" COCTOUT U3 3/IEMEHTOB:

+ Mepekntoyartens "MpynnoBoe ycnoBue"— NCNob3yeTcs AN YCTaHOBKM JIOTMYECKOl onepauumi Mexay
YCNOBUSAMW WX Tpynnamm ycnoBuii. Hanpumep, npaBuio cpaboTtaeT ecnu BbinonHuTes "yciosue-1 NN
ycnosue-2";

+ KHonka "[06aBuTb rpynny" — no6aBnsieT Ha COOTBETCTBYIOLMIA YPOBEHb BIOXXEHHOCTW MYCTYtO rpynmny
YC0BUiA;

+ KHonka "[jo6aBuTb ycnosme" — f06aBnsieT HOBOE YC/I0BME B COOTBETCTBYIOLLYHO TPYrmny YC/10BUIA.
Kaxpoe ycrnoBre cpaBHMBAET KO/IMYECTBO CO3AaHHbIX COObITUIA ONpeaeneHHoro Tmna ¢ NoporoBbIM
3HAYeHMEM Ha YCTaHOB/IEHHOM BPEMEHHOM UHTEpPBasie Mo 3afaHHbIM PYHKLUSIM CPaBHEHWS;

+ KHonka "Bbl6paTtb NpaBuio cobbITUS" — UCNonb3yeTcs A1 Bbibopa npaBuia reHepauun cobbiTus, no
KoTopoMmy 6yaeT Npon3BOANTLCSA CPaBHEHUE B YCMTOBUK;
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Mone "®yHKuMA cpaBHEHUS" — NCNO/b3YETCA AN18 BblIOOpa onepauuy CpaBHEHUST 3HAYEHMS 3/IEMEHTa
[laHHbIX C NOPOrOBbIM 3HAYEHNEM;

Mone "IoporoBoe 3Ha4YeHne" — Ncnosb3yeTcs 4715 BBOAA 3HAa4YEHUS, C KOTOPbIM OyAeT CpaBHMBATLCS
3HaYeHve aNeMeHTa AaHHbIX;

KHonka yganeHusi ycnoBus;

KHonka yganeHusi rpynnbl yCIOBUIA.

Pasgen "Ycnosusi Hopmanusaumm npobaem” coCTOMT U3 3/IEMEHTOB, aHa/IOTUYHBIX 3/IEMEHTaM pasgena
"YcnoBus reHepauun npobnem”.

®

Ecnu HacTpoeHo NpaBuIo HopMas3aLummn NPo6sembl, TO Npyu cpabaTbiBaHWM NpaBuia HopManusaum

COOTBETCTBYHOLIAs Npo6riema GyeT aBToMaTUYeCcKn 3aKpbiTa.

Pazgen "Ycnosusi Hopmanusauum npobnem” 6yaeT CKpbIT, eV Nepeknoyarens "ABToMatmyeckas
HOopManu3aumsa" HaxoaUTCA B COCTOSAHUN "BK/IIOYEHO".

Mpn HaXKaTMK Ha KHOMKY "BbiGpaTh NpaBu/I0o COObITUA" 0TOOPaXKaeTCA ANanoroBoe OKHO C Tabnuuel npasusn
COObITUIA:

—r
-
=

BbibepuTe npaBuo reHepauuu cobbiTus

Q Q, Haiirw npa ]
Hassawme npasuna BawmHoCTh Tin manHex Tun yetpodicTea Beipaesie [T Te——— BrmioueH
KpuTHuyeckoe cocToRHME BEHTUNATOPa ESR Kputuyeckoe Tpan ESR ‘ciscoEnvMonFanState’ == 1 eccm
rivirpEntriesDeleted_MES2 3xx/33xx/ 350/ 36xx/ 53xx/ 5400 YeeaoMneHue Tpan MES_ROS4_ROS5_ROS6 rivVrrpEntriesDeleted' 3 eccm
riTrunkPartNotCapableTrap_MES23xx/33xx/35x¢/ 36x%/53xx/ 5400 YeeaomneHue Tpan MES_ROS4_ROS5_R0OS6 ‘fTrunkPortNotCapableTrap’ 3 eccm
riEeeLidpSingleNeighbour_MES23xx/33xx/3 50/ 36xx/53x¢/5400 Yeegomnenue Tpan MES_ROS4_ROS5_R0OS6 ‘riEeeLidpSingleNeighbour” 3 eccm
riRadiusServTrapAuthFailure_MES23xx/33xx/ 3 5xx/36xx/ 53xx/ 5400 YeeaoMneHue Tpan MES_ROS4_ROS5_ROS6 riRadiusServTrapAuthFailure’ 3 eccm
ridot1xSupplicantMacUnauthorized Trap_ MES2 31/ 330/ 3500/ 3600/ 53100/ 5400 MpepynpexasHue Tpan MES_ROS4_ROS5_ROS6 ‘idot1xSupplicantMacUnauthorizedTrap' 3 eccm
pseOverloadPort_MES23:0x/33x/ 3500/ 360/ 53xx/5400 Tpesora Tpan MES_ROS4_ROS5_R0OS6 ‘pseOverloadPort’ 3 eccm
ridot1dStpPortStateForwarding_MES23xx/ 330t/ 3 5x0x/ 36x1/ 53¢/ 5400 MpepynpexgeHne Tpan MES_ROS4_ROSS5_ROSE ridot1dStpPortStateForwarding' 3 eccm
stpLoopbackDetectionResolved_MES23xx/33xx/35x¢/36xx/53xx/5400 NpepynpemeHue Tpan MES_ROS4_ROS5_ROS6 ‘stpLoopbackDetectionResolved' 3 eccm
ridot1xPortControlModeNotAutoTrap_MES23x/3300/3 500/ 3600/ 53000/ 5400 Mpepynpexaeqne Tpan MES_ROS4_ROS5_ROS6 ‘ridot1xPortControlModeNotAutoTrap' 3 eccm
nementon Ha cpanne 10w > 2l
OTMEHHTE Buifpate

Tabnuua cocTouT 13 creayrLwmx noseit (tabnmua aHanornyHa ocCHOBHol Tabnuue MNpasuna redepalny
CO6bITUIA):

Ha3saHuve npasuia — Ha3BaHve npasu/ia reHepaumm cobbITuii;

BaXHOCTb — ypOBEHb BaXXHOCTM (Severity) npaBuna reHepauum cobbITuii;

Tun AaHHbIX — TUN AaHHbIX, KOTOpble 6yAyT MCNO/b30BaHbl A5 reHepaLmmn cobbITus;

Tvn ycTpoicTBa — TN YCTPOIMCTBA, A1 KOTOPOro CO34aH0 NPaBu/io reHepamm coobITuiA,

BblpaxkeHne — kpatkas 3anvcb yC/10BUSA reHepauun cobbITus;

O6nacTb NpUMEHeHUss — rpynnbl/yCTPONCTBA, 415 KOTOPbIX MPUMEHSETCA NPaBuU/Io reHepaumm cobbITui;
BkitoueHo — hnar BKIOYEHUSA/BbIK/IIOYEHUS NpaBuia reHepauuy cobbITUIA.

[nsi [o6GaBNeHVss HOBOTO YC/I0BUSI HYXHO:

1.
2.

(OnymoHanbHO) HaxxaTb Ha KHOMKY 406aB/IEHUSI HOBOW rpynmbl ycoBuii "0,06aBuTb rpynny”;
Haxatb Ha kHoMKy "[lo6aBuTb ycrosue",
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3. HaxaTb Ha KHonKy "BblbpaTb NpaBunio cobbITHsS": OTKPOETCA ANaioroBOE OKHO Bbibopa npasunna
COObITHUIA;

4. B OTKpbIBLLUEMCS AMasIOTOBOM OKHE BbIGpaTh MpaBu/io TOro cobbITUS, MO KOTOpoMy ByaeT

NPOU3BOANTBLCA NPOBEPKA NpaBu/ia reHepawmmn npobnewm;

B none "®yHKuna cpaBHeHUA" BbIGpaTh HY>HYI (DYHKLMIO CPaBHEHMS,

B none "MoporoBoe 3Ha4YeHne" BBECTM YNCMIOBOE 3HAYEHNE, C KOTOPbIM OyAeT CpaBHUBATLCS

KO/IM4eCTBO COObLITUI Ha 3aJaHHOM MHTepBasie.

SRS

[ns ypaneHusa ycnoBusa HaXXMUTE Ha KHOMKY "YaanuTb ycnosue”. Ans yaaneHus rpynmbl yCN0Buii ¢
B/TOXEHHbIMW YCNIOBUAMY HAXXMUTE Ha KHONKY "YaanuTb rpynny”.

[na npefBapuTeNbHOIO NPOCMOTPA CO34aBaeMOoro NpaBu/ia HXXMNUTE Ha KHOMKY "MpeaBapuTenbHbIit
NpPOCMOTP", pacnonoXeHHY0 B NPaBOM BEpPXHEM yriy hopMbl "Co3gaTb NpaBuio reHepaumm npobnem”.
MapameTpbl co3gaBaeMoro npasuna 6yayT oTobpaxeHbl B OkHe "MpeaBapuTenbHblii npocMoTp”. Ans
3aKPbITUA OKHA HaXXMMUTE KHOMKY "3akpbITh".

MpepBapuTenbHbIA NPOCMOTP

Haamauue npaewnna Hewcnpaeuelil eedTnaTop ESR

BamHocTs Kputnueckoe

Binsoueno DNa

HuTepean 60

BripameHue 'KPMTHY4ECKOE COCTOAHME BEHTHNATORE ESR = 1

Hopmanu3ayua Het

3aKpbiTh

Mo 3aBepLUEeHMM 3an0/THEHNS BCceX 00653aTenbHbIX nonen opmbl "Co3aaTk NpaBuio reHepaumm npobnem”
HaXXmuTe KHomnky "Co3aatk”, YTo6bl co3aTh NPaBWIO, UK KHOMKY "OTMEHUTL", 4TOObl COPOCUTL BCE HACTPOMKM
1 3aKPbITb OKHO.
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3.14.11 MIB

Pasnen npegHasHaveH Ans ynpasneHus nosb3osarenbckumm MIB-thaiinamu. MIB-thaiinbl MoryT 6biTb
3arpyXeHbl B BuAe apxvmBoB B popmarte .zip. [ocne 3arpy3ku OHM pacnakoBbIBaKTCS, MPOBEPSOTCA U
cobupatotca B eanHblii MIB-KOHTEKCT, KOTopbIV npumeHsieTca ansa aHanim3a SNMP-TpanoB oT yCTpOCTB Tuna
GENERIC.

3.14.11.1 MIB-apxussbl

Pasfen npegHasHayeH Ans ynpasneHnsi Nosib3oBatenbckumm MIB-apxusamu.

Hoctyn MIB-apxuBbI

Monb3osatenu O ¥ UmnopTuposath

Ponu
O ] Ha3Banue daiina [laTa coapammus Mogynn
(©

Ysepomnenus
O 1 1.11.10_mibs zip 2024-02-22 12:34:31 v

NnueHsus
BNeMeHTOB Ha cTpaHmue 10 ¥
JNnueHsum Ha yeTponcTsa
PeaepBHoe KONMpoBaHue
MoHwTOpUHI
Mpasuna reHepauyn cobbITui
Mpaeuna reHepayun npobnem

MiB

ABTOpM3aL A

Bo Bknaake JOCTYMHbI C/IEeAyHOLIME 3NEMEHTbI YNPABIEHNS:

1. KHonka o6HOBNEHNSA Tabnuubl;

2. KHornka nmnoptupoBaHusa MIB-apxmnBa B cuctemy;

3. KHomnka akcrnopTnpoBaHus ycTaHOB/IEHHbIX MIB-apxnBoB 13 cuctemsl;
4. KHornka yganeHua MIB-apxv1Bos;

5. Ta6nuua MIB-apx1BoB.

Tabnumua cocTouT 13 cneayoLmx nosneii:

* ID — Homep MIB-apxuBa B cucteme;

+ HasBaHwue (halina — Ha3BaHue 3arpy>xeHHoro MIB-apxuBa;

+ [ara co3gaHus — garta n Bpems 3arpysku MIB-apxusa B cuctemy;

* Mogynu — MIB-moaynu, koTopble 6bl/1 3arpy>XeHbl B CUCTEMY BMECTE C apXMBOM.

Mpw KKe Ha COOTBETCTBYIOLLYIO CTPOKY B Tabnuue apxnBoB OyAEeT PackpbITO COAEePXXMMOE apxvBa — CNMUCOK
mopynei MIB-apxuBa.
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[na umnopTpoBaHua MIB-apxvBa B CUCTEMY HXMUTE KHOMKY MMMOPTUPOBaHMS apXxMBOB (2): OTKpoeTCs
AnasnoroBoe OkHO an4 3arpysku MIB-apxusa:

3arpyauTtb MIB-apxue

Wmnoptupyembie MIB-apxusbl, coaepxatyue MIB-haitnsl, npuMeHstoTcs Ansa onpegenenns SNMP-Traps
oT ycTpoicTs Tvna GENERIC.

Mpeaynpexaexne: Mpu Ay6nMpoBaHumn paHee sarpyxerHoro MIB-haina, B cucTeMe 6yeT HCNONb30BaH
NepBOHaYansHo UMMNOPTUPOBaHHbIM MIB-hann.

PesyneTat uMnopta MIB-mogyneii: YenelwHo pacnakoeaHbl U Jo6aeneHbl 13 dainos

B apxuse copepxatca fobaeneHHble MIB-Moaynu, 21 daiinos 6yaeT nponyLieHo.

Nyte Cratyc OnucaHKHe

/data/mibs/4/cisco/CISCO-PORT- o

CHANNEL-MIB.ixt undefined symbol 'ciscoMgmt’

ﬁgﬁé&%ﬁéiﬁgﬂ?m undefined symbol ‘ciscoMgmt’
/data/mibs/4/ietf/ TUNNEL-MIB.txt

/data/mibs/4/ietf/IPV6-FLOW-
LABEL-MIB.txt

AN -

/data/mibs/4/esr/ELTEX-ESR-
MIB.mib

OTMeHNTb CoxpaHuTb

B avanoroBom okHe 3arpy3ku MIB-apxuBa AOCTYNHbI CNeAyoLMe 31IEMEHTbI:

1. O6nacTb 3arpy3ku aina c KHOMNKoW Belbopa daiina;
2. Tabnuua c nHdopmaumeit 0 3arpy>xaeMomM apxuBe;
3. KHOMKM OTMeHbI/NoATBEPXAEHUSA 3arpy3Ku.

[Nsi 3KCNOPTNPOBAHUS YCTAHOB/MEHHbIX MIB-apX1MBOB Bbile/IUTE HEOBXOAVMbIE apPXMBbI N HAXXMUTE Ha KHOMKY
3KCMOPTUPOBAHMS apX1BOB: OHK BYAyT coXpaHeHbl Ha MK.

[ANsi ynaneHusi yctaHoBNEHHbIX MIB-apxvMBOB Bblie/IMTE HEO6XOAMMbIE apXMBbI U HAXXMITE Ha KHOMKY
yOaneHvsi apxuBoB.
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Pasgen npeaHasHadyeH anst otobpaxeHns MIB-o6bekToB (OID), NoslyYeHHbIX U3 3arpy)eHHbIX apXMBOB.

Hoctyn MIB-apxmBb MIB-06beKTbl
Monbsosatenn Q =
Ponu

oD Hassanue
Ysepomnenus

1.3.6.1.21.10.131.1 tunne/MIBObjects

TNuyensna

JNnueHsun Ha ycTpoincTea
1.36.1.2.1.10.131.1.1 tunnel

PesepsHoe Konuposatie

1.3.6.1.2.1.10.131.1.1.1 tunnellfTable

MoHvTOpMHT

1.3.6.1.2.1.10.131.1.1.1.1 tunnellfEntry

MpaBuna reHepaLin CoBbITUA

1.36.12.1.10.131.1.1.1.1.1 tunnellfLocalAddress

MpaBuna rexepalyi npoénem

1.3.6.1.21.10.131.1.1.1.1.2 tunnellfRemoteAddress

MIB

AsTOpMsaLNA 1.3.6.1.21.10.131.1.1.1.1.3 tunnellfEncapsMethod

1.3.6.1.21.10.131.1.1.1.1.4 tunnellfHopLimit

1.3.6.1.21.10.131.1.1.1.1.5 tunnel lfSecurity

1.36.1.2.1.10.131.1.1.1.1.6 tunnellfTOS

OBJECT_IDENTIFIER

OBJECT_IDENTIFIER

SEQUENCE

SEQUENCE

OCTET_STRING

OCTET_STRING

INTEGER

INTEGER

INTEGER

INTEGER

Onucanue 0GBeKTb

1.3.6.1.2.1.10.131.1.7 tunnel

The (conceptual) table containing information on configured tunnels.

An entry (conceptual row) containing the information on a particular configured tunnel.

The address of the local endpoint of the tunnel (i.e., the source address used in the outer IP
header), or 0.0.0.0 if unknown or if the tunnel is over IPvé. Since this object does not support
IPvé, it is deprecated in favor of tunnellfLocallnetAddress.

The address of the remote endpoint of the tunnel (i.e., the destination address used in the outer
IP header), or 0.0.0.0 if unknown, or an IPv6 address, or the tunnel is not a point-to-point link (e.g.,
if it is a 6to4 tunnel). Since this object does not support IPv6, it is deprecated in favor of
tunnellfRemotelnetAddress.

The encapsulation method used by the tunnel.

The IPv4 TTL or IPv6 Hop Limit to use in the outer IP header. A value of 0 indicates that the value
is copied from the payload's header.

The method used by the tunnel to secure the outer IP header. The value ipsec indicates that IPsec
is used between the tunnel endpeints for authentication or encryption or both. More specific
security-related information may be available in a MIB module for the security protocol in use.
The method used to set the high 6 bits (the differentiated services codepoint) of the IPv4 TOS or
|Pv6 Traffic Class in the outer IP header. A value of -1 indicates that the bits are copied from the
payload's header. A value of -2 indicates that a traffic conditioner is invoked and more information
may be available in a traffic conditioner MIB module. A value between 0 and 63 inclusive
indicates that the bit field is set to the indicated value. Note: instead of the name tunnellfTOS, a
better name would have been tunnellfDSCPMethod, but the existing name appeared in RFC 2667
and existing objects cannot be renamed.

3nemenToB Ha cTpaHMue 10 ¥ 1-10 134979

>1

Bo Bknazke AOCTYMHbI cneayowme 3/1eMeHTbl:

1. KHonka 06HOBNeHNs Tabnubl;
2. KHonka donnerpaymm Tabnmubl;
3. Tabnuua MIB-06beKTOB.

Tabnuua cocTouT N3 CneayoLmx nonei:

+ OID — ngeHtncpmkatop SNMP-06b€eKTa;
+ HasBaHue — Ha3BaHne SNMP-06bekTa;
* Tun — Tin SNMP-06beKTa;

* OnucaHue — onucaHne SNMP-06bekTa;

+ OObeKTbl — cnMcok govyepHux SNMP-06beKTOB A/151 BbIGpaHHOIO 06beKTa.

@ MIB-06beKTbI 6yAyT OTOGPaXKEHbI, EC/IV UMMOPTUPOBAHbLI COOTBETCTBYIOLME MIB-apXxuBbl.

Mpu KMKe Ha COOTBETCTBYHOLLYIO CTPOKY B TabnuLe 06bLEKTOB ByEeT packpbiTa NoApo6Hasi MHopMaLms o

MIB-o6bekTe.
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3.14.12 AsTOpusauus

Pasgen npegHa3HayeH /19 HacTPOVK1 CNoco60B ayTeHTUMKaLUM No/b30BaTesNen B cMCTeMe 1 NapaMeTpoB
nogxntoveHus Kk LDAP-cepepy.

© nMpumep no HacTpolike LDAP-ayTEHTUdIMKALMW NPEACTABMEH B CTaTbe "/IHCTPYKLS M0 HACTPOIKE
LDAP-ayTeHTUdmKaLmmn".

3.14.12.1 PaspeuweHHbIe crnocobbl aymeHmugbukayuu

B cucteme moryT ncnosb3oBaTbCs O4HOBPEMEHHO ABa crocoba ayTeHTU(UKaLn: NoKasibHas
ayTeHTUdmKaums, Korga JIorMH 1 naposib YY4ETHOM 3anncy Nosb3oBaTtens XpaHaTcsa B 6a3e AaHHbIX CUCTEMBI
ynpasneHust ECCM, n ayteHTudmkaums ¢ nomolbto BHewHero LDAP-cepBepa. BKoueHne 1 BbIK/IHOUEHNE
CNoco60B ayTeHTU(INKaLMN peanin3oBaHo Yepes BUAKET "PaspelleHHble cnocobbl ayTeHTUdmkaummn'.

HocTyn
PaspelueHHble cnocobbl ayTeHTUhUKaLHUK

MonbaosaTenn ‘ LDAP

Ponn . Ecem

YBeaoMnenua

Nuuensua

Nuuensuu Ha ycTpoiicTBa

Mopknioyenne k cepeepy Mouck nonb3osarteneit CootsetcTaue aTpubyTos LDAP
PesepeHoe konupoBaHue Aapec cepaepa * sasomsii DN [unA nowcxa nossonaTenes ATPHGYT MR

slapd.eltex.loc de=company,de=loc givenName
MoHUTOPHHT

opr ATPHGYT username *
MpaBmna reHepauumn cobbITUiA 636 uid sn

Mpasuna renepaumu npobnem
- oraeers

ABTOpH30BaHHLIA focTyn N
P ¥ MpoBepuTL ayTeHTHHUKALMIO patronymic
MIB
3alLMILEHHOE COEANHEHME

AsTOpu3aaums ;ﬁa”'
WcnonbsoBaTb kopHEBOM cepTUdMKaT

T Howep Tened

¥ VmnoprupoBatb A
phone

Kopuegoit cepTudukar: EltexRootCA.crt

MpoBepuTL NonyyeHue aTpubyTOB
MpoBepHTL NOAKNKOYEHHE

BumpxeT "PaspelleHHble Crnocobbl ayTeHTudmkauumn” cogepxut cneayroLme napameTpbl:

+ LDAP — ayTeHTMdwmKaLmMa nonb3oBaTeneit No A0rMHy U Naposiio, KOTOPbIE XPaHATCS Ha BHELLIHEM
cepepe LDAP. 1ns ncnonb3oBaHns AaHHOTO cnocoba ayTeHTudukaLlmm Heo6xo0aMMo HaCTPOUTb
napameTpsbl 415 nogkntoyeHus Kk cepsepy LDAP B 04HOMMEHHOM BUKETE U CO3a4aTb YYETHYIO 3aMuncCb
nonb3oBaTtesis ¢ TuNom akkayHta "LDAP" Ha cTpaHuue "Hactpoikn" — "Tlons3osatenn'.

+ ECCM — ayTeHTudmKaLmsa nonb3oBartesieli no A0rMHy U Naposiio, KOTOpble XPaHATCS /I0KaslbHO B 6ase
AaHHbIX ECCM.

& TIpun OTKIYEHMN KaKoro-nnMbo Trna ayTeHTudrKaLmMmn npeasapuTesibHo nposepkTe, Yto B ECCM
NPUCYTCTBYIOT NONb30BATENN, KOTOPbIE CMOTYT ayTEHTUMLMPOBATLCS OAHUM U3 pa3peLleHHbIX
CNoco6oB, a Takxe, YTO 3TN CNOCO6bI ayTEHTUMKALUN HACTPOEHbI KOPPEKTHO.

Kak MMHMMYM y 0HOrO 13 Nosib30BaTenen Ao/MkHbI ObITb NpaBa Ha A0CTyn K pasaeny "HacTpoikn" -
"ABTOpM3aLUNS", NHa4Ye HACTPOWNKM aBTOpPU3aLNN CTaHYT HeAOCTYMHbI.
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3.14.12.2 LDAP

Buoxet "LDAP" npegHasHaveH g1 HaCTpOVikK napaMeTpoB noaknoyeHns K BHewwHemy LDAP-cepsepy,
3arpy3ku KOpHeBOro cepTudmkara A5 yCTaHOB/EHUA 3alUMLLEHHOTO COeAHEHNS C CepBepOM, HACTPONKM
cooTBeTCTBMA Mexay atpnoytammn LDAP n napameTpamn yyeTHol 3annucu nonb3osartensa ECCM, a Takxe
NPOBEPKM NOAK/HOYEHNA N ayTEHTUdMKALUN C HACTPOEHHLIMU NapameTpamu.

LDAP

MoaxknioueHne K cepeepy Mowuck nonb3osarenen CootBeTcTBMe aTpHbyTOB LDAP

Idap.company.loc dc=company,dc=Iloc givenName

636 uid sn

. ABTOpPM30BaHHbIA AOCTYN
MNpoBepuUTb ayTeHTUPHUKALNIO patronymic

Heiit DNy
uid=admin,ou=CuctemHble agMUHUCTpaTopbl,dc= 0

mé\l
............... | ®

phone
3alMiLeHHOe CoeMHeHNe

MpoBepuTb NonyyeHne aTpubyToB
Mcnonb3osaTh KOPHEBOW CepTUOUKAT

¥ Wmnoptuposatb

KopHesoin ceptudukar: RootCA.crt

MpoeepuTb NoAKNOYEHHe

CoxpaHuTb C6pocutb

[MNoaknyeHve K cepeepy

1. MNone "Apgpec cepsepa"’ — agpec LDAP-cepBepa B chopmate IP-agpeca nnm OMEHHOTO NMEHM;
. Mone "MopT" — nopT ansa noakntoueHns kK LDAP-cepsepy;
. KnouaTenb "ABTOPU30BaHHbIN Tyn" gNs HACTPOIKN aBTOPN30BAHHOIO MOAK/IYEHNUS K -
3. Mepekntoyartens "ABTopM3oBa ocTyn" acTpOliKn aBTOPM30BAHHOIO NOAK/IOYE LDAP
cepsepy. Mpyn BKIOYEHNM CTAHOBATCA AOCTYMHbIMY CAeayLme nons:

a. Mone "MonHbin DN yyeTHol 3anncn” — nonHblii DN To yyeTHol 3anncu, oT UMeHn KOTopol byaet
npovcxoanTb noakntoveHne kK LDAP-cepsepy. Mpumep: "uid=Idap-integration,ou=Management
system,ou=Admins,dc=company,dc=loc";

. n /b YUETHOI 3anncK’ — nNaposib YYETHON 3anmcu, 0T UMEHU KOTOPOIA T

b. Mone "Mapo €THOW 3anucn” — napo €THOW 3anucu, 0 €HU KoTopoli byae
npoucxoanTtb nogkntodeHne Kk LDAP-cepsepy;

4. dnar "3awmleHHoe coenHeHne" — NCNob30BaTh 3allMLLEHHOE COeMHEHME NPU NOAKIUYEHNM K
LDAP-cepBepy;

5. ®nar "Micnonb3oBaTb KOPHEBOW CePTMAINKAT" — MCNOMb30BaTh NOMb30BATENLCKUIA KOPHEBO
ceptudmkaT ans nogkntodeHnsa k LDAP-cepsepy. MNpumeHsieTca ans obecneyveHns goBepust cepeepy B
cnyvae, korga ceptudmkat LDAP-cepsepa BbinyLLEH He 00LLEN3BECTHbLIM LIEHTPOM cepTudmkaunu;
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KHonka "MimnopTupoBaTth" — 3arpy3ka Ha cepsep ECCM nonb3oBaTesibCkoro KOpHEBOro cepTudmkara
ana nogkniodeHunsa Kk LDAP-cepsepy;

KHonka yganenuns ceptudpmkaTta — yaasieHne nosib3oBare/ibCKoro KopHeBoro ceptugmkara ns ECCM,;
KHonka "lMpoBepuTb NogktoueHme" — TectoBoe nogknoveHne k LDAP-cepsepy. B cnyyae, ecnn

npoBepka noaxntodeHnsi kK LDAP-cepBepy npoluia ycnewHo, psaoM ¢ KHOMKOW NosiBUTCS nkorka @ ;

ﬂpOElEpHTb nogrnoJyeHne @

|_|pVI BO3HWKHOBEHUWN OLLINOKM NoAKNKYEHNA K cepBepy C HACTPOEHHbLIMU NapaMeTpamMn paaom C KHOIMKOVA

noABUTCA VIKOHK&@ .

Hpoaepmb nogknioyeHe ®

MNouck nonb3oBarenei

1.

2.

Mone "ba3zosbli DN gns novncka nonb3oBarteneil” — 6a3oBblii DN Ans noncka nosnb3oBartenien B
katanorax LDAP-cepBepa npu co3gaHuy HOBOTO MNO/1b30BaTeNs Un ayTeHTMdunKaLmMm CyLwecTBYOLEro;
Mone "ATpnbyT username” — atpubyT, B KOTOpoM Ha LDAP-cepBepe xpaHuTcs Hhopmaums o NornHe
nosnb3oBaTens;

KHonka "TMpoBepuTb ayTeHTUdUKaLmM" — npoBepka ayTeHTUdnKaLmmn ¢ 3aaHHbiMu napameTpamu. Mpu
HaaTuu Ha KHOMKY OTKPOETCS COOTBETCTBYHOLLEE ANaIOroBOE OKHO:

MpoeepuTb ayTeHTUdUKaLMIO

| Maponk *

o

3aKpbITb

Beeaute B Nonsi I0MVH 1 Naposib cyllecTaytowero LDAP-nonb3oBatens u Haxmute KHonky "MpoBeputs”. Eciu
[laHHble ANs NOAK/YEHMS K CePBEPY 1 Nnoucka Nosb3oBatesieit 6b11v BBeAeHbl BEPHO, ayTeEHTUMUKaLNS

nosb3oBaTesnsi NPoAET YCNELIHO 1 PSAOM C KHOMKOM

w o

MpoBepuTb" 0OTOOPA3UTCA UKOHKA © :

MpoeepuTb ayTeHTU(UKaLMIO

o

ivan.smirnov

3aKpbiTbh

MNpoeepuTh @

B cnyyae HeycneLiHoi ayTeHTUUKaLK Nosib30BaTeNs psAoM ¢ KHOMKOM "TpoBepUTh"' 0To6pa3nTCs MKOHKA

MpoeepuTb ayTeHTU(UKaLMIO

o

ivan.smirnov

3aKpbiTb

MNpoeepuTh ®
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CootBetcTtBUEe aTpnbyToB LDAP — HacTpoiika cooTBeTcTBUsS aTpubyToB LDAP napameTpam y4eTHON 3anmcu
nonb3oBaresis cuctemsl yrnpaeneHnsa ECCM:

1.

2.

Mone "ATpnbyT nms" — atpubyT, B KoTopom Ha LDAP-cepBepe xpaHutcs nHcopmaums 06 nMeHn
nosb30Bartesis;

Mone "ATpnbyT thammnunsa” — atpubyT, B KOoTopom Ha LDAP-cepBepe xpaHutcs nHcopmaums o oammnnnm
nosb30Bartess;

Mone "ATpnbyT 0TYECTBO" — aTpubyT, B KOTOpOoM Ha LDAP-cepBepe xpaHutcs nHopmaums o6 otyectse
nosb30BaTesis;

Mone "ATpnbyT e-mail" — aTpnbyT, B KOTOpOM Ha LDAP-cepBepe xpaHuTcsa nHpopmaums o e-mail
nosb30Bartesis;

Mone "ATpnbyT HOMep TenedgoHa" — aTpubyT, B KOTopom Ha LDAP-cepBepe xpaHuTtcs nHopmaums o
HOMepe TenedpoHa nosb3oBaTess;

KHonka "lMpoBepuTb nosyyeHne atpnbyToB" — NO3BONSET NPOBEPUTL NosyvyeHne atpmbyTos ¢ LDAP-
cepsepa. NMpu HaxXaTm Ha KHOMKY OTKPOETCA COOTBETCTBYHOLLEE AMa/IOTOBOE OKHO:

MpoBepuUTb NosyyeHne aTpuGyToB

Norux

3aKpbITb

Beegute B none "Jlormn" nornH cywecteytowero LDAP-nonb3oBaTtensa n Haxmmute KHomnky "Mposeputsb”. Ecnn
NMOMCK NONb30BaTeNs NpoLles yCneLwHo, To B OKHe 0TO6pa3saTcA HOBbIE MOSA C 3aN0/IHEHHLIMW 3HAYEHUAMN U3
yKasaHHbIX atpnbyTtoB LDAP:

lMpoBepuTb NonyyeHue aTpubyTOB

Noruk * s

ivan.smirnov VBaH

CMUpHOB OTyecTBO

ivan.smirnov@company.loc Homep TenedoHa

3aKpbiTh I'ImeepMTb@

[V

Ecnu nonb3oBaTtesb € AaHHbIM JIOTMHOM HalieH He 6bls1, PSAAOM C KHOMKOV "TpoBepuTh" 0TOO6PA3UTCA MKOHKA

SF

MpoBepuTb NonyYeHne aTpubyTos

ivan.ivanov

3aKpbITE MpoeepuTh @

[ns coxpaHeHus nameHeHuin B Buaxete "LDAP" Haxxmute Ha kHonky "CoxpaHuTb". 418 OTMEHbI U3MEHEHWI 1
BO3Bpara K nocsiegHemMy COXpaHEHHOMY COCTOSIHUIO HaXKMUTE Ha KHOMKY "OTMEHUTL".
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[Nsi O4MCTKM HACTPOEK BUIKETA HAXKMUTE KHOMKY * B BEPXHEM MPaBOM YINy BUAXKETA. B OTKPLIBLLEMCS MEHHO
BblGepUTE NYHKT "OYNCTUTb HACTPOIKN":

CooTeeTcTEMe aTpubyToe LDAP _
OYWCTMTE HACTPOHKK

givenMame

® Henb3a ouncTnTb HACTPOIiKM BumkeTa "LDAP", ecnn BkntoueHa LDAP-ayTeHTUdMKaLMS.
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MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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